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User Guide Summary

1 Summary

Ruijie Cloud Service is Ruijie's easy and efficient cloud solutions for chain stores, small and medium-sized businesses
and boutique hotels. The solutions include equipment deployment, monitoring, network optimization and operational
lifecycle management; enabling customers with simple plug and play deployment and operation and maintenance.
Meeting the needs for automatic cloud RF planning and user experience monitoring. At the same time it provides flexible

wireless user access control features.
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Supported Browser

2 Supported Browser

For browser, it is recommended to use the following versions or above.

Supported Browser Version
Chrome 57.0.2987.133
Safari 10.1

Firefox 52.0.2
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Addresses & Ports to be Permitted

3 Addresses & Ports to be Permitted

Source IP

Your
network

Your

network

Your

network

Your

network

Your

network

Your

network

Destination

devicereg.ruijienetworks.co
m
devreg.ruijienetworks.com
cwmpsvr-japan.ruijienetwor

ks.com

35.194.101.74
34.84.13.46

cwmpsvr-japan.ruijienetwor
ks.com
devicereg.ruijienetworks.co
m

devreg.ruijienetworks.com
cdn-japan.ruijienetworks.co

m

rylog-japan.ruijienetworks.c

om

Src. port

Any

Any

Any

Any

Any

Any

Dst. port

80, 443

80, 443

10000-12
000

3478,
3479,

80, 443

80, 443

Protocol

TCP

TCP

TCP

UbP

TCP

TCP

Description

Ruijie Cloud login
server

Ruijie Cloud server
Ruijie Cloud server
establishes the
tunnel  connection

with the gateway

Ruijie Cloud server

delivers the CLI
commands to the
device

Ruijie Cloud
authentication
server

Device log upload

Device
using this

rule

Ap/AC/Switc
h/Gateway

Ap/AC/Switc
h/Gateway

Gateway

Ap/AC/Switc
h/Gateway

STA

AP,AC,
Switch,

Gateway



User Guide Register and Login

4 Register and Login

4.1 Register

1.  Visit https://cloud-japan.ruijienetworks.com.

Ruijie Cloud Service

More »

©2014-2020 Ruifie Networks Co.Ltd | Privacy Policy | Contact Us

2. Click Sign up to open the Register page.

macc ¢S |
Register
&) Japan
@ (GMT+9:00)Asia/Tokyo

]

Send Code

8

¢ B>

Fa

| agree to the User License Agreement and Privacy Policy,

Already have an account?

3.  Select your country or region.


https://cloud-japan.ruijienetworks.com/

User Guide Register and Login

Note: The Server Hosting is determined by country. Please choose your country correctly, or the device may fail to go
online. When the selected country or region does not match the current server, the page will automatically refresh without

affecting the registration.

macc €5
Register
@ Japan -
[ ) .
ltaly
Jamaica .
Japan
Jersey ' .
Jordan
Kazakhstan -
Kenya
B -
B -
.
-] .
G968 -

I agree to the User License Agreement and Privacy. Policy,

Already have an account?

4.  Select your time zone.

macc
Register
@ Japan

(O (GMT+9:00)AsiaTokyo

I

(GMT+0:00)Asia/Khandyga

(GMT+0:00)AsialSeoul
(GMT-+9:00)AsiaTokyo

(GMT+0:00)AsiarYakutsk
(GMT+0:00)Pacific/Palau

(GMT=9:00)ROK

(GMT=0:30)ACT

8
.

]
@ 69648 -

| agree to the User License Agreement and Privacy_Policy.

Already have an account?

5. Enter your Email address, click Get Code, and enter the security code contained in the Email into the Verification

Code box.

Note: One email address can be registered once only.
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macc

Register

® apan :
(© (GMT+9.00)AsiarTokyo -
s .
= |
| Send Code .
8 .
& .
N

0 .
CECE

| agree to the User License Agreement and Privacy Policy

Already have an account?

6. Enter and confirm the password.

Note: The password should be a combination of two or more items among numbers, letters and special characters in the

length of 5 to 12 characters. Space is not supported.

macc
Register

@ Japan *

(®  (GMT+9.00)asia/Tokyo B

Send Code -

T |8 B

[-3]

h -

| agree to the User License Agreement and Privacy Policy,

Already have an account?

7. Fill in the rest required information and click Sign up. If your information is verified and saved, the registration

succeeds.
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4.2Login

1. Visit https://cloud-japan.ruijienetworks.com.

Ruijie Cloud Service

©2014-2020 Ruijie Networks Co.Ltd | Privacy Policy | Contact Us
2. Enter your username and password, and click Login. After the information is verified, you can access the system.

4.3 Forgot Password

1.  Visit https://cloud-japan.ruijienetworks.com.

Ruijie Cloud Service

©2014-2020 Ruijie Networks Co.Ltd | Privacy Policy | Contact Us

2. Click Forgot password? to open the Forgot password page.


https://cloud-japan.ruijienetworks.com/
https://cloud-japan.ruijienetworks.com/

User Guide Register and Login

macc

Forgot password?

©2014-2020 Ruljie Networks Co.Ltd | GDPR | Privacy Policy | Contact Us

3.  Enter the Email address for retrieving the password. Click Get Security Code, and enter the security code contained

in the Email into the Security Code box.

Note: The Email address is generally the same as the account.

4.  Enter and confirm the new password.

Note: The password should be a combination of two or more items among numbers, letters and special characters in the

length of 5 to 12 characters. Space is not supported.

5. Click Save. If your information is verified and saved, you can use the new password to log into the system.
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5 Monitoring

This part enables you to monitor the following items:
® DASHBOARD

® TOPOLOGY

® ALARM

® REPORT

® DEVICE

® CLIENT

5.1 Dashboard

After logging in, the Dashboard appears, or you can click Dashboard in the menu to open the page.

Ruiie (> MONITORING ~ CONFIGURATION  MAINTENANCE
ALL TEST_BBUG_+9 ‘ earch Netw ) |11n ‘| T "
@ DASHBOARD
& ToroLocy =8 Overview Registered Device Distribution H [ Seach b bt | &
B ALARM 5] 1 A 0 pre—
B REPORT b \
v o,
s .
-4
0 & 0 s &
rons ¢
8 DEVICE Ty e S G
Mergete }
-
Twhey ey Jupen it ot orth ~
- Q 2 A S e Alfant
o tap o o .
i o o e
g coas ™ TR
= Vemeses
o . : : C [z
Alarms 5 Prre
en— = ———— s
A CLIENT Aqcts { L) Py
0 1 1 e utsomen 00130 W
S Ocean sk { Sou
" ; st n B
ared Veek S A | Oce Ocean
G gie o h s i i 62021 | Tuma
2.4G/ 5G Clients | Channel Distribution and Usage @
56 ==
W24G
usc
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5.1.1 Overview

| Overview

2

Monitoring

] ]}

Overview displays the statistics of APs, switches, gateways and clients. The upper number indicates the number of online
devices, and the lower number indicates the total number of devices.

5.1.2 Alarms

| Alarms

3 9

Uncleared Today

Alarms displays the number of uncleared alarms, new alarms today and total alarms generated this week.
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5.1.3 Registered Device Distribution

o SO I
Search the location you need.

| Registered Device Distribution

The map displays the device distribution by default. Devices are displayed in network, and the number on icon indicates

the device number. Point to the icon, and the device and alarm number are displayed.

wmeo L cHavuan
| Registered Device Distribution ‘ ot

Search the location you need.

5 :
(R mﬂ“‘\“\‘d £ AR
\ E

ﬁ P
MOUNTAIN RESIDENTIAL &

SHESHAN

DISTRICT
Anid |
‘ G1PDAUU043260 | ) st )
Status Client Network § %AEgersEH‘ﬁIE\I % i 55 _/‘- ot
i SR\ A : %~ JIN'AN
Offline 0 JAPAN_.. 2 ~__DISTRICT el
5 W it EZX

Alarms

"HEN e
0 0 0 Eﬁ #' , ‘%suuusu
Critical Major Minor dhlsttemple — RE&?TEI;‘:E?L i
"~ XIANGYUAN
N . SHANGHAI —
ST e A g SUBDISTRICT x\ :

;;;gg,:a /—sﬁ

ofi

TULE
P Mop deta %H‘E@?ﬂfm

a |
- P X o 7L 4 03 . ’
‘, N 2% TALJIANG o
i N | £ Bistrier
‘ N\ - NaER CA =
| A AZTNTTE DISTRICT =
) ~ oS -

Google

AriAariAR

Click E to bind networks. In the Unbound Network List, you can drag a device to the map to bind the location; on

map, you can drag a network to change its location, or click Unbind to unbind the location.
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Monitoring

514 2.4G/5G Clients

| 24G/5G Clients

W 24G
B 5G

The chart displays the statistics of clients using 2.4G and 5G.

5.1.5 Channel Distribution and Usage

| Channel Distribution and Usage

2.4G I
1

5G
124

W 1die Busy [ Overload

The chart displays the channel statistics.

| Channel 116 sage @
Device (0)
M idie 0
Busy 0
M Overloaded 0
5G ]
116

M de Busy M Overloaded

Point to a channel, and more details appear. The channel usage is graded as:

Idle: 0% to 59%
Busy: 60% to 79%

Overload: 80% to 100%
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5.1.6 Client Summary

| WiFi Client Summary

Clients

04-13 15:30:00

0413153000 | 04 |l 0413155000 | 04-13 160000 04-1316:10:00 | 04-13 162000 04-13 16:30:00
The chart displays the trend of recent clients.
5.1.7 Top 10 Networks by Traffic
| Top 10 Networks by Traffic
Ranking Network Traffic Clients
1 Natoe oo s

The table displays the top 10 networks ranked by traffic.
5.1.8 Top 10 Clients by Traffic

| Top 10 WiFi Clients by Traffic

B 80ad.16ea.1dc3

f4db.e3b5.655¢
W 22a1.032d.2913
B 1273.b600.b498

The chart displays the top 10 clients ranked by traffic.

Monitoring
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5.1.9 Top 10 APs by Traffic

| Top 10 APs by Traffic

Ranking AP Traffic Clients
1 G1KDIHH028618 161.92M _ 1
2 G1KQBTFO1872A B.6TK | 1

The table displays the top 10 APs based on traffic.

5.1.10 Top 10 SSIDs by Traffic

| Top 10 SSIDs by Traffic

B 5510 _testData®
Mature Cloudtest
B Mature2_Cloudtest
939.78G B Guogiang
W 015 New Portal 551D 015
W 551D testData5

— T

Total

ARy

The chart displays the top 10 SSIDs based on traffic.

5.2Topology (beta)

Topology displays the network topology and status, and offers the project report.
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Monitoring
default Configure Management Password Praject Statu e Gilien
Crvation Time:2021.04.01 10:09:24 Uplime: 12Days Mot Deliver- 0 3
[ Catewsy 00 (£ Swich 01 [T AP0 (G AC: 00 (3 VAFI Router: 000 Instuction =y - | Diaguaets sucoeeded. The actmork oam bc-defivercd by the cxsimer. ==
o
e
5.2.1 Data Monitoring
® Basic Information
Including the creation time, uptime, quantity of online clients and alarms.
% default % Configure Management Password Project Status Online Clients Alarms
Creation Time:2021-04-01 10:09:24 Uptime: 12Days Not Deliver- 0 3

® Network Topology

The topology displays the device connection and status. Click a device, and its detailed information will be displayed on

the right.

Update Time: 2021-04-01 10:09:3%(Complete) Refresh

Gateway: 0/0 swich: 011 [ AP:00 (" AC: 000 @WiFi Router: 0/0  Instruction

L¥)
¥y

100%

® 3GP-P

® Details and Device

Details displays connectivity, network speed, WiFi experience, and online/active client quantity.

Detect Device
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Device displays the data of different kinds of devices.

Details Device
Diagnosis succeeded. The network can be delivered to the customer.
Status
Comnectivty  18:00 22:00 2:00 6:00 10:00 14:00
Spesd
T —Mbps
L —Mbps
WiFi Experience
1
08 2
Online Clients 06 2
04 2
0 .
0.2 I
—
1
08 E
Ative Clients 655
(8]
0 04 2
023
s}

Details  Device

[GloudAP] [ Fit AP ] [ AC ] [Router]

GGP-P eWeb Telnet

1234842570065
Model: X5-51930J-8GT25FP-P, IP: 192.165.3.26

5.2.2 Report

Point to Project Status, and click View Report.
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% default & Configure Management Password Project Status
Creation Time 2021-04-01 100324 Uptime: 12Days Not Deliver-
® Delivery
Update Time: 2021-04-01 10:09:39(Complete) Refresh - . iy
’ o Details  Devic Not Deliver

Diagnosis succeed
Gateway: 00 2 swicn:o/t [ AP0 [t Ac:on  E WiFi Router: 00 Instruction Vertical ! ® Add Project

(‘ Status

2020-11-05 20:31:08

default Search Network Q Manage Networl l l Take over Network l Unbind Device I
Back Preview Update Time:2021-04-13 19:45:38 Edit | Download Report

default
Project Report

Report Time: 2021-04-13

5.2.2.1 Edit

You can download or edit the report. Click Edit on the upper right corner to customize the report.

ESW Search Network Q Manange Network l [ Manange Network ] [ Manange Network

Back Preview Update Time:2020-06-26 21:18:01 | Download Report

You can edit

® Title

® Cover

® Basic information
(]

Configuration

Diagnosis data
® Device list

® Topology
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Back Update Time:2021-04-13 19:49:28 GRefresh | Preview | Download | Download Report
defaultReport #
1. Cover
2. Basic Information
3. Configuration
et 4. Diagnosis
Project Report 5. Device
6. Topology
2. Basic Information
LOGO: 1115 recommended to upload the image i the ratio of 4:3.
Only support png, jpg, jpeg and bmp.
The image Id N
Copyright: [All rights reserv
Deivery Time: 2021-04-13 5
5.2.3 New Device
5.2.3.1 Device Information
Click a device in the topology to check its configuration.
Update Time: 2021-04-01 10:09:39(Complete) Refresh esarE £ M
@ Instruction eWeb Teinet SSH

[® Gateway: 010

wich: 01 [F| AP:00 (] AC: 010 @W\F\Ruuter 0/0  Instruction =

+
100%
SN Type Mode!
= 1234942570068 Switch XS-51930J-8GT2SFP-P
MAC Management P
00d0 1822 3378 192168.3.26

Port  Configuration

Port Status PoE Action
Gion Disconnected Disabled Disable §
Giorz Disconnected Disabled Disable §
Gior3 Disconnected Disabled Disable i
Giora Disconnected Disabled Disable §
Gi0rs Disconnected Disabled Disable ¥
Gi0re Disconnected Disabled Disable ¥
Gior? Disconnected Disabled Disable ¥
Giors 1000M Disabled Disable ¥
Gior9 Disconnected Unsupported Disable

GioHo Disconnected Unsupported Disable

5.2.4 Diagnosis

The function diagnoses the network connectivity and link status. Click Start Diagnosis or Diagnose again on the right to

start diagnosis.
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Details Device

Diagnose again
Last Record: Pass View More

Status

Connectivity 20:00 0:00 4:00 8:00 12:00  186:00

Diagnosing...5%

Layer 2 and 3 Connectivity ~
Address pool and VLAN Test...checked.
Link Status ~

Traffic Monitoring... 2/2 devices checked

Negotiation Speed And Duplex Mode Test... 2/2 devices checked

Click View More to check the previous diagnosis results.

Q Layer 2 and 3 Connectivity ~
@ Address pool and VLAN Test
@ Link status A

@ Traffic Monitoring

@ Negotiation Speed And Duplex Mode Test
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5.3 Alarm

5.3.1 Alarm List

nnnnn

® Alarm List displays the cleared alarms. Alarm List supports the search based on AP serial number, alarm type,

alarm source (network/device), and alarm generation time.
®  You can configure thresholds in Alarm Settings.

The following describes the conditions for generating alarms.

Type
Device goes offline

Device goes online and

offline continually

All devices are offline

High channel usage on AP

System
usage(CPU/memory

usage) above threshold

Switch loopback detected
(RLDP)
Abnormal network access

on gateway

High packet loss rate on

gateway

Condition

An AP goes offline.

The online/offline change times of an AP
exceeds the default threshold within two
hours.

All APs in a network go offline.

The RF channel utilization exceeds

80%.

The CPU or memory usage of
AP/switch/gateway exceeds the
threshold.

A loop occurs on the switch.

The gateway port fails to ping the

specified domain or IP for several times.

The packet loss rate of gateway

exceeds the threshold.

Description
The AP

Service, or the AP is powered off.

is disconnected from the Cloud

The connection between the AP and the
system is unstable or the AP has a firmware or

hardware fault.

RF channel utilization is high and interference
is strong. It is recommended to change the
channel.

For AP, the default threshold for CUP usage is
85% and for memory usage is 85%.

For switch, the default threshold for CUP
usage is 50% and for memory usage is 65%.
For gateway, the default threshold for CUP
usage is 50% and for memory usage is 65%.

Custom values are not supported.

When the Ping test failed for the specified
times, the alarm is sent. The times and

domain/IP address can be configured
manually.

When the packet loss rate exceeds the
specified percentage of threshold for several
times in 5 minutes, the alarm is sent. The

times and threshold can be configured
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Uplink rate above threshold

on gateway

Downlink rate above

threshold on gateway

SIM card traffic exceeds
limit

GPS signal is not found
CPU usage is high

Memory usage is high
Disk space usage is high
Flash usage is high

CPU temperature is high

5.3.2 Ignore Alarm

The uplink rate exceeds the specified
percentage of threshold for several

times.

The downlink rate exceeds the specified
percentage of threshold for several

times.

SIM card traffic exceeds a default
threshold.

GPS signal is not found.

CPU usage exceeds a default threshold.
Memory usage exceeds a default
threshold.

Disk space usage exceeds a default
threshold.
Flash usage exceeds a default
threshold.

CPU temperature exceeds a default

threshold.

manually.

When the uplink rate exceeds the specified
percentage of threshold for several times, the
alarm is sent. The threshold, times and
percentage can be configured manually.
When the downlink rate exceeds the specified
percentage of threshold for several times, the
alarm is sent. The threshold, times and
percentage can be configured manually.

Only MTFi devices support this alarm.
Only MTFi devices support this alarm.
Only MTFi devices support this alarm.
Only MTFi devices support this alarm.
Only MTFi devices support this alarm.

Only MTFi devices support this alarm.

Only MTFi devices support this alarm.

Select the alarm you want to ignore in Alarm List, and click the Ignore Alarm button. A popup window will be displayed.

After click OK, the alarm will be ignored.

5.4Report

5.4.1 Network

T . . . - . Real-tim .
Network is divided into 3 parts: Summary, Device and Client. Except the statistical charts with that display

real-time data and Client > Experience chart that only displays data in the last 7 days, all other charts support searching

data in the last 94 days with the same query conditions. All charts automatically refresh every minute. Reports can be

exported into CSV or PDF files, or sent by Email.

® Exportto CSV

Summary Device Client

| WiFi Traffic Summary

Point to

® Export to PDF

53] .
, and click Export to CSV.

Last 24 Hours v [] =
Export to CSV

Export to PDF
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Summary Device Client Last 24 Hours ~

Exportto CSV

| WiFi Traffic Summary

. i .
Point to , and click Export to PDF.

® Mall
Email Setting
Send Email Delivery Plan
Send As @®csv  (OPDF
Email l +

[}
Click , and select Send Email. Choose a file type for the report, then enter Email addresses. After click OK, the

report will be sent immediately.

Email Setting
Send Email Delivery Plan
Enable [
Send As CSV (Report Contents: Summary [ Device [ client )
PDF

Email longlijiang@ruijie.com.cn l +

Send At Every Month v 1 VH 15:00~15:59 Vl
Every Day
Every Week last day of a month if the set value exceeds the number of days it

has. For example, the report is set to be sent on the 30th every month, then it is sent on the

last day in Feb..

. | . . e
Click , and select Delivery Plan. Click Enable to send the report on the specified time.

Report includes the data of Summary, Device and Client, and supports CSV and PDF file formats.

Up to three Email addresses are supported.
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Reports can be sent every month, week or day.

® Summary > WiFi Traffic Summary
| WiFi Traffic Summary

Uplink Downlink
Traffic (MB)

“[}.U' Wy'\ A2 N “[}.13 B"‘l > Q‘?’“’ o ] > o E’“L 3 5

& @° & ot @t

The uplink/downlink traffic summaries of the selected network during the specific period.

Uplink: Traffic directed from internal network to external network.
Downlink: Traffic directed from external network to internal network.

® Summary > Channel Distribution and Usage

| Channel Distribution and Usage @

2.4G

5G |

The channel distribution and usage of the selected network.

Channel 153

| Device (1)
I 4 mige

| eoeo
0

] 0
Client (2)

56 I

Point to a channel to view more details. The channel usage is graded as:

Idle: 0% to 59%
Busy: 60% to 79%
Overload: 80% to 100%

® Summary > SSIDs by Client

L .
PR B a5 IR ®
o o R @ @ @
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| SSIDs by Client

Ranking
1

2

The SSIDs ranked by client number of the selected network during the specific period.

SSID
Mature_Cloudiest
A_oneclick
nature1
A_voucher
wang1
A_oneclick123

nateurez

® Summary > SSIDs by Traffic

| SSIDs by Traffic

Ranking
1

2

The SSIDs ranked by traffic of the selected network during the specific period.

S5ID
Mature_Cloudtest
Venus_Cloudtest

A_oneclick
A_voucher
wang1
A_oneclick123

nateure2

® Summary > RSSI Statistics

| RSSI Statistics @

10

T70.35M

181.04M

21.43M

2.55M

49 51K

23.38K

20.68K

Strength
B Strong
Medium

B Weak

Clients

Traffic

Clients

Traffic
T70.35M
21.48M
18.69K
2.55M
49 51K
23.38K

20.68K

Clients

10

Proportion
100%
0%

0%
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The wireless signal strength of the selected network during the specific period. The signal intensity is defined below:
Weak: RSSI < -80dB

Medium: -80dB < RSSI < -70dB.

Strong: RSSI > -70dB

® Device > Device Summary

| Device Summary

Device Total Online Offline Not Online Yet
m AP 20 0 0 20
Switch 0 0 0 0
m Gateway 0 0 0 0
m AC 0 0 0 0
B WiFi Router 3 0 0 3

The online status of devices of the selected network during the specific period.

® Device > AP Activity

| AP Activity @

Inactive [ Medium ([ Active
AP

2

1.5 ‘
1

0.5 ‘
0

2019-04-07 2019-04-25  2019-05-12  2019-05-31  2019-06-18  2019-07-06

The AP activity of the selected network during the specific period. The chart does not support searching data in the last 24

hours.

AP activity is evaluated based on the number of active clients accessing the AP in a day. APs not associated with any

clients are not calculated.
Inactive: <5 active clients

Medium: 5-9 active clients
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Active: 210 active clients.

® Device > Top 10 APs by Client

| Top 10 APs by Client

Ranking AP Alias Clients Traffic
1 G1KDIHHO2861E  520w2 7 794.53M
2 G1KQBTF01872A  Ruijie01 1| 181.04M

The top 10 APs ranked by client number of the selected network during the specific period.

® Device > Top 10 APs by Traffic

| Top 10 APs by Traffic

Ranking AP Alias Traffic Clients
1 G1KDOHHO2861E  520w2 rasav [N 37
2 G1KQBTF01872A  Ruijie01 181.04v [ 1

The top 10 APs ranked by traffic of the selected network during the specific period.

® Device > Firmware Version
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| Firmware Version

B AP RGOS 11.1(5)B40P6...
AP RGOS 11.1(5)B40PS...
7 B S19 RGOS 11.4(1)B42P...

Devices B EG_ RGOS 11.9(1)B1151...

B YUnknown Firmware Version

The proportion of firmware versions of the selected network during the specific period.

® Device > Hardware Version

| Hardware Version

W AP520(W2) 1.00
AP740-11.20

7 W EG3000UE 1.00

W X5-51960-10GT2SFP-P-...

W X5-51960-48GT4SFP-H ...

B Unknown Hardware Version

Devices

The proportion of hardware versions of the selected network during the specific period.

® Device > PoE Utilization

| PoE Ubizaticn &2

Uicador: 10% W

W Balowr 0% Undzaton
Abcrew: 1108 Utlkzation
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The numbers of PoE switches above and below the selected utilization percentage.

® Device > PoE Power Summary

| PoE Power Summary 2=

I Tots! Fower [ Vsed Power
200 W —
150 W 4 05-10 1510
Total Power. 200
Used Power: 3.7
100 W <
50 ¥
0 W
05-10 0 o 5 0510 144 25 08101 o C ] 5 4 D430 G100 O8N O

The power summary of the entire POE device, including the total power and used power.

® Client > WiFi Client Summary
| WiFi Client Summary

Clients
12
10

8

6

4

2
0L =
Iy S
o

2
% :

ECTIEC RPN C IS LN - B T R R, I C BPE U R . - B B AT A5
O T T o oM T T T T T o T T o T T T oY QT b o o

N ok g
Fa i S e u“\‘“%

The client summary of the selected network during the specific period.

® Client > WiFi Client Activity

| WiFi Client Activity @

Inactive Minimal Low [ Medium [l High [ Extreme
Users
12
10 l
: ||
6
:
2 ]
04 T T T T T T T T T T T
2019-04-07 2019-04-15 2019-04-23 2019-05-01 2019-05-09 2019-05-17 2019-03-25 2019-06-02 2019-06-10 2019-06-18 2019-06-26 2019-07-04

The client activity of the selected network during the specific period. The chart does not support searching data in the last
24 hours.

Client activity is evaluated based on online duration and traffic volume (from highest to lowest):
Inactive: <100KB traffic

Minimal: Any time and 100KB traffic

Low: 1h/d and 500K traffic

Medium: 2h/d time and 2M traffic

High: 4h/d time and 5MB traffic

Extreme: 8h/d time and 10MB traffic

® Client>2.4G/5G Clients
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| 2.4G/5G Clients

B 246
W 5G

The proportion of STAs using 2.4G/5G of the selected network during the specific period.

® Client > Top 10 WiFi Clients by Traffic

| Top 10 WiFi Clients by Traffic

Ranking MAC Alias Traffic Uptime
1 64b0.a695. 1eed Venus 472 79M

2 a057.e32a.9203 = 305.83M - 11h 58m 125

5h 32m 33s

3 304596090557 Mature 88.52M 4h 57m 0s
4 8c0d. 7677 fa7d - 11.96M | 28h 4m 535
5 1018.9884 ci16d - 3.83M | 1h 16m 4s
6 2c85.9090.0e7b - 2.03Mm | 0Oh 40m 465
i 13f0.e4eb.6cbb Venus 240.4TK | 0Oh 49m 525
The top 10 clients ranked by traffic of the selected network during the specific period.
® Client > Experience
| Experience @ Al 24G 5G| 2019-07-08

B Excellent [ Good Poor Inactive O~ Score

10:05 0110 02:15 03:20 04:25 05:30 06:33 07:40

Client MAC Reported at Band AP MAC Experience Type Reason Channel Usage Noise Floor Pkt Loss Rate Delay
64b0 2695 1eed 2019-07-08 16:57 5G 5869.6c99 08f5 Good - 87% -103 0 589
2057 e32a 9203 2019-07-08 16:57 5G 5869.6c99 08f5 Good - 87% -103 53 "
18f0 e4eb Gicbb 2019-07-08 16:57 5G 5869.6c99 08f5 Excellent - 87% -103 0 08 1
8c0d 7677 187d 2019-07-08 16:57 5G 5869.6c99 0875 Excellent - 87% -103 0 05 _‘
dccf.9631.79¢3 2019-07-08 16:57 56 5869.6c99.08f5 Excellent - 87% -103 0 6 J

First Previous Page | 1 of 1 Next Last 10 & 5in total
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The experience status during the specified time and collects data every 5 minutes. You can switch between 2.4GHz and 5

GHz.

Client information: Click an indicator bar to display more information.

Excellent: HDV and online game are available.

Good: communication application, Web page and VolP are available.

Poor: go offline frequently or hard to go online.

Inactive: check whether a client is inactive according to the traffic and power usage.

Score: Take the parameters of client delay, client packet loss, signal strength and so on as the reference, and then use

the SVM algorithm to get the score.

5.4.2 Voucher

The Voucher Report records the sales of voucher during the specified period.

| Voucher Report Last1Day last7Days Last30Days Custom | 2

No. Package Name Description Price Qty Activated Accounts Total Price

Total 0 0 0.00

Click e to export the Voucher Report in PDF format.

Qty: Number of vouchers generated by each package in the specified period.
Activated Accounts: Number of vouchers activated by each package in the specified period.
Total Price: Total price of vouchers activated by each package in the specified period.

Total: Number of vouchers generated by all packages, number of vouchers activated by all packages and total amount of

vouchers activated by all packages.

5.5Device

Choose MONITORING > DEVICE to display the Devices page, and select a network on the top to filter devices.

5.5.1 AP

5.5.1.1 AP List

Non-apartment Scenario

Networn Fimware Version

Contg Stz

The AP List displays basic device information, including online/offline status, SN, configuration status, MAC, alias,

management IP, public IP, client quantity, network, firmware version, offline time, model and description.

Apartment Scenario
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| AP LISt Now fmmrare available for 1 devices AutoRebesh @) O & 3 - 32
| s ][ wescu || enes More + | 0 Selected
Sustun . B Alas Config Siatus |, Wetwork  Room BuilingID User 1D wac WGNT P EgresslP  Clienis Fimvears Version Offine Time Wodsl  Descripiion Aciian
® onine %0 o722 0624 4862.0371 192165.21.246 120.35.11.940 AP_RGOS 11 1(5/B1P15, Reles 2218 20210616 12.09.07 APT20-L Empty
© Onine = ez - MeadesTe  MIINZS  EWEIIS - AP_RGOS 11346173, Releass(@8172410) APIOOUR)  Emety
® onine o ez - cmatTdes W2 m2se;m AP_RGOS 11 S481F1, Release(07211112 0TI APISOUR)  Emply
@ not Oning Vet 135 Lor-] . - Empty
© Mot Onlne Vet m o e 2 . . Erpe
@ Hot Onina Vet Emply
@ hot Oniine Vet Empty i
© rotonine vet an ez 2 - . Eres
© Mot Onlne Vet 1785 3000343650 . RG-4F1E  Emply
@ hot Oniine Yet 14 BOCG Seed SaTT - RG-AP180 Ermpty
1 het Lot (. |67intotal

The AP List displays basic device information, including the online/offline status, SN, configuration status, MAC, alias,
management IP, public IP, client number, network, firmware version, offline time, model, building name, room, remark and

description.

Auto Refresh: @l
The AP List automatically refreshes every minute. Click to enable/disable the auto refresh

function.

Above the list is the Add AP, Web CLI and eWeb functions. Click to display the Move to, Delete, and Reboot
functions. For more information, refer to Basic AP Operations.

The Search function supports fuzzy queries based on the serial number, alias and description, and also supports queries

based on online/offline status.

Click the record in the Config Status column to open the Config Status page. On this page, you can deliver one or all

configurations.

Config Status(G1KQB7F01872A)
To synchronize all configurations to the AP, please click Manually Deliver. If a configuration fails to be synchronized, please click [ in the Action column to deliver it again.
[ Manually Deliver ORefresh
Config status Action

+ Whitelist Settings{Free Uri] Synced &=
+ Device Name Settings Synced &=
+ Wireless Signal Settings Synced =
+ Bluetooth Settings Synced &=
+ CWMP Inferval Settings Synced =
+ NAT Address Pool Settings Synced =
+ SSID Rate Limit Settings Synced =
+ 5G-Prior Access Synced =
+ Wireless Security Settings Synced =
+ ‘Wireless Location Settings Synced =
+ Country Code and Bandwidth Settings Synced =
+ Access Control Settings Synced |_T‘a
+ Global Radio Settings: Synced E‘,
+ Diagnosis Logging Settings Synced |_T‘a
+ Log Settings Synced |_Tg|
+ RF Parameter Settings Synced =
+ Custom CLI Settings Synced =
. " — m

The number of devices which have available firmware for upgrade is displayed on the upper-left corner of the AP List
page. Click New Firmware to display the New Firmware List. Then click Go To Upgrade to enter the MAINTENANCE >
UPGRADE > Upgrade page.
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New Firmware List

Model Current Version Hardware Version Devices Recommended Version Action
AP630(IDA2) AP_RGOS 11.1(5)B40P2, Release(05161916) 101 1 AP_RGOS 11.1(5)B40P8, Release(08150512) Go To Upgrade
APTAQ AP_RGOS 11.1(5)B40P9 1.00 1 AP_RGOS 11.1(5)B40P6, Release(06150512) Go To Upgrade
AP130(W2) AP_RGOS 11.1(5)B40P2, Release(05170916) 1.00 1 AP_RGOS 11.1(5)B40P%, Release(06150511) Go To Upgrade
APT20-L AP_RGOS 11.1(5)B40P2 1.00 1 AP_RGOS 11.1(5)B40P5, Release(06150511) Go To Upgrade
APT20-L AP_RGOS 11.1(5)B40P9 1.00 1 AP_RGOS 11.1(5)B40P%, Release(06150511) Go To Upgrade
APT10 AP_RGOS 11.1(5)B40P9 121 1 AP_RGOS 11.1(5)B40P5, Release(06150511) Go To Upgrade
AP130(L) AP_RGOS 11.1(5)B9P2, Release(04162719) 1.02 1 AP_RGOS 11.1(5)B9P 11, Release(05151200) Go To Upgrade
APTAQ AP_RGOS 11.1(5)B40P2, Release(05161917) 1.00 1 AP_RGOS 11.1(5)B40P6, Release(06150512) Go To Upgrade
APT20- AP_RGOS 11.1(5)B40P9 1.01 1 AP_RGOS 11.1(5)B40P6, Release(06150512) Go To Upgrade
APT20 AP_RGOS 11.1(5)B40P9 1.02 1 AP_RGOS 11.1(5)B40P6, Release(06150512) Go To Upgrade

First Previous Page [ 1 Jof2 Next Last 10. 1 iniotal

For more information, refer to Device Details.

5.5.1.2 Device Details

Click the serial number in the device list to open the details page for a single device. The page displays detailed device
information, including basic information, connectivity, traffic summary, client data, online/offline status, RF information,

and device log.

The AP information is described as:

® APInfo

| AP Info

SN: G1PH646015472 MAC : 300d.9ede.6d81 MGMT IP: 192.168.21.756
Model : AP180(JA) Config Status :  Synchronized

Hardware Version: 1.01

Firmware Version : AP_RGOS 11.9(4)B1P3, Release(08170714)
Alias: test #

Description : ¢

SsSID: 4%  JP_HL_RCP_AP_001, JP_HL_RCP_AP_003, JP_HL_RCP_AP_002, eg_portall

The basic information includes serial number, MAC address, management IP address, device model, configuration status,

firmware version, hardware version, alias, and description.

® Static
| Status
@ oOnline Memory Usage CPU Usage Alarms - 0

Online Clients: 0 @ @
@ Clients with Weak Signal : 0

The performance data includes the AP connection status, online client count, CPU usage, and memory usage.

® Connectivity

| Connectivity Last24 Hours  Last 7 Days
22:00 2:00 6:00 10:00 14:00 18:00

AP connectivity refers to the connectivity (online status) between AP and Cloud Service within a period (1 day or 7 days).
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® Traffic Summary

| Traffic Summary @ Last24 Hours  Last7 Days

O Uplink (3 Downlink
Traffic(MB)
150

120

2211000 23:40:00 01:10:00 02:4000 041000 05:40:00 07:10:00 08:40:00 10:10:00 11:40:00 13:10:00 14:40:00 16:10:00 17:40:00 19:10:00 20:40:00

You can select to view the AP traffic statistics in the last 24 hours or the last 1 week.

® Radio List
| Radio List oo
RF Type Channel Power Channel Width (MHz) Channel Usage
5G 36 100% 40 42%
246 1 100% 20 71%

The Radio List page displays the RF information, including the RF type, current channel, power (percentage), channel

bandwidth, and channel usage.

® Client List
| Client List o o B
P MAC SSID RSSI AP Alias Band Traffic (MB) Manufacturer Online Time Offline Time
192.168.23.2 TOEF.002B 0F13 Nature_Cloudtest -65 Ruijie 246G 1.489 Apple 2019-04-08 06:24:16

Previous Page | 1 Next Last 10 « 1 in total

The client list displays information about clients currently associated with the APs, including the IP address, MAC address,
SSID, RSSI, traffic, online/offline status, and terminal type.

® Adjacent RF Signal

| Adjacent RF Signal

Scan Adjacent RF LEI g
Start Time: 2020-10-26 15:59:35 End Time: 2020-10-26 16:14:46  Status: Complete

BSSID Radio d Adjacent $SID Adjacent Channel RSSI Adjacent SN Adjacent MAC Uploaded at
92d0.7019.990a Radio2(5G) 999999999 36 G4 G1PC5PK010012 00d0.019.9904 2020-10-26 16:14:48
82d0 10199909 Radio1(2 4G) 999999999 T 56 G1PC5PK010012 00d0.7019 9904 2020-10-26 16:14:48
06d0.1822.3347 Radio1(2.4G) testior180 2 28 1234942570014 00d0.1322.3344 2020-10-26 16:14:48
06d0.7822.3348 Radio2(5G) testior180 149 23 1234942570014 00d0.1822 3344 2020-10-26 16:14:48
220d.9ee8.71ef Radio1(2.4G) SSID-ESTIEA 2 21 G1PD7PW00080B 300d.9ee8.7T1ea 2020-10-26 16:14:48
3e05.8863.45d2 Radio2(5G) 44 60 Unidentified Unidentified 2020-10-26 16:14:48
82d0 811 2239 Radio2(5G) WWwWQQoQa 52 49 Unidentified Unidentified 2020-10-26 16:14:48
3205.885a dab4 Radio1(2.4G) ©\BF Q2B =IERIC 1 48 Unidentified Unidentified 2020-10-26 16:14:48
b053.6556.cede Radio1(2.4G) CMCC-Nic 9 48 Unidentified Unidentified 2020-10-26 16:14:48
b253.6556.cede Radio1(2.4G) CMCC-NIC 9 48 Unidentified Unidentified 2020-10-26 16:14:48

First Previous Page | 1 of 29 Next Last 288 in total

The Adjacent RF Signal page displays the RF signals (scanned BSSID) emitted by adjacent APs. The Radio, Adjacent
Channel, and RSSI in the list are scanned information. If a signal comes from the AP managed by the cloud controller, the
adjacent AP SN and adjacent MAC address will be identified and displayed; otherwise, these two items are in an

unidentified state.
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You can trigger APs to scan adjacent RF signals, and identified and unidentified RF signals can be observed. There are

two known scenarios:

1) Testing the number and strength of RF signals emitted by neighboring APs that are not managed by the system to
predict a degree of RF interference.

2) Identifying RF signals emitted by neighboring APs managed by the system to diagnose the RF functions and
powered-on status of neighboring APs.

On the device details page, you can perform adjacent RF scanning and check the scanning result. The following steps

describe the method for scanning the adjacent RF signals:

Step 1. Click Scan Adjacent RF to trigger an AP to scan adjacent RF signals.

| Adjacent RF Signal

-
Scan Adjacent RF L E

Start Time: 2020-10-26 15:59:35 End Time: 2020-10-26 16:14:46 Status: Complete

BSSID Radio . Adjacent SSID Adjacent Channel ~ RSSI Adjacent SN Adjacent MAC Uploaded at
9240.1019.990a Radio2(5G) 999999999 = s menes =+910012 00d0.1019.9904 2020-10-26 16:14:48
8240.1019.9909 Radio1(2.4G) 999900990| Message 10012 00d0.1019.9904 2020-10-26 16:14:48
06d0.1322.3347 Radio1(2.4G) testior 180 0014 00d0.7822 3344 2020-10-26 16:14:48

Are you sure you want to scan the neighboring
064D 1822 3348 Radio2(5G) testfor 180 device? 0014 00d0 1822 3344 2020-10-26 16:14:48
£20d.9ee8.71ef Radio1{2.4G) SSID-ESTIE] 0020B 300d.9ee8.71ea 2020-10-26 16:14:48
305.8863.4502 Radio2(5G) fied Unidentified 2020-10-26 16:14:48
82d0 811 2239 Radio2(5G) WWWaQaQQ| “ fied Unidentified 2020-10-26 16:14:48
3205.885a.da54 Radio1(2.4G) O\XBFO\XBBW\X\QE\XQC 1 48 Unldentlmed Unidentified 2020-10-26 16:14:48
b053.6556.cede Radio1(2.4G) CMCC-Nic 9 48 Unidentified Unidentified 2020-10-26 16:14:48
253 6556.cede Radio1(2 4G) CMCC-NIC 9 48 Unidentified Unidentified 2020-10-26 16:14:48
First Previous Page | 1 of 29 Next Last 286 in total

Step 2. After the AP is triggered, the trigger time, expected completion time, and status are displayed in the status bar.

Then wait for the AP to finish scanning and send the results to the cloud controller.

| Adjacent RF Signal

-
Scan Adjacent RF LE -

| Start Time: 2021-04-14 10:59:38 Expected Completion Time: 2021-04-14 11:19:38  Status: Initialization |

BSSID Radio d Adjacent §5ID Adjacent Channel RSSI Adjacent SN Adjacent MAC Uploaded at

Step 3. A list of RF signals scanned by the AP is displayed after the scanning. The list supports a filtering function based
on the RF type (2.4 GHz/5 GHz).
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| Adjacent RF Signal

..
Scan Adjacent RF LS g

Start Time: 2020-10-26 15:59:35 End Time: 2020-10-26 16:14:46  Status: Complete

BSSID Radio 4 Adjacent $5ID Adjacent Channel RSSI Adjacent SN Adjacent MAC Uploaded at
92d0.1019.990a Radio2(5G) 999999999 36 64 G1PC5PK010012 00d0.1019.9904 2020-10-26 16:14:48
82d0.1019.9909 Radio1(2.4G) 999999999 7 56 G1PC5PK010012 00d0.1019.9904 2020-10-26 16:14:48
06d0.1822.3347 Radio1(2.4G) testfor180 2 28 1234942570014 00d0.f822.3344 2020-10-26 16:14:48
06d0.1822.3348 Radio2(5G) testior180 149 23 1234942570014 00d0.1822.3344 2020-10-26 16:14:48
e20d.9ee8.71ef Radio1(2.4G) SSID-EST1EA 2 21 G1PD7TPW000280B 300d.9ee8.71ea 2020-10-26 16:14:48
3e05.8863.45d2 Radio2(5G) 44 60 Unidentified Unidentified 2020-10-26 16:14:48
82d0.7811.2239 Radio2(5G) WWWQQQQQ 52 45 Unidentified Unidentified 2020-10-26 16:14:48
3205.885a.da54 Radio1(2.4G) ©EF @ EE@ewIERIC 1 48 Unidentified Unidentified 2020-10-26 16:14:48
b053.6556.cede Radio1(2.4G) CMCC-Nic 9 43 Unidentified Unidentified 2020-10-26 16:14:48
b253.6556.cede Radio1(2.4G) CMCC-NIC 9 48 Unidentified Unidentified 2020-10-26 16:14:48

First Previous Page | 1 of 29 Mext Last 286 in total

) The system stores the latest scanning results, which overwrites earlier data.

& If the adjacent AP SN and MAC address are unidentified, it indicates that the RF source is not managed by the
system; otherwise, the RF signal is emitted by an AP.

® Configuration Backup List

The function is supported only in the apartment scenario.

| Configuration Backup List

[ Current I I Back up I I Download I I Restore ] I Delete ] [ Compare ]
SO LI

File Name File Size Time Mode MD5 Description Action
1234942570359_1620723768054 237K 2021-05-11 18:02:52 Manual 52723cb%9a156973ed90d89109a60ea% Manual backup Details
1234942570359_16207 17429553 235K 2021-05-11 16:17:13 Manual db02bd0f2121ba5115b2b476aff8027e Manual backup Details
1234942570359_1620659718284 201K 2021-05-11 00:15:22 Manual f0d336ccab39b51d1c3617c67e8ae990 — 1 J~CoUI0LT 7L A\ 3Ot sz se g X, Details
1234942570359_1620639081388 201K 2021-05-1018:3125  Manual 0d336ccab39b51d1c3617c67e8ae990 7— | )~ AU IOLT 7 Lr\30ts=22 6. Details
1234942570359_1620296672980 201K 2021-05-06 19:24:38 Manual 10d336ccab39b51d1¢3617c67e8ae390 Manual backup Details
1234942570359_1620139216901 201K 2021-05-04 23:40:20 Manual 10d336ccab39b51d1¢3617c67e8ae390 Manual backup Details
1234942570359_1620139179731 201K  2021-05-04 23:39:43  Manual f0d336ccab39b51d1c3617c6728a0990 Manual backup Details
1234942570359_1619581523244 201K 2021-04-29 13:34:52 Auto 6d7d3783c73c32320456e774a927c1ae Auto backup Details
1234942570359_1619275199404 201K 2021-04-27 07:29:36 Auto f0d336ccab39b51d1c3617c67e8ae990 1234567891234567891234567801234567801234567... Details
1234942570359_1619190971301 200K  2021-04-24 00:16:15 Auto fe69ef30380di37c7d727c024d 18701 Auto backup Details
First Previous Page | 1 of 1 Next Last (1. J10intotal

The backup records include configuration file name, size, time, mode and MD5.

Click Current to display the current configuration. Click Backup in the Config Details page to back up the current

configuration.



User Guide

Monitoring

G1PCSPKO10012_1620732015877 bat

version AP_RGDS 11.9(4)B1P3, Release(87211112)

!

errdisable recowvery interval 388
|

wgos s enable

fair-schedule

rldp enable

!

ipws access-list _ipwepassthrough
18 demy ipve any any

!

wids

!

black-white-1ist

Click Back up and then click OK in the message box to back up the current configuration.

Message

Are you sure you want to back up the current

configuration?

Select one record, and click Download to download the configuration file.

Select one record, and click Restore to restore the current configuration.

Select one or multiple records, and click Delete to delete the backup record.

Select two records, and click Compare to compare the differences.

000 = W s R

18
12
13

15
16
17
18
19
8
21
22
23
24
25
26

141

W

Compare

G1PCEPKD10012_1620632928832.txt

ersion AP_RGOS 11.9(4)B1P3, Release(87211112)

errdisable recovery interval 8@

wgos fs enable
fair-schedule
rldp enable

114

rldp enable

[ 1
T lea miiaea ) 9 ipwve access-list _ipwepassthrough
—28—permitony— 18 18 deny ipve any any

+ 11!

ipve access-list _ipvepassthrough 12 wids

18 deny ipwe any any 13!

! 14 black-white-1list

wids 15!

! 16 manage vlan 1 address 192.168.1.8 255.255.255.8
black-white-list 1 171

! 18 | cwmp

manage vlan 1 address ¥52-358-338-% 255.255.255.8 ‘ 12 acs wrl http://cloudtest-eu.ruijienetworks.com/service/acs/G1PCSPY
! 28 cpe inform interval 13

Cwmp 21| timer cpe-timeout %@

acs url hitp://cloudtest-eu.ruijienetworks.com/service/acs/G1PCSPY 221

cpe inform interval 128 23 dns-cache enable

timer cpe-timecut 2@ 24 dns-cache static domain rjap.jp interface BVI 1
! 251

1
2
3
4
=
6
7
8

G1PCEPKD10012_1620732015877 txt

version AP_RGDS 11.9{4)B1P3, Release(@7211112)
!

errdisable recovery interval zee

1

wgos fs enable
fair-schedule

26

Description can be edited. Click Details in the Action column to check the backup configuration.
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Description
)e164d27654ccTbidagd Empty Details
® Device Log
| Device Log O N
=
Type 4 Updated at Content
Online/Offline 2021-04-09 10:38:07 Device offline. The final time when it sends packets to MACC is: 2021-04-09 10:38:07(It is an estimated value. The deviation is 1 minute.)
Reboot 2021-04-08 10:45:30 Device First connect to MACC or MACC address change
Mode Change 2021-04-08 10:42:21 Device change from ROUTER to ERIDGE
Reboot 2021-04-08 10:37:02 Device First connect to MACC or MACC address change
Mode Change 2021-04-08 10:34.43 Device change from BRIDGE to ROUTER
Online/Offline 2021-04-08 10:31:41 Device goes online for the first time
Reboot 2021-04-07 12:32:43 Device First connect to MACC or MACC address change
Reboot 2021-04-07 12:27.53 Device First connect to MACC or MACC address change
Mode Change 2021-04-07 12:22:12 Device change from ROUTER to BRIDGE
Online/Offline 2021-04-07 12:22:10 Device goes online for the first time
First Previous Page 1 of 19 Mext Last 181 in total

The device log records the historical operations, and currently supports the online/offline records, restart records, and

upgrade records, and supports queries based on the log type and period.

5.5.1.3 Basic AP Operations

® AddAP

| AP List

l Add ‘ Web CLI H Maore = ‘ 0 Selected

Status p SN Config Status

Select the network, and click Add. Both batch import and manual add are supported.
Non-apartment Scenario

To batch import APs, click Download Template to download the template, enter AP information, and click ‘.xlIs’ File to

import the template.



User Guide Monitoring

Add

Download and fill in the template. Up to 200 records can be imported

=

bt

Click to select devices parsing rule ( Deafult Template )

Add a Device

To manually add APs, click Add a Device, enter SN and alias of the AP, and click OK. Click * toadd multiple APs.

Add

15N | Alias| m+

Apartment Scenario

To batch import APs, click Download Template to download the template, enter AP information, and click ‘.xIs’ File to

import the template.

Add

Download and fill in the template. Up to 500 records can be imported

Click to select devices parsing_rule ( Deafult Template )

Add a Device

Model: device model, optional
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SN: device serial number, mandatory
MAC: device MAC address, optional
PN: device part number, optional

SSID/SSID Password: support up to 4 SSIDs/SSID passwords, and each SSID and password need to be separated by “,”

optional

Alias: device alias, optional

Room : the room that installs the device, optional

Building Name: the building that installs the device, optional

Remark: device remark, optional

You can also customize the template in EXCEL file to import devices. In order to parse the EXCEL file correctly, you

should first create and specify the parse role.
Click Click to select devices parsing rule, and a new window pops up.

There will be one default rule.

Click to select devices parsing _rule | default )
£ Add G) @
\ J
I_ Check name snPosition ssidPosgition ssidPasswordPosition roomPosition buildingNamePosition remarkPosition Action |
(] default B2 E2 F2 H2 12 a2
O @eﬁne1 c15 K15 L15 G15 E15 J15
O efineRE 1 H3 D3 F3
@] define P3 R3 T3 H3 D3 F3
O AUTORE c2 D2 B2

Previous /4 Mext @

1. Add button: Add a new rule
2. Menu bar: Display rule content
® Name: User defined name
® snPosition: Specify the starting position of SN in template
® ssidPosition: Specify the starting position of SSID in template
® ssidPasswordPosition: Specify the starting position of SSID’s password in template
® roomPosition: Specify the starting position of room number in template
® buildingNamePosition: Specify the starting position of building name in template
® RemarkPosition: Specify the starting position of remark in template

If an entry is left empty, it will not be imported when importing the template. For example, ssidPosition will not be

imported if it is empty.
XUser can customize the EXCEL parsing rule from columns A to Z and rows 1 to 15.
3. Check box: Only one rule can be selected at a time

4. Rule control button:
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e O

. Edit the rule

e ©

: Delete the rule

. B

: Set the rule as default rule

5. Page up and down button

Import device by custom EXCEL file.

Add

Download and fill in the template. Up to 200 records can be imported

[ [p——

Click to select devices parsing rule ( default )

Check name snPosition ssidPosition ssidPasswordPosition roomPosition buildingMamePosition remarkPosition Action
L] default B2 E2 F2 H2 12 Jz2 Ge
O defins1 c15 K15 L15 G135 E15 15 GoOE
O defineRB1 H3 D3 F3 GoE
@] define P3 R3 T3 H3 D3 F3 GoE
O AUTORB c2 D2 B2 ZoE

Previous 14 Mext

® Moveto
| AP List
‘ Add ‘ ‘ Web CLI | ‘ More - ‘ 1 Selected
Move to )

1 Alias
S OI Delete }4?2 300D9EDE
a M Reboot 101 Emph

Select one or multiple devices in the AP List, click More > Move to, select the new network and click OK.
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Select Network
default + '
&
test_apartment_bridge +
&
TUePE—k +
&
test for_temp= &2 +
&
evy_fxc—EOTA - +
&
(oo | [Tron | (o= | [5oomn : KR
® Delete
| AP List
‘ Add | ‘ Web CLI ‘ | Maore - 1 Selected
Move to )
:| Alias
o 4 SEEE 472 300D9EDEEDE0
a N Reboot (01 Empty

Select one or multiple devices in the AP List, click More > Delete and click OK.

® Reboot
| AP List
‘ Add ‘ ‘ Web CLI | ‘ More = ‘ 1 Selected
Move to ]
& Alias
Delete
g 72  300D9EDEGDS
o IJ Reboot Im Empty

Select one or multiple devices in the AP List, and click Reboot.
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5.5.2 AC (beta)

5.5.2.1 AC List

| ACList Auto Refresh o m-xn

nas | [wevcur | [ owen |[[Upsrade | [ wore - | 05atected

Staws SN MAC Aliss  APISTA  Management URL  Egress P Offline Time Netwark Model Firmware Version Description Action

@ Offine 1234842570020  05156c0.002a AiPro APISTALSl 19216821195 1125433113  2021-04-26 10:50:07  japan__testiestiestiest /427 — FI=i&&gf WLC-TO08  AC_aitos 11 ${2)82PBS2, Raloase{08162118)  Latas! Add

1 ' 0= tintowl

The AC List displays basic device information, including online/offline status, SN, alias, management IP, MAC, public IP,

network, firmware version, offline time, model and description.

Auto Refresh: @l
The AC List automatically refreshes every minute. Click to enable/disable the auto refresh

function.

Above the list are the Add, Web CLI, eWeb and Upgrade functions. Click to display Reboot, Export and Delete
functions. For more information, refer to Basic AC Operations.

The Search function supports fuzzy queries based on the serial number, alias and description.

5.5.2.2 Device Detalils

Click the serial number in the device list to open the details page for a single device.

® eWeb

| Device Config

eWebh H Telnet H Tunnel ‘

Click eWeb to open the eWeb system in a new window.

® Telnet

| Device Config

‘ eWeb H Telnet H Tunnel ‘

Click Telnet to connect to AC by Telnet protocol. Enter CLI commands to configure the AC.
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Message
@ Create succeeded. You can operate below or log in with other tools (e.g. PuTTY).
Host: 35.198.116.32
Port: 10637
Expired at: 2019-02-2522:29

User: \n\n\@33[imTimedout due to lack of activity.\833[em
\833]_;notice|Timedout due to lack of activity.\ee7r
hPress Ctrl-C to close this terminal]

Character Enceding GBK

Open in New Window

7:45:50 P

® More > Reboot

| AC List

| Add | | Web CLI | | eieb Upgrade | | More -
Reboot
Status
Export
Not Online Yet P
Delete

Click More > Reboot to restart the AC.

® Refresh
Click " to refresh all data in the page.
® Port Panel

i L
Connected Disconnecled Disabled

1 Selected

MAC

@ & o % ¥
PPPoE Static IP DHCP PoE Power Emor Copper SFP

[ ]

The port panel imitates the actual AC panel, displaying the port type and status.

® Basic
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Basic
Alias: acli7 g
MGMT Password: TS
Model: W3G6E12
SHM: GAMLATLOD0045
MAC: 9ch5 eeee.cefl
Firmware Version: AC_RGODS 11.9(5)B1, Release(06240613)
MGMT IP: 17229 45177
Description: rd

Basic information includes the alias, model, SN and other information. Alias, MGMT Password and Description can be
edited.

® Overview > CPU & Memory Usage
| CPU & Memory Usage

CcPU Memory

CPU & memory usage are displayed here.

® Overview > Device Status

| Device Status

Online Status Online
Online Clients 0
Active Clients 0

Device status includes online status, online clients and active clients.

® Overview > Connectivity

| Connectivity Last 24 Hours  Last 7 Days

21:00 1:00 5:00 5:00 13:00 17:00
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Connectivity refers to the connectivity (online status) between AC and Cloud Service within a period (1 day or 7 days).

® Overview > CPU/Memory Summary

2020-04-07 CPU/Memory Summary
Percentage (%) (=] Memory

1

o 2020-04-07 03:18:37
CPU:01
0 Memory : 25.9
2 1 5 9

CPU/memory summary over the 24 hours are displayed.

® Overview > Device Log

| LopRecord | Dewcetey  consatos
I o[ Gsesen | 0 .
Type . Updsted at Cantent
OnineiOting 20200405 194153 Daves onine
OnlineiOftine 20200405 193707 Device offine. The finl time when il sends packits 1o MACC is: 2020.04.05 20.25,07(1 is an estimaled value. The deviationis 1 minus )
20200404 101748 Geve oniine
20200404 101307 Gevi offie. The fimalbme when it sends packels fo MACC s- 2020-04-04 1104 07t s estrmated vakue: The deviaton s 1 minude )
Oninei0ing 20200403 194539 Deves oniine
OnlineiOftine 20200403 19,4807 Device offine. The finai me when il sends pakels o MACC s: 2020.04.03 20.37.0708 s an eskmsled value The devistion is 1 mnuie )
Restat 20200403 16,0287 Gevie Fistconnect 13 MACC or MACE adress change
Onieioming 2020040316023 Devecs Q063 online for th trst e

0. 8intotal

The device log records the historical operations, including online/offline, restart, upgrade and VLAN change, and supports

queries based on log type and time.

® Overview > Config Log

| LogRecor | DevsLog  ContgLon
{ } Q Search ] o ..,
Operation Type Started at Ended at Status d Descripton Details
+ [p———— a0an0am 1802 00 180 Swcesied  Devie GIMLINLISONNS
+ 220003 1502 s e Swoss0ed L momhis[AC common g AC istace HaR.
+ Device first online 2020-04-03 16:02 2020-04-03 1602 Succeeded Device: GIMLTILOG004S
: (o

The Config log records the historical configuration delivery, and supports queries based on status and time.

® Port > Speed Summary

| Speed summary [Gi1/0/1 v| @

Avg Speed(Mbps) Uplink Downlink
002

0015

100751 111754 122757 133800 144803 155807 1708710 181813 192816 203819 214822 225826 000820 0111832  0228:35 033838  044B41  05:5845 070848 081851  09:28:54

Uplink & downlink speed of port are displayed. This page supports queries based on day, week and month. Click to

refresh the summary.

® Port > Port Status
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| Port
Port Name Ao st . st Oupiex Wode PortType Vi PoE status
it Ensiec Connected{1000A) Fulldupiex hccess ' Unsupported
Tt Enavied Drconnected Orscanrected. Access 1 Unsupported
iz Eratles Disconnected Disconnecied Access 1 Unsupported
Teunz Enstiee Daconnecte Discannected secess 1 Unsuppertes
G Enavies Osconnectss Oiscannectes accen ' Unsuggares
Gt Enabled Disconnectsd Discannected Access 1 Unsupported
s Enstiee Daconnected Oiszanracies secess 1 Unsupparied
G Enaviea [L— Oisconnacted accen ' unsuggares
T Enstiee Disconnectes Disconnectea Unsupsentes
i Ensoies Dazoanectes Oiszamnected 5 5 Unsuppories
1 [Cro. J10intoral

Port information includes port name, VLAN etc.
® Config > AC Configuration Backup List

| Backup List

AC AP
B -
— oo
- motm e e wes - st
P — w P —— o
[ERP— s E—— .
[ERRTp— e — e
RRRp— e s s o
RIS —— R——— .
(. )5intol

The backup records include configuration file name, size, time, mode and MD5.

Click Current to display the current configuration. Click Back up in the Config Details page to back up the current

configuration.

Config Details

Building configuration...

Current configuration: 5378 bytes

version AC_RGOS 11.9(5)B1, Release(06240613)
hostname ac177

I

wlan-config 1 ACtest1

ssid-code utf-8

wlan-based per-user-limit up-streams average-data-rate 200 burst-data-rate 200

wlan-based per-user-limit down-streams average-data-rate 200 burst-data-rate 200 2

® Config > AP Configuration Backup List
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| Backup List
AC AP
s | (oo [ | 5o
| Powmiead | o o..
— i s —
e s o P S — o
———— —— o
O — s o R —— e
———— e e PUR— o
R ———— - R ————— o
S — u. P st o
I — . e R on
E—— o T —— o
R — u. PR o
- — » e st o
10a 32 in total

The backup records include configuration file name, size, time, mode and MD5.

Click Back up and then click OK in the message box to back up the current configuration.

Message

Are you sure you want to back up the current
configuration?

Select one record, and click Download to download the configuration file.
Select one record, and click Restore to restore the current configuration.
Select one or multiple records, and click Delete to delete the backup record.

Select two records, and click Compare to compare the differences

Compare

GIML1ILODOD45_1585751262845. txt GIMLILODOD45_1586012511307.txt

h template wifidog 1 wifidog Fldog 1 wifidog

T https//cl orul i - com/zery 111000045
r interval 65

® Tunnel > Create Tunnel

| Create Tunnel

Type: [ Telnet "’] |Create Tunnel

Select the tunnel type and click Create Tunnel. The tunnel types include Telnet, eWeb and SSH.

® Tunnel > Tunnel List

Tunnel List
Locsl  Glohal
f the tunnel is unavailable, please close the tunnel and re-create it. If the re-created tunnel is siill unavailable, please contact us for suppart o
Tuoe Host Port Dastination Device Expired at sty Action
Teinet 35230251 32 10006 Locsl 20200407 1348 Creating
eved ETETRE AT 10001 Local 20200407 1234 Cannecting Disable Go

T u o= 2o
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Tunnel information includes tunnel type, host, port, destination device, expiration time and status. Click Re-create in the

Action column to re-create a tunnel. Click Telnet/eWeb in the Action column to open the corresponding page.

5.5.2.3 Basic AC Operations

® Add AC Network

Add Network +Add Network
| Basic Basic Information
Name ‘ Name your network ‘ Name
Scenario Time Zone (GMT+9:00)Asia/Tokyo
m. ] Type AC + FitAP
Hotel Apartment Other Location Not Bound
Time Zone ‘ (GMT+9:00)Asia/Tokyo v ‘
Cloud + AP -] AC + Fit AP
P —
oNoNG]
3
ALL ‘ ‘Search Network a Manage Network | | Take over Network | [ umbin Devies
| AC List - 1 Auto Refresh: @ & 5% - X
‘ acs || wescu | [ ewen | [ upgrade | [ more - ‘ 0 Selected N, Name Q
Status. i SN MAC Alias APISTA  Management URL Egress IP Offline Time Network Model Firmware Version Description Action
© Offine 1234942570020 0051560.002a AiPro APISTALSt 19216821195 1125433113 20210426 1050.07 jspan_testiestisstiest 20— Fisidgl.  WLC-T00B AC_sios 11.9(2)B2PAS2, Release(0B162118) Lot Add

i 0. Jtintotal

Click Add, enter the SN and Alias, and click OK to add an AC to the network. Only one AC can be added to a network.

Add

SN| 20210630 ‘ Alias ‘ 20210630 ‘
[ Add ] [ Close ]
| AC List (Click "SN" o view details) AutoRefresh: @l © 2% ~ 2
[ Add ][ Web CLI ][ elveb ][ Upgrade ][ More ~ ] 0 Selected
Status . SN MAC  Alias AP/STA Management URL Egress IP Offline Time Network Model Firmware Version Description Action
© Not Online Yet 20210630 20210630  AP/STA List . &2 Y FEF v T/ Xdnbisdgs6afag515g4.. Add o
Fist  Prev Page [ 1 o1 Next | Last Tin fotel

® eWeb
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| AC List (Click "SN" to view details) AutoRefresh: @l & 8% ~ X2

[ Add ] [ Web CLI ] [ eWeb ][ Upgrade ][ More ~ ] 0 Selected SN, Name, Description Q

Status 4 SN MAC  Alias APISTA Management URL Egress IP Offline Time Network Model Firmware Version Description Action
@ Not Online Yet 20210630 20210630  AP/STAList = &Y £F v FF /34 dhbfsdg56dfag515g4. . Add m
First | Prev Page [ 1 Jof1 Next Last 10« Jtintotal

Select the device and click eWeb. The system will connect to AC and automatically open the eWeb page in a new

window.
Ruiie AC = @Config  WDiagnosis % Maintenance CEEEE) =covied 5 0 Osgen. Aadmin ¢
% Favorites (0]
@ acl77 | AP Status
& A . Modek WSSBTZ St GIMLITLOOOOHS

¢ Overview
AC Overvien AC_LOCATION ]
Virtual AC . P .

AC_RGOS 11.0(5)81, Release{06240613)
: AP .

APs: 4
A st . 2920-00-01 20729
Sd14hs2min1s
® DHCP . 2020007 105947 ¢ e n N
Total 6400 / Used 0
@ security
| STA Summary | SSID Summary

246 856

0
Curment STAs
0 Mo data avallable
Peak STAs
0
Cumulative STAS
200 900 000 "
% ug &
@ 030 ast 3005 | Last Th| Last72h 25.8+
PU Usage Memory Usage

If a tunnel is created successfully but the eWeb page does not automatically open, a message is displayed as below. The
user can manually click the link to open the page.

Message

The tunnel is created successfully and
the eWeb system is connected.
If the browser can not access the eWeb system:

1. please allow the browser to pop up windows.
2. please check if the proxy is turned on.

If the web configuration page does not open
automatically, please click here to open the

configuration page.

Click here to re-create the tunnel
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® Reboot
| ACList Auto Refresh e -
‘ Add H Web CLI H eWeb H Upgrade H More + | 0 Selected Q
—
Status MAC  Alias APISTA Management URL Egress 1P Offline Time Network Model Firmware Version Description Action
PP Export o APISTA Lt . 2 Aaa P
Delete
1 L 0. |1intotal
Select the device in the AC List, click More > Reboot and click OK.
® WebCLI
| AC List Auto Refresh: @ O -
‘ Add H Web CLI H eWeb H Upgrade H More ~ | 1 Selected ‘ Q
[ Status . SN MAC Alias AP/STA Management URL Egress IP Offline Time Network Model Firmware Version Description Action
= Not Online Yet 20210630 20210630  AP/STA List _ LY £7 v 7T/ Adhbisdg56drag515g4 Add i

1 [ 10 Jtintotal

Select the device to be managed by CLI command, click Web CLI. The Web CLI page provides commonly-used CLI
commands on the left. Click the command, or manually enter the command and click Send. Only one AC can be

configured at a time.
® Tunnel Config
Web CLI

SN:GIML11L000045

Varsion Please select the target operation on the left
Connec... > Running Config
Runnin... > Startup Config
User = Log
Web CLI

Current Time

The user can create a Web-based tunnel to enter the eWeb system of an AC for more monitoring and management

functions.

Note: If any security system exists in the network, such as a firewall, the traffic of destination TCP port 10000-10300

should be permitted.

Select the device for tunnel management, and click More > Tunnel Config. In the Tunnel Management page, only the

Web type can be selected now, and the Tunnel List displays the tunnels already created.
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Overview Port Config Tunne! Description: K4

| Create Tunnel

Type:[ Telnet v] [ Create Tunnel

| Tunnel List

Local  Global
If the tunnel is unavailable, please close the tunnel and re-create it. If the re-created tunnel is still unavailable, please contact us for

support.
<
Type Host Port Destination Device Destination Port Expired at Status Action
No Data
First Prev Page | 0 |of0 Next Last Ointotal
® Delete
| ACList cic Auto Refresh fed
[ ) (o ) (o ) [omate | [ ] oo
Reboot - i §
Status MAC Alias AP/STA Management URL Egress IP Offline Time: Network Model Firmware Version Description Action

Export Add APISTAList - wTL2 Add

© Not Online Yet
Fist | Previous Page [ 1 Jof1 Next a e Jtintotal

Select the device in the AC List, click More > Delete and click OK.

5.5.2.4 AP/ STA List

| AC List ¢ view details) Auto Refresh: @) & &2 ~

[ Add ][ Web CLI ][ eWeb ][ Upgrade ][ More ~ ] 0 Selected SN, Name, Description Q

Status 4 SN MAC  Alias AP/STA Management URL Egress IP Offline Time Network Model Firmware Version Description Action

© NotOnline Yet 20210630 20210630 . £ YFET 9 T 75 Adhbfsdg56didg515g4 - Add i
First Prev Page | 1 |of1 Next Las Tin total
Click AP/STA List to display AP and STA list.
| FitAP List . =2
o =
Status , WMac SN IP Alias Firmware Version Model Network Description
No Data

First Previ Page | 0 |of0 Next Last 01in total

0 Selected

| STA List

- "
st v ¥

= =

IP Client MAC SSID Online Time Uplink Speed  Downlink Speed Speed Uplink Traffic  Downlink Traffic  Traffic Band RSSI Auth Mode Access Type Channel Uptime

No Data

First Previ Page | 0 of 0 Next Last 0in total

0 Selected
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5.5.3 Switch

5.5.3.1 Switch List

| Switch List Auto Refresh: @ G 2 81 -
Add m 0 Selected
Status. . SN MAC Alias MGMT IP Egress IP Offline Time Network Model Firmware Version Description Action
@ oniine 1234942570071 0oqo0.1822.335e 193050 172.18.20.207 120.35.11.140 2021-04-12 11:03:07  fest XS-51030J-42GT4SFP $1930J_RGOS 11.4(1)BT0F10, Release(07233016) Empty )
@ offiine 1234942570088 00d0.822.3366 1930-18GT2SFP 1721823204 21810615453  2021-02-0116:34:07  test XS-§1930J-18GT2SFP $1930J_RGOS 11.4(1)B70P15, Release(08140110) Empty o
@ Offiine 1234942570089 00d0.1822.3390  19-8GT 192.168.21.104  218.106.154.153  2021-02-03 16:05:07  default XS-81030J-8GT2SFP $1930J_RGOS 11.4(1)BT0P15, Release(08132618) Empty ]
@ offiine 1234942570090 00d0.822.336a  1930-18GT-P 19216821103 1203511140  2021-04-0621:36:07 fest XS-§1930J-18GT2SFP-P XS1930J_RGOS 11.4(1)B70P15, Release(08160218)  Emply ]
© Not Online Yet 040800001 0408#00001 - test_poeStatus_1/test_poeStatus_1_1 Empty o
©notonineYet 040800002 0408#00002 - test_poeStatus_1/test poeStatus_1_1 Empty o
 Not Online Yet 040800003 0408200003 - test_poeStatus_1/test_poeStatus_1_1 Empty o
@nNotonineYet 040800004 0408#00004 = test_poeStatus_1/test_poeStatus_1_1 Empty I}
€ Not Oniine Yet 040800005 0402200005 - fest_poeStatus_1/test_poeStatus_1_1 Empty T
©NotOnineYet 040800006 0408#00006 - test_poeStatus_1/test_poeStatus_1_1 Empty [}
Page | 1 |of32 Next Last 3206 in total

The Switch List displays basic device information, including the online/offline status, SN, MAC, alias, management IP &

public IP, offline time, network, model, firmware version and description.

Auto Refresh: @i
The Switch List automatically refreshes every minute. Click to enable/disable the auto refresh

function.

Above the list is the Add Switch and Web CLI function. Click

functions. For more information, refer to Basic Switch Operations.

to display the Move to, Delete, and Reboot

The Search function supports fuzzy queries based on the serial number, alias and description, and also supports queries

based on online/offline status.

5.5.3.2 Device Detalls

Click the serial number in the device list to open the details page of a single device. The page displays detailed device

information, including the port panel, basic information, overview, ports, config, POE and diagnosis.

® Port Panel

] [ ] ] 5 ¥
1G/10G/20G 10M/100M Disconnected Disabled Abnormal PoE Power Eror Blocking Uplink Copper SFP

9 11 13151719 21

13 56 7 23
T T T o W T T T T T
L L L L TEyy W
2 4 6 8 24

2
n

10 12 14 16 18 20 22

26 27 28

[ Uplink and downlink ports can not be selected at the same time Select Downlink Ports ] ’ Deselect ]

The port panel imitates the actual switch panel, displaying the port type, status and speed.
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3 5 7 9 1M

1

Up

1000M
91.52KB118.55KB

Throughput: 2 44Kbps-1t3.16Kkbps
Packets: 29511255
Media Type: Copper

When you point the mouse to a port, the traffic, speed and other information of the port will be displayed.

® Switch Info

Switch Info

Alias: S5750C-28GT4XS-H #
Model: S5T50C-285FP4X5-H

SM: GIMQ4UTOODD44

MAC: 0074.9¢77.abT1

Firmware S5TO0H_RGOS 11.4(1)B42P1,
Version: Release(05172516)

MGMT IP 172171266

Description: S5T50C-285FP4XS-H #

Switch information includes the alias, model, SN and other information. Alias and Description can be edited.

® Overview > CPU & Memory Usage

| CPU & Memory Usage

CPU Memory

® Overview > Connectivity

| Connectivity

22:00 2:00 6:00

10:00

14:00

Last 1 Day

18:00

Last 7 Days
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Connectivity refers to the connectivity (online status) between Switch and Cloud Service within a period (1 day or 7 days).

® Overview > Uplink

| Uplink

Port GidM

Speed 1000M

Duplex Full-duplex
UplinkfDownlink; 1.11Kbps-t 5.56Kbps-k
Speed@

Uplink/Downlink 41.52KB 208 65KB

Traffic@

Uplink information includes the port, speed, duplex, uplink/downlink speed and uplink/downlink traffic.

® Overview > Speed Summary
| Speed Summary e o

Avg Speed(Mbps) Uplink () Downlink
0.012
0.009 :' H i ‘,,77‘!,! AanArE—"aan 1
t'|H ﬁlﬂlﬂl(lw'\)'ti' '.‘.‘ I 1
[ il il ‘ it i
- |L \1 | il |1| ’l" H" H‘ H‘ ““‘ ‘ | ‘ “ H ‘ ‘ ' |y

0.006 l ‘
4 '1}
‘ [ . {
n ‘
0_1|' ‘H‘\‘\\‘\\”w"l,‘l,‘\.'\ ‘ ' H! HH \\“H‘J‘_
22:37:24 01.00.20 03.23.10 05.45.24 08.07.40 10.29:43 14:49:59 17:21:31 19:44:04 22:06:18

Speed summary includes the uplink/downlink speed summary over the past 24 hours.

® Overview > Device Log

| Log Record Device Log  ConfigLog  Pori Log

Type 4 Updated at Content
Online/Offline 2021-04-12 11:33:01 Device online
Reboot 2021-04-12 11:33:01 Device restart
Online/Offline 2021-04-12 11:12:07 Device offline. The final time when it sends packets to MACC is: 2021-04-12 11:12:07(It is an esfimated value. The deviation is 1 minute.)
Reboot 2021-04-05 16:34:22 Device restart
Online/Offling 2021-04-05 16:34:22 Device onling
Online/Offline 2021-04-05 11:02:07 Device offline. The final time when it sends packets to MACC is: 2021-04-05 11:02:07(It is an esfimated value. The deviation is 1 minute.)
Online/Offline 2021-04-02 03:48:10 Device online
Reboot 2021-04-02 03:48:10 Device restart
Online/Offline 2021-03-29 15:51:07 Device offline. The final time when it sends packets to MACC is: 2021-03-29 15:51:07(lt iz an estimated value. The deviation is 1 minute.)

Online/Offline: 2021-03-09 11:54:01 Device goes online for the first time

First Previous Page | 1 of1 Next Last 10~ 1010 total

The device log records the historical operations, including online/offline, restart, upgrade, and VLAN change, and

supports queries based on log type and time.

® Overview > Config Log
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| Log Record Device Log  ConfiglLog  PertLog
af 3 R
Operation Type Started at Ended at Status Y Description Details
E Device first online 2021-03-09 11:54 2021-03-09 11:54 Succeeded Device: 1234942570071
+ Switch device group 2020-12-1017:43 2020-12-10 17:43 Succeeded Device: 123494257007 1. Group is changed fr...
+ Initial onling of the device 2020-12-1017:33 2020-12-10 17:33 Succeeded Device: 1234942570071
+ Device first online 2020-12-09 1712 2020-12-10 17:33 Aborted Device: 1234942570071
First Previous Page 1 of 1 Next Last 10 & 4 in total

The config log records the historical configuration delivery, and supports queries based on status and time.

® Overview > Port Log

| Log Record Device Log  Configlog  Port Log
Port ” 2021-04-14 = a2
Port Updated at Content
No Data
First Previous Page | 0 of 0 Next Last 10+ 0in total

The port log records the changes of port configuration, and supports queries based on port ID and time.

® Ports > Port Settings

| Port Settings
sonsae ([ Ere y e [hooes 3
oweice  [Asorgman ) Vo E |
s | 5
ouscgion[(owtem ]
cecome  [on y
wesmtpe [ Comm < sumperes

Save

Select one or multiple ports in the port panel to display and edit the port configuration, including admin status, duplex

mode and speed.

® Ports > Port List

| Port List
o
Port Admin Status 4 Status Duplex Mode Port Type 4 VLAN ID PoE Status 4 Action
Gion Enabled Connected(1000M) Full-duplex Access 1 Unsupported
Giorz Enabled Disconnected Disconnected Access 1 Unsupported
Gi0f3 Enabled Disconnected Disconnected Access 1 Unsupported
Gio4 Enabled Disconnected Disconnected Access 1 Unsupported
Gi0/s Enabled Disconnected Disconnected Access 1 Unsupperted
Gil/i6 Enabled Disconnected Disconnected Access 1 Unsupperted
Gioi7 Enabled Disconnected Disconnected Access 1 Unsupperted
Giois Enabled Disconnected Disconnected Access 1 Unsupperted
Gioig Enabled Disconnected Disconnected Access 1 Unsupperted
Gioio Enabled Disconnected Disconnected Access 1 Unsupperted

Page | 1 of 6 Next Last 52 in total
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Port list includes the information of all ports, including port ID, admin status, port status, duplex mode, port type, VLAN ID

and PoE status, and support queries based on admin status, port type and PoE status.

® Config > VLAN List

| VLAN List
Add LS
VLAN ID Port Action

Gi0A, Gi0/2, Gi0/3, GiD/a, Giss, Gi0/g, GiDi7, Gil/8, GiDr9, Gi0/10, Gio/1, Gi0M2, Gio/13, Gi0/14, Gi0/5, Gi0ME, GioM7, Gi0/18, GiN9, GI0/20, Gilr21, Gid22, GiD/23, Gi0f24,
1 Gil/25, GiD/26, Gi0/27, GiD/28, Gi0/29, Gi0/30, Gil/31, GilV32, Gilra3, Gi0/34, Gi0/35, Gi0/36, Gi0/37, Gi0/38, Gi0/39, G040, G0/, Gilid2, Gil/43, Gi0/44, Gi/45, Gi0/46, Gi0/47,
Gi0/48, GiD/49, Gi/50, Gil/51, Gi0/s2

First Previous Page | 1 of 1 Next Last [ 10« J1intotal

VLAN list includes the VLAN ID and the correspondingly ports.

® Config > SVI & DHCP

| SVI&DHCP
Add <
VLAN ID svi DHCP Pool Name Action
92 92112 - Edit Delete SV
First Previous Page 1 Cof1 Next Last 1in total

SVI & DHCP information includes VLAN ID, SVI and DHCP pool name. You can add, edit or delete the SVI or DHCP

configuration.
SVI&DHCP Configuration
VLAN ID :
IP .

Subnet Mask

‘ Save ‘ ‘ Cancel ‘

Click Add to configure the IP and subnet mask of a VLAN, and configure the name, IP segment, subnet mask and

gateway of DHCP service.

® Config > DHCP Snooping



User Guide Monitoring

| DHCP Snooping

DHCP Snooping Status @
Trust the selected ports (The uplink port is selected by default)

| ]
Selected Unselected Non-configurable Uplink Copper SFP

1 3 5 7 9 111315 17 19 21 23 25 27 29 31 33 35 57 39 41 45 45 47 48 51

2 4 6 8 10121416 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46 48 50 52

Tip: The uplink port is selected by default if it is not a layer-3 interface. If the port connecting to the DHCP server is not an uplink port, please select it manually.
Click to select or deselect the port

Please click Save after configuration.

[ Select Al H Deselect ” Reiresh ]

Enable DHCP Snooping Status, select ports and click Save. The uplink port is selected by default if it is not routed port. If

the port connecting to the DHCP server is not an uplink port, please select it manually.
® Config> RLDP

| RLDF

RLDP Status @

] i ] ]
Auto Config Warning Warning and Block Warning and S Detection Disabled | Upiink Copper SFP

1357 9 1M1315 A7

% ]

2 4 6 8 10121416 18 19 20

ip: Click to sedect or deselect the port ’ Select All ] ’ Desalect ] ’ Refrash ]

Config Port:  Gil/17

Type: | Loop Detection ~ Troubleshooting: | Block ~

Enable RLDP Status, select one or multiple ports, choose the troubleshooting method for a loop, and click Save. The
troubleshooting methods include Warning, Warning and Block, Warning and Shutdown, and Shutdown SVI. If

Warning is chosen, the Switch loopback detected (RLDP) alarm should be enabled in the Alarm Settings page.

| Alarm Settings
Type status

Device goes offiine -
Davice goss online and offine continuzlly -
Al deviess are offine
High channel usage on AP -
System usage(CPU/memary usage) above thrashokd
Switch loopback detected (RLDF)
i=rface Lpdawn rat= sbove treshold.
Abnormal network access an gateway -
Hign packet loss rate on gateEy -

\Ugini rate 2ove threshald on gaieway

Downlink rate above threshoid on pateway

Click Auto Config to enable the default configuration.
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Message
Uplink port of the switch: Gi0N
Recommended Config: Detect the loop on all poris
except uplink and unavailable ports. Loop
Detection The solution is Warning and Block (For
Aggregate: Warning and Shutdown ).
You can click Cancel to manually select ports and
customize the policy
“
® Config > Service List
| Service List
Service Admin Status Value
eWeb ( Login Password
First Previous Page 1 Clof1 Next Last 1 in total
Configure the admin status and login password of the eWeb service.
® Config > Configuration Backup List
| Configuration Backup List
I Current Back up H Download l Restore [ Delete I Compare |0 Selected LS -
File Name File Size Time Mode MD5 Description Action
1234942570071_1615434805681 251K 2021-03-11 12:52:28 Auto 764c62a8a5767d03023cb89080c116d0 Empty Details
1234942570071_1610982066463 251K 2021-01-18 23:01:02 Auto 8e0d47a45d450a4d0ada05ab94cT c2f Empty Details
1234942570071_1607501546391 2.86K 2020-12-09 17:12:17 Auto 77576e33edic31c4d6b132b7b4025¢a8 Empty Details
F Previous Page | 1 |of1 Next Last 3intotal

The backup records include configuration file name, size, time, mode and MD5.

Click Current to display the current configuration. Click Backup in the Config Details page to back up the current

configuration.
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Config Details

Building configuration...
Current configuration: 2913 bytes

version $19_RGOS 11.4(1)B41P2, Release(05241922)
hostname XS-$1920-26GT2SFP-LP-E

!
ridp enable

ip dhcp snocping
!
cwmp

acs url http://35.234.108.108/service/tro69serviet
cpe inform interval 180

timer cpe-timeout 90

Select one record, and click Download to download the configuration file.

Select one record, and click Restore to restore the current configuration.

Select one or multiple records, and click Delete to delete the backup record.

Select two records, and click Compare to compare the differences.

Compare Config

G1LAOL3001227_1554152405697.txt
3!
4/ rldp enable
5 ip dhcp snooping
6!

7| cwmp
8 acs url http://35.234.108.108/service/tre69servlet
9| cpe inform interval 188
18 timer cpe-timeout 9@
11!
12 install @ X5-51920-26GT25FP-LP-E
!

14 ip name-server 8.8.8.8

15!

16 enable service web-server http

17 webmaster level 8 username admin password 7 ©851982330221444874
18 ip default-gateway 172.17.126.1

19!

28 no service password-encryption

21 logging monitor informational

22 enable secret 5 $1%7eyy$E@DDG50Y7xq7vEX3
231

24 vlan 28

G1LAOL3001227_1554757205077.txt
3[1

4 rldp enable
5 ip dhcp snooping
61

7 | cwmp
8| acs url http://35.234.108.108/service/tre69servliet
9 cpe inform interval 188
18 timer cpe-timeout 98
1!
2 install @ X5-51920-26GT2SFP-LP-E
31

14 ip name-server 8.8.8.8

15| 1

16 enable service web-server http

17 webmaster level @ username admin password 7 851982338a21444874
12 ip default-gateway 172.17.126.1

19!

28 no service password-encryption

21 logging monitor informational

22 enable secret 5 $1$7eyy$E@DDG5@Y7xq7vEX3
231

24 vlan 28

25 name 20 25 name 20
26/ ! 26!
27 vlan range 1 2,4 5, 44,65,128, 2008, 2333, W 27 vIen range 1-2,4-5,32-36,2000,4093-4604

Description can be edited. Click Details in the Action column to check the backup configuration.

Description

3023cb89080c116d0 Empty

® PoE > PoE Port List

Details



User Guide Monitoring

| PoE Port List
Total Power:185.0 W, Current Power:0.0 W, Time:2019-04-09 18:50:47 o
Port PoE-capable PoE Status y Power PD class Description @
Gion Enable Off oW NA -
Gio2 Enable of oW NA -
Gior3 Enable off 00w NA -
Giod Enable Off oW NA -
Gilvs Enable of 0ow NA -
Giols Enable Off 0OW NA -
Gior? Enabls of now NA -
Giore Enable of oW NA -
Giovg Enabls of now NA -
GiOr10 Enable of oW NA -
First Previous Page | 1 of 3 Next Last 10.  24iniotal
POE statistics are displayed above PoE Port List, including the total power, current power and time.
PoE configuration includes the port, PoE-capable, PoE status, power, PD class and description.
5.5.4 PoE > Schedule Policy
| Schedule Policy =
Add <
Policy Name Time Period Status Action
jok Weekdays(01:02~04:04) Inactive EAT]
First Previous Page 1 of 1 Next Last 1 intotal

The Schedule Policy displays the time period policy for powering off PoE ports, including the policy name, time period,

and status indicating whether the policy has been used on ports.

5.5.5 PoE > Auto Checking Policy

| Auto Checking Policym

Add =
Policy Name Ping Interval Time(s) Retry Times Check Failure Action Action
uuuiuui 10 3 Reboot [EART
ik 10 3 Reboot £
First Previous Page | 1 of 1 Next Last [ 0. J2mntotal

The Auto Checking Policy displays the auto-checking policy for checking the working status of a PD connected to a PoE

port, including the policy name, ping interval, number of retry times, and action used upon check failure.
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5.5.6 PoE > Poe Control Policy Setting

| Poe Control Policy Sett\ngJ==

o
Port Priority Maximum Power Offline Time Policy Auto Checking Policy Ping IP Address Action
Gior1 Low Never Never £
Gi0i2 Low Nevar Mever Ef
Gio/3 Low Never Never Ef
Gi4 Low Never Mever 4
Gio/5 Low Never Never &
Gi0i6 Low Never Never Ed
Gioi7 Low Never Never e
Gi0/8 Low Never Mever 4
Page [ 1 of1 . Las (0. J10intotal

The Poe Control Policy Setting displays effective PoE port settings, including the power supply priority, maximum power,

power supply stop policy, port auto-checking policy, and IP address for checking PDs.
® Diagnose > Fault Diagnosis

| Fault Diagnosis

Type PoE Power Supply T
Port Please select a port for detection
& ] ]
Mo Power Power Abnormal Undetectable Uplink Copper SFP

1012 14 16 18 20 22 24 26 27 28

[ Diagnose l I Deep Diagnosis l

There are two types of fault diagnosis: POE Power Supply and SFP Port. Select a port in the panel, click Diagnose, and

the diagnosis procedure is displayed as below.

Procedure History>>
19:48:15 Complete
Result: No exception detected

Advice: Please contact our after-sales personnel

19:48:15 Complete
Result: No exception detected

Advice: Please contact our after-sales personnel

19:48:08 Port Gi0/3 Starting..

Click History, and the diagnosis history is displayed.

History Procedures>:
Status Result Advice PoE-capable PoE Status PD Class Voltage Remaining Power Start at
Complete  No exception detected Please contact our after-sales personnel Enable off NiA 0.ov 185.0W 2019-04-09 20:01:58
First Previous Page | 1 = ast 10 « 1 in total

Select a port in the panel, click Deep Diagnose, and click Diagnose in the POE Diagnosis page.

Normal diagnosis: The Cloud server delivers CLI commands to collect the switch information, and the diagnosis occurs on

the Cloud server.

Deep diagnosis: The diagnosis occurs on the switch, and the results are reported to the Cloud server.
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PoE Diagnosis

PoE Diagnosis,Diagnosis Initialization. .

5.5.6.1 Basic Switch Operations

®  Add Switch
| Switch List
Add ‘ Web CLI H More + ‘ 0 Selected
Status p SN MAC
@ Online 1234942570071 p0d0.f822.335¢

Select the network, and click Add. Both batch import and manual add are supported.

Click Download Template to download the template, enter switch information, and click ‘.xIs’ File to import the template.

Add

Download and fill in the template.Up to 200 records can be imported

Add a Device

Click Add a Device, enter SN and alias of the switch, and click OK. Click + to add multiple switches.
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Add
15H | G1PHWOO0019C | .C'.Jias| | m
235H | | .C'.Jias| | m
335H | | .C'.Jias| | m +

ESE

® Moveto
| Switch List
Move to
g
# Delete Pﬂ o0dd

Select one or multiple devices in the Switch List, click More > Move to, select the new network and click OK.

Select Network
&
default +
&
test_apartment_bridge +
&
FUySE—F +

test_for_temp= & 42 +

&

l Unfold ] I Fold I I Order ] lSearcn v n

® Delete
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| Switch List
| Add | Web CL | | More - | 1 Selected
Move to
S MI
: Delete 071 00d0.f8
: Reboot pas 00d0.73
Offline 1234942570090 00d0.12

Select one or multiple devices in the Switch List, click More > Delete and click OK.

® Reboot
| Switch List
| Add || Weh CL || More | 1 Selected
Move to
MA
| Delete )71 00do.fa2
i Reboot 1as 00d0.782
Offline 1234942570090 00d0.f82

Select one or multiple devices in the Switch List, and click Reboot.

Select one or multiple devices in the Switch List, and click Web CLI. The Web CLI dialog box is displayed, and device

information can be queried via the menus in this dialog box. The menus vary with the products.

Web CLI
SN:G1KA16K009173 Background color: [l Il (] ‘i|
Version Please select the target operation on the left
Connec.. >  Running Config
Runnin... > Startup Config
WebCLI > [og

Current Time

In addition, in the command entry box, the TAB key and question mark (?) both can complete a command.
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Web CLI
SN:G1KA16K009173 Background color: [l Il (] ‘W|
General > Please select the target operation on the left
Connec

Runnin.

Command : | Send
| Gateway List Aute Refresh: @ & -
‘ Adc ‘ ‘ b LI H aeb H More « | 0 Selected
stams SN Alias MGMT IP MAC Egress IP Network Fimuware Version Offtine Time Model  Description Action
Offine HIMSCOMOD0147  EMD 1921682195  8005.8867edds  120.35.11.140 JAPAN_V1.12_RCP_BRL 7550

EG_RGOS 11.9(1)B11S3, Release(07242723 2021-04-13 11:29.07 EG2100-P  EMPLY mf

1 ( 0. |Tintotal

The Gateway List displays basic device information, including the online/offline status, SN, alias, management IP, MAC,

public IP, network, firmware version, offline time, model and description.

Auto Refresh: @[

The Gateway List automatically refreshes every minute. Click to enable/disable the auto refresh
function.
Above the list are the Add Gateway, Web CLI and eWeb functions. Click |¥| to display the Move to, Reboot,

Tunnel and Delete functions. For more information, refer to Basic Gateway Operations.

The Search function supports fuzzy queries based on the serial number, alias and description, and also supports queries
based on online/offline status.

5.5.7.2 Device Details

® WebCLI

Click Web CLI, and the Web CLI page is displayed. The Web CLI page provides commonly-used CLI commands on the

left. Click the command, or manually enter the command and click Send.
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Web CLI

Background color: [l Il (]

SN:H1LR11FQ0047C

Please select the target operation on the left

General

Connec

Runnin.

User

Command :

® eWeb

Click eWeb to open the eWeb system in a new window.

® Telnet

| Veb C || eWeb || Telnet | | More ~ |

Click Telnet, and a window is opened to connect to the gateway by Telnet protocol. Enter CLI commands to configure the

gateway.

Message

(¥ Create succeeded You can operate below or log in with other tools (e.g. PuTTY)

Host: 35.198.116.32
Port: 10637
Expired at: 2019-02-2522:29

Character Enceding GBK | Open in New Window

User: \n\n\@33[imTimedout due to lack of activity.\833[em
\833]_;notice|Timedout due to lack of activity.\ee7r
hPress Ctrl-C to close this terminal]

7:45:50 P

® More > SSH
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|Web{3LI || eWeb || Telnet | | More « |

S5H
Reboot

Click More > SSH, and a window is opened to connect to the gateway by SSH protocol. Use other SSH tools to connect to

the gateway.

Message

() Create succeeded. Please log in with
other tools (e.g. PuTTY).

Host: 35.198.66.173

Port: 11295

Expired at: 2019-04-16 00:39
If the tunnel cannot be used, please recreate
it

® More > Reboot

|WebCLI || eWebh || Telnet | | Maore - |

S5H
Feboot

Click More > Reboot to restart the gateway.

® Refresh

e

+ 3

Click ~ torefresh all data in the page.

® Port Panel
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WAN LAN Disconnected Disabled

B s
PPPOE StaticIP D

0 & &
HCP PoE Abnormal Copper SFP

'ii':.l
N

The port panel imitates the actual gateway panel, displaying the port type and status.

® Basic
Basic
Alias: EG3000UE #
MGMT R
Password:
Device Model:  EG3000UE
SN: HI1L70BTOO00D3A
MAC: 0074.9c11.0e82
Firmware EG_RGOS 11.9(1)B1151, Release(05242817)
Version:
MGMT IP: 172.17.126.14
Description: s

Basic information includes the alias, model, SN and other information. Alias, MGMT Password and Description can be

edited.

® Overview > CPU & Memory Usage

| CPU & Memory Usage

CPU & memory usage are displayed here.

® Overview > Device Status

| Device Status

I35
LA
1

K

tatus Online

£
(4]
[#7]
[¥7]
]
]
[as]
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Device status includes online status, online clients and sessions.

® Overview > Connectivity

| Connectivity Last 24 Hours  Last 7 Days
21:00 1:00 5:00 9:00 13:00 17:00

Connectivity refers to the connectivity (online status) between Gateway and Cloud Service within a period (1 day or 7

days).

® Overview > Speed Summary

2021-06-28 Speed Summary

Uplink Downlink

Maximum Speed(Mbps) T Uplink o Downiin
15+

104

0 T R T T R T T HDUF

The uplink/downlink speed summary over the 24 hours is displayed.

® Overview > Client Summary
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2021-06-28 Client Summary

Clients
3_
24O o-
2021-06-28 01:52:07
1] Clients : 2
U T T | T T | T T T T T HDUF

The client statistics over the 24 hours are displayed.

® Overview > CPU/Memory Summary

2019-02-23~2019-02-24 CPU/Memory Summary

- CPU - Memory
Percentage (5]

204

ekttt ot

0

T T T T T T T T T T T T T T T T T T 1T T 1T 1 Hour
0 2 4 6 B10121416182022 0 2 4 6 B 1012141618 20 22

CPU/memory summary over the 24 hours are displayed.

® Overview > Session Summary
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2019-02-23~2019-02-24 Session Summary

Session
15

0

T T T T T T T T T T T T T T T T T T T T T T T T Hour
0 2 4 6 810121416182022 0 2 4 6 8 1012141618 2022

Session summary over the 24 hours is displayed.

® Overview > Top 10 Applications by Traffic

| Top 10 Applications by Traffic

No. Application Traffic
1 HTTP-BROWSE 2ATKB L 281 KB 1
2 SYN_ACK 24000B4 /456008 1
3 UDP-COMMUTE 81.00B4 /7500817
4 LOOKMYPC 25008+ /7o00B7
5 DNS 0o0oB L /OO0OBT

Top 10 applications by downlink traffic are displayed.

® Overview > Top 10 Users by Traffic

| Top 10 Users by Traffic

No. Username Traffic
1 10.10.12.2 188 KBL M.T7T6 KB 1
2 10.10.12.1 639.00B+ MB65KB T

Top 10 users by downlink traffic are displayed.
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® Overview > Device Log

| LOg Record Device Log  Config Log
All vl l () Search ]O 2 -
Type 4 Updated at Content
Online/Offline 2021-04-13 11:38:07 Device offline. The final time when it sends packets to MACC is: 2021-04-13 11:38:07(lt is an estimated value. The deviation is 1 minute.)
Online/Offline 2021-04-12 11:33:22 Device online
Reboot 2021-04-12 11:33:22 Device restart
Online/Offline 2021-04-12 11:12:07 Device offline. The final time when it sends packets to MACC is: 2021-04-12 11:12:07(It is an estimated value. The deviation is 1 minute.)
Online/Offline 2021-04-11 13:48:03 Device goes online for the first time
Online/Offline 2021-04-05 16:35:16 Device online
Reboot 2021-04-05 16:35:16 Device restart
Online/Offline 2021-04-05 11.02:.07 Device offline. The final time when it sends packeis to MACC is: 2021-04-05 11.02:07(lt is an estimated value. The deviation is 1 minute.)
Online/Offline 2021-04-01 11:29:17 Device online
Online/Offline 2021-04-01 11:27.07 Device offline. The final time when it sends packets to MACC is: 2021-04-01 11.27.07(lt is an estimated value. The deviation is 1 minute.)
Firs Page | 1 |of® Next Last 89n total

The device log records the historical operations, including online/offline, restart, upgrade and VLAN change, and supports

queries based on log type and time.

® Overview > Config Log

| Log Record Device Log ~ Config Log
nl«‘ nHQSearch]O L
Operation Type Started at Ended at Status P Description Details

C> Switch device group 2021-04-12 15:26 2021-04-12 15:27 Succeeded Device: HIMSCOMO000147. Group is changed
+ Device first online 2021-04-11 13:48 2021-04-11 13:49 Succeeded Device: HIMSCOMO0D0147

+ Switch device group 2021-04-09 17:02 2021-04-09 17:02 Succeeded Device: HIMSCOMO000147. Group is changed
+ Switch device group 2021-04-09 15:32 2021-04-08 15:32 Succesded Device: HIMSCOMO00147. Group is changed
+ Switch device group 2021-04-01 17:16 2021-04-01 1717 Succeeded Device: HIMSCOMO00147. Group is changed
+ Switch device group 2021-04-01 17:13 2021-04-01 1714 Succeeded Device: HIMSCOMO00147. Group is changed
+ Switch device group 2021-03-25 1446 2021-03-25 14:49 Succeeded Device: HIMSCOMO000147. Group is changed
+ Switch device group 2021-03-25 12:39 2021-03-25 12:40 Succeeded Device: HIMSCOMO00147. Group is changed
+ Switch device group 2021-03-2512:15 2021-03-25 12:16 Succeeded Device: HIMSCOMO000147. Group is changed
+ Switch device group 2021-03-25 11:38 2021-03-25 11:38 Succeeded Device: HIMSCOMO00147. Group is changed

Page [ 1 |of6 Next Last (10 ]59intotal

The Config log records the historical configuration delivery, and supports queries based on status and time.

® WAN > Port
| Port Gi0/G v

Select one WAN port to display the corresponding port information and rate summary.

® WAN > Basic
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Basic

IP: 172.17.126.2
Subnet Mask: 255.255.255.128
Description:  GigabitEtherne0/s

Basic information includes the IP, subnet mask and description. If PPPOE is enabled and dialing port is configured, the

PPPoE information is displayed.

PPPoE
Fort: di2
IP Type: adsl

Uplink Bandwidth: --
Downlink Bandwidth:  --

® WAN > Speed Summary

Speed Summary

2021-4 Speed Summary
Maximum Speed(Mbps) () Uplink ~}- Downlink
60 4

401

2D—| . ’ | ' l |
I I

||I‘Iil ‘ll |l || l|| ||II |
R I Y L

01 02 03 04 0506 07 OB 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30

Uplink & downlink rate of WAN port are displayed. This page supports queries based on day, week and month. Click

to refresh the summary.

® WAN > Port Status
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Port Status(Only daily summary is supported) 2

2019-04-07~2019-04-08 Packet Loss Rate
Packet Loss Rate(%) (O cloud.ruijienetworks.com —C www.baidu.com nec.ruijie.com.cn
100 4
80 4
60
404

204

+t—r————"'—"—7"— Hour
0 2 4 10 12 14 16 18 20 22 0 2 4 & B8 10 12 14 16 18 20 22

o o
5]

2019-04-07~2019-04-08 Latency
Latency(ms) {7 cloud.ruijienetworks.com —C www.baidu.com noc.ruijie.com.cn
80+
704
604
50 4
40
30
204
10

0 ——
o 2 4

Hour

B 10 12 14 16 18 20 22 0 2 4 6 8 10 12 14 16 18 20 22

on

Packet loss rate and latency summary are displayed. This page supports queries based on day, week and month. Click

to refresh the summary.

® LAN>Port
| Port | LAN 2  ~| (This port belongs to Gi0/2)

Select a LAN port to display the corresponding information of its switch port, routed port and subinterface.

® LAN > Switch Port

Switch Port (LAN 2)
Duplex: Full

Speed: 1000M

Switch port information includes the switch port, including duplex and rate.

® AN > Routed Port
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Routed Port (Gi0/2)
=5 192.168.1.1

Subnet Mask: 255.255.235.0

LAN- LAN 1,LAN 2,LAN
3,LAN 4 LAN 5 LAN
B,LANT
Description. —

Routed port information includes the IP address, subnet mask, LAN and description.

® LAN > Subinterface

Subinterface (Gi0/2)

Name P VLAN
Gil/2.1 192.168.2.1 2
Gin2.2 192.168.3.1 3

First Previous Page | 1 of 1 Mext Last 2 in total

Subinterface information includes the name, IP address, and VLAN.

® Config > Configuration Backup List

| Configuration Backup List

[ Back up l Download [ Restore I Delete [ Compare
o=~

File Name File Size Time Mode MD5 Description Action
H1MSCOM000147_1618208997448 30.04K 2021-04-12 15:29:30 Auto d3fch3d5a8db89%e 164d27654ccThfdad Empty Details
H1MSCOM000147_1618195178807 108.35K 2021-04-12 11:39:28 Auto 021915b7edb8985307 4fdecdd2b836e2 Empty Details
H1MSCOM000147_1618122070639 108.03K 2021-04-11 15:20:51 Auto 3d71a80b586671abdb424ca438d8c4948 Empty Details
H1MSCOM000147_1618116679633 107.89K 2021-04-11 13:51:04 Auto 5328M08052081b499a066da629886c5 Empty Details
HIMSCOMO00147_1617955686114 20.72K 2021-04-09 17:08:00 Auto feeal4ic058b8doTBTI784d361524dad Empty Details
H1MSCOMO000147_1617953636882 107.83K 2021-04-09 16:33:37 Auto f2df3218a0b2ccd4a5d13c8d2a538%e2 Empty Details
H1MSCOMO000147_1617951834771 101.10K 2021-04-09 16:03:29 Auto d1ca38a3303a32674d88e94c3e5b8b30 Empty Details
H1MSCOMO000147_1617950041310 100.66K 2021-04-09 15:33:23 Auto 2936409bb30296b1182ab532b36581a9 Empty Details
HIMSCOMO00147_1617938046003 29.59K 2021-04-09 12:14:00 Auto 6c47 1ef9fi1c13ca8e0b197b 298 Empty Details
HIMSCOMO00147_1617884371738 29.85K 2021-04-08 21:19:24 Auto fad6981e312d50eech6ba2d287dad Empty Details

First Previous Page | 1 of 3 Next Last 30/In total

The backup records include configuration file name, size, time, mode and MD5.

Click Current to display the current configuration. Click Backup in the Config Details page to back up the current

configuration.
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Config Details

Building configuration...
Current configuration: 24173 bytes

version EG_RGOS 11.9(1)B11S1, Release(06132221)
hostname EG3000EU

!
app-auth offline-detect
1
app-auth cfg-opt id-mac
app-auth cfg-opt syn-proxy
1

app-auth set-mode business
1
app-auth local-auth subscriber mac-imit 0 P

Click Back up and then click OK in the message box to back up the current configuration.

Message

Are you sure you want to back up the current
configuration?

Select one record, and click Download to download the configuration file.
Select one record, and click Restore to restore the current configuration.
Select one or multiple records, and click Delete to delete the backup record.

Select two records, and click Compare to compare the differences

Compare Config

H1L70BTO0003A_1550802034374.txt H1L70BTO0003A_1550872825113.txt

674 ip nat pool nat_pool prefix-length 24 674 ip nat pool nat_pool prefix-length 24
address interface GigabitEthernet @/1 match interface GigabitEtherne
address interface GigabitEthernet @/3.1 match interface GigabitEthe
address 1.1.1.1 1.1.1.1 match interface GigabitEthernet /3.2

678 address interface dialer 1 match interface dialer 1 address interface dialer 1 match interface dialer 1
679! !
688 ip nat inside source static tcp 19.10.160.1@ port-range 22 443 interd ip nat inside source static tcp 10.18.108.18 port-range 22 443 interd
68 nat inside source list 4 interface dialer 4 ip nat inside source list 4 interface dialer 4
8 nat inside source list 1 interface dialer 1 ip nat inside source list 1 interface dialer 1
23

nat inside source list 2 interface dialer 2 3 ip nat inside source list 2 interface dialer 2
nat application source list 1 destination udp ©.0.8.0 53 dest-char

route 2.9.6.2 ©.8.8.8 172.17.126.1 6/ip route ©.0.0.0 ©.0.9.8 172.17.126.1

route 8.9.8.8 8.8.8.0 dialer 1 ip route ©.0.0.0 €.8.08.8 dialer 1

route ©.0.8.@ 0.8.8.8 dialer 4 ip route ©.0.0.2 ©.0.0.8 dialer 4
8.0.0.08 8. 6.0.0.0 @

route ©.8.8 dialer 2 ip route 8.9.0 dialer 2

line console @

line vty @ 4 line vty @ 4

address interface GigabitEthernet @/1 match interface GigabitEtherne
address interface GigabitEthernet @/3.1 match interface GigabitEthe
address 1.1.1.1 1.1.1.1 match interface GigabitEthernet /3.2

ip nat application source list 1 destination udp @.2.0.0@ 53 dest-char

691 line console @
2

login ne login

password admin123 password adminl23

696 | end 6| end

Description can be edited. Click Details in the Action column to check the backup configuration.

Description

le164d27654ccTbfdag Empty Dietails

® PoOE > PoE List
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Port Physical Port PoE-capable PoE Status Power PD class
port0 Gin/o Disable of 0.0w Unknown
port1 LAN 1 Enable of o0.ow Unknown
port2 LAN 2 Enable of 0.0w Unknown
port3 LAN 3 Enable On 6.0W 4

porid LAN 4 Enable Off 0.0W Unknown
port5 LAN 5 Enable Off 0.0W Unknown
ports LAN & Enable off 0.ow Unknown
port? LANT Enable of 0.0W Unknown

First Previous Page 1 of 1 Next Last Slmom‘

PoE configuration includes the port, physical port, PoOE-capable, PoE status, power and PD class.

® Alarm
| Alarm To configure alarm settings, click here To apply the configuration to other devices, click here
Type Rule
Threshold @ Egress Channel Width
REMOTE_CONF_1 Uplink Channel Width | 1000 | M Downlink Channel Width 1000 | M
REMOTE_CONF_7 Uplink Channel Width 1000 | M Downlink Channel Width 1000 | M
If the bandwidth exceeds 80 | % ofthresholdfor 5 | times, the alarm is sent
Port Status/Packet Loss Speed Test

Insufficient bandwidth: When the bandwidth exceeds the specified percentage of threshold for several times, the alarm is

sent. The threshold, times and percentage can be configured manually.

Ping failure: When the Ping test failed for the specified times, the alarm is sent. The times and domain/IP address can be

configured manually.

High packet loss rate: When the packet loss rate exceeds the specified percentage of threshold for several times in 5

minutes, the alarm is sent. The times and threshold can be configured manually.

Besides, the corresponding alarm should be enabled in the Alarm Settings page. For insufficient bandwidth, the alarm
types are Uplink rate above threshold on gateway and Downlink rate above threshold on gateway; for Ping failure,
the alarm type is Abnormal network access on gateway; and for high packet loss rate, the alarm type is High packet

loss rate on gateway.

| Alarm Settings o 52

Alarm Threshold Email Alarm

@

Device goes offline -
Device goes online and offline continually J20 % @
All devices are offline

High channel usage on AP

System usage(CPU/memoary usage) above threshold

ARAAAAARE
a

Switch loopback detected (RLDP)

interface updown rate above threshold.

/Abnormal network access on gateway
High packet loss rate on gateway

Uplink rate above threshold on gateway

Downlink rate above threshold on gateway

After changing the configuration, click Save below.
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| Alarm To configure alarm settings, click here. To apply the configuration to other devices, click here.
Type Rule
Threshold @ Egress Channel Width

REMOTE_CONF_1 Uplink Channel Width | 1000 | M Downlink Channel Width | 1000 | M
REMOTE_CONF_7 Uplink Channel Width | 1000 | M Downlink Channel Width | 1000 | M

If the bandwidth exceeds 80 % of threshold for 5 times, the alarm is sent.

Port Status/Packet Loss Speed Test @

Domain or IP Address www.baidu.com
Ifthe Ping test failed for | 3 times, the alarm is sent

If the packet loss speed exceeds 50 % of threshold for 3 times in 5 mins, the alarm is sent.

Save Cancel

When the modified bandwidth and the actual bandwidth do not match, click Fetch Bandwidth to check the actual

bandwidth which will then be set as the threshold.

| Alarm To configure alarm settings, click here. To apply the configuration to other devices, click here.
Type Rule
Threshold @ Egress Channel Width

fch Channel Wi

REMOTE_CONF_1 Uplink Channel Width 99 | M Downlink Channel Width | 9999 M
REMOTE_CONF_7 Uplink Channel Width 99 | M Downlink Channel Width | 9988 |M

If the bandwidth exceeds 80 % of threshold for 2 times, the alarm is sent.

Port Status/Packet Loss Speed Test @

Domain or IP Address www.baidu.com
If the Ping test failed for | 3 times, the alarm is sent.

If the packet loss speed exceeds 50 % of threshold for 3 times in 5 mins, the alarm is sent.

® Tunnel > Create Tunnel

| Create Tunnel

Type: [ Telnet "’] |Create Tunnel

Select the tunnel type and click Create Tunnel. The tunnel types include Telnet, eWeb and SSH.

® Tunnel > Tunnel List
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| Tunnel List
<

Type Host Port Destination Device Destination Port Expired at Status Action

sWeb 35.221.107.197 10000 Local 20 2021-04-07 23:37 Disabled Re-create
eWeb 35.221.107.197 10000 Local 80 2021-03-16 1510 Disabled Re-creale
Telnet 35.221.107.197 10000 Local - 2021-03-11 14:38 Abnormal Re-create
SSH 35.221.107.197 10004 Local - 2021-03-10 19:12 Abnormal Re-create
Telnet 35.221.107.197 10003 Local - 2021-03-10 19:11 Abnormal Re-create
Telnet 35.221.107.197 10002 Local - 2021-03-10 19:07 Disabled Re-create
eWeb 35.221.107.197 10001 Local 30 2021-03-10 19:03 Abnormal Re-create
Telnet 35.221.107.197 10000 Local - 2021-03-10 16:36 Abnermal Re-create
eWeb 35.221.107.197 10021 Local 80 2021-02-27 14:33 Disabled Re-create
Telnet 35.221.107.197 10020 Local - 2021-02-25 20:27 Disabled Re-create

F Page | 1 of 3 Next Last 23 in tolal

Tunnel information includes tunnel type, host, port, destination device, expiration time and status. Click Re-create in the

Action column to re-create a tunnel. Click Telnet/SSH in the Action column to open the corresponding page.

5.5.7.3 Basic Gateway Operations

® Add Gateway

| Gateway List

‘ Add

Web CLI H eWifeb H More ‘ 0 Selected

Click Add, enter the SN, Alias and Web Password, and click OK to add a gateway to the network. Only one gateway can
be added to a network.

Add

SN l Alias l

Password

=
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| Unauthorized Gateway List o
SN Alias
SN Alias Status Network Added at Action
eceeceeccee30 No password WAW00011111111 2020-12-12 10:35:06 Re-authorize Delete
Previous Page | 1 |of1 Ne Last 5o Jtintota

Before a gateway is authorized, it is displayed in the Unauthorized Gateway List. If authorization fails, you can click

Re-authorize in the Action column to re-enter the Web password to re-authorize the device.
Message X

Maote: Password verification needs to interact with the

device. If the device is offline, the system needs to
wait for it to go online. If the password of admin
account is the default password, please change the

password first.

| K | | Cancel |

® eWeb

| Gateway List

‘ Add ‘ ‘ Web CLI ‘ eWeb ‘ ‘ More ‘ 0 Selected
Status y SN Alias MGMT IF
€3 Offline H1MSCOMO00147 Empty 192 168 1

Select the device to be managed by eWeb, and click eWeb. The system will try to connect the gateway and automatically

open the eWeb page in a new window.
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17> L N -
Ruijie EG @i Administrator sdmin B terupwizard & Cookbook L Alarm 2 Online Sendice B Log Out
o —
Home RN Hemepage
e tuss CPU: 9.3% Memary Usage: 702 Disk Space: 0.43% Oriline Usérs:
= — 12
Interface: | All interfaces v | Time: All Interfaces Cver last 1h,Downlink Traffic peak value is 0.26Mbps (2016-08-25 17:14:10)

Al Interfaces Traffic Summary Downlink Tratfic *

0.30MEg:

Today's{After 8 a.m.)Bandwidth Usage Top10 (App)  All nterfaces v | Uglink Teaffic

Bandwidth Usage Tepld (App) Datails of Top10 Apps
Toptl App Bans

If a tunnel is created successfully but the eWeb page does not automatically open, the system will pop up a message. The

user can manually click the link to open the page.

Message

The tunnel is created successfully and
the eWeb system is connected.
If the browser can not access the eWeb system:

1. please allow the browser to pop up windows.
2. please check if the proxy is turned on.

If the web configuration page does not open
automatically, please click here to open the

configuration pag

Click here to re-create the tunnel

® Moveto



User Guide Monitoring

| Gateway List
‘ Add ‘ ‘ Web CLI ‘ eeh ‘ More « 1 Selected
Move to
Status p ; MGMT IP
@ offiine ‘ Reboot F 192.168.21.95
Tunnel
Delete

Select the device in the Gateway List, click More > Move to, select the new network and click OK. Only one gateway can

be moved at a time.

Select Network

&

default

yao +

&

JAPAN_APART_BRIDGE_200000000000... +

JAPAN_AC_HOTEL_10000000000001 _..

[ Unfold I I Fold I [ Order l [Searcn v n

® Reboot

| Gateway List

‘ Add ‘ ‘ Web CLI ‘ e\feb ‘ ‘ More - ‘ 1 Selected
Move to

Status p ; MGMT IP

@ Offline | FELIL )i 192.168.21.9¢
Tunnel
Delete

Select the device in the Gateway List, click More > Reboot and click OK.

® Tunnel
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| Gateway List

‘ Add H Web CLI H eeh H More « 1 Selected
IMove to

Status ; MGMT IP

@ offline Reboot V1921682195
Tunnel
Delete

The user can create a Web-based tunnel to enter the eWeb system of a gateway for more monitoring and management

functions.

Note: If any security system exists in the network, such as a firewall, the traffic of destination TCP port 10000-12000

should be permitted.

Select the device for tunnel management, and click More > Tunnel Config. On the Tunnel Management page, WEB,

Telnet and SSH types can be selected or you can customize the tunnel configuration. The Tunnel List displays the

tunnels already created.

Tunnel (SN: H1MSCOMOD0147)

| Create Tunnel

Type:[ vl [ Create Tunnel

| Tunnel List

Error accurs. Please click here to restore. If the tunnel is unavailable, please re-create it or contact us for support.

® Delete

| Gateway List

‘ Add H Web CLI H eWWeb H More - ‘ 1 Selected
Move to

Status ; MGMT

@ Offiine Reboot V 192.168.2
Tunnel
Delete

Select the device in the Gateway List, click More > Delete and click OK.

Local Global

° -
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5.5.8 WiFi Router (beta)

5.5.8.1 WiFi Router List

| WiFi Router Listicick ‘s ew details 1devices with new firmware available Auto Refresh: 2 B

Add [ Web CLI H Upgrade H More ~ l 0 Selected SN, alias an

@Basic (ORF () Model

Online Status d SN Sync 4 Alias MAC Management IP Egress IP Clients Network Firmware Version Last Offii
@onine  HINWSIKO71016 EWR 8005.8837.0b6 10.0982 1257781204 - ESW EG 3.0(1)B11P30 Release(07182301) (RN 2020-06-19 11
@onine  G1PD3QNN0G2E EHR-Route  00d0.7880.5680 10.098.4 1257781204 -  EW1200GPRO  EW_3.0(1)B11P30.Release(07180823) | Laiest)  2020-0622 1:
©onine  MACCE02300002 EHR-AP-123  00d0.7280.5690 192.168.110191 12577.81204 -  EWI200GPRO EW_3.0(1)B11P30,Release(07180823) | Latest

€ Never Oniine  098765431ASDE Add J—

€ Never Onine  D987654310WEA  Wait Add - EEm

© Never Onine  DIB7654317XCV  Wait Add J—

@ Never Online  1234567890ASDA ~ Wait ~ 1234567890asda - EGW_EAP

@ NeverOnine  SWITIIHI11111  Wail Add - e

Previous Page | 1 |of1 ext Last [ 10 Jsintotal

The WiFi Router List displays basic device information, including the online/offline status, SN, MAC, alias, management

IP & public IP, offline time, network, model, firmware version and description.

Auto Refresh: @l

The WiFi Router List automatically refreshes every minute. Click to enable/disable the auto refresh

function.

Above the list is the Add function. Click to display the Move to, Delete, Export, and Reboot functions. For
more information, refer to Basic Router Operations.

The Search function supports fuzzy queries based on the serial number, alias and description, and also supports queries

based on online/offline status.

Click the record in the Config Status column to open the Config Status page. On this page, you can deliver one or all

configurations.
Config Status(G1KQB7F01872A)
To synchronize all configurations to the AP. please click Manually Deliver. If a configuration fails to be synchronized, please click [2 in the Action column to deliver it again.
[® Manually Deliver TCRefresh
Config status Action

+ Whitelist Settings[Free Url] Synced I.T‘a
+ Device Name Settings Synced &=
+ Wireless Signal Settings Synced =
+ Eluetooth Settings Synced =
+ CWMP Inferval Settings Synced =
+ NAT Address Pool Settings Synced 3
+ SSID Rafe Limit Settings Synced &=
+ 5G-Prior Access Synced &=
+ Wireless Security Seftings Synced &=
+ ‘Wireless Location Settings Synced &=
+ Country Code and Bandwidth Setings Synced [
+ Access Control Settings Synced =
+ Global Radio Seftings Synced =
+ Diagnosis Logging Settings Synced =
+ Log Settings Synced =
+ RF Parameter Setings Synced =
+ Custom CLI Settings Synced =
a N P Conbbim Ot m
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The number of devices which have available firmware for upgrade is displayed on the upper-left corner of the AP List
page. Click New Firmware to display the New Firmware List. Then click Go To Upgrade to enter the MAINTENANCE >
UPGRADE > Upgrade page.

| Top Versions | Firmware Version List Firmware Version a
Firmware Version Devices

UNKNOWN 12

@ SVITCH 3.001)B11P20,.. EG_3 0(1)B11F30 Release(07182301) 2

BB SWITCH_3.0(1)811P20,...

AP 30011811930 Relea.. EW_3.0(1)B11P30,Release(07180823) 2

@ EG_3.0(1)811P30Relea... SWITCH_3.0(1)B11P20 Release(07170803) 2

B other AP_3.0(1)B11P30,Release(07182006) 1

Page 1 of 3 Mext

| Device List Fe R BT

0 Selected l SN, Alias, Description Q] Advanced Search ~
Key | HINW5JKO71016 l MOdeI[ Current Version| EG_3.0(1)B11P30,Rel

=

Status 4 SN Network  Alias Model Hardware Version Current Version Recommended Version Description Action E

@ oniine HINW5JK071016 ESW EWR EG105GW 1.00 EG_3.0(1)B11P30 Release(07182301) EG_3.0(1)B11P26 Release(07172304) Upagrade £
First Previous Page 1 of1 Next Last 1 in total

For more information, refer to Device Details.

5.5.8.2 Device Details

Click the serial number in the device list to open the details page for a single device. The page displays detailed device

information, including basic information, performance data, speed data, client data, online/offline status, and device logs.
Router information is described as:

® Router Info

| Router Info

Alias: EHR-Route # SN G1PD3QN000628 MAC: 00d0.1880.5680
Management IP 10.0.98.4 Type: EW1200G-PRO Sync:  Synchronized
Hardware Version 1.00 Actual Master Device: G1PD3QN000628

Firmware Version: EW_3.0(1)B11P30,Release(07150823)
Description: EHR-Route-1 #

SSID Password . ===+ # e

381D 20eeA@A@@EA-EHRRoute

The basic information includes serial number, MAC address, management IP address, device model, configuration status,

firmware version, hardware version, alias, and description.

® Status
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| Status

@0online Memory Usage CPU Usage Alarm: 0

@ Online Clients: 0
@ Weak Signal Clients: 0 39.0% 23.0%

The performance data includes the router connection status, online client count, CPU usage, and memory usage.

®  Connectivity

| Connectivity Last 24 Hours S EEEIS

17:00 21:00 1:00 5:00 9:00 13:00

Router connectivity refers to the connectivity (online status) between router and Cloud Service within a period (1 day or 7

days).

® Speed Summary

| Traffic Summary @ Last24 Hours  Last 7 Days

(O Uplink ~)~ Downlink

Traffic(MB)
0.3

0
2020-06-25 17:20:00 2020-06-25 21:20:00 2020-06-26 01:20:00 2020-06-26 03:20:00 2020-06-26 09:20:00 2020-06-26 13:20:00

You can choose to view the router speed statistics in the last 24 hours or the last 1 week.
® Device Log

| Log Record DeviceLog ~ Config Log

Type . Updated at Content
No Data
First  Previ... Page [ 0 |of0 Next Last 01n total

The Device Log records the device type, update time and content.

® Config Log
| Log Record Device Log  Config Log
B [ Qsearcn | © 22 -
Operation Type Started at Ended at Status . Description Details
No Data
First Previ... Page | 0 of 0 Next Last 0'in total

The Config Log records the historical operations, including online/offline, restart and upgrade records, and supports

queries based on the log type and period.
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5.5.8.3 Basic Router Operations

® Add Router

| WiFi Router List(Click "sn" to view details
Add l Web CLI H Upgrade H More = 0 Selected
®ecasic ()RF () Model
Online Status p SN Sync p Al

Select the network, and click Add. Both batch import and manual add are supported.

F

Click download template to download the template, enter router information, and click ‘.xIs’ File to import the template

Add

Download and fill in the template Up to 500 records can be imported

Add a Device

Close

Click Add a Device, enter SN and alias of the AP, and click OK. Click + to add multiple APs.
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Add

15N Aligs (]

2 8N Alias ()

3 SN Aligs o +
o] (o=

® Moveto

| WiFi Router Listiclick "sn” to view details) 1devices with new firmware available

H More = ‘ 0 Selected

Add ‘ Weh CLI ‘ ‘ Lipgrade
Move to
o Basic 'i::' RF 'i::'
Delete
Online Status ) Export ic
& Online Reboot ced
& Online G1PD3IQNDD0622 Synced
& Online MACCS802300002 Synced

MAC

80058537 .0b&f

00d0.f220.5680

00d0.7820.5690

Select one or multiple devices in the WiFi Router List, click More > Move to, select the new network and click OK.

Select Network

&2

EAP EGW

&
EGW_NBS_EAP -

£
EGW_ESW_EA...

&

jok

=l

=l

TEST

test2

(o] (o)

n canes!
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® Delete

| WiFi Router Listciick "sn o vi

5 view details 1devices with new firmwar
Add ‘ Web CLI ‘ ‘ Upgrade ‘ ‘ More - ‘ 1 Selected
Move to
@sBasic COOrRF (O
Delete
Online Status Export c Alias
@ Online Reboot ﬁ EWR
Q online G1FD3ONOD0628 Synced EHR-Foute

Select one or multiple devices in the WiFi Router List, click More > Delete and click OK.

® Reboot
| WiFi Router ListCiick "si” to view details)  1devices with new firmware available
Add ‘ Web CLI ‘ ‘ Upgrade ‘ ‘ More = ‘ 1 Selected

Move to

o Basic ':::' RF ':::'
Delete

Online Status |~ Export <, Alias MAC
@ Online Reboot @ EWR 8005.8837 Ob6

Select one or multiple devices in the WiFi Router List, and click Reboot.

5.5.8.4 Web CLI

Select one or multiple devices in the WiFi Router List, and click Web CLI. The Web CLI dialog box is displayed, and

device information can be queried via the menus in this dialog box. The menus vary with the products.
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| WiFi Router Listiciick "sin” to view detais)  1devices with new firmware available

Add eb CLI ‘ Upgrade H Maore - ‘ 1 Selected

@oBasic (JRF () Model

Online Status 4 SN Sync p Alias MALC

@ Online H1NW5.JK071016 Synced EWR 80058837 0b&f

In the command entry box, the TAB key and question mark (?) both can complete a command.

5.6Client

Select MONITORING > CLIENT to open the Client page.

5.6.1 Client List

1. This page displays the information about online clients and historical clients of the current network.

2. Click the drop-down list next to Advanced Search to switch between Online Clients and History Clients.
The client information includes basic information, band, and online time.

3.  Search for user data by online status, MAC, AP, SN or SSID.

4.  Click the device MAC, and the Client Details page is displayed.

| Client List @

C e n-2
Online Clients v‘ Advanced Search

P MAC AP SN ssip RsSI AP Alias Band Traffic (MB) Manufacturer Onling Time. Offline Time

No Data

Page [ 0 |of0 ext La [0~ Jointotal

5.6.2 Client Details

® Client Info

| Client Info
Alias - # Status : Online MAC : 3045.9609.0557
Online Time :  2019-04-16 14:05:09 Offline Time = - Uptime :  Oh 8m 26s
IP: 172.17.125.140 Terminal : Phone OS: Android
Manufacturer . HUAWEI TECHNOLOGIES CO. LTD AP SN : G1KD9HH02861B AP Alias :  520w2

SSID Nature_cloud_as

Client Info includes alias, online status, MAC etc.

® Performance
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| Performance @

Traffic(MB)
100
30
&0
40
20 f /
0+ T T T T T T T T T T T u
00:00:00  09:55:08 10:15:12 10:25:16 10:55:22 11:15:27 11:35:30  12:15:03 12:35:06 12:55:16 12:15:21 12:34:43 14:05:09
-0 Delay Pkt Loss Rate RESI —()- Uplink ~(- Downlink
Delay(ms) Pkt Loss Rate(%)
25+ 100
204 20
154 60
104 40
5 20
T —_— O~ —
ol =0, = f\/\“ 0
00:00:00 09:50:13  10:05:13  10:20:13 103513 10:50:13 110513 11:20:13  11:35:13 121513 12:30:13  12:4513 1300413 131513 13:30:13  14:05:13
RSSI Speed(Mbps)
120+ 150
100+ () = = - O e e 120
80 p——o—-Q, _Oo———0— %0
501 a 60
40 = —— i —— ———t
20 __/k ————— A D — ; 30
0

Q T T T T T T T T T T T T T T
00:00:00  09:50:12  10:03:13  10:20:13 10:33:13  10:50:13 11:03:13 11:20:13 11:3%:13 121513 12:30:13  12:45:13 13:00:13  13:15:13 13:30:13 14:05:13

1 ;

Performance displays the traffic summary etc.

® Online/Offline Record

| Online/Offline Record o e
AP SN AP Alias P $SID RSSI Band Traffic(MB) Online Time Offling Time Updated at
G1KDOHH02861B 52002 172.17.125.140 Nature_cloud_as ~ -53 246G 32762 2019-04-16 14:05.09 - 2019-04-16 14:13:46
G1KDOHHO2861B 52002 172.17.125.140 Nature_cloud_as - 246 33179 2019-04-16 13:46:16 2019-04-16 13:57:23 2019-04-16 13.57:43
G1KDOHH02861B 52002 17217 125 140 Nature_cloud_as - 246 49051 2019-04-15 12:04-10 2019-04-16 13:34:43 2019-04-16 133523
G1KDOHHO2861B 52002 172.17.125.140 Nature_cloud_as - 246G 8829 2019-04-16 09:36:35 2019-04-16 11:36:13 2019-04-16 11:36:31
G1KDIHHO2861B 52002 17217 125 140 Nature_cloud_as - 240 4442 2019-04-15 152459 2019-04-15 15°:58:43 2019-04-15 1559:26
G1KDOHH02861B 52002 172.47.125.140 Nature_cloud_as - 240 1520 2019-04-15 12:39:38 2019-04-15 12:47:05 2019-04-15 12:47:59
G1KDIHHO2861B 52002 17217 125 140 Nature_cloud_as - 246 66523 2019-04-15 10'15:38 2019-04-15 11:56:59 2019-04-15 1157:46
G1KDOHH02861B 52002 172.47.125.140 Nature_cloud_as - 246 12954 2019-04-12 17:46:01 2019-04-12 18:28:59 2019-04-12 18:29.52
G1KDOHHO2861B 52002 172.47.125.140 Nature_cloud_as - 246 326045 2019-04-12 14:01:03 2019-04-12 17:26:35 2019-04-12 17:26:40
G1KDOHH02861B 52002 172.17.125.140 Nature_cloud_as - 246 2815 2019-04-12 13:40:13 2019-04-12 13:51:20 2019-04-12 13:51:52
First Previous Page [ 1 |of2 Next Last 104 12Zintotal

Online/Offline Record displays AP SN, AP alias, IP, SSID etc.

® Roaming Record

| Roaming Record o me

Roam-in AP SN Roam-in AP MAC Roam-in AP Group  Roam-in AP Location Source AP SN Source AP MAC Source AP Group  Source AP Location Roarr

G1KDB4YD1T646 5869.6c7a.5dd0  San_Jose Outdoor RG-AP630(CD) GTKD83S04970C  5860.6c79.44f7  San_Jose Indoor AP520-1 G1KD
G1KDB83S04970C  5860.6c79.44f7  San_Jose Indoor AP520-1 G1KD14G00221B  5869.6c5b.5071  San_Jose Indoor AP520(BT) GI1KD
G1KD14G00221B  5869.6c5b.5071  San_Jose Indoor AP520(BT) G1KD83504970C  5869.6c79.44fT  San_Jose Indoor AP520-1 G1KD
GIKD90NO03414  5869.6caa.72e2  San_Jose APG30(I0DA) G1KDAOTO03926  5869.6cb9.7926  San_Jose Indoor APT40-1 GI1KD
GIKD90NOO3414  5869.6caa.72e2  San_Jose APG30(10DA) GIKDAOTO003926 5869.6cb9.7926 San_Jose Indoor APT40-| GI1KD
G1KDAOTO03926 5869.6cb9.7926  San_Jose Indoor APT40-1 GIKD84YD1TE46 5869.6cTa.5dd0  San_Jose Outdoor RG-APE30(CD) GIKD
G1KDB3504970C  5869.6cT9.44f7T  San_Jose Indoor AP520-1 GIKDAHJ052008  5869.6cc1.96d0  San_Jose indoor AP130(W2) GIKD

First Previous Page | 1 of 1 Mext ast 104 T'in total
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Roaming Record displays roam-in AP, source AP, SSID etc.
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6 Configuration
The Configuration module includes two parts: NETWORKS and WIRELESS.
6.1 Networks

6.1.1 Networks

Select CONFIGURATION > NETWORKS to open the NETWORKS page.

Ruijie ‘H MONITORING  CONFIGURATION  MAINTENANCE
A commondgar.. v s - +
& NETWORKS I
T WIRELESS JAPAN_AC_HOTEL_10000000000001_&&.
[

@ AUTHENTICATION

JAPAN_AC_OTHER_30000000000001_
-

aptive Portal JAPAN_APART_ROUTER_2000000000000...
Device: 27

JAPAN_HOTEL_10000000000001_S5
Devica: 14

JAPAN_OTHER_30000000000001_SR%E..
Device
2
&

chu_apartment_scenaric
Device

&
)
e caal (o) [

Click a network, and four operation icons are displayed around the network for adding a sub network, sharing the network,
handing over the network, and deleting a network. You can click these icons or the buttons in the lower right corner to

perform operations on the network.

5%

yao

Device: 0 9
A <
.

JAPAN_APART_BRIDGE_20000000000001... ¥ @
Device: 22

JAPAN_AC_HOTEL_10000000000001_&&& ..

Devige: 3
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6.1.1.1 Add Sub Networks for AP Networks

Select the network and click Add Sub Network.

&%

yao

Device -0

&

& Add Sub Network

JAPAN_APART_ERIDGE_20000000000001...

Device : 22

5%

JAPAN_AC_HOTEL_10000000000007 &£

I@
- @

o

Device:3
Add Network * Add Network
| Basic Basic Information
Name [ Name your network ] Name
Scenario Time Zone
Hotel Apartment Other Location
Time Zone | (GMT+9:00)Asia/Tokye VI
Auto Switch Mode =
‘))) o ))) Gy
l . ] l o 9)
Disable Bridge Router
Bind Location | Enter a location name |
— _~n
BUCUNZHEN m
L} o MALU. L0 XINSANGWANCHENG
RESIDENTIAL OSSTRICT Yusnshogang
LAz ] UHeT T ] 3t Hengsh
= QUYANG ROAI lengsha
o e RUMOONTAL  pua pos island
] TADFUDIEN gy DSSTRICT PESIOENTIAL srn
an (183 ISTRICT <
lll:l"IlDlﬂll PUTUO Axmae
F WUAXINZIE N JIANGQUAD. A
r’ SHANGHA) ETEE MEINGZMEN
e T Shanghai e
- R JwacAozIEN £t TauszzEn
L swm e XUMUI DISTRICT L)
KUSNGZHEN arE b m
Tt
QINGPU - KANGQIAOZHEN
PRAE 0 T oy
it LuzAD,
Zwakiko ) etect "SHW | POURIATON | sumi
aEne BEHMZHIN e g — DONGHAIZHEN
‘ Cancel l Save

6.1.1.2 Share with

(GMT+9:00)Asia/Tokyo

Not Bound

A network can be shared to other users for check and management. You can set the validity so that the network sharing

will be canceled after the specified time.

Select a network and click Share with.
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&%

yao

Device: 0

& =2 Share with

JAFPAN_APART_BRIDGE_20000000000001... _!_ @

Devica: 22

2 o

JAPAN_AC_HOTEL_10000000000007 &

Devige: 3

Share with

Tip: To cancel sharing, please configure on the App

permission @ Read & Write
Check and manage the network
() Read-only
Only check the network

Permanent

1Day

1 Month

1 Year
Custom

Copy the link and send to the receiver. The receiver can visit the URL and log in to receive the network.

MONITORING CONFIGURATION MAINTENANCE

Message

Please copy and share the following link. The link will be invalid after binding an account.

https://cloudtest-eu_ruijienetworks.com/admin3/config/shareCodelmportNet ?code=88CC14AB13954F329A6D2230A347 l
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Ruijie > MONITORING ~ CONFIGURATION  MAINTENANCE

Message
There is a network to be received. Are you sure you want to receive the network?

Network JAPAN_APART_BRIDGE _:
Sharer commo™™**ment

Tenant commonApartment Edit

It is recommended to enter the name easy to remember and distinguish. ]

Receive Cancel

Clickthe = on the upper left corner to switch tenant and check the shared network.

N MAINTENANCE  OTHER

| Registered Device Distrbution
0 & 0
T S e
Hetuor
Voucher @ 0 & 0
& oevice ey [ .
A 0
| Alarms
2 cuenr
0 0 0
o Tosay Tha
| 246156 Clents | Channel Distibuion and Usage @

Hetwosk eires mienen -

|| WWIFI Client Summary

6.1.1.3 Hand over

The network can be handed over to another tenant.

Select a network and click Hand over.
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&%

yao

Device: 0 9
JAPAN_APART_BRIDGE_20000000000001... I
:
Device : 22 ]
5% @

JAPAN_AC_HOTEL_100000000000071 £ .

Device: 3

Enter the Email address of tenant, and click OK. After the receiver takes over the network, you can not manage the

network anymore.

MONITORING CONFIGURATION MAINTENANCE
Hand over Network

Tip: After the network is handed over to another tenant, you can not manage it any more.

Hand over to Current Tenant @ Other Tenant

Please enter and select a tenant administrator.

Tenant Email Address (Account)

As the receiver logs in to Ruijie Cloud, an icon is displayed on the upper right corner.
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Ruiie N MAINTENANCE

@ DASHEOARD
& TopoLoay BB | Overview | Registered Device Distribution
& s
] 1 0
= RePORT . a2y | e s

Henron:

Voucher 0 & 0

B oevict [ R iz

¢

iXx
o

Unciared Today Thi ek

| 246156 Clients | Channel Distribution and Usage @

[T

Netmork Wetrs

|| Wi Clont Sumvrary

Click Take over Network to take over or refuse the network.

Ruijie £ N N MAINTENANCE
Take over Network

6.1.1.4 Config

Select the network and click Config.

&

default

Device - 1 e

yao
+
Device - 10
yaol = Config

Device - 1
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6.1.1.5 Delete
Select the network and click Delete. When the delete confirmation window is displayed, click OK.

5%

yao

Device: 0 6
A <)
=

JAPAN_APART_BRIDGE_20000000000001... + 9
Device : 22

Il Delete
JAPAN_AC_HOTEL_10000000000001_&E. .

Device: 3

6.1.1.6 Order Networks

Networks can be unordered or sorted by name in the ascending/descending order.

mACC ¢ MONITORING ~ CONFIGURATION ~ MAINTENANCE

© NETWORKS
&
F WIRELESS 103-000-000-0001
Device -200

&

103-000-000-0002

103BOHFESTENNE
)
B0 EDTENET
Devica
103481
Devie 6

&

123123123123

)

123923123124
Omics 0

& 13 By Network Name
e Al At Unordered
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R ~
® NETWORKS
&
T WIRELESS wirs
Basic =
ayc )
Radio Planning FEE
Seiea 0
Roaming
Bluetootn
&

&

I

-
&

FIELTLANTER

w0

7 By Network Name.

& Y Network Name

— 1T Unordered

FA. commonipar .

B NETWORKS

&
T WIRELESS default
B
Layout &
Radio Planning yao
-
Reaming
Bluetoatn &
yaol
Bevie:0
A
JAPAN_APART_BRIDGE 2000000000000
Bevice:0

JAPAN_AC_HOTEL_10000000000001_{55.
[——

JAPAN_AC_OTHER_30000000000001_.

&
JAPAN_APART_ROUTER_2000000000000...
Bever:0
13 By Network Name
& Li By Network Name

JAPAN_WOTEL_1000500000)

6.1.1.7 Add Device

Non-apartment Mode

AINTENANC
£, commonspar.. I
B NETwoRKks
A
T WIRELESS detautt .
B0
Basic
© AUTHENTICATION A
i yao :
Ja——
Account
PSK &
Captive Portal yaol
-
&
JAPAN_APART_BRIDGE_20000000000001
Beven:0

JAPAN_AC_HOTEL 1000000000000 1 S,

Bevoe:$
&

JAPAN_APART_ROUTER_2000000000000

-
&

JAPAN_HOTEL 1000000000001 4545, .

Bevicn: 8

Ada Device \

£y Edt

O | wore o || orser o Unioig Fou || Search .
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Add Device —+Add Device

AP Switch Gateway  WIFi Router Added Equipment

AP 0
1SN| | Alias | | mw

Gateway 0
2SN| | Alias | | = Switch 0
SSN| | Alias | | ] WiFi Router 0
4SN| | Alias | | o+ View Details

Batch Import | Cancel Save & Next

Choose NETWORKS, select a network in non-apartment mode, and click More > Add Device to add APs, switches,

gateways, and WiFi routers.

Apartment Mode

MONITORING ~ CONFIGURATION ~ MAINTENANGE

B NETWORKS I
Eewess ] Wil @
F WIRELESS default +
Bevee:t
@ AUTHENTICATION &
ner a0 .
B 10
oun
SK &
apiive Porta yao1
L)
APAN_APART_BRIDGE_2000D000000001...
JAPAN_AC_HOTEL 10000000006001 K,
Brver: 3
&
JAPAN_APART_ROUTER_2000000000000.
Bevee:t
&
JAPAN_HOTEL10000000000001 S5,
Add Device \
A Edt

LRIl | woe . || oo o Untois Fou || searcn -
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Add
Download and fill in the template. Up to 200 records can be imported
EETN
Click to select devices parsing rule ( Deafult Template )
Choose NETWORKS, select a network in apartment mode, and click More > Add Device to add APs.
6.1.2 Add Network
Select CONFIGURATION>NETWORKS, and click Add Network.
Add Network ‘ More a | ‘ Crder a |
Non-apartment Scenario
Enter the network name.
Add Network +Add Network
| Basic Basic Information
Name | 20210630 \ Name 20210630
Scenario Time Zone (GMT+9:00)Asia/Tokyo
5~ Type Cloud + AP
Hotel Apartment Other Location Not Bound
Time Zone ‘ (GMT+9:00)Asia/Tokyo v ‘

Type Q @

(-] o—0—0 Cloud + AP AC + FitAP

oo 56 ¢

Bind Location ‘ Enter a location name
‘.‘Z:.m BAIZHANGZHEN g E5M SHOUSHANXIANG ¥TR
" ELI
MINHOU
u DAMUZHAI COUNTY GUANTOUZHEN Wuhugang
i e L R 8 XINDIANZHEN TR B
HER
N ZHANcUoU SUANZIPU
L] GULINGXIANG W
SHANGAEZHEN Fuzhou [0
YAZHUA{OG.LNEN zam
HEY
BAIYUNXIANG
BaY SATHINR  MAWEIZMEN. parry SR shiingoano
HONGXINGXIANG tiptaaye) S T, ang
GHUANGZHEN 8y W JINFENG. FUSIAN
PIY MINJIANGXIANG REE
JANTORGzHEN B - BANSHAN
GQ - .glf.""‘ — Keyboard shortcuts Map data ©2021 Terms of Use

EDE=N
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Specify the network location.

Configuration
Add Network +Add Network
| Basic Basic Information
Name | 20210630 \ Name 20210630
Scenario Time Zone (GMT+9:00)Asia/Tokyo
a E e Clowd AP
Hotel Apartment Other I Location Bound I
Time Zone I (GMT+9:00)Asia/Tokyo v ‘
= @
[-] °0—0—0 Cloud + AP AC + FitAP
alai 5o¢
Ko
Bind Location ‘ Hongkong
H X Y v @ <
4 & 2 S z @ %
F A A 2 e s % =8
E) s . o'
D@ s : i RS
>~ o 2
N I “53“"19 1 " \ ] ] AR v & 4,
& -4, s 3 )
= &> 5 Mong Kokg arayle St ) VA
i 2 4 3 130 5[4 k) 2 Y g &
’ b Arg‘{\is 3 2 ok Netson St2 2 % &
€ 2 2 2@ BN\ = %
s 35 4 8 2 % > R
: 3 i
Foey 2 =% ¥ g Shantund seet % Chl”g Ra
o ron o adiiet ‘Q%}%gyé)srﬁgggu téor}\ﬂap cléj%%%m Terms of Use Report a map error
E =N
Enter the WiFi information as required.
Add Network +Add Network
i . Basic Information
| WiFi Settings
Name 20210630
ssD @ 20210630 o Time Zone (GMT+9.00)Asia/Tokyo
Type Cloud + AP
Password Open  WPAMWPAZ-PSK
Location Bound
Collapse<<
Hide SSID
Radio Radio1 Radio2
IP Assignment

() Clients Obtain IP Addresses from AP

Clients obtain IP addresses from the AP (NAT mode: The address pool is on
the AP, Range:10.233.0.0/24-10.254.254.0/24)

@ Clients Share Address Pool with AP

Clients and the AP reside in the same VLAN and share one address pool

(The AP also obtains its IP address through DHCP)
(O Bridge Mode

Clients and the AP reside in different VLANsS
5G-Prior Access @

On
Speed limit per Client @ On
Speed limit by SSID @ On
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Enter the information of APs, switches and gateways, and click Save & Next. Or click Batch Import to download the
template, enter the device information in the table, and then batch import devices into the system.

Add Device —+*Add Device

AR Switch Gateway 'WiFi Router Added Equipment

AP 0
1SN| | Alias ‘ ‘ m

Gateway 0
QSN| | Allas ‘ ‘ o Switch 0
3S"\'| | Alias ‘ ‘ L' WIF1 Router 0
4SN| | Alias ‘ ‘ o+ View Details

Batch Import ‘ Cancel | Save & Next

Apartment Scenario

Enter the network name, select the scenario and bind the location.

Add Network + Add Network
| Basic Basic Information
Name ‘ Name your network ‘ Name
Scenario = Time Zone (GMT+9:00)Asia/Tokyo
= ﬁ | Type
to Apatment Othe: Location Not Bound
Time Zone ‘ (GMT+9:00)Asia/Tokyo v ‘

Auto Switch Mode

Disable Bridge Router
Bind Location ‘ Enter a location name ‘
. o
- - OUCUNDEN —_— o
MALU, nre UINANGWANCHE NG
(01501 SHANONA RESIOENTIAL DS TRICT ‘ueasr agang
LUSIAZHEN T 2 TR IBE
P Hengsha
= QUYANG HOAD -
12vEm oy on o RESDENTIAL Island
i ® oruD DSTRICT 3
e 4o %
namezvEn T S¥.
10 WUAXINZ YN JIANGQIAD. R
3 H SHANCHMAI ETLEE i MEQINGZNEN
Shanghal m
RESIDENTIAL 5 7 G2
- R iz ;
L & XUMUI DISTRICT =
L BECAEN
umGZHEN va @
BT
QINGPU 2 KAMIQIAOZHEN
RAE 500 wa

o ] MINAND. WIANG  ZwouposTATION | IUEAD.

ZHUSAIAD niiw OISTRICT 373w Wau e

T SEHANZHIN e gy DONGHAIZHEN

6.1.3 Edit Network

Select the network and click Edit.

Non-apartment Scenario
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Add Metwork | More - H Crder a ]

You can edit network name and time zone, and bind location here.

Edit
| Basic
Name [ TestGroup
Time Zone [ (GMT+8:00)Asia/Hong_Kong
Scenario : General
Bind Location : [ Enter a location name

- & st P

§ /Er E

2 g .

g Beijing Railway Cheuti Hutand
“ s & )
wrch mhEEE

£ (]

g /

3 :

g &

I S}a“ Jingfeng Railway 3I|'1E|ﬁn

l'*"G ale Signal Station @
A g SRS Map data 2018 Terms of Use

| Save | | Cancel |

Apartment Scenario
.'.;.H
japan___testtest_JLE = [CIZ3gthedt

Device : 0

=N
You can edit network name and time zone, and bind location here.
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Edit
Name | default |
Time Zone | (GMT+9:00)Asia/Tokyo v|
Scenario
Type
Bind Location Enter a location name
Russia ,’/
f’
S
/
a et rd Canada
'\\\
khetan Mengolia \: Y P ~
! e
3 o i iy
==l ) Y oo I MNorth United States
= Lhiny South Karea = Pacific
2 ! Ocean
skigtan — [}
India g - = Mexico
i Thailand = »
; ! A
|
GO gle ” = == Map data ©2021 Terms nfﬂ;:"
l Save l Cancel
6.2Wireless

6.2.1 Basic (Apartment Scenario)

Select CONFIGURATION > WIRELESS > Basic to configure SSID and password of AP.

MONTORING ~ CONFIGURATION  MAINTENANCE

Rugie £

A oot

@ nETwoRKS.

 WRELESS | Waeless Configuration

© amesmeanon

In the apartment scenario, SSID and password can be configured in 2 ways.

Click Import Config to manually import SSIDs and passwords in an EXCEL file.

T
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mﬁl;l; ) MONITORING  CONFIGURATION  MAINTEMANCE  OTHER
EX, | 00003
& MNETWORKS
F WIRELESS | Wireless Configuration

Basic

’ Import Config ] ’ futo SSID config | 0 Selected

Status 4 SN Alias Config Status
Mot Online Yet 100000000001
Not Online et 123312123312
Not Online et 447411115571256
Not Online et 5558000041

Mot Online Yet
Mot Online et
Mot Online Yet

@ Not Online Yet

Not Onling Yet Mot Synchronized

ot Online Yet Mot Synchrenized

Or you can select Auto SSID Config. In this way, you don’t need to manually configure the SSID and password.

MONITORING CONFIGURATION  MAINTENANMCE  OTHER

FQ, | 00003 -
ALL ~ FuPE—F v | Search Network Q
& NETWORKS
7 WIRELESS | Wireless Configuration
Easic

’ Import Config l’ Auta SSID config ]I 0 Selected

Status 4 SN Alias Config Status
Not Online Yet 100000000001 nchironized
Mot Online Yet 123312123312 nchronized
Mot Online Yet 447411115571258 Mot Synchronized
Mot Online Yet 5558000041 Mot Synchronized

=

Mot Online Yet ot Synchronized

ot Online et Not Synchrenzed

Mot Online Yet Mot Synchronized

Mot Online Yet Mot Synchronized

Mot Online Yet Mot Synchronzed

& Not Online Yet Not Synchronized

6.2.1.1 Customize Template Rules

To batch import devices or change SSIDs/passwords, you can customize the importing template.
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Download and fill in the template.Up to 500 records can be imported

| Click to select devices parsing_rule 1 Deafult Template )

Click Click to select devices parsing rule, the rule customizing page appears.

There will be one default rule.

Click to select devices parsing _rule | default )
0 ~dd @ @
T ) I
Check name snPosition idPositi idP; dPosition T Position building Position remarkPosition Action
-] default B2 E2 F2 H2 12
O @eﬁne1 c15 K15 L15 G15 E15
@] efineRB1 H3 D3
O define F3 R3 T3 H3 D3
@] AUTORE c2 D2
Previous 174 HNext @

1. Add button: Add a new rule
2. Menu bar: Display rule content

® Name: User defined name
snPosition: Specify the starting position of SN in template
ssidPosition: Specify the starting position of SSID in template
ssidPasswordPosition: Specify the starting position of SSID’s password in template
roomPosition: Specify the starting position of room number in template

buildingNamePosition: Specify the starting position of building name in template

RemarkPosition: Specify the starting position of remark in template

If an entry is left empty, it will not be imported when importing the template. For example, ssidPosition will not be imported
if it is empty.

»User can customize the EXCEL parsing rule from columns A to Z and rows 1 to 15.

3. Check box: Only one rule can be selected at a time

4. Rule control button:

-
(] G . Edit the rule

® 0 : Delete the rule
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o &

: Set the rule as default rule

5. Page up and down button

6.2.1.2 Auto SSID Config

Click Auto SSID Config to configure the SSID and password automatically.
To configure the password only, select Only regenerate passwords.

Auto SSID Config

Download and fill in the template.Up t0 500 records can be impornted

No file selected
Only regenerate passwords
[J Regenerate SSIDs and passwords
Click fo select devices parsing rule ( Deafult Template )

To configure both the SSID and password, select Regenerate SSIDs and passwords. At most 4 SSIDs can be

configured.

] Only regenerate passwords

Regenerate 551035 and passwords

Mumber of 3510s per device:

You can use either custom template or the default template.

® Use Customized Template to Configure SSID/Password

The customized template need to include SN, Building Name, Room Number, SSID, SSID Password, and Remark.

The following is an example to change the SSID and password only:

4 E | C D E F =

Building HName Eoom
100001 203
100001 204
100001 205

The custom rule may be set as below:
® Name: ModifySSID
® snPosition:

® ssidPosition:
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ssidPasswordPosition:

[ ]

® roomPosition: B2

® buildingNamePosition: A2

® RemarkPosition:
XIf Remark is filled in EXCEL file, the former remark saved in the Cloud will be overwritten.
® Use Cloud’'s Default Template to Configure SSID/Password

Download the template and fill the information as below:

SM1000017 10111 203 building?
SN10002 7 10112 7 204 building2

Import the template.

Auto SSID Config

Download and fill in the template.Up to 500 records can be imported

o

Download Template
No file selected

Only regenerate passwords
[JRegenerate $SIDs and passwords
Click to select devices parsing rule  Deafult Template )

Close

After the template is successfully imported, a prompt will be displayed. Click the prompt to open the Config Log page, and

export the SSID configuration result.

mACC c ) MONITORING CONFIGURATION MAINTENANCE OTHER
FR | testdemo v
ALL v test_apartment Search Network  Q E
& NETWORKS
% WIRELESS | Wireless Configuration
Basic
i Import Config H Auto WiFi Config I 0 Selected X
Click here for defail configuration stafus
Status SN Alias s t
4 4
€ Not Online Yet 123456738ABCE happy. Not Synchronized test apartment
Q Not Online Yet EWWWWWWW444555 Empty. Mot Synchronized test apartment / test apartment subi

First Previous! Page | 1 of 1 Next Last

To view the configuration result of the specified device, you can also point to the device SN to check the SSID/password.
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MONITORING CONFIGURATION MAINTENANCE OTHER

ER | testdemo v

ALL test_apartment Search Network O

T WIRELESS | Wireless Configuration

q
I Import Config H Auto WiFi Config l 0 Selected

Status 4 SN / Alias Config Status 4 Network
€ Mot Online Yet 123456789ABCFE happy test apariment

& NETWORKS

SSID Password
@ Not Online Yet EWWWNWWAWA44555 Bpartment / test aparty
SSID-BhirHf MBfmMSI
: SSID-D7jr6h BFTQEr4A
SSID-EMSGJY YYbLhj4A

6.2.1.3 Import Config

® Use Default Template to Import SSID and Password
Click Download Template.

Import Config

Download and fill in the template.Up to 1000 records can be imported

M

Close

Enter SSID and password. Each AP supports at most 4 SSIDs, and SSIDs and passwords need to be separated by *,.

G1PD7PW00080B 10001,10002 ~ GGGE6666,55888888

Click “xIs” File to import the template.

Import Config

Download and fill in the template. Up o 1000 records can be imported

M

— ¥

ile Download Template

Close
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After the template is successfully imported, a prompt will be displayed. Click the prompt to open the Config Log page, and

export the SSID configuration result.
macc ¢S MONITORING ~ CONFIGURATION ~ MAINTENANCE ~ OTHER
FR, | 00003
ALL - FYuPE—K v | SeachNetwork QU
@ NETWORKS
F WIRELESS | Wwireless Configuration
Basic
s
Status. SN Alias Config Status.
4 4
@ Online AP1S0IA
€ Not Online Yet

© Mot Oniin Yet

€ Mot Oniine et

Mot Online Yet

Mot Oniine Yet

Mot Onlinz Yet

X I—v
Click here for detail i ion status

Mot Online Yet

€ Mot Oniine Yet

€ Not Online Yet

To view the configuration result of the specified device, you can also point to the device SN to check the SSID/password.

mAEE = b) MONITORING CONFIGURATION MAINTENANCE OTHER
FR, | 00003
ALL - FUyBE— v | Search Network (O}
‘@ NETWORKS
% WIRELESS | Wireless Configuration
Basic
o
Status Ll Alizs Config Status
4 a
Online AF120JA
Password
Niot Oniine Yet 100000000001
Not Oniin Yet 12331 56668055
Mot Online et 85888888

Not Onilina Yt

Not Onfine Yet
Not Online Yet

Not Online Yet

Not Online Yet

Niot Oniine Yet

® Use Customized Template to Import SSID and Password

The operation is almost the same with that in Auto SSID Config. The only difference is that you need to fill in the SSID
and password to be changed in the template.
The custom rule may be set as below:

® Name: ModifySSID
snPosition:

ssidPosition: G3
ssidPasswordPosition: H3
roomPosition: C3

buildingNamePosition: B3

remarkPosition: D3
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X1f Remark is filled in EXCEL file, the former remark saved in the Cloud will be overwritten.

6.2.1.4 Sync SSID

Ruijie MONITORING ~ CONFIGURATION  MAINTENANCE
) wpar.. — P

AL jokgp test | Search Network waraga etyors: | [ 1aen aver atvers | [ unea oo
& NETWORKS
F WIRELESS | Wireless Configuration  New fimiare avaladie 10r 1 devices AutoRevesh @) @ O 2 2. H

Basic ———
moorconsg | [ auso 3510 consa | [ wora + | 1 Setectea
Natwork Room Builimg Hamo

© AUTHENTICATION -

B © oniee 1234042570389 MATE0

Jok__tost

© noromne et GIPOTPWOORESET Emoty Jok o test

© 1ot O Yot atPDTPHOOGTTT Emoy jok st

612333 Empty Jok_9_tost
@ Mot Oniine el
© notomne Yat 6019000 090

& ot Grikrs Yt SH10000000021 Ematy

jok_ip_test

TRl

ok io_test

ot (1 Jent " . [ J6mioml

Select devices to be synchronized, and click More > Sync SSID to synchronize the SSIDs and passwords of the devices.
A maximum of 100 devices can be selected. After the synchronization, synchronized SSIDs and passwords are displayed.

6.2.1.5 Auto Sync Config File From Device

Ruijie £ MONITORING ~ CONFIGURATION  MAINTENANCE
—_— Config Setting

Aulo Sync Config File From Device:

Enable the Auto Sync Config File From Device function. Configuration files will be automatically synchronized from the
devices in the network at an interval of 20 to 28 hours.

6.2.2 Basic (Non-apartment Scenario)

If a network is not configured, it will inherit configuration from its parent network by default. You can create or import a
configuration file from other networks. Note that if there is any captive portal template unavailable for the network, the

configuration file can not be imported.

Import |

Click Save to configure the network.
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| wireless Configuration ~
SSID @

WLAN ID SSID Encryption Mode Hidden Forward Mode Radio Auth Mode Action
1 myWIF wpanwpa2-psk No Bridge 12 Auth Disabled AT
Page | 1 [ox Jtintotal
Radio
Radio1(2.4GHz) Radio2(5GHz) Radio3 @ (2 4GHz or 5GHz) @ scan () Access
ON/OFF « ON/OFF ONJ/OFF
M clers s Ciens ax s
| security ~

On the Basic page, Wireless, Security, and Advanced Settings can be configured.

6.2.2.1 SSID

| SSID
WLAN ID l 2 VI Hidden I No VI
SSID [ l Forward Mode @ I Bridge VI
Encryption Mode [ Open vl VLAN ID l 1 l

Radio Radio1({2 4GHz) 8 Radio2{5GHz)

Radio3 @ (2.4GHz or 5GHz)
5G-Prior Access @
Speed Limit per Client
Speed Limit by SSID

Auth

Click + in the upper left corner to add an SSID. In addition, the SSID page further enables you to configure the rate limit

and the authentication function. Parameters on the SSID page are defined as follows.

WLAN ID: Select a WLAN ID. An SSID matches a WLAN ID one-to-one. The WLAN ID can be specified only when an
SSID is added and can not be changed subsequently. The maximum value of WLAN ID is 32.

SSID: Enter an SSID name.

Encryption Mode: Open, WPA-PSK, WPA2-PSK, WPA/WPA2-PSK, WPA2-ENTERPRISE (802.1X) and PPSK. Open
indicates that no password needs to be configured; WPA-PSK or WPA2-PSK indicates that a password needs to be
configured. WPA2-Enterprise(802.1x) indicates that the 802.1x authentication mode is adopted for the SSID. PPSK
indicates that each terminal device is bound with a unique WiFi account and key. After the PPSK mode is selected, you
need to configure your account in CONFIGURATION>AUTHENTICATION>PPSK.

If you select the WPA2-Enterprise(802.1x) mode, the following page is displayed.
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| SsID
WLAN ID I 2 -] Hidden l No VI
SSID I ] Forward Mode @ [ Bridge VI

Encryption Mode I WPAZ-Enterprise(802.1X)

Primary Server [ --Select a server--

Jitter Prevention

Advanced Settings | Advance

5G-Prior Access @

Speed Limit per Client

Speed Limit by SSID

VLANID [ 1 l

Radio Radio1(2.4GHz) Radio2(2GHz)

Radio3 @ (2.4GHz or 5GHz)

Click ® to add an authentication server. A dialog box for a Radius server configuration is displayed, as shown in the

following figure.

| Radius Server

Server Name :

Server IP :

Authentication Port :

Accounting Port :

Key :

| Save H Cancel

Server IP, Authentication Port, Accounting Port, and Key can be configured for a RADIUS server. Authentication

Port and Accounting Port are optional, and respectively set to the default values 1812 and 1813 if no values are entered.

The jitter prevention function can be configured in 802.1x authentication mode, as shown in the SSID configuration page

with Encryption Mode set to WPA2-Enterprise(802.1x). In case of jitters: after the jitter prevention function is enabled

(the jitter prevention duration range is 0—600), clients will not go offline within the duration of jitter prevention. The default

jitter prevention duration of an AP is 2 seconds. Note that the jitter prevention function may not be supported in earlier AP

versions. In addition, the Advanced Settings function is provided for 802.1x authentication. In Advanced Settings, the

NAS IP address (available in the NAT environment) and accounting update period can be configured and the added

authentication server can be managed.

Hidden: Specify whether to hide the SSID, which can be set to Yes or No.
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Forward Mode: Select a forward mode of a wireless AP. NAT indicates that an IP address is allocated to a client by an
AP; Bridge indicates that an IP address is allocated to a client by an AP’s upstream device. A VLAN ID must be

configured when the Bridge mode selected.

NAT Address Pool Configuration: Click the NAT Address Pool Configuration link to display the window.

NAT Address Pool Configuration

Note: 1. Only after the SSID has been configured with NAT forwarding mode, the NAT address pool configuration will be delivered to the AP.
2. If the address pool has changed, the original client must re-associate the SSID to get the new address of the address pool

@ Common Address Pool Configuration (Recommended)

Use the current address pool or the default address pool (192.168.23.0/24), Click here to configure the address pool.
(2 NAT Roaming Address Pool Configuration (Cloud will allocate different address pools for different APs. The AP must support L3 roaming. Please select this option when all APs in

the network are dual-radio APs. )
By default, it is auto allocated by server. (Range: 10.233.0.0/24-10.254.254.0/24), Click here to customize the address pool. ~

Save Cancel

5G-Prior Access: It is enabled when the SSID is associated with Radio 1 and Radio 2 for dual-band APs (2.4 GHz and 5
GHz) to ensure that clients supporting dual bands access the 5 GHz frequency band preferentially. This reduces the load

in the 2.4 GHz frequency band and improves user experience.

Speed Limit: Specify whether to enable the rate limit function for a client. When this function is enabled, uplink and

downlink rates must be configured.

Auth: Common APs support External Portal and Captive Portal authentication.

6.2.2.2 External Portal

To edit SSID, enable Auth and select External Portal. Enter the required information and click OK.

Auth @

Mode External Portal A

Portal Server URL @

Fortal IF @

Portal Port(Optional)

Gateway 1D(Optional)

Seamless Online Enable{Available only when supported by Auth server)

Idle Client Timeout ~ Inactive Client Auto Offline (Optional)

6.2.2.3 Captive Portal

1. Onthe SSID page, enable Auth and select Captive Portal.
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Configuration

| SSID
WLAN ID [ 3 bl l
SSID [ FXC l
Encryption Mode [ Open Vl
5G-Prior Access @
Speed Limit per Client @
Uplink KBis
Speed Limit by SSID
Auth @
Mode Captive Portal Vl

Hidden [ No

Forward Mode @ [ NAT

"MAT Address Pocl Configuration”

Radio Radio1(2.4GHz) M Radio2(5GHz)

Radio3 @ (2 4GHz or 5GHz)

Downlink

KB/s

2. Enable Seamless Online and select the portal.

Mode I Captive Portal V]

Seamiess Oniine @ @ l 1 Day

v]l

Please select a portal or add a new portal

jok-portal2 jok-portal

6.2.2.4 Radio
ONOPF « ONOFF
P )

Radic) @ (246Hz or 50Hs)

anorF

] s =

The Radio page enables you to configure the AP radio ports. As shown in Figure 4-4, the Radio page provides the On/Off

and Max Clients items. Parameters on the Radio page are defined as follows:

On/Off: Specify whether to enable the radio function. When it is set to Off, the SSID is invalid; the corresponding SSID

can be used properly only when this function is set to On.

Max Clients: Enter the upper limit of associated clients in a frequency band.

@) Deletion of radio configurations indicates that the system preserves the current configurations.
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6.2.2.5 Security Configuration

| Security

eWeb Settings

eweb @

Fassword | ssessssss w | Tip: The password to log in to the AP eWeb.
Telnet Settings

Telnet @

Password | seeeesess w | Tip: The password to log in to the AP by telnet.

Client Isolation
AP-based Client Isolation (Clients on the same AP are isolated)

AFP&S5ID-based Client Isolation (Clients on the same AF with the same 331D are isolated)

Wireless Intrusion Detection @

DDOS Attack Detection

Flooding Attack Detection

AP Spoof Attack Detection

Weak IV Attack Detection

Aftack sources will be added to the dynamic blacklist and their packets will be discarded

Clients will be in the blacklist for :] seconds(Optional. Range:60-866400. Default: 300)

As shown in the preceding figure, eWeb Settings, Telnet Settings, Client Isolation, and Wireless Intrusion Detection

can be configured.

eWeb Settings: Enter the Web login password of an AP. When the password is empty, the system does not push the

password to AP.
Telnet Settings: Enable the Telnet service of AP. When the Telnet service is enabled, the password is required.

Client Isolation: Clients are isolated without affecting their network access to ensure that they cannot communicate with
each other, thereby ensuring client service security. AP-based client isolation or AP&SSID-based client isolation can be
selected. If AP-based client isolation is enabled, all layer-2 clients associated with the same AP cannot communicate with
each other. If AP&SSID-based client isolation is enabled, clients in the same WLAN on the same AP cannot communicate

with each other.
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Wireless Intrusion Attack Detection: Include DDOS attack detection, flooding attack detection, AP spoof attack
detection, and weak IV attack detection. If this function is enabled, at least one of the preceding four detection functions
needs to be enabled.

6.2.2.6 Advanced Settings

® AP RF Scheduling

If AP RF Scheduling is disabled, AP will broadcast the SSID.

AP RF Scheduling
RF Shutdown Scheduling

To specify the time of turning on/off WiFi, enable RF Shutdown Scheduling and configure the period.

AP RF Scheduling
RF Shutdown Scheduling @

Period

Start Time [ This day "H 73 v] :[ 00 v]

End Time [ Next day vH 8 v] :[ 00 v]
®  Whitelist

Enter whitelisted websites, and websites that can be accessed directly without authentication. For Facebook social login,
you need check on Facebook Whitelist so that clients can access Facebook API before authentication.

® CLICommand

Enter commands to be pushed to APs. This function allows you to perform some configurations unsupported via CLI

commands.

6.2.3 Layout (Non-apartment Scenario)
On the Layout page, you can bind an AP to a specific location after importing it to a network.
1. Select a network.

The Unbound Device List on the right displays APs that have been imported to the network, but are not bound to a
location. Click Config Layout to display the list.

Config Layout

Name Action
ssdsd 4 o

re334 4 o

Click Add Layout to add the local layout or map layout. The local layout can be used to bind the location of indoor APs

and the map layout can be used to bind the location of outdoor APs.
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Add/Edit Layout

Layout Name

Please enter up to 18 characters, consisting of letters, numbers and underline (_).

Layout Source ® Local Layout (U Map
s
L
I =

Please select a picture in the format of gif, jpg, jpeg, bmp or png. The size of the picture cannot exceed 5M.

[ Save [ Close
2. Select an AP from in the unbound AP list and drag it to the target location.
| Layout
Layout : £ Config Layout T Remove AP
0 50 100 150 200 250 300 350 400 450 500 550 600 650 700 750 Unbound AP List (2]

0

AP520(BT)
50 SN:GTKD14G002218  Type:AP520(BT)
APT40-|

SN:GTKDAOTOD365A  Type:AP740-1

100

150 AP130(W2)

SN:GTKDAHJ052008  Type:AP130(W2)
200
AP 720-1

SN:GTKQATF002984  Type:APT20-|
250
0DM-AP520(W2)
300 SN:GTKOBJR26735A  Type:AP520(W2)
APT740-1(C)

350 SN:G1KOC2D010806  Type:AP740-1(C)

SN:G1KQC2D010808 Type:
400 “’

SN:G1KQC20010810 Type:
450
SN:G1KQC20010811  Type:

500

6.2.3.1 Unbind APs

AP unbinding is different from AP deletion. AP unbinding removes the binding relation between an AP and a location, but
the AP still exists in the network and can be controlled. AP deletion deletes an AP from a network and the AP cannot be
controlled after being deleted.

The unbinding methods are:
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Method 1: Select an AP, and click Il Remove Device to unbind the AP from a location. An unbound AP will then be

moved from a network to its parent network.

Method 2: If a location is already bound to an AP, you can drag another AP to the location to replace the old AP.

6.2.4 Radio Planning (Non-apartment Scenario)

Radio planning can adjust channels and power of APs in a same area network to optimize the channel allocation and
power of the APs. Proper RF configuration planning can reduce channel interference, increase channel utilization and
improve overall wireless network performance and capacity.

Choose CONFIGURATION > WIRELESS > Radio Planning to open the Radio planning page. Both manual and

automatic planning are currently supported.

| Radio Setings

CounsryRegion Jspanise)

RF1(24G) Detaul Chanse Willh —Fisase select —

RF2(5) Defau Channe!

BF35G) Defaut G

| Smant RRM © Custom Chanmel 1 Rscent RF Scan History (5 Schedule Sefings

Scan Mode: Quick Scan ©0sep Scan

6.2.4.1 Radio Settings

On the Radio Settings page, select the country and bandwidth.

| Radio Settings

Country/Region Japan(JP) w
RF1i2.4G) Default Channel Width —-Fleasze seleci - w
RF2{5G) Default Channel Width —-Fleasze seleci - w
RF3{5G) Default Channel Width —-Fleasze seleci - w

Save

For 2.4G channels, the bandwidth can be 20 or 40 MHz. For 5G channels, the bandwidth can be 20, 40, 80, or 160 MHz.

6.2.4.2 Smart RRM

The automatic RF planning function allows the cloud to calculate the optimal channel configurations and power values for
APs by using the radio resource management (RRM) algorithm according to RF information collected by each AP.
Optimal recommended configurations can be applied to the APs.

The entire process of the automatic RF planning includes three parts:

1. The cloud triggers APs to scan and upload RF information.
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2. The cloud calculates the optimal recommended configurations.
3.  The optimal recommended configurations are applied to the APs.
The automatic RF planning supports network-based planning only.

The AP RF channel optimization algorithm staggers RF channels of neighboring APs respectively based on the 2.4 GHz
frequency band and the 5 GHz frequency band while ensuring as much as possible that original configurations are
unchanged. To reach optimal power, The AP power optimization algorithm automatically increases or decreases the RF

power for an AP according to the co-channel interference.

After a network is selected on the RF planning page, a page for automatic RF scanning and planning of the network is

displayed. On this page, the APs of a network can be triggered to scan the RF, display recommended RF configurations

calculated after scanning, and save the recommended RF configurations to APs.
| Smart RRM  Recent RF Scan History -
Triggered at RRM Analysis at Updated at Scan Mode Status. Apply Task Result Action
No Data
Page [ 0 Jof0 = (o= Jointotal

The Recent RF Scan History page displays historical records of automatic RF scanning and planning. Each record
shows triggering information got each time, including the automatic RF planning status, the start time, the end time, the
status (Initializing/Scanning/RRM analysis/Finish/Failure), whether to apply to the APs, and the running logs.

® Smart RRM

Smart RRM © Custom Charnel

Symchronize 1o Device

There are two execution modes: immediate and periodic. Click Scan Now, and the cloud triggers RF scanning. Data will

be uploaded after scanning.

® Schedule Settings

Smart RRM  Scneous Setngs

Status -
Scan Mode

action Synehronizs recomnmended channel

On the Schedule Settings page, Periodic Execution can be enabled.

& When a periodic task is triggered, this periodic task is automatically canceled if the network is already in a scanning

triggered state (for example, immediate execution is being triggered).

® Related parameters

(1) Scan Mode

Scan Mode Quick Scan @

Quick Scan: This mode enables APs to provide the WiFi service properly during scanning. However, data acquired in this

mode is not as accurate as that in the Deep Scan mode. The calculation result based on the data in this mode is less
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accurate than that in the Deep Scan mode. This mode is applied when it is expected that the current network is not

affected.

Deep Scan: This mode is also referred to as the enhanced mode, and causes wireless clients to go offline at the
beginning and ending of the scanning. Data acquired in this mode is more accurate than that in the Quick Scan mode,
and the automatic RF planning based on the data is more accurate. This mode shall be applied at the initial stage of the

overall network planning or when disadvantages of this mode are tolerable.

(2) Synchronize to Device

If this function is enabled, the RF scanning result will be automatically pushed to the AP. In this case, skip step 3.
(3) Manually push the RF optimization results (synchronize the RF configurations to the APs).
Skip this step if Synchronize to Device is enabled.

After the status in the record of the triggered RF planning displays Finish, check the planning results, and synchronize the
recommended automatic planning RF configurations to the APs.

It allows you to directly view RF optimization results, and directly push the optimized configurations to APs of a network,
without relying on the location planning. It is convenient and suitable for fast deployment, and can be used when the APs
have no location planning or are not bound.

(1) Click B Recent RF Scan History in the list to display the automatic RF planning result list of the APs.

R Anatyess 3t Updated at Saan Mode satus ety Tasx Resut Ration

20210810 145838 2071.06-10 143408 Coes Seam P e

| Manual Planning

Lst  Layout £ Batch Config

Radio 1(2.4G) Radio 2(5G) Radio 3{56)
SN MAC Device Name
Channel Power Channel Power Channel Power

© 1234042570358 O824 43620371 = 2 100 15 100 ot Configuras Net Configures

— e p— o Contgees ep— p— R N
e =) [i= (o= Jzmwm

In the RF optimization result list of the APs, Recommended Power of Current Channel indicates a recommended power

value for the current channel. Recommended Power of Recommended Channel indicates a recommended power

value for the recommended channel. It is calculated based on the recommended channel, and is configured together with

the recommended channel.

(2) Click | e | in the trigger record, and select a mode to push the recommended optimization

configurations to the corresponding APs.

Three modes are available: pushing the recommended channel configurations, pushing the recommended power
configurations of the current channel, and pushing the recommended power configurations of the recommended channel.

Any of the three modes can be selected as required.

&) If an AP has been bound to a location and has been synchronized with RF configurations of the location. This
operation will remove the RF synchronization between the location and the AP, and push the selected recommended

optimization configurations to the AP.
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6.2.4.3 Manual Planning

Click a network on the left to open the manual RF planning page. The Radio Select drop-down list above the diagram lets
you select an RF type (2.4 GHz/5 GHz) to display. The number inside the location icon indicates the current channel, and

a range displayed when the cursor stays on the location icon indicates a power percentage.

&) The RF channel or power data is not displayed during configuration.

You can click a location icon to display the RF channel and power configurations on the right. If the location is bound to an
AP, the SN of the bound AP is also displayed.

| Manual Planning

List  Layout Layout : [ Local_Layout v } Radio Select:| 2.4G v| @ Batch Config

Configure Detail

SN: GTKD14GC00081
Country: China(CN)
» Radio 1(2.4Ghz)

Channel:

(3 ']
TX Power:

(100 %]

» Radio 2(5Ghz)

Channel:

(149 3
TX Power:
(100 %]

» Radio 3(5Ghz)
Channel:
[ Mot Configured '}
TX Power:
[ o

To perform manual RF planning:
1. Setthe RF configurations of a location in one of the following ways:
® Configure one location

Click a location icon, enter configurations on the right, and click Apply.
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| Manual Planning

List  Layout Layout: | Local_Layout v Radio Select:| 24G v| €1 Batch Config

Configure Detail

SN: G1KD14GC00081
Country: China(CN)

« Radio 1(2.4Ghz)

Channel:

E ']
TX Power:

(100 % |

« Radio 2(5Ghz)

Channel:
[ (149 3
TX Power:
(100 % |

« Radio 3(5Ghz)
Channel:
[ Not Configured '}
TX Power:
[ o |

® Configure locations in batches

This function is used to configure the RF channel and power for a large batch of locations, and is suitable for a scenario

with many locations on a network.

3 Batch Config

Click above the location diagram to uniformly configure the power percentage for all locations on a
network.
Batch Config
Radio: [ Radio 1(2.4G) v]
Power: [ ] %

Save Close

2. Synchronize the RF configurations of the location to a bound AP.

. Applv- . . . i . . .
Click |—| above the location diagram to synchronize the RF configurations of the corresponding location to the

bound AP.

. . . . [ apply |
Batch operations for multiple locations can be select before clicking |—| .

L]
After the synchronization is successful, a is displayed in the lower right corner. At this point, the configurations of the

location are synchronized to the bound AP.

0 If an unbind or bind operation is performed, RF configurations are removed from or synchronized to the AP.

6.2.4.4 AC Smart RRM

In the AC network, click Radio Planning to open the Smart RRM page.
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MONITORING CONFI

RATIO! MAINTENANCE

£, | 00003 v
3 [ Search Network Q l
® NETWORKS
F WIRELESS | SmartRRM
Basic RRM
@ AUTHENTICATION y i
’/ Introduction
Voucher I/ The network will be optimized to provide a better experience for you. Please ensure all APS are online before start
Account {
Note
PPSK
1. The scheduled time depenus on the 5)'51em time.
Captive Portal A 4
— 2. RRM will ast for about 10min and STAS may go offline. It is recommended 1o avoid busy hours
3.Ifthe S)’Slem is DlIS}’ with channel BQJLIS"TIEHI or AP Radio adjuslmem p\Ease U')’ again later.
| have read the above notes.
Scheduled RRM
~
Scan Now
Check the note, click to start RRM. The whole process takes about 10 to 15 minutes.

o Y aeva ot | (e v et | [ rmatonce
5 NETWORKS . ‘
& WRELESS | Smart RRM £l Recent RF Scan History
Basic
Radio Ptanning Scanning Lo

© AUTHENTICATION
Started at: 2020-04-02 13:10:52
% Timed Used: 9m 39s
n-WLAN Interference

than 11M in a scenario of few interference and high

vel 10 high on the STA 10 en:

D@8

MAINTENANCE

Tip: Latest optimized at: 2020-04-03 04:20:01 , Optimized APs: 2 , Improved Efficiency: 6.06%
& NETWORKS

Summary Device
& WIRELESS
Basic
rview
Radio Planning | Overvie

© AUTHENTICATION
D Imerisrences befors RAM ([ Interferences sfter RAM

—o0e
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RUI_'T!'O L) MONITORING ~ CONFIGURATION  MAINTENANCE
testzy v - .
acvzl Manage Netwark | | Taka over Network | | Unbing Device
& NETWORKS
& WIRELESS | Smart RRM » Recent RF Scan History
Basic
Radio Planning Tip: Latest optimized al: 2020-04-03 04:20.01, Oplimized APs: 2 , Improved Efficiency: 6.06%
© AUTHENTICATION
Summary Device
| Details
AP Alias Radio Bandwidth Power Co-channel Ad hannel
074 9c38 2038 2 L ") 18125 0
Sc0d a07s 2 62 ") a/s: o
0074.9¢38 233 1 n 0 8 4
0074 9050 3076 1 2 2 ,
[} t [ 0. Jointoml
L]

Enable Scheduled RRM to configure the time, and RRM will start at the set time.

3 v [ Search Network Q l

| Smart RRM

RRM

Introduction
Il \ The network will be optimi I 2021-06-28 17:39:47 9| u. Please ensure all APs are online before start
I ||
R v 1. The scheduled timedep_.__ .

— 2. RRIM will last for about 10min and STAs may go offline. It is recommended to avoid busy hours

3. If the system is busy with channel adjustment or AP Radio adjustment, please try again later
| have read the above notes

2" Scheduled RRM

6.2.5 Roaming (Non-apartment Scenario)
Roaming planning refers to enabling network-based roaming.
L3 Roaming: Specify whether to enable Layer3 Roaming. It is enabled by default.

L2 InVLAN Tunnel Forwarding: Specify whether to enable Layer2 Roaming. It is enabled by default.
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Configuration
| Nature Roaming Settings
L3 Roaming L2 InVLAN Tunnel Forwarding
With roaming function enabled, users can achieve zero-handoff roaming within the WiFi coverage area. Example:
Before L3 Roaming
Floor 2, VLAN 20 Floor 2, VLAN 20

[ \
= %Lj =

Before

02 Ny 1A ‘wooy) Buiry

& =

Floor 1, VLAN 10

Bedroom, VLAN 20

02 Ny 1A ‘wooy Bulary

©

|

-

\

S

Floor 1, VLAN 10

Bedroom, VLAN 20

&) For wireless roaming, SSID signals must be consistent; otherwise, roaming may fail.

6.2.6 Bluetooth (Non-apartment Scenario)

You can batch import, add, change and delete the Bluetooth configuration.

| Device Info

Device SN Status

® Bluetooth configuration import

uuID

Major

Mo Data

Minor

Network

o a-x2

AP Alias Action
ointia

Click Import. The Import dialog box is displayed. For initial use, you can click Download Template in the lower right

corner to download an EXCEL file corresponding to APs in the current network and set corresponding parameters in the
file. Requirements for the UUID, Major, and Minor parameters are:

UUID: Enter a string of 32 characters in hexadecimal format.

Major: Enter a string of 4 characters in hexadecimal format.

Minor: Enter a string of 4 characters in hexadecimal format.
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Import

Please download the template and enter the Bluetooth configuration before uploading the template. Up to 200 records
can be imported

Cancel

After the parameters in the EXCEL file are configured, click '.xIs' File to import the file. A prompt will be displayed if an

exception occurs during the import.

® Bluetooth configuration adding for a single AP

Bluetooth

Device SN [ ] :
Status :

UuID [ ] .
Major [ ] :
Minor [ ] :

(=) (=]

Click Add. The Bluetooth dialog box is displayed, as shown in the preceding figure. Specify the parameters as required
to add a Bluetooth configuration for one AP and click Save. If a Bluetooth configuration is already configured for the AP,

the existing Bluetooth configuration will be updated.
® Bluetooth configuration modification for a single AP

Click the Ed icon. The Bluetooth dialog box is displayed, as shown in the preceding figure. Modify the required
parameters and click Save.
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6.3Authentication

6.3.1 Voucher

6.3.1.1 Voucher Authentication

Voucher authentication on Ruijie Cloud allows you to charge users for wireless network access using access codes.

Concurrent users, time period and data quota limit can be customized and offered to your guests.

6.3.1.2 Configuration Steps

1. Enable Voucher function in the Captive Portal mode of SSID under the corresponding network.
2. Select CONFIGURATION > AUTHENTICATION > Voucher.

3. Select Manage Package > Add Package to define a voucher type for your guests.

Add Package
Package Name [ I *

Description [ I
Price [ I

Concurrent Devices [ 3 w I a

Bind MAC o

Period [ 30 Minutes Vl

Data Cuota [ 100 MB w I Q
Download Speed [ Unlimited Vl
Upload Speed [ Unlimited VI

o

4. Click OK to go back to the Voucher page and click Print Voucher.

| Woucher

Veuchar Cale nias Pachaps Hame Pris Furiad

l More « | @ Total Vouchers: 61 @ Ackvabed Vouchers @ @ Depleted Voushers © 0

Exsiond at Bevers Enauac Data iage [ Upiead Sposd st

-4
]

-

EEFFFFEF

[e— uremass

7

AR E:
1P EEEEDRE

5. Select the way you want to print voucher codes and enter the quantity if you select Multiple Vouchers.
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| Voucher ' Print Voucher

Single Voucher sizs [ testt ] -

Package [ _eee v]

Print Method [ Printin 1 Column (A4) v]

6. Click the Print button.

6.3.1.3 Bind/Unbind MAC

If Bind MAC is enabled for the package, the voucher code used by a device will be bound with its MAC address. The

number of bound MAC can be set in Max Concurrent Devices. When the Status is Activated or Depleted, you can click

E in the Bind MAC column to unbind MAC addresses.

# @[] @ otarvouchers 61 @ acsumen Vouchers 0 @ Oepieted Veshers @ <0
s

Package Name P Pasoa

£
i
fEREETREDR

aaaaa

Bound MAC Address List

MAC Bound at

accl.eedi 4429 2019-07-04 18:47.49

Page 1

6.3.2 Account

6.3.2.1 Account Authentication

Total Online Time Total Traffic Action

2d 210 51m 0s 24.08M

10 o 1in total

Account authentication requires the valid account and password. Concurrent users, time period and data quota limit can

be customized and offered to your guests.

6.3.2.2 Configuration Steps

1. Enable Captive Portal in the SSID page, and select a template with Account Authentication.

2. Select CONFIGURATION > AUTHENTICATION > Account.

3. Select Manage Package > Add Profile to define an account type for your guests.
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Add Profile
Profile Name l ] *
Description l ]
Concurrent Devices l 3 V] (2]
Period l 30 Minutes VI
Data Quota l 100 MB VIG
Download Speed l Unlimited VI
Upload Speed l Unlimited v]
o
4.  Click OK to go back to the Account page and click Add Account.
et e T
o = E=m = = = = -
5.  Enter the account and password, select the package, and click Save.
Add Account
Account @ l ]* - o
Password @ l ]* e
Profile | 4 v]  Downloaa —
Alias l ]
(o) (oo

6. Connect to the SSID, select Account Login in the pop-up page, enter the account and password created in the last

step, and click Login.
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This is my
Welcome
Message.

This is my Marketing
Message.

Account Login
Account
Password
Login

v | agree to the Terms of Service and

Acceptable Use Policy

This is my Copyright.

6.3.3 PPSK

6.3.3.1 PPSK Authentication

PPSK combines the advantages of PSK and 802.1x. It prevents the network from being stolen. Each terminal device is
bound with a unique WiFi account and key so that the key will not be shared. This can also be called “One Client, One

Password”.
1. The main tasks of the PPSK administrator:
® Log in to Ruijie Cloud and deploy the network, so that APs can access the Ruijie Cloud.
® Set the authentication mode of SSID to PPSK (the administrator can configure it directly).
® Onthe PPSK Configuration page, an enterprise can enable the PPSK function and choose the network.
® Open account for staffs in batch.

2. Staffs can connect to the SSID with a unique WiFi key allocated by the administrator and access the Internet.

6.3.3.2 Configuration Steps

1. Choose CONFIGURATION > WIRELESS > Basic, click ﬂ beside SSID, and set the Encryption Mode as
PPSK.
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| ssID
WLAN ID 2 v] Hidden ’ Mo v]
55D ’ yWIF1 ] Forward Mode @ ’ Eridge v]
Encryption Mode ’ PPSK v] VLAN ID ’ 1 ]

Radio M Radio1(2 4GHz) ™ Radio2(5GHz)

Radio3 @ (2.4GHz or 5GHz)
5G-Prior Access @

Tip: There are Reyee devices in the network. The "Speed Limit per Client”, "Speed Limit by SSID", "Auth” funcfion is not supported on the Reyee device.
Speed Limit per Client

Speed Limit by SSID

Auth

2. Choose CONFIGURATION > AUTHENTICATION > PPSK.

3. Click Add Account to batch import or manually add new accounts.

Add Account

Download and fill in the template. Up to 500 records can be imported

Add Account

4.  Click the view button on the Action column of the PPSK list to check PPSK Sync Log.

PPSK Synchronize Log

@ Synced: 0 @ Syncing: 2 @ Unsupported: 0 @ Failed: 0

SN Status Update Time
212121111111 NEVER_OMLINE 2021-01-18 10:27:38
6666666123123 NEVER_OMLINE 2021-01-18 10:57:28

First Previous Page | 1 of 1 Next Last 2 in total

Close
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5. Bind MAC address for accounts in the PPSK list.

| PPSK o e meu
Add Account 0 Selected Account l l Client MAC l m
The field is required. §
Account WiFi Key Created at Action
1 | FomatmLm. T =B | nsTeygus 20210014 170258 @
Previous Page [ 1 Jor1 et Last (o~ Jtintotal

6.3.4 Captive Portal

Select CONFIGURATION > AUTHENTICATION > Captive Portal to display the Captive Portal page, and select a
network on the top to filter captive portals.

When Captive Portal is enabled, SSID can associate with the templates. You can manage templates under a network,

but only use or associate templates under a sub-network.

6.3.4.1 Captive Portal List

Capte Portal

The list displays all captive portal templates, including thumbnails, name, association status, creation time and

description.

® Add Captive Portal

| Captive Ponal

Click =+ or to open the Add Captive Portal page. Enter name, description and post login URL, and

select login options. After Status Balance Page is enabled, you can check your balance information after login.

Mame [ ]’
Descripfion [
Login Options & One-click Login Voucher Account
Access Duration (Min) Unlimited A
Show Balance Page @
Post-login URL@ [ hitps:/ifwnww. ruijienetworks com l

There are four login options: One-click Login, Voucher, and Account.

One-Click Login: You can set Access Duration and Access Times Per Day.
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Login Opfions & One-click Login Voucher Account
Access Duration (Min) [ 1]
Access Times Per Day [ Unlimited

Y]

The page for One-click Login:

This ismy
Welcome
Message.

This is my Marketing
Message.

v | agree to the Terms of Service and

Acceptable Use Policy

° One-click Login

This is my Copyright.

Voucher: You can log in with the voucher code.

Login Options One-click Login & Voucher Account

The page for Voucher:
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This ismy
Welcome

Message.

This is my Marketing
Message.

v | agree to the Terms of Service and

Acceptable Use Policy

Q) Voucher Login

Access Code

This is my Copyright.

Account: You can log in with the account and password.

Login Options One-click Login Woucher & Account

The page for Account:
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This is my
Welcome

Message.

This is my Marketing
Message.

v | agree to the Terms of Service and

Accepiable Use Policy
€ Account Login

Account

Password

This is my Copyright.

You can also select multiple login options. The page for One-click Login, Voucher, and Account Login:
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® Portal Page

You can customize the content and style of the login page. The previews on the mobile phone and PC are displayed on

the right.

Note: Each type of authentication supports a maximum of three languages. During authentication, users can select a

language switching icon in the upper right corner of the authentication page to switch the language.

Portal Page @

Basic Advanced

ogo Picture @

Default Logo Upload

Background © Image Solid Color
Background Image @ Default Image Upload
Languages English X
A O Text Image
Text 60 characters remaining

Desktop " Reset Style

|

Marketing Message

60 characters remaining

!

|

Terms & Conditions

Note: This is only a preview image. The actual effects vary with devices at different resolutions

4

Copyright 60 characters remaining
[ ox ][ came
Portal Page @
Basic Advanced \
Mobile Reset Style
ogo Picture @ Default Logo Upload
© Image Solid Color

r_
o
E]
@
c
&
=}
@
@
m

nglish X

Default Image Upload

Image

60 characters remaining

|

Marketing Message

60 characters remaining

l

Terms & Conditions

Note: This is only a preview image. The actual effects vary with devices at different resolufions

Y

Copyright

60 characters remaining

In the Basic tab, set the

conditions and copyright.

logo picture, background color or image, welcome massage, marketing message, terms &
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Portal Page @
Basic Advanced
Desktop Reset Style
o Picture @ Default Logo  Upload

© Image

ackground Image @

English X

Default Image

+

O Text

Solid Color
Upload
Voucher Login
Image Access Code

60 characters remaining

)

Marketing Message

60 characters remaining

l

J

Terms & Conditions

)

Note: This is only a preview image. The actual effects vary with devices at different resolutions

Copyright

60 characters remaining

[

]

In the Advanced tab, set the Logo position, background mask color/opacity, text color/size. Click Reset Style to restore

the default style.

Portal Page @

Logo Position

Background Mask Color

Background Mask Opacity

Welcome Message Text Color

Welcome Message Text Size

Button Color

Button Text Color

Link Color

Text Color in Box

Mobile

Upper v |

{ #a2a2a2 )
® |30

[ 24 v
(oo )
L

[ E2iiiiig |

Note: This is only 3 preview image. The actual effects vary with devices at different resolutions.

oK
Click - on the bottom to save.
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6.3.4.2 Edit Captive Portal

A |

Acrman Cosla

oK
Click (4 to edit a template, and click to save.

jok

Applied S5ID

Mot associated with S3I1D
Metwork of Synchronized EG
Mot synchronized to EG

Created on
2021-03-05 14:34:40

De=cription

6.3.4.3 Delete Captive Portal

b |

Acrman Cosla

- oK
Click ' and then click in the confirmation window to delete a template.

jok

Applied S5I1D

Mot associated with SSID
Metwork of Synchronized EG
Mot synchronized to EG

Created on
2021-03-05 14:34:40

Dezcription

| Message

Are you sure you want to delete this caplive

portal?

If the template is associated to an SSID or applied to the EG, then you need to dissociate it before delete.
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Message

The portal is in use. Please dissociate first.

6.3.4.4 Applyto EG

Click to synchronize the captive portal template to the EG.

&
If no EG exists in the current network, you can click ~~"" to jump to the MONITORING > DEVICE > Gateway
page.

| Captive Portal » Synchronize

I3

Please add a gateway first

If there is an EG in the current network, the page is displayed as below:

Ruifie MOMITORING ~ CONFIGURATION  MAINTENANCE  OTHER

Captive Portal ) Synchronize

[E) Eszmoe

Only one template can be synchronized to an EG. Select a template and click m
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Synchronize 1 portal to the gateway.

0925-1

Sync this portal as template.

v | agree to the Terms of Service and
Acceptable Use Policy

< © Voucher Login

Access Code

One-chick Login

Account Logn

After the template is applied, the date of last synchronization will be displayed above.

| Captive Portal » Synchronize

[=) ez
rm——

e U
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7 Maintenance

The Maintenance module mainly provides the following functional services:
® 10GS

® UPGRADE

7.1Logs

7.1.1 Operation Log

This page shows operation logs.

| Operation Log @ <o e

Started at 5 l Ended at 5 m

Time Operator  Type Description Result Result Description Action
104-1416:03.01 testdemo  PPSK  Add PPSK account [1]to group ftes]. Success oK.
1-04-14 15:58:39  testdemo  Voucher Add a package to group [test]: Package Name [1], Description [1], Price [3], Max Concurrent Devices [No], Bind MAC [30 Minutes], Period [100 ME], Data Quota [Uniimited], Max Download Rate [Unlimited], Max Upload Rate {10}. Success oK.
1-04-14 15:57:23 testdemo  Voucher  Print a voucher of group [test]: Voucher Code [7ssx8z], Name/Ref [1], Package Name (1], Print Method [PRINT (A4) ONE COLUMN] Success oK.
104-14 15:56:35 testdemo  Voucher Add a package to group [test]: Package Name [1], Description [1], Price [1.00], Max Concurrent Devices [3], Bind MAC [Yes], Period [30 Minutes], Data Quota [100 MB]. Max Download Rate [Unlimited], Max Upioad Rate [Unlimited]. ~ Success oK.
1-04-14 154456 festdemo  Login  Log in successfully Success oK.
1-04-14 144241 ftestdemo  Login  Log in successfully Success oK.
1-04-14 143501 festdemo  Login  Log in successfully Success oK.
1-04-1413.39.46 fesidemo  Login  Log in successiully Success OK.
1-04-1411:39.06 festdemo  Config  [Device: 1234942570071:Web service suitch: [Power 0] Success oK.
Success oK.

1-04-1411:38:51 festdemo  Config  [Device: 1234942570071 Web service switch: [Power O...]

Fi Previou Page | 1 of 183 Next Last (0. J1s22intotal

E|

Click to check log details.

General operation log details are shown as follows:

Message Detalls

Time: 2017-10-2517:52:50
User: hill

Type: Login

Description: Log in successfully
Result: Success

Result Description : 0K.

7.1.2 Config Log

7.1.2.1 Action View

When the device configuration is imported, a prompt will pop up. Click the prompt to open the log page and export the

SSID result.
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m_A_EE C) MONITORING CONFIGURATION MAINTENANCE
[ commonApar
| Config Log
E Loes
Operation Log :=®
Action View Device View
Upgrade Log
£ UPGRADE
| Action View
Upgrade
Firmware
Status. . Operation Type . Started at Ended at Devices
+ Complete Update full S3ID 2021-02-16 1754.21 2021-02-16 17:54:21 TotallOfine/Not Online Yet: 3103
+ Complete Update full SSID 2021-02-16 16:21:39 TotalOffiine/Not Online Yet: 0/0/0
- Complete: Update full SSID 2021-02-16 16:20:08 2021-02-18 18:20:05 Total'Offiine/Not Online Yet: 2/0/2
- Complete: Update full SSID 2021-02-15 15:55:54 2021-02-15 15:55:54 Total'Offiine/Not Online Yet: 2/0/2
+ Complete Update template 2021-02-15 165:55:05 2021-02-15 15:55:08 TotaliOffine/Not Online Yet: D00
+ Complete Update template 2021-02-15 15:55:05 2021-02-15 15:55:08 TotaltOfine/Not Online Yet: D00
+ Complete Update template 2021-02-15 16:66.06 2021-02-15 15:55:08 Total'Offline/Not Online et 0/0/0
- Complete: Update template 2021-02-15 15:55.05 2021-02-15 15:55:05 Total'Offiine/Not Online Yet: 0/0/0
- Complete: Update template 2021-02-15 15:55.05 2021-02-15 15:55:05 Total'Offiine/Not Online Yet: 0/0/0
+ Complete Update template 2021-02-15 15:55:05 2021-02-15 15:55:08 TotaltOfine/Not Online Yet: D00

evious Page | 1 of 42 Next Last

On the log page, the latest record will be displayed by default

| Action View 4 = .5
) u
1 2 3
satus Operation Type . started at Ended at Devices Result Description

Success/Failure: 1/0

05 10:36:5
2020-11-05 19:36:51 In progress/Scheduled/Complete: 0/0/0

+ Complete Configuration fails and re-configure 2020-11-05 19:37:12 Total/Cffline/Not Online Yet. 1/0/0 Configuration: [SSID Settings]

3192 in total

Firs Previous Page | 1 of3192 Next Last

®  Status: View the status of the configuration

Complete: Configuration completes
Incomplete: Configuration is in progress

® Result: View configuration results

Success: Number of devices configured successfully
Failure: Number of devices whose configuration fails

® Devices

Total: Total devices in the network
Offline: Number of offline devices
Not Online Yet: Number of devices that never go online

Cloud will give priority to the online devices, and will actively apply the configuration after the offline devices go online.

® Description: View configuration command

® Refresh: As it takes a while to complete the configuration, you can click this button to refresh the configuration

progress.

Click + to display more configuration information.

| Action View o onex
] gl
saus Operation Type . Started at Ended at Devices Result Description

Success/Failure: 1/0

Compiete Initial oniine of the device 2204106100800 20201106 100807 TolaklOfnelNot Onine Yet 1000 sl B m L o Device: GIPD7PWD00106
+  Compicte Configuration falls and re-configure 20201105 18:3651 20201105 183742 TelalOflinelNot Onine et iy Success/Faire. 10 Configuration: [SSID Settings]
In progress/Scheduled/Complete: 0/0/0
o ) . Success/Failure: 110
+  Complete Configuration fails and re-configure ~~ 2020-11-05 17:50:45  2020-11-0517:61:02  TelalOfine/Not Online Yet: 1/0/0 Canfiguration: [SSID Setings]

In progress/Scheduled/Complete: 0/0/0
Success/Failure: 1/0
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Although there are offline devices waiting for SSID and password configuration, the overall configuration is completed.
The operator can export result and send new SSIDs/passwords to the tenant. When the offline devices go online, the new

Click Lad to export the configuration result.

| Action View
status 3 i Devioes. Doscrption
- TotsiOnne ot Onine Vet 100 Cevce 61 00808 F s o0
+ 7030812 TotalONneNot Oréne Vet 100 Owvoe GIPDTPWI00I0D
+

TenOnaNot Orére Yot 100

TAOna it Onkoe Yat 100

T P e - e o oo o men e
The exported file is shown as the figure below.
A B c D E F G H | J K L M

S5ID and Password Change Form (Output)

1 75000000000001 103 180000000000 0017.2E9C 4AB2)GE_2000000000(D-4nddti, SSID-dFyinkNn6mR, e37jRN 2021 02/16 18:33 2021 02/16 3 SSIDfdrabM ENigjyiR Succeeded

You can check the result in the column Result which may be “Succeeded” or “Failed”.

7.1.2.2 End SSID and Password Configuration of Offline Device Immediately (Apartment

Scenario)

Suppose the operator changes the SSIDs and passwords of two rooms and exports the result.

Action View o
status ) Cperaton Tyoe ; Starec - Owicen. Fovit Descrgen
[— 2210018 16887 181558 1 Tt G o 0 =t ca =7 7An
+ e 2014018 185847 221218 158816 OiaictCriem e 000 e e v k. JANFANTEST_PAR )
- . i o v 5 Sesarris 00 - -
+ [rev——, misse mnzm 1ssans O i et 000 et R i IANFANTEST_7A )
e g5 010 1 oMt Orina v 00 0 o rama w7
* gy m1sets manzm 1ssam TetOmaes i ez 050 e s te e OERNTEST 7
- . erczan 1ma . e — SumsemsFaise 22 e .
Upeais e =50 monm 1msens TemOmaie i ez 522 ferite — Cartguraten [35iD SamngaT e
[— Naw 559D [Ser— ou ssos Jerem— Ausn eson
oo S —— s e ——————— - [—
- A E———— P - = - -
oA ABaET. AR SO IO EETINE . SOATRER S DRSSO IR e e Fated
2 Eeoos i v Ban34 XA 4 ol EFard AR e 4 DI7rAL44ARIE sl P enc AL
- e = S0 B EI00HER Trebeatr Sandie 250-are B DEHE Trestar Fanhie cres |
! W
50-RRR SEI0TTT

e

T L T
B

o
e

T iz T

e — e s

9
i
[ I I I R

e Fa—

SSIDs and passwords will be synchronized to the devices automatically.

Al B | 5 | D | 3 | F | G H I

J K L M

SSID and Password Change Form (Output) I

1 5000000000001 101 180000000000 0017.2E9A.DICCIGE_20000000000-bhY 3R, SSID-MiTR4GLID.BiNY5t5 2021 02/16 15:34 2021 02/16 15:34)-bhY3rR, SSID-MiTR4GLID.BINYSt5  Never online
" 2 "5000000000001 103 " 180000000000 0017 2E8C 4AB2)GE_20000000000-rR8nfm. SSID-tHrAefFq el NEFend, 2021 02/ -41 2021 02/ -41)-rR8nfm SSID-tHh-Aeff g eL N6Fend Failed
3__ 5000000000001 104 8000000000012 0017.2E9C.7CTAIGE_20000000000-gjneYB. SSID-brt’nebbaf7.FandJeJ 2021 02/ 234 2021 02/ :34 J-ejneYB. SSID-brt'nebbaff Fand.JeJl Offline I
4 5000000000001 102 180000000000 0017 2E9C F83D IGE 2000000000(-77777 SSID-00C111111.PASS222: 2021 02/ 234 2021 02/ 4 -mHahjF SSID-eeTgaQRyL MJBDA _ Succeeded
5 )2 0074.9192.2bd4 JGE_2 (22, 5SID-QAZWSXsx 1234444 gazws 2021 02/ :34 2021 02/ :34 Offline
6 10000-1 3000 1500000000001  300d.9ee.71ea JGE_2000000000022,SSID-QAZW S¥sx1234444 gazws 2021 02/° 34 2021 021 22 SSID-EDCRFVsx1234444 hhhhht Failed
" 7 "5000000000002 " 102 " 1500000000003 )GE_2000000000¢-77777,SSID-00C111111,PASS222, 2021 02/16 15:34 2021 0216 15:34  SSID-nFLNtA d50Tmang Never online
"8 1500000000002 c0b8.e67e d679 IGE_200000000022 35ID-QAZWSKsx1234444 qazws 2021 0216 15:34 2021 0246 1534 8SID-trarYM h4aTQf35 Succeeded

Maintenance
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7.1.2.3 Device View

| Device View

Device SN
G1KD9HH02861B
G1KD9HH023861B
‘G1KDSHH02861B
G1KD9HH023861B
G1KDSHH02861B
G1KD9HH023861B
G1KD9HH02861B
G1KD9HH023861B
G1KD9HH02861B

G1KDIHH02861B

Operation Type
Initial online of the device
Device first online
Initial online of the device
Configure Radio

Edit Config

Wireless network optimization configuration

Upgrade Device
Manually trigger
Manually trigger

Edit Config

Previous Page | 1

Started at

2019-04-12 10:49:46

2019-04-03 18:31:22

2019-04-03 18:28:25

2019-03-07 17:10:43

2019-02-21 10:26:41

2019-01-02 14:43:01

2018-12-29 15:17.43

2018-12-06 17:31:12

2018-12-05 16:33.03

2018-12-04 11:37:12

<o 2 X

Ended at

2019-04-12 10:50:31

2013-04-03 18:32:44

2019-04-03 18:30:35

2019-04-03 18:28:25

2019-04-03 18:28:25

2013-01-02 14:43:04

2018-12-29 15:19:29

2018-12-06 17:33:12

2018-12-05 16:33:05

2018-12-04 11:37:18

Click Elin the action column to check the push status of each configuration item.

Status , Action
Succeeded
Succeeded
Aborted =)
Aborted
Aborted a
Succeeded
Succeeded =]
Succeeded
Succeeded ]
Succeeded

104 10 in total

[~ lem |

The following figure shows an example of full configuration, including the configuration execution status of SSID, Radio

and so on.

Config Execution List

Al

)

Config ltem

‘Web Password Settings(Edit)

7.1.3 Upgrade Log

Started at

2021-04-14 11:39

Page

Ended at

2021-04-14 11°49:29

of 1 M

Status

©

Succeeded

A

Message

The web password is not configured. Keep the.

[Ho< J1intotal

This part provides the upgrade tracing function. You can check the upgrade status, and abort or retry the upgrade.

| Upgrade Log

Operator Description
testdemo  Upgrade selected1 device(s)
testdemo  Upgrade selected device(s)
testdemo  Upgrade selected1 device(s)
testdemo  Upgrade selected? device(s)
testdemo  Upgrade selected] device(s)
testdemo  Upgrade selectedd device(s)
testdemo  Upgrade selected! devica(s)
testdemo  Upgrade selected1 device(s)
tesidemo  Upgrade selected? deviceis)
testdemo  Upgrade selected device(s)

Target Version
X$19_RGOS 11.4(1)B70F 15, Releace(03140223)
X$19_RGOS 11.4(1)B70P15, Release(08131911)
X$19_RGOS 11.4(1)B70F 15, Releace(03132009)
XS19_RGOS 11.4{1)B70P 15, Release(08131911)
XS$19_RGOS 11.4(1)B70P 15, Release(08132009)
X$18_RGOS 11.4(1)BT0F 15, Release(03131911)
XS19_RGOS 11.4(1)B70P15
X$19_RGOS 11.4(1)B70F 15, Releace(03132009)
XS19_RGOS 11.4(1)B70P15

XS19_RGOS 11.4(1BTOP15

Process

of 2 Next Last

= Retry: Restarts the upgrade task that failed or was aborted.

Started at

Ended at

7)

Time

2021-02-03 14:52:08

2021-01-20 16:21:32

2021-01-20 16:01:13

2021-01-20 15:50:44

2021-01-20 15:3129

2021-01-20 15:21:19

2021-01-20 15:19:20

2021-01-20 15:11:18

2021-01-20 14:02:32

2021-01-19 15:2252

& Abort: Stops the upgrade task if the upgrade command has not been pushed.

Click

to check log details.

Result (SuccessfFailure/Aborted)
1/0/0
1,010
1/0/0
1:0/0
1/0/0
1/0/0
1,010
1/0/0
1:0/0
1/0/0

Action

m
&

3

m
&l

B o

m
&

3

@

5 @

m

=3

m

4

m

]

m @
&
3]

m
&
]

104 111n total
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Details
SN Upgrade Status 4 Retry Times Started at Ended at Description Action
1234942570089 Succeeded 0 = 2021-02-03 14:52:09 Your version is the latest version B <
F Previous Page 1 of 1 Mext Last 1 in total

'~ Retry: Restart the upgrade task.

= Abort: Stop the upgrade task.

) Abort: You can not stop the upgrade task if the upgrade command has been pushed to the AP.

&) Retry: You can only restart the failed or aborted upgrade task.

7.2Upgrade

The following tab pages are provided for device firmware management:
® Upgrade

® Firmware

7.2.1 Upgrade

Ruijie Cloud supports the online upgrade of device firmware, and it allows network administrators to utilize the latest
features and security enhancement for their Ruijie devices. Online upgrade allows administrators to easily arrange the

firmware upgrade on their networks and view firmware releases.

The Upgrade page includes two modules:

®  Version statistics

® Firmware upgrade

Three ways are available to check whether there is a new version for the device:

1) MAINTENANCE Menu (for all devices)

Ruijie L) MONITORING  CONFIGURATION

= Mew firmware available for 3 devices

ALL Search Network (@}

2) Upgrade in the Navigation Bar (for all devices)

FR, | 00003
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Ruigie

URATION

MAINTENANCE  OTHER

Top Vessions

Davics List

Somn R
@om s
Soms i
@om rem——
Soms
@om
Domes ==
Somns 57
@omes 2

O ratGmina e auon,

3)

| AP List
-
Status SN Config Status
e Offline. G1PHE46015472 ‘Synchronized
@ NotOnline Yet 100000000001 Not Synchronized

MAC Alias.

Emply.

MGMT IP

7.2.1.1 Check Version Information

xsswsassoraseRe

xsawensmeTzsee

S SRRLIETIER

XSSOSR

EgressIP  Clients

300d.9ede5og0  300DIEDESDED 192 16821160 1203511140

| Firmware Version List
o

R Erp——

3| avanaa seseen

[ —— Oescipion Ackan

ST rpS———

[e——— [
s RS e g ————
ron
[

s

o

s

[

I "

s PP e ——

AP List, Switch List and Gateway List (for devices in the network)

AP_RB0R 11 1 Rl 130813)

o tsin e

Auto Refresh: @) ©

SN, Alias, Description

Network

router testest / router testtest1

AP_RGOS 119(4)B1P3, Release(07211112)

Firmware Version Offline Time

FUysE—§

Select Maintenance > Upgrade to display the top 5 versions in pie chart form and a list for each network.

CONFIGURATION

MAINTENANCE

OTHER

Ruijie (> MONITORING
PR, 0000
AL e
2 Loss
eration Log | Top Versions
Repiace Log
£ upcrape

. o Versian nf

W AP RGOS 1190681, Re.
XS19301 RGOS 114(1)5...

AP RGOS 11916181, Re.

are -
| Device List
[Tvoursos | [(ummrcesn | 0 Selected
st M f—
®cnm GO BeknTe AvsGan
@ Oniine 1234942570359 BalongTo_AlvaGan
@omns usosToR) M
Gomne  GrPDAUUG  APESELTEST
@ oMine GIPDAULO4I29E  APESO-|_TEST | APESO-|_TEST_SUB
@ofee  Glousam  detat
©omne GIODPWONTIS 1%
@omee  GwoSKWSINs  APESTEST
© 0Mine GIPDIPXo00eY? SARORE EABLRTE
@notOnive el UiPHTASI0BG22  BelongTo_Aiatan

7.2.1.2 Upgrade

"o

Ruife

Aups.

Ruije.

APIBO-AC
ni

AP1B0ARZ

AP1E0UA

Wodet Hardware Version
APV 100
APT2OL 100
XE-SI1230/40TISFP.P 150
APOSBIVE) 100
APISHIV2) 10
AP1a0AC 10
AP1BP) 150
AT 10
T 100
RoAP1E0

| Firmware Version List

Firmware Version
uNKNOWN

AP_RGOS 11 S4B1F3, Reimass(0721112)

AP_RGOS 11 (681, Relessa(07181702)

AP_RGOS 11 HE161, ReSass(IT230418)

SN, Asas, De =':Jamanteﬂsearm

Current Version
AP_ROOS 11 96181, Reiease072i0410)
AF_RGOS 111(3E1F15, Rolaase(08102218)
XS1830J_RGOS 11.4(1)B0F15. Release(08171016)
AP_RGOS 11 6161, Relwase(7 181702)
AP_RGOS 11 9181, Release(07181702)
AF_RGOS 11 9(4]81F3, Relsasal0§152108)
AP_RGOS 11 8i4)81P3, Relsase(D7211112)
AP_ROOS 11 94)B1P3, RESSEE0721112)

AP_RGOS 11 S4)E1P3, Ressase(07211112)

Next Last

You can enter the Upgrade page in either of the following ways.

1.

network information is All.

2.

Recommended Version Description  Action
AP_ROQS 11 (681, Reiease(08130913) Usgrace
Upgrada

X519_RGOS 11 4(11BTOF1S, Release{08171016) Upgrade
AP_RGOS 11 96161, Releasa(ii130813) uegrase
AP_RGOS 11 96181, Reiease(08120813) Uegrace
Upgrada

Upgrade

uprase

Upgrade

- Jwsmiom

arags e | [ Tm et | [ unaa e |

c -4

Hover the mouse over MAINTENANCE, a link will appear. Click the link to enter the Upgrade page. The default

On the AP List, Switch List or Gateway List, click New firmware to open New Firmware List window. Then click

Go to Upgrade to enter the Upgrade page, and select and upgrade devices via Search.

Model

2021-04-00 10:20:07  AP180(JA)



User Guide

Maintenance

MNew Firmware List

Model

APT20-L

AP_RGOS 11.1(2)51P15, Releass(D6192218)

Current Version

Hardware Version

Devices

Recommended Version

1 AP_RGOS 11.1(5)B40P6, Release{06150511)

Action

Go To Upgrade

ContaLog
o upcasne
Upgrade

Device List

21t ponctsin

2/t pontizhn 2.

e

At
pre——
P

prn
s sansarae

| Frmmuare Vessien List

= P
R —— :
—
P —
[ i ] A e
e [ ] o omen e - =
- —— i i i e
- = —— Fr=— = =
PR s
- SR
w R —— -,
- oo ruvase
e R — -,
[z

3. Click Go to Upgrade in Firmware List to enter the Upgrade page, and select and upgrade devices via Search.

© DAsHEOARD
A ToroLogy =2
& aaam

@ REPORT

& pevice

= CLENT

javascripts

A List

Mo maare avadabl fo 1 devices

o) (o ) o

e
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200 pwie 230

o
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w2z
ey
°

Chents
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Rujie C> MO ATION MAINTENANCE  OTHER

Top Vessicns | Farmware Version List (

au : .
& ursRane ( , - o 1

Davics List

[ | [ | e

e um [ 4ms mtotal

7.2.1.3 Upgrade Devices
For convenience, two upgrade modes are provided:

® Upgrade Selected

This mode enables you to upgrade a selected AP, and is suitable for a scenario with a few APs to be upgraded.

® Upgrade All

Selects all the devices in the list, and applies to the status when multiple devices require upgrading, and implements a
quick upgrade with selected networks and version numbers. This mode enables upgrading of all APs in the list, and is
suitable for a scenario with a large number of APs. A network or a firmware version number can be specified to perform

fast upgrades.
® Upgrade Selected

1. Select a network on the left, select a target AP, and click Upgrade.

| Device List
[ Upgrade l Upgrade &Il | 2 Selecled
Status u 5N Network
Online 1234042570350 HOTEL
& Oniine 31PHB48003842 -
& Offine 1234842570071 Eureka
© Offiine 1234042570088 test
@ offine G1QH4SEDN025C default
& Offine 1234042570080 default

2. Select a firmware version.

On the Equipment Upgrade page, you can check the device information and the details of versions, choose a version

(the recommended version is the latest one), enable scheduled upgrade and set retry times if the upgrade fails.
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Upgrade

Check in Maintenance > Log >=Upgrade Log

Model: XS-81930J-48GT4SFP  Hardware Version: 1.00  Current Version: $1930J_RGOS 11.4(1)B70P10, Release(07233016)

Upgrade Version: Please select a firmware version

Upgrade Device: 1

Scheduled Upgrade

Advanced Settings ~

Max Retry Times:

3. Upgrade the selected APs
® Upgrade All

1. Check the devices list based on a condition, and click Upgrade All.

| Device List

Upgrade | Upgrade &l || 2 Selecied

Status 4 5H Network
S Onlin= 1234842570350 HOTEL
& Online G1PHE4E002242 _
& Offine 1234042570071 Euraka
0 Offine 1234042570083 test
& Offine G10H4SED0035C default
& Offine 1234042570080 default
€3 Not Online et G20210408T03402 test poeStatus 2/ test poeStatus 2 3
) Mot Online et 20210403 T03546 test_poeStatus_z f test_poeStatus_Z 8
€3 Not Online et G20210408T03600 test poeStatus 2/ test poeStatus 2 3
) Mot Online et 20210403 T03654 test_poeStatus_Z f test_poeStatus_Z 8

2. Select the version and click Start Upgrade

Select Firmware
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Upgrade

Check in Maintenance > Log »Upgrade Log

Model: X8-51930J-18GT28FP  Hardware Version: 1.00 Cumrent Version: 51930J RGOS 11.4(1)B70P15, Release(08140110)

Upgrade Version: Please select a firmware version

Upgrade Device: 1

Model: XS-51930J-18GT2SFP-P  Hardware Version: 1.00  Current Version: XS1930J_RGOS 11.4(1)B70P15, Release(08160218)

Upgrade Version: Please select a firmware version

Upgrade Device: 1

Model: X5-51930J-48GT4SFP  Hardware Version: 1.00  Current Version: $1930J_RGOS 11.4(1)B70P10, Release(07233016)

Upgrade Version: Please select a firmware version

Upgrade Device: 1

Model: X5-51930J-8GT2SFP  Hardware Version: 1.00  Current Version: $1930J_RGOS 11.4(1)B70P15, Release(08132618)

Upgrade Version: Please select a firmware version

Upgrade Device: 1

Model: AP180(JA) Hardware Version: 1.01  Current Version: AP_RGOS 11.9(4)B1P3, Release(07211112)

Upgrade Version: Please select a firmware version

Upgrade Device: 1

Scheduled Upgrade

Advanced Settings v

Set the update criteria and click Start Upgrade, and a message box will pop up. Users can check details in LOGS >

Upgrade Log.

Message

The upgrade task has been created. Please check

Upgrade Log for details.

| Upgrade Log
Starled at 5 ] [ Ended at

Operator Description Target Version Process Time Result (SuccessiFailure/Aborted) Action

testdemo  Upgrade selected device(s) XS19_RGOS 11.4(1)BT0P 15, Release(08140223) ] 2021-04-14 16:44:06 0/0/0 B o
testdemo  Upgrade selected? device(s) XS19_RGOS 11.4(1)B70P15, Release(08140223) 1/ 1 2021-02-03 14:52:08 1/0,0 B o
testdemo Upgrade selected1 device(s) XS19_RGOS 11.4(1)B70P15, Release(08131911) O 1/ 1 2021-01-20 16:21:32 1/0/0 B o
testdemo  Upgrade selected? device(s) XS19_RGOS 11.4(1)BT0P 15, Release(08132008) ] 1 2021-01-20 16:01:13 1/0,0 B o
testdemo  Upgrade selected1 device(s) XS19_RGOS 11.4(1)BT0P15, Release(08131911) 1/ 1 2021-01-20 15:50:44 1/0/0 B o
testdemo Upgrade selected1 device(s) XS19_RGOS 11.4(1)BTOP15, Release(08132009) N 1/ 1 2021-01-20 15:31:29 1/0/0 B o
testdemo  Upgrade selected? device(s) XS19_RGOS 11.4(1)BT0P15, Release(08131911) 1/ 1 2021-0120 152119 1/0/0 B o
testdemo Upgrade selected1 device(s) X$19_RGOS 11.4(1)BT0P15 N 1/ 1 2021-01-20 15:19:20 1/0/0 B o
testdemo  Upgrade selected? device(s) XS19_RGOS 11.4(1)BT0P15, Release(08132008) 1/ 1 2021-01-20 15:11:18 1/0,0 B o
testdemo Upgrade selected1 device(s) XS$19_RGOS 11.4(1)B70P15 O 1/ 1 2021-01-20 14:02:32 1/0/0 B o

Frst | Preuous  Page [ 1 Jor2 Net | Lest (e J12intotal
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Details
SN Upgrade Status Retry Times Started at Ended at Description
1234942570071 Executing 0 2021-04-14 16:44:06 = Downloading files...Please wait
Firs Page 1 of 1 Me: La

3. Ifthe upgrade is successful, log will show Upgrade succeeded.

Details
SN Upgrade Status ,  Retry Times Started at Ended at Description
1234942570089 Succeeded 0 - 2021-02-03 14:52:09 Your version is the latest version
Firs Page | 1 of 1 Ne La

1 in total

Top Versions | Firmware Version List [
Femmmarn i [
e
& upaRADE '
Devcs List ]
[
S ™ Natwers ™ Vo Hurdar Versin Resormeres Versicn, Ovscrghon  Acton
] S0 wore Aoz 10 o mc0s 1 10008, pesmsuonizzasn) Crrace
] ©0ve S 1o Cracn
ome s e 10
Qone - 1653 19TaEE 150
Qone eror 150
Qo a3t 150 1930, S00S 11 41 STOP1S, Reannadd 1S oo
© et Crine vt 2
© ocCrine e caionsTTI
© et ‘caziouaT03000
© e caonaTose
=) = ] 435 intota

The numbers of devices which have available firmware for upgrade in MAINTENANCE Menu and Upgrade in Navigation

Bar will change accordingly.

MONITORING

ONFI ATION MAINTENANCI

= New firmware availabie for 2 devices

R ALL
| Top Versions | Firmware
og
Fimware Version
UNKNOWN
Ipgrade Log - o -
@ e AP_RGOS 11.9(6181, Release(07181702)
&7 UPGRADE W AP RGOS 11.9(6)81, Re..
w150 r0s 114 AF_RGOS 11 34161P3, Release{07211112)
519300 RGOS 11.4(1)87.. X818304_ RGOS 11.4(1)870P15, Releass(08152017)
Fimware W 51930 RGOS 11.4(1)87.
- e ; e | 1
| Device List
upgrace | | upgrace an | O Selected

© Oniine

. SN Allas Model Hardware Version Curment version

GIPDIPXOD0017 AP1BOIA AP1B0A) 100 AP_RGOS 1 9{4)B1P3, Release{07211112)

Page [ 1

Manage Network | | Take over N Unbind Device

Advanced Search

Recommended Version Description Action

Upgrade

0. |1 intotal
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7.2.2 Firmware

7.2.2.1 Version Details

The Version Details list displays the versions of firmware installed on all devices. Click Go To Upgrade in the Action
column to open the MAINTENANCE > UPGRADE > Upgrade page.

Version Details Private Firmware

Model Current Version Hardware Version Devices Recommended Version Action
UNKNOWN UNKNOWN UNKNOWN 3449 Go To Upgrade
XS-51930J-18GT25FP $1930J_RGOS 11 4(1)B70P15, Release(08140110) 100 1 Go To Upgrade
XS-51930J-48GT4SFP $1930J_RGOS 11.4(1)B70P10, Release(07233016) 1.00 1 Go To Upgrade
AP180(JA) AP_RGOS 11.9(4)B1P3, Release(07211112) 101 1 Go To Upgrade
XS-51930J-8GT2SFP $1930J_RGOS 11.4(1)B70P15, Release(08132618) 100 1 Go To Upgrade
XS-51930J-18GT2SFP-P XS1930J_RGOS 11.4(1)BTO0P15, Release(08160218) 100 1 Go To Upgrade

61 total

7.2.2.2 Private Firmware

The Private Firmware list displays the private firmware uploaded by all accounts under a tenant.

Version Details ~ Private Firmware

Selected

Upload Firmware

%}

-
-

xx

Firmware Version File File Size (MB) Applicable Model Uploaded at Released at Description Action

XS19_RGOS 11.4(1)B70P15, Release(08140223)  XS19_RGOS11.4_1_B70P15_08140223 install.bin 20.15 NBS2028G-E-LP::1.20 NBS228F-E-LP:11.10, 2021-02-03 14:47:38  2021-02-03 14:47:38  8GT (£
XS19_RGOS 11.4(1)B70P15, Release(08132009)  XS19_RGOS11.4_1_B70P15_08132009_install bin 1971 NBS2028G-E-LP-1 20 NBS228F-E-LP-1.10, 2021-01-20 141057 2021-01-20 15:10:56 (£
X$19_RGOS 1 4(1)B70P15 X519_RGOS11.4_1_B7OP15_install-0120.bin 1971 NBS52028G-E-LP-1 20 NBS228F-E-LP-1.10, 2021-01-20 13:02:08  2021-01-20 14:02:07 (E U
XS19_RGOS 11.4(1)B70P15 X819_RGOS11.4_1_B70P15_instal-0119.bin 1971 NES2023G-E-LP-1.20 NBS228F-E-LP:1.10, 2021-01-19 14:22:37  2021-01-1915:22:37  1930-18GT-0119 B wm
XS19_RGOS 11.4(1)B70P15, Release(08131911)  XS19_RGOS11.4_1_B70P15_08131911_install.bin 19.71 NBS2028G-E-LP::1.20 NBS228F-E-LP:11.10, 2021-01-19 13:45:37  2021-01-19 14:45:37  $1930-18GT-0119 (EA |

Click Upload Firmware to upload private firmware.

Upload Firmware

‘tar.gz’ or " bin’ File

Ca=1s

in total

Close
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Upload Firmware

File RG-MACC_JP_RC_1.21D_Build_d8targz

Description

Close

Click 4 in the Action column to edit the Description of firmware.

Edit Description

File AP_RGOS11.9_4 B1P2_S2X2-08-FULL_07200421_install bin

Description

Click Delete or "' in the Action column to delete private firmware.

Message

Are you sure you want to delete the firmware?
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8 System Settings

8.1 Alarm Settings

Click E] in the upper right corner and select Alarm Settings. The Alarm Settings page is displayed for alarm

parameter configuration.

Ruijie (> MONITORING ~ CONFIGURATION  MAINTENANCE

| Alarm Settings

Trpe

ARARE

Alarm settings are configured by network. If no alarm settings are configured, the global settings are adopted.

On the Alarm Settings page, you can configure to receive alarms or not and in which way. When the Status is enabled,
alarm information is displayed on the Alarm page. Alarms can be pushed via Email only when the Status is enabled.
When the Email Alarm is enabled, alarms will be pushed via Email to the contacts in the Contact List of the network.

| Contact Group List

©

Group Description Action

Critical test for ritcal alarm group &
Page | 1 o1 Ne 10. 1intotal

Add

&) Note: To use the Email Alarm function, click E and select System Settings to preset the account and

password of the SMTP server for sending Emails on the Advanced page via the administrator account. For details
about the configuration page, see section 6.2.2.

8.2 Contact

On the Contact page, you can create contact groups, and add contacts to contact groups.

8.2.1 Contact List

Add a contact as the Email recipient.
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| Contact List

Name Mobile Email Description Action
TestContact 18800001111 test@test.com test contact [T
Page [ 1 for1 ext 10~ tintotal

Add

Add/Edit Contact

Mame : [ ] #
Email : [ l *
Mobile : [ ] *
Description :

A

Cancel

8.2.2 Contact Group

Add a group and move the contacts to the group.

Contact Group

1

Edit Contact Group

Name Ikiskle

Description wWWwWw

Contact Group All Contacts
Iok jok1

| == Add to Group ‘

| Delete from Group == ‘

- cenel
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9 Account

Point to E on the upper right corner, the Account menu is displayed, which includes Account, Sub Account and
Logout.

P ©® o

Account I

Sub Account

Action Logout

9.1 Account

The Account page is divided into the User Info area and Modify Password area. In the User Info area, you can edit
the basic information of user (Username and Email is not allowed to be changed); In the Modify Password area, you

can change the login password.

| User Info ~
Uremane [
Language { Engish M|
Time Zone { (GMT+8:00)sia/Hong_Keng v
Full Name ‘ testdemo
Email [
Address [ rufie

| Modify Password ~

0l Password [

New Password [ e

Confim Password {

9.2 Sub Account

7,
The Sub Account List displays the information of sub accounts. Click — in the Action column to edit the sub account.

Click “ inthe Action column to delete the sub account.

| Sub Account List

o on-u
[ g 518 Account {—lw

Username (Email) Role Network Full Name Mobile Email Action
vy Adenin w_C—BDT A oy 12345678908 - 4 W
1132760638682 163 com Opratr 00003 13276963868 163 com 1234567812343 132769633688 163 com 4 @
1554600830 com Operstor 00003 155460088300 com 123456781 15546008300 com i}
hagpytofingaa com Agmin 00003 happyofi@aa com 13625078727 - 4 W
167985553988 a0 com Operstor 00003 16708555300 com 12456782 16790555300 com
Ionghjiang202102 163 com Operator 00003 Ionglpang202102E163.com 12345678977 Iongljiang202102@ 163.com LT}
6798614003 com Operator test_apartment_bridge 767956140@qq.com 123456785 767968140@0a.com ]
longhjiang202103@ 163 com Admin 00003 Iongipang202103@ 163 .com 12345678998 Iongljiang202103@ 163.com LA}

1 . |8 intotal
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Click Add Sub Account to add a new sub account. Select the network, enter the Email in the Username box and click
Send Code. Enter the security code contained in the Email, set the password, language, full name, expiration date,

mobile and role, and click Save.

Role: Admin owns the permissions to create an account. Employee owns the permissions to edit data. Operator owns

the permissions to print voucher and view account data. Guest owns the permissions to view data.

Add Sub Account

Note: If you have a Cloud account, you can share the network and do not need to add a sub account. (%2 Details

Type © New Account Existing Account

MNetwork ‘ default

Username (Email) ‘ Please enter ema

x

Verification Code ‘ Send Code

Password ‘

Language ‘ English v‘

First Name ‘

Last Name ‘

Mobile ‘

Role ‘ Admin v‘ 7]

l Save

l Cancel

The existing sub account can be added to the network so that a sub account can manage multiple networks.
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Add Sub Account

Note: If you have a Cloud account, you can share the network and do not need to add a sub account. (3 Details

Type New Account © Existing Account
Network l default l
Username (Email) l Please enter email l
Role l Admin vlg

l Save H Cancel

9.3Logout

Click Logout to exit the system and return to the login page.
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10 Unbind Device

Click Unbind Device, enter the device SN to get URL. Configure the URL as the ACS URL on device, and the device will
automatically unbind on Cloud.

goota}
EtworK Q Manage Network | | Take overNetwork ||| Unaing Device

Unbind Device

Note: Only supporied on APs, ACs and switches

Please follow the steps to unbind the device
1. Enter the device SN to get URL (valid for 24 hours)
2. Configure the device ACS URL as the URL below and ensure the connection between the device and cloud

3. After the device goes online, it will unbind with the tenant automatically (lts ACS URL will be changed back by cloud after the device is added to a network)

SN l [ Get URL ]
SN ] [ Search l
SN Unbind URL Status Description Expired at
G1PD7PWO000301 3da0-5322-4246-b2eb hitp-//cloudtest-eu ruijienetworks.com/sernvicefacsfunbind/3da0-5322-4246-b2eb Expired 2021-04-14 11:59:52

First Previous Page 1 of 1 Mext Last 10 1intotal
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11 Appendix

11.1 Acronyms and Abbreviations

Acronyms and Full Name

Abbreviations

AP Access Point

AC Access Controller

BOSS Business & Operation Support System
DHCP Dynamic Host Configuration Protocol

DNS Domain Name Server

EAP Extensible Authentication Protocol

EAPOL EAP over LAN

EAP AKA Extensible Authentication Protocol Method for 3rd Generation Authentication and Key Agreement
ESSID Extended Service Set Identification

FTP File Transfer Protocol

HLR/AuC Home Location Register

HTTP Hypertext Transfer Protocol

IMSI International Mobile Subscriber Identification
MSISDN Mobile Subscriber ISDN

NAT Network Address Translation

PAT Port Address Translation

Radius Remote Authentication Dial In User Service
SNMP Simple Network Management Protocol
SSID Service Set Identifier

UDP User Datagram Protocol

VPN Virtual Private Network

WEP Wired Equivalent Privacy

WPA Wi-Fi Protected Access

WAPI Wireless LAN Authentication and Privacy Infrastructure
WLAN Wireless Local Access Network

11.2 Glossary

Term Definition

Cloud Specify the cloud center management end, supports private and public clouds, allows separate
deployment of a system of a private cloud version, and provides cloud services of the public
cloud version.

Network Enable the device grouping for easy management of a large quantity of devices. It is

recommended that networks be added by geographical location or device use.
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11.3 Limitations

No. Module Description
1 Devi Up to 200 devices can be imported each time. To import more than 200 devices,
evice
users need to do it in batches.
] ] Configurations of up to 200 devices can be imported each time. To import
2 Configuration ] ] ) o
configurations of over 200 devices, users need to do it in batches.
3 EXCEL template For the Excel template, only the XLS format is supported.
4 SSID SSIDs can be made up of numbers, English letters, and “-“.
In an Excel template for customization, A to Z columns and 1 to 15 rows are
5 Custom excel template
supported.
Account-based policies may fail on some models, such as AP680(CD), where they
6 AP are disabled by default. In this case, users need to batch apply from the Cloud the
web-auth acct-update-interval 1 command to enable those policies.
The Cloud does not support SSIDs containing special characters. If such SSIDs ar
SSID reverse syn ) ) ) )
7 e set on end devices, the Cloud would fail to deliver them after they are synchroni
c
zed to the Cloud.




