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Audience

This manual is intended for:
® Network engineers
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Obtaining Technical Assistance

®  Ruijie Networks Website: https://ruijie.co.jp/
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Symbols

@ Important information. Contains helpful suggestions or references.

__ Use caution. Could result in equipment damage or data loss.
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1 Summary

Ruijie Japan Cloud Service is Ruijie's easy and efficient cloud solutions for chain stores, small and medium-sized
businesses and boutique hotels. The solutions include equipment deployment, monitoring, network optimization and
operational lifecycle management; enabling customers with simple plug and play deployment and operation and
maintenance; meeting the needs for automatic cloud RF planning and user experience monitoring. At the same time, it

provides flexible wireless user access control features.
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2 Supported Browser

For browser, it is recommended to use the following versions or above.

Supported Browser

Chrome

Safari

Firefox

Version

57.0.2987.133

10.1

52.0.2
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3 Addresses & Ports to be Permitted

Device
Source IP  Destination Src. port Dst. port Protocol Description using this
rule
devicereg.ruijienetworks.co . )
Your Ruijie Cloud login Ap/AC/Switc
m Any 80, 443 TCP
network server h/Gateway
devreg.ruijienetworks.com
Your CWMPSVI- Ap/AC/Switc
. Any 80, 443 TCP Ruijie Cloud server
network japan.ruijienetworks.com h/Gateway
Ruijie Cloud server
Your 35.194.101.74 10000- establishes the
Any TCP ) Gateway
network 34.84.13.46 12000 tunnel connection
with the gateway
CWMmpSsVr-
Ruijie Cloud server
japan.ruijienetworks.com ) )
Your A 3478, UDP delivers the CLI Ap/AC/Switc
. n
network devicereg.ruijienetworks.co Y 3479, commands to the h/Gateway
m device
devreg.ruijienetworks.com
Ruijie Cloud
Your cdn-
. Any 80, 443 TCP authentication STA
network japan.ruijienetworks.com
server
AP,AC,
Your rylog- )
. Any 80, 443 TCP Device log upload Switch,
network japan.ruijienetworks.com
Gateway
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4 Register and Login

4.1 Register

1. Visit hitps://cloud-japan.ruijienetworks.com.

- JaCs ¢

Managed @ Cloud center

Ruijie Japan Cloud System

More »

Sign up Trial Account Forgot password?

=

2. Click Sign up to open the Register page.

Register

=

Send Code

1 agree to the User License Agreement and Privacy Policy.

Already have an account?
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3. Enter your Email address, click Send Code, and enter the verification code contained in the Email into the
Verification Code box.

_Jacs €5

Register

=

Send Code

o
o

| agree to the User License Agreement and Privacy_Policy.

Already have an account?

@ One email address can be registered once only.

4.  Enter and confirm the password.

JaCs €5
Register

=

Send Code

a
8 .

| agree to the User License Agreement and Privacy_Policy,

Already have an account?
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@ The password should be a combination of two or more items among numbers, letters and special characters in

the length of 5 to 12 characters. Space is not supported.

5.  Fill in the rest required information and click Sign up. If your information is verified and saved, the registration

succeeds.

4.2 ogin

1. Visit hitps://cloud-japan.ruijienetworks.com.

Ruijie Japan Cloud System

JaCS L)

Managed @ Cloud center

Login

nup  TrslAccount  Forgot psssword?

©2014-2023 Rujjie Networks Co.Ltd | Privacy Policy | Contact Us

2. Enter your username and password, and click Login. After the information is verified, you can access the system.

4.3 Trial Account

1. Click Trial Account to experience Ruijie JaCS under the guide without registering accounts.

Ruijie Japan Cloud System

JaCs ¢ 5

More » Managed @ Cloud center

©2014-2023 Ruijie Networks Co.Ltd | Privacy Policy | Contact Us.
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4.4 Forgot Password

1. Visit https://cloud-japan.ruijienetworks.com.

Ruijie Japan Cloud System

JaCs ¢ 5

Managed @ Cloud center
More »

©2014-2023 Ruijie Networks Co.Ltd | Privacy Policy | Contact Us

2. Click Forgot password? to open the Forgot password page.

JaCs
Forgot password?

3.  Enter the Email address for retrieving the password. Click Send Code, and enter the verification code contained in

the Email into the Verification Code box.
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JaCs
Forgot password?

@ The Email address is generally the same as the account.

4.  Enter and confirm the new password.

JaCs €5
Forgot password?

@ The password should be a combination of two or more items among numbers, letters and special characters in

the length of 5 to 12 characters. Space is not supported.

5. Click Save. If your information is verified and saved, you can use the new password to log into the system.
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5 Monitoring

This part enables you to monitor the following items:

® DASHBOARD

® TOPOLOGY

® MESH

® ALARM
® REPORT
® DEVICE
® CLIENT

5.1 Dashboard

After logging in, the Dashboard appears, or you can click Dashboard in the menu to open the page.

Ruiie &5
Q| evytest

@ DASHBOARD

& TopoLocy £

9 MESH

& ALARM

REPORT
Network
Voucher

& DEVICE
AP
Ac B
Switch
Gateway

WiFi Router £

SR CLIENT

MONITORING CONFIGURATION MAINTENANCE
ALL v [ Search Network Q ]
| Overview
B 1 1
=
APs Total 12,019 Switch Total 6
0 & 0
Gateways Total 0 WiFi Router Total 0
Kazskhstan
fey 0 Nt
Pakisten
Client
| Alarms
Indian
Ocean
Uncleared Today This Week

5.1.1 Overview

| Registered Device Distribution

Papua New
Guinea.

®5 e ® o

[ Manage Network ][ Take over Network [ Unbind Device ]

i
i
i
|
\

Search the location you need I

Canada

United States.

Merico

Venezuela
Colombia |

{
i

i South
! Pacific
! Ocean

Overview displays the statistics of APs, switches, gateways and clients and WiFi Router. The upper number indicates the

number of online devices, and the lower number indicates the total number of devices.
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£R | ewytest

) DASHBOARD
& TopoLogy B
@ MESH

& ALARM

REPORT
Network

Voucher

0o

DEVICE
AP

ac B
Switch
Gateway

WiFi Router I8

SR CLIENT

MONITORING

CONFIGURATION

MAINTENANCE

ALL v [ Search Network

aj

| Overview

1

1

Total 12,019 Switch Total 6
0 0
Gateways Total 0 WiFi Router Total 0
Client
| Alarms
Uncleared Today This Week

5.1.2 Alarms

| Registered Device Distribution

5 e ® o

Take over Network [ Unbind Device ]

i
i
i
|

l Search the location you need I

Russia
/
/
/ Cenada
Kazskhstan . ) - “
| o
1
DY o | North Jnited States
South Korea | Pacific
A | Ocean
Pakisten A !
1
india < i Mexico
Thailand ! N
¥ | :
1
| Venezuels
. 1 Colombia | -
. ar?
Indonesia Paoua New \\ -
Guines A 8
hY Pery
{ Bolivia
Indian i L
Ocean Austrabe 1 South Chile
[ Pacific
: Ocean

Alarms displays the number of uncleared alarms, new alarms today and total alarms generated this week.

Ruijie

EQ | evytest

) DASHBOARD
& TopoLocy B
€ MESH

& ALARM

REPORT
Network

Voucher

]

DEVICE
AP

Ac B
Switch
Gateway

WiFi Router £

SR CLIENT

MONITORING CONFIGURATIO MAINTENANCE
ALL v [ Search Network Q ]
| Overview
1 1
Total 12,019 Switch Total 6
0 0
Gateways Total 0 WiFi Router Total 0
Client
| Alarms
Uncleared Today This Week

| Registered Device Distribution

®5 e ® o

[ Manage Network ] [ Take over Network [ Unbind Device

Search the location you need I

10

Russia
Canada
Kazskhstan ot -
Y " United States
.
pa . South Korea
Pakisten
ndia ’ erico
Thaiand ¥
Venezuela
F Colombia | -
Indonesia Papua New. A
ihes o
Peru
Bolvia
Indian L
Ocean Austrsla M
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5.1.3 Registered Device Distribution

~

2 .,
Search the location you need.

| Registered Device Distribution

Argens Map data ©2021  Terms of Use

The map displays the device distribution by default. Devices are displayed in network, and the number on icon indicates

the device number. Point to the icon, and the device and alarm number are displayed.

El CHAYUAN
Laohukeng \ ar

Reservoir

| Registered Device Distribution Search the location you need.

ia ‘u(émkai% P Ja

HUADA ‘
XIKOU
ESIDENTIAL WENQUAN " ;
SHESHAN msrmcr Resmgmmé 28
MOUNTAIN DISTRICT

- Lol X

‘ G1PDAUU043260
Status Client Network = %‘égIDsETN’%’EEI i i [ .
Offline 0 JAPAN_. I blemeer % JINAN
z R

Alarms

Critical

. ;E.Jw'm./aes.%zwau\ !
“\ DISTRICT

~.~ XIANGYUAN
KOUCUN — VG  SHANGHAI
WO Ui

!

| 3

- T

Wil ~ e V|
. . lang = 5, 2 0'

MEI;!'.I;%CUN ™~ ' 2 TAIJIANG paivel Ré ‘

DISTRICT

ag-qj.

| _ &8 CANGSHAN %

A | I RE DISTRICT ='
N \ S

| . : BlR
Google 2 N L e %Mapqummwwm

' fdx3 bury pIg

—
s

janping Rd

Click @ to bind networks. In the Unbound Network List, you can drag a device to the map to bind the location; on

map, you can drag a network to change its location, or click Unbind to unbind the location.

1"
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5.1.4 2.4G/5G Clients
The chart displays the statistics of clients using 2.4G and 5G.
MONITORING

CONFIGURATION MAINTENANCE

£R | 2.4G /56 Clients

Iyx

DASHBOARD
ToroLocy 8

& MESH m 246

msG

|2

ALARM

o

REPORT

Network

Voucher

Network Metrics

09

DEVICE

AP

ac B | WiFi Client Summary

Switch
Clients
10
WiFi Router £ 8

Gateway

6
4
SR CLIENT 2

®°n e © o

| Channel Distribution and Usage @

24G .

3 4 9
5G I

36 116

Busy M Overioaded

Last24 Hours  ~

o T N2
01-1111:50:00  01-1114:00:00 01-1116:10:00  01-1118:20:00  01-1120:30:00  01-11 22:40:00  01-1200:50:00  01-1203:00:00 01-1205:10:00 01-1207:20:00 01-1209:30:00  01-12 11:40:00

5.1.5 Channel Distribution and Usage

The chart displays the channel statistics.

5 e © o

MONITORING CONFIGURATION MAINTENANCE
R ) | 2.4G/5G Clients | Channel Distribution and Usage @
2 DASHBOARD
24G .
& TopoLogy EB 3 4 o
D MESH m 246 .
msG 36 116
& ALARM
REPORT
Network Midie Busy M Overioaded
Voucher
2 DEVICE Network Metrics Last24 Hours  ~
AP
ac 3 | WiFi Client Summary
Switch
Gateway Clients
10
WiFi Router 8 :
4
SR CLIENT >
0
01-11 11:50:00 01-111820:00 ~ 01-1120:3000 = 01-1122:4000 ~ 01-1200:50:00 ~ 01-1203:00:00 = 01-1205:10:00 ~ 01-1207:2000 = 01-1209:30:00  01-12 11:40:00

12
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Ruijie &

22

ESS

Iyx
DASHBOARD
TopoLogy B
MESH

ALARM
REPORT
Network
Voucher

DEVICE

AP

Ac Em

Switch

Gateway

WiFi Router I8

CLIENT

MONITORING CONFIGURATION MAINTENANCE

9 0 11

Uncleared Today This Week

®n e ©® o

| 2.4G/5G Clients |

Channel 36
sage @
Device (2)
Mide 2
Busy 0
M Overloaded 0

W 246
msG

Network Metrics

| WiFi Client Summary

Clients

5G I
36 116

Wide Busy M Overloaded

Last24 Hours  ~

0
01-1111:50:00  01-1114:00:00 01-1116:10:00  01-1118:20:00  01-11 20:30:00  01-

1122:40:00 01-1200:50:00 01-1203:00:00 01-1205:10:00 01-1207:20:00 01-12 09:30:00‘r 01-12 11:40:00

Point to a channel, and more details appear. The channel usage is graded as:

Idle: 0% to 59%

Busy: 60% to 79%

Overload: 80% to 100%

5.1.6 Client Summary

Ruijie

ER | Iyx

o)

EEN

DASHBOARD

TopoLogy 8

2 MESH

ALARM
REPORT
Network
Voucher
DEVICE
AP

Ac B
Switch
Gateway

WiFi Router I8

CLIENT

MONITORING CONFIGURATION MAINTENANCE

Network Metrics

5 e © o

Last2d4 Hours  ~

| WiFi Client Summary

Clients

A AN

0
01-1111:50:00  01-1114:00:00  01-1116:10:00  01-1118:20:00  01-11 20:30:00  01-11 22:40:00  01-1200:50:00  01-1203:00:00 01-1205:10:00 01-1207:20:00 01-1209:30:00  01-12 11:40:00

| Top 10 Networks by Traffic

Ranking Network Traffic

| Top 10 WiFi Clients by Traffic

Clients
W 80ad.16ea.1dc3

: apat e 1

The chart displays the trend of recent clients.

5.1.7 Top 10 Networks by Traffic

The table displays the top 10 networks ranked by traffic.

13
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R’uy’l'ea) MONITORING ~ CONFIGURATION  MAINTENANCE

R x

) DASHBOARD

& foot] | Top 10 Networks by Traffic
TOPOLOGY

) MESH Ranking Network Traffic Clients

1 apan e 1

E ALARM
REPORT

Network

Voucher

& DEVICE

AP

A B | Top 10 APs by Traffic

Switch Ranking AP Traffic Clients

WiFi Router 8

SR CLIENT

5.1.8 Top 10 Clients by Traffic
The chart displays the top 10 clients ranked by traffic.

MONITORING CONFIGURATION MAINTENANCE

Ruijie

ER ) x

) DASHBOARD

& oo | Top 10 Networks by Traffic
TOPOLOGY

MESH Ranking Network Traffic Clients

1 apat e 1

o

E ALARM

poj

REPORT
Network
Voucher
& DEVICE

AP

ac B | Top 10 APs by Traffic

Swich Ranking AP Traffic Clients

Gateway 1 G1QH346044362 ek 1

WiFi Router 23

»

CLIENT

5.1.9 Top 10 APs by Traffic

The table displays the top 10 APs based on traffic.

14

| Top 10 WiFi Clients by Traffic

| Top 10 SSIDs by Traffic

°n e © o

W 80ad.16ea.1dc3

W 180apart]

®°n e © o

| Top 10 WiFi Clients by Traffic

W 80ad.16ea.1dc3

| Top 10 SSIDs by Traffic

W 180apart1



User Guide

MONITORING ~ CONFIGURATIO! MAINTENANCE a e ® o

Ruijie

ER | Iyx

) DASHBOARD

& o] | Top 10 Networks by Traffic | Top 10 WiFi Clients by Traffic
TOPOLOGY

D MESH Ranking Network Traffic Clients

! apart e 1

W 80ad.16e2.1dc3
& ALARM
REPORT

Network

Voucher

DEVICE

i)

AP

ac [ | Top 10 APs by Traffic | Top 10 SSIDs by Traffic

Switch Ranking AP Traffic Clients

Gateway 1 G1QH346044362 sk [ 1

WiFi Router 28

W 180apart]

R CLIENT

5.1.10 Top 10 SSIDs by Traffic

The chart displays the top 10 SSIDs based on traffic.

RATION  MAINTENANCE a 0 & o

Ruij MONITORING  CONFI

ER | yx

{2 DASHBOARD

& o] | Top 10 Networks by Traffic | Top 10 WiFi Clients by Traffic
TOPOLOGY

D MESH Ranking Network Traffic Clients.

' apart e '

W 80ad.16ea.1dc3
B ALARM
REPORT 134.47K

Network Tl

Voucher

& DEVICE

AP

ac I | Top 10 APs by Traffic | Top 10 SSIDs by Traffic

Switch Ranking AP Traffic Clients

Gateway 1 10H346044362 ek 1

WiFi Router £

W 180apart!

134 47K

Total

R CLIENT

15



User Guide

5.2 Topology

Topology page displays the topology of the downlink devices of an online switch in the current network. It supports to

diagnose the running status of all online networks in a network, and generate diagnosis report.

5.2.1 Topology

Ru.jfe@ MONITORING ~ CONFIGURATION ~ MAINTENANCE o e © e
pocc
V1.4.4_JP_APART_AIEH arch Network L | ‘ WManage Network ‘ Take over Network | [ unoing pevice
@ DASHBOARD
& TOPOLOGY Topology Report Advanced
MEsH Curent Switch ~ G1QPAE1000161(1930-16-1) - BB | Retesh | Downosd
5 ALARM
® REPORT
w
N -
G1OPTIMO0490
8 DpevicE
ac BB

sateway

B (cus OB (coz)

52010-24GT4SFP-

a
®Go -
G1RP1LM00039C

AR CLENT

-

(co9) A

G1PD5PX005306

® Current Switch: You can select a switch in the current network group to display the topology of its downlink

devices.
® Search: You can use a device SN or device name to search the device in the topology and check its information.

® Different colors indicate different connection status. Green indicates the device works normally. Red indicates the
device goes offline or is disassociate from the switch. Orange indicates the device is not connected to the Cloud or it

belongs to another account.

® Refresh: You can select a switch, and click Refresh to update the downlink topology of the switch. The fresh interval
should be more than 10 minutes, otherwise a prompt message about frequent operations will appear. A topology

update will be triggered when a switch is initially selected.

5.2.2 Physical Link Detection

In a topology, when you hover the mouse over a switch, the detail information of the switch will be displayed in a pop-up
window. In this pop-up window, you can click the detect button to detect the status of a link. When the link is under
detection, please do not perform any operation. Three results may occur as shown follows, including normal link, link failure

and no link.

16
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Advanced

Topology Report

Current Switch | 1234942570099(sw-1930) e

an

G1QD4PWD35282

w1230

Unknown

c0b8.e81e.05ac

Refresh | Dowr

After completing the operation, you can click MAINTENANCE > LOGS > Operation Log to check the log.

Ruyle (5] MONITORING 'ONFIGURATION MAINTENANCE
£R) commonAper... [
| Operation Log 0
& LoGs
Operation Log
Config Log
Time Operator Type
Upgrade Log 20220830 182452 commonApartment Login
MESH Log 2022.08-30 182307 commonApartment Login
Replace Log 2022-08-30 17:59:11 commonApartment Login
£ UPGRADE 20220830 17:25:44 commonApartment Login
Upgrade ? 20220830 11:21:48 commonApartment Login
20220830 11:1450 commonApartment Login
Fimware
20220830 1058:08 commonApariment Login
20220820 153307 commonApartment Login
20220829 10:40:36 commonApartment Network
20220829 10:40:36 commonAparment Roaming
5.2.3 Report
focs MONITORIN CONFIGURATIO! MAINTENANCE

Q) ewtes2
default v

© DASHBOARD

& TOPOLOGY Topology  Report  Advanced

D MESH
| Network Top 10 Device Issues
B ALARM

REPORT
Network
Voucher
S pevice 38
P
AC
Switch
Gateway

WiFi Router 8

»

CLIENT

| Device Top 10issue [ 1234942570100(s!

® Network Top 10 Device Issues

Description
Log in successfully
Log in successfully
Log in successiully
Log in successfully
Login successiully
Log in successiully
Log in successfully
Log in successfully
‘Add network [notel-1], ime zone[Asia/Tokyo), uplink group{ALL], SSID[notek-1]

Disable the L3 Roaming of Group [hotel-1].

Fir P Page [ 1 lofs Next
Ranking N
1 G1QHTSS000409
2 1234942570020
3 1234942570023
Ranking Issue Type

Last

0 o-o
(S =) (oo =3
Resut Result Description Action
Success oK o
Success oK. o
Success oK o
Success oK o
Success oK. o
Success oK. o
Success oK o
Success oK. o
Success The network is added o
Success oK o
e o as
o e ® e
(rore v | (e oo e | [ ormna oo |
Last2atous v
Number of occurrences Last Seen on

Number of occurrences

No Data

2022-07-27 18:15:48

2022.07-27 18:15:48

2022-07-27 18:15:48

Last Seen on

This chart displays the top 10 faulty devices and the last time when the fault occurs in a network.

® Device Top 10 issue

17
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This chart displays the top 10 failure types occurring among devices and the last time when the fault occurs.

You can hover the mouse over a failure to check the details.

5.2.4 Advanced

Ruy’fe&) MONITORING ~ CONFIGURATION ~ MAINTENANCE (] 0 e ©® e
E] | evytest2 P vota)
default v l Search Network Q l [ Manage Network H Take over Network H Unbind Device l
@ DASHBOARD
& TOPOLOGY Topology Report Advanced

D MESH
| Topology Refresh Schedule

B ALARM

E REPORT Enable @ Interval Time | 2 Effective period | 00:00 V|- 2359 v

Network
Voucher | Network Diagnosis
8 Dpevice
AP Last Record: at Risk View More
Ac B
Switch
Gateway

WiFi Router I8

R CLIENT

5.2.41 Topology Refresh Schedule

In this page, you can set the time to refresh the topology. The min interval is 2 hours. You also can set a period to refresh
the topology. At the start time, the topology will be refreshed once only. If the interval between the start time and the end
time is less than 2 hours, the topology will be refreshed only at the start time. If you disable this function, all the settings

become invalid.

| Topology Refresh Schedule

Enable Interval Time | 3 Effective period 02:00 V‘ ——‘ 02:59 v “

5.2.4.2 Network Diagnosis

| Network Diagnosis

Last Record: Pass View More

When you click Diagnose again, the following figures will be displayed.

Diagnosing...5%
-—
Layer 2 and 3 Connectivity A

Address pool and VLAN Test....checked.
Link Status -

Traffic Monitoring.... 2/2 devices checked , 2 devices at risk

Negotiation Speed and Duplex Mode Test.... 2/2 devices checked

18
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Pass Close

@ Layer 2 and 3 Connectivity v

@ Link Status

If a risk is detected, the following page will appear.

1 risks to be fixed

You can fix it according to suggestion.Diagnose again

Link Status ~

5 devices to be fixed

5 devicesTraffic Monitoring.at Risk View More

© Negotiation Speed and Duplex Mode Test

Q Layer 2 and 3 Connectivity v

You can click View More to check the details of the risk.

sack | Traffic Monitoring

| Devices to be Fixed(1) ~

SN:1234942570061 atRisk  Suggestion v

Click Suggestion, a suggestion will be offered to help you fix the issue.

Traffic Monitoring

| Devices to be Fixed(1) ~
SN:1234942570061 atRisk  Suggestion A

Details:Port [Gi0/11,Gi0/1,Gi0/7] the ridp loop detection function is not tumed on.

Suggestion:It is recommended that port [Gi0/11,Gi0/1,Gi0/7] enable the ridp loop detection function.

5.3Mesh

Mesh consists of three parts: Mesh Network, Basic Info and Mesh Topology.

5.3.1 Mesh Network

2

Select the specified Mesh network in the Mesh Network box, and click to export the network report.

19
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Ruy’lé@) MONITORING CONFIGURATION MAINTENANCE (17 O 0 ® o
(228
apart3 v [ Search Network Q ] [ Manage Network ][ Take overNeﬁj[ Unbind Device J

{2 DASHBOARD

m
& TOPOLOGY MESH [#aqﬂq .]
© MESH Network
A ALARM
REPORT :
| Basic Info
Network
Voucher MESH Network #aqi1q ¢ Master G1QP9BQ000120 Repeater Number 1 Master Status  Online
=
= DEVICE Sync Repeaterto Cloud @ @ Update Time 2022-03-01 16:23:47
AP
Ac M
Switch X X The MESH Network has changed. Please click for details. %
| Mesh Topology < online [l Ofiine [l Wired — Wireless -
Gateway
WiFi Router L8
+
SR CLIENT 100%
el

5.3.2 Basic Information

The basic information of Mesh network includes network name, SN of master device, quantity of repeaters, status of

master device, and update time. You can enable/disable the function of automatically syncing repeaters to Ruijie JaCS.

To edit the network name, click ‘.

Ruijie & MONITORING  CONFIGURATION

(228

MAINTENANCE 5 e © ©

apart3 v [ Search Network

[ Manage Network H Take over Network [ Unbind Device J

)} DASHBOARD

& TopoLogy &8

MESH [#aqﬂq |2
) MESH Network
I ALARM
REPORT )
| Basic Info
Network
Voucher MESH Network #aqﬂq Master G1QP9BQ000120 Repeater Number 1 Master Status  Online
=
& DEVICE Sync Repeater to Cloud @) @ Update Time  2022-03-01 16:23:47
AP
Ac B
Switch The MESH Network has changed. Please click for details. X
| Mesh Topology <& online [l Offine [l Wired — Wireless - 2
Gateway
WiFi Router I8
+
R CLIENT 100%
7

5.3.3 Mesh Topology

The Mesh Topology displays the current Mesh topology, including the information of devices and clients. If the topology

changes, a prompt will be displayed and you can click the prompt to open the Mesh Log page.
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RUI]’I@ @ MONITORING ~ CONFIGURATION ~ MAINTENANCE O @ ® ©
R apart3 v [ Search Network Q l [ Manage Network ] [ Take over Network [ Unbind Device ]
Sync Repeater to Cloud @ @ Update Time 2022-03-01 16:53:47

) DASHBOARD

& TopoLogy B

© MESH The MESH Network has changed. Please click for details. %X
| Mesh Topology > online [l Offine [l Wired — Wireless - g

I ALARM

poj
+

REPORT 4
Network -
Voucher

8 DEVICE
AP
Ac £
Switch
Gateway

WiFi Router I8

b3]

CLIENT

301101001218256

If a device in the Mesh network does not belong to the current network or its sub-networks, the topology will be displayed

as below:

Ruy’lé @ MONITORING ~ CONFIGURATION  MAINTENANCE

1
[ Manage Network ]’ Take over Network | Conflict MESH ’ Unbind Device ]

ol

R apart3 v Search Network

@ DASHBOARD

& TopoLogy B
Network has changed. Please click for details.

| Mesh Topology & oniine [l Offine [l Wired — Wireless -

MESH

£ ALARM
70%

o

REPORT
Network
Voucher
& DEVICE

AP

Ac B
Switch

',
0
Gateway ‘hy,, "
. "y,
2 kas ",
WiFi Router L8 ‘,
5

R CLIENT h

The device does not belong to
the current account or network
Please configure again

Click to check the conflict Mesh network.
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Ruiie &5 MONITORING ~ CONFIGURATION  MAINTENANCE €5 0 © ©
“ ALL v apart3 v [ Search Network Q ] [ Manage Network ][ Takecvermm[ Conflict MES?“ Unbind Device ]
)} DASHBOARD
& TopoLogy 8 Alarms Conflict MESH
9 MESH
o | Conflict MESH List
£ ALARM
REPORT .

The devices of the MESH network are not in the same network. Please move the devices to the same network for management.
Network
Voucher <o ¥
S DpevIcE Network MESH Network Master SN Master MAC
apart3 #agliq G1QP9BQ000120 ecb9.706e.0bab
AP
ac B3 First | |Previous Page [ 1 |of1 [0« JTotar1
Switch
Gateway
WiFi Router 8
SR CLIENT
Only after the devices are added to the same network, the conflict prompt will disappear.
® Click a device, and the device details will be displayed.
Device Details
| Device Info
Role Master SN: G1QP9BQ000120
MAC ecb9.706e.0bab IP Address 192.168.188.151
Model RG-MA2610-PE
Alas - &
| Client List <
P MAC SSID RSSI Band Online Time Action

No Data

First Previous Page 0 of 0 Next Last TOtaI: 0

® Click a client, and the client details will be displayed.
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Client Details

| Client Info

Online Time :

IP: 192.168.110.102
Manufacturer :

SSID: 2610aprt1

| Experience @

Alias: mi &

2022-01-05 16:08:33

® Click . to open the Mesh Log.

Ruijie

R

) DASHBOARD

& TopoLogy =3

MESH

I ALARM

P

REPORT
Network
Voucher
&8 DEVICE
AP

ac BB
Switch
Gateway

WiFi Router I8

R CLIENT

MONITORING CONFIGURATION

Status :  Online

Offline Time :

Terminal : Phone

AP SN: G1QP9BQ000120

MAINTENANCE

apart3 v [ Search Network

2)

Network

| Basic Info

MESH Network #aq11q ¢

Sync Repeater to Cloud @ @

| Mesh Topology &

100%

Master G1QP9BQ000120

Update Time 2022-03-01 17:18:47

online [l Ofine [l Wired — Wireless

23

Repeater Number

1

MAC : 80ad.16ea.1dc3

Uptime :  3h 49m 4s

OS: Android

AP Alias :

o e ® o

[ Manage Network H Take over Network [ Unbind Device ]

Master Status  Online

The MESH Network has changed. Please click

for details. %
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| MESH Log
Operation Type 4 MAC
Device online €470.8053.c922
Device online €cb9.706e 0bab
Device online €470.8053.c922
Device online €cb9. 7066 0bab
Device online €470.8053.c922
Device online €cb9.706e.0bab
Device online €470.a053.c922
Device online ech9.706e.0bab

Network is disconnected  ¢470.ab53.c922

Network is disconnected  ecb9.706e.0bab

5.4 Alarm

5.41 Alarm List

MESH Network Create Time

#aqliq
#aqliq
#aqliq
#aqliq
#aqliq
#aqliq
#aqliq
#aqliq
#aqliq

#aqliq

2022-03-01 14:08:47

2022-03-01 14:08:47

2022-03-01 10:48:38

2022-03-01 10:48:38

2022-03-01 09:58:39

2022-03-01 09:58:39

2022-03-01 09:43:40

2022-03-01 09:43:40

2022-03-01 09:38:39

2022-03-01 09:38:39

.. A
AESE LI g

MAC, MESH Network Started at o l [ Ended at

Content

The device [SN:301101001218256 | Model:RG-MA2810 | Building ID:apart3 | Room No:212] goes online in the mesh network
The device [SN:G1QP9BQ000120 | Model:RG-MA2610-PE | Building ID:apart3 | Room No:12] goes online in the mesh network

The device [SN:301101001218256 | Model:RG-MA2810 | Building ID:apart3 | Room No:212] goes online in the mesh network
The device [SN:G1QP9BQ000120 | Model:RG-MA2610-PE | Building ID:apart3 | Room No:12] goes online in the mesh network

The device [SN:301101001218256 | Model:RG-MA2810 | Building ID:apart3 | Room No:212] goes online in the mesh network
The device [SN:G1QP9BQ000120 | Model:RG-MA2610-PE | Building ID:apart3 | Room No:12] goes online in the mesh network

The device [SN:301101001218256 | Model:RG-MA2810 | Building ID:apart3 | Room No:212] goes online in the mesh network
The device [SN:G1QP9BQ000120 | Model:RG-MA2610-PE | Building ID:apart3 | Room No:12] goes online in the mesh network
The device [SN:301101001218256 | Model:RG-MA2810 | Building ID:apart3 | Room No:212] is disconnected in the mesh network

The device [SN:G1QP9BQ000120 | Model:RG-MA2610-PE | Building ID:apart3 | Room No:12] is disconnected in the mesh network

Page | 1 of 15 Next Last TOtaI' 148

Alarm List displays the cleared alarms. Alarm List supports the search based on AP serial number, alarm type, alarm

level, alarm generation time and alarm updated time.

You can configure thresholds in Alarm Settings.

® 5 e © o

I?Ul]le MONITORING CONFIG! \TION MAINTENANCE
EQ | evytest
ALL v [ Search Network :_1 ] [ Manage Network ] [ Take over Network [ Unbind Device ]
) DASHBOARD
& TopoLogy B | Alarm List @ o v omax
@ MESH 0 Selected s Advanced Search
SN Q
B ALARM
Network SN Type , level  Cleared Content
REPORT High device channel usage rate
JAPAN_V1.4.1_APART_DISABLE_MAIN ~ G1PHBGY00926B  High channel usage on AP Major No RADIO 1(2.4G) CHANNEL 1,average channel utilization rate (one hour) 89%
Network RADIO 2(5G),CHANNEL 36 average channel ufilization rate (one hour) 43%
apart1 All devices are offline Major No
Voucher .
apart! G1QHBXWOD086A  Device goes offine Major No
& DEVICE
JAPAN_V1.4.1_APART_DISABLE_MAIN 1234942570074 Device goes offline Major No
AP JAPAN_V1.4.1_APART_DISABLE_MAIN 1234942570060  Device goes offine Major No
Poota) e, ’ The imported MAC, SSID and/or password are inconsistent with the actual data
AC JAPAN_V1.4.1_APART_DISABLE_SUB2 Imported MAC, SSID and/or password check Major No P T S A Gl G e e T M A e MR 0
Switch MA2810_APART_ROUTER_MAIN All devices are offline Major No
Gateway
ot |t (s o7
WiFi Router I8 : 1 Jo o
R CLIENT

The following describes the conditions for generating alarms.

Type
Device goes offline

Device goes online

offline continually

All devices are offline

and

Condition

Description

An AP goes offline. The AP is disconnected from the Cloud

Service, or the AP is powered off.

The online/offline change times of an AP | The connection between the AP and the

exceeds the default threshold within two | system is unstable or the AP has a firmware or

hours.

hardware fault.

All APs in a network go offline.
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High channel usage on AP

System
usage(CPU/memory

usage) above threshold

Switch loopback detected
(RLDP)
Abnormal network access

on gateway

High packet loss speed on

gateway

Uplink

threshold on gateway

speed above

Downlink  speed above

threshold on gateway

Imported MAC, SSID and/or

password check

The RF channel utilization exceeds 80%.

The CPU or memory usage of
AP/switch/gateway exceeds the

threshold.

A loop occurs on the switch.

The gateway port fails to ping the

specified domain or IP for several times.

The packet loss rate of gateway exceeds
the threshold.

The uplink rate exceeds the specified
percentage of threshold for several

times.
The downlink rate exceeds the specified
percentage of threshold for several

times.

Device import

5.4.2 Ignore Alarm

RF channel utilization is high and interference
is strong. It is recommended to change the
channel.

For AP, the default threshold for CUP usage is
85% and for memory usage is 85%.

For switch, the default threshold for CUP
usage is 50% and for memory usage is 65%.
For gateway, the default threshold for CUP
usage is 50% and for memory usage is 65%.

Custom values are not supported.

When the Ping test failed for the specified
times, the alarm is sent. The times and
domain/IP address can be configured
manually.

When the packet loss rate exceeds the
specified percentage of threshold for several
times in 5 minutes, the alarm is sent. The times
and threshold can be configured manually.
When the uplink rate exceeds the specified
percentage of threshold for several times, the
alarm is sent. The threshold, times and
percentage can be configured manually.
When the downlink rate exceeds the specified
percentage of threshold for several times, the
alarm is sent. The threshold, times and
percentage can be configured manually.
When the imported MAC and the actual MAC
are inconsistent, or the SSID/password

changes, the alarm is sent.

Select the alarm you want to ignore in Alarm List, and click the Ignore Alarm button. A popup window will be displayed.

After click OK, the alarm will be ignored.
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Ruyleivts MONITORING CONFIGURATION MAINTENANCE e O @ ® o
ER | evytest
ALL v [ Search Network Q ] [ Manage Network H Take over Network l Unbind Device ]
@ DASHBOARD
& TopoLogy B Alarms Conflict MESH
& MESH
N | Alarm List @ C e ¥R
£ ALARM
Ignore Alarm 1 Selected SN Advanced Search v
REPORT - Q
Network Network
Voucher JP_V1.32_HOTEL_TSO1_BERF—¥ a#— bk #9RF5R_qaz_12312_¢ _123123123123123123123123123123123_qazqazqazqazqazqazqazqaz_12312312312
rt1
£ DEVICE &
e First Page [ 1 Jor (0= JTotar2
aAc BB
Switch
Gateway

WiFi Router 8

R CLIENT

5.5 Report

5.5.1 Network

Real-tim
Network is divided into 3 parts: Summary, Device and Client. Except the statistical charts with that display

real-time data and Client > Experience chart that only displays data in the last 7 days, all other charts support searching
data in the last 30 days with the same query conditions. All charts automatically refresh every minute. Reports can be

exported into CSV or PDF files, or sent by Email.

® Exportto CSV

83
Point to © , and click Export to CSV.

Ruijie @) MONITORING ~ CONFIGURATION  MAINTENANCE ®n 0 ® o
EQ | evytest
default l Search Network Q l [ Manage Network H Take over Network [ Unbind Device ]
) DASHBOARD
& TopoLogy 2B Summary Device Client Last24Hours v =2
© MESH Exportto CSV.
| WiFi Traffic Summary Export to PDF
B ALARM
REPORT Uplink Downlink
Traffic (MB)
Network 1
08
Voucher 06
S DEVICE o4
02
0
An 12-26 11:20:00 12-26 13:50:00 12-26 16:20:00 12-26 18:50:00 12-26 21:20:00 12-26 23:50:00 12-27 02:20:00 12-27 04:50:00 12-27 07:20:00 12-27 09:50:00
Ac B3
Switch
Gateway
WiFi Router £X8

| Channel Distribution and Usage @

/R CLIENT

® Export to PDF

(4]
Point to , and click Export to PDF.
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Ruijie & MONITORING ~ CONFIGURATION  MAINTENANCE 5 0 © 0
EQ | evytest
default v [ Search Network Q ] GMT+9 AT l Manage Network H Take over Network Unbind Device ]
) DASHBOARD
& ToroLogy BB Summary Device Client Last2dHours v =
@ MESH Exportto CSV
| WiFi Traffic Summary
A ALARM
REPORT O Uplink Downlink
Traffic (MB)
Network 1
08
Voucher 06
8 DEVICE o4
02
0
A 12-26 11:20:00 12-26 13:50:00 12-26 16:20:00 12-26 18:50:00 12-26 21:20:00 12-26 23:50:00 12-27 02:20:00 12-27 04:50:00 12-27 07:20:00 12-2709:50:00
Ac B3
i b
Switch
Gateway
WiFi Router S8 S
roder | Channel Distribution and Usage @
R CLIENT
® Mail

=4
Click , and select Send Email. Choose a file type for the report, then enter Email addresses. After click OK, the

report will be sent immediately.

i?uyTem,s MONITORING _CONFIGURATION _ MAINTENANCFE
Email Setting

Send Email Delivery Plan

Send As @csv  (OPoF

=
Click , and select Delivery Plan. Click Enable to send the report on the specified time.

Report includes the data of Summary, Device and Client, and supports CSV and PDF file formats.

Reports can be sent every month, week or day.
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Ruijie & MONITORING  CONFIGURATION  MAINTENANCE
Email Setting

Send Email Delivery Plan

Enable [ @

Send As CSV  (Report Contents: Summary Device Client )
OroF

l

Send At [ Every Day v” 13:00~13:59

o Up to three Email addresses are supported.

®  Summary > WiFi Traffic Summary

Ruijie & MONITORING ~ CONFIGURATION  MAINTENANCE ®n 0 8 0
EQ | commonApar... \/ default v [ Search Network Q ] AS K l Manage Network H Take over Network [ Unbind Device ]

0 DASHBOARD X
Summary Device Client Last 30 Days v © =

& TopoLogy B

9 MESH | WiFi Traffic Summary

B ALARM
)~ Uplink () Downlink

Traffic (MB)

80
Network 60 A
40 R
20

REPORT

Voucher

=
= DEVICE
® ) N N 3 %3 I S o A ®

‘\'L‘\ \1,1 \‘L‘l \7',1 ‘\1,7, 2 ,\7’,1 ‘\'L")’ \1,1 \1‘1

—— T T T T T
) S N N R % SR ® S S 0
R 2 N S Q\»“ RO R SR IR

S
v LN N 5
AP Al Al Al Al

Ac B 1

Switch

Gateway

| Channel Distribution and Usage @

WiFi Router

SR CLIENT

The uplink/downlink traffic summaries of the selected network during the specific period.
Uplink: Traffic directed from internal network to external network.
Downlink: Traffic directed from external network to internal network.

® Summary > Channel Distribution and Usage
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Ruché) MONITORING ~ CONFIGURATION  MAINTENANCE

FR | commonApar . ™ cefaust Search Network

@ DASHBOARD

& TopoLogy =B —
| Channel Distribution and Usage @ (Reai-ime )
MESH
B ALARM
246
© REPORT
twork 5G =
B pevice
- o
£
| SSIDs by Client | SSIDs by Traffic
ate
Router I8 Ranking ssi0 Chients Trafic Ranking ssiD Traftic Chents
No Data No Data
R CLIENT

The channel distribution and usage of the selected network.

MONITORING CONFIGURATION MAINTENANCE

fR | commenApar .. default v Search Network Q J [ Manage Network }[ Take over N ] Unbind Devica
@ DASHBOARD ———
& TopoLogy BB
Dewice (1)
D MESH = 1 Jage ® (Rearime
E ]
B ALARM - 0
W REFORT Chient (2)
Notwork 5 -
Voucher
8 Dpevice
n n
c B
| SSIDs by Client | SSIDs by Traffic
Ranking ) Clients Trattc Ranking ssiD Traftic Chents
No Data No Dats

R CLIENT

Point to a channel to view more details. The channel usage is graded as:
Idle: 0% to 59%

Busy: 60% to 79%

Overload: 80% to 100%

® Summary > SSIDs by Client
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R, commonApar

@ DASHBOARD

& TopoLocy BB

MESH

B

ALARM

& REPORT

& DEVICE

A CLIENT

The SSIDs ranked by client number of the selected network during the specific period.

MONITORING  CONFIGURATION  MAINTENANCE
detault - 2
| SSIDs by Chent
Ranking SsiD Clients Traffic
1 Nature_Cloudtest o 1l 770.35M
2 A_oneclick s R 21.48M
3 nature! i | 18 69K
4 A_voucher | 255M
5 wang1 | 4951K
6 A_onecick123 s B 2338K
Strength Clients. Proportion
m Strong 0 0%
0
Medium 0 0%

® Summary > SSIDs by Traffic

MONITORING

URATION

MAINTENANCE

| SSIDs by Traffic

Ranking SSio
1 Nature_Cloudtest
2 Venus_Cloudtest
3 A_onechick
4 A_voucher
5 wang1
8 A_onecick123

Manage Network

770.35M

181.04M

21.48M

255M

4951K

2338K

F—3
Take over Network ‘ Unbind Device ‘

Traffic Clients
 E— 10
| ] 1
| 9
| 7
| 7
| 6

fR,  commonApar

@ DASHBOARD

& TopoLogy BB

MESH

B

ALARM

o

REPORT

Voucher

o

& DEVICE

MR CLIENT

default - Search Network

| SSIDs by Chent

Ranking SSID Clients
1 Nature_Cloudtest o 1l
2 A_oneclick s R
3 nature! |
4 A_voucher 7 .
5 wang! |
6 A_onecick123 s B
| RSSI Statistics @ (
Strength Clients
= Strong 0
0
Medium 0

Traffic
T70.35M
21.48M

18.69K

2.55M
49.51K

2338K

Manage Neswork | [ Take over Network H Unbind Davice |

| SSIDs by Traffic
Ranking SSID Traffic Clients

1 Nature_Cloudtest m3sv [ 10

2 Venus_Cloudtest w0 N 1

3 A_oneclick 24m | 9

4 A_voucher 255m | 7

5 wang! 95K | 7

6 A_onecick123 238K | 6

The SSIDs ranked by traffic of the selected network during the specific period.

® Summary > RSSI Statistics
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MONITORING CONFIGURATION MAINTENANCE

@ DASHBOARD 1 Nature_Cloudtest o Il 770.35M 1 Nature_Cloudiest mossw [ 10
2 A_onaciick 9 21.48M 2 Venus_Cloudtast 181.04M 1
& ToroLogy BB - - -
3 nature ! 4 . 18 69K 3 A_onechck 21.48M | a
0 MESH
- 4 A_voucher L | 255M 4 A_voucher 25 | 7
B ALARM 5 wang1 L | 49 51K 5 wang1 051K | 7
© REPORT 3 A_onecick123 6 . 23.38K 5 A_onedick123 2338K | 6
. 7 nateure2 < 20 68K 7 naleure2 2068k | 4
vouche
| RSSI Statistics @ (Rear
8 pevice
Strength Clients Proportion
Yol -}
m Strong 1 100%
witch
Megium 0 0%
2outer 228 m \Weak 0 0%

R CLIENT

The wireless signal strength of the selected network during the specific period. The signal intensity is defined below:
Weak: RSSI < -80dB

Medium: -80dB < RSSI < -70dB.

Strong: RSSI > -70dB

® Device > Device Summary

Ru:ﬂe (5] MONITORING CONFIGURATION MAINTENANCE O 6 ® o
ER | commonApar... \/ default v [ Search Network Q ] [ Manage Network ” Take over Network [ Unbind Device ]
{0 DASHBOARD i

Summary Device Client Last 24 Hours v &3] =
& TopoLogy £
9 MESH | Device Summary | AP Activity @
A ALARM ) ) )
Device Total Online  Offiine  Not Online Yet Inactive [} Medium ([l Active
REPORT 4 A2
H AP 5 0 0 5 1
Network 61 08
Swiitch 56 0 0 56 06
Voucher . 04
W Gateway 0 0 0 0 0.2
& DEVICE |
mREC 0 © g 0 2022-01-05 2022-01-07 2022-01-09 2022-01-11
AP
W WiFi Router 0 0 0 0
Ac 8
Switch
Gateway
Top 10 APs by Client Top 10 APs by Traffic
WiFi Router 228 I P Y I P v
R CLIENT " - i
Ranking AP Alias Clients Traffic Ranking AP Alias Traffic Clients

The online status of devices of the selected network during the specific period.

® Device > AP Activity
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Ruijie & MONITORING  CONFIGUI N

MAINTENANCE

Q| commonApar...
default v [ Search Network

a |

{2 DASHBOARD

& TopoLogy &8 Summary Device
& MESH
| Device Summary
A ALARM
REPORT Device
Network m AP
61
Voucher Switch
evice
&8 DEVICE B Gateway
AP | AC
AC m Wi Router
Switch
Gateway
WiFi Router 28 _
| Top 10 APs by Client
SR CLIENT
Ranking AP Alias

Client

Total ~ Online  Offline  Not Online Yet

5 0 0 5

56 0 0 56

0 0 0 0

0 0 0 0

0 0 0 0
Clients Traffic

® 5 e © o

[ Manage Network ]l Take over Network [ Unbind Device I

Last 24 Hours vy =
| AP Activity @
Inactive (i) Medium [ Active
AP
1
08
06
04
02
0+ T T T
2022-01-05 2022-01-07 2022-01-09 2022-01-11
| Top 10 APs by Traffic
Ranking AP Alias Traffic Clients

The AP activity of the selected network during the specific period. The chart does not support searching data in the last 24

hours.

AP activity is evaluated based on the number of active clients accessing the AP in a day. APs not associated with any

clients are not calculated.

Inactive: <5 active clients

Medium: 5-9 active clients

Active: 210 active clients.

® Device > Top 10 APs by Client

MONITORING CONFIGURATION

Ruiie &5

MAINTENANCE

FR. | commonApar default -
@ DASHBOARD
& TopoLogy BB
| Top 10 APs by Client
@ MESH
Ranking AP Alias Clients Traffic
£ ALARM
1 GIKDOHHO28618  520m2 7 794.53M
REPORT X
2 G1KQB7F01872A  Ruijied1 1] 181.04M
Network
Voucher
8 pevice
c =B

| Firmware Version (Reai-ime

R CLIENT
1

Take over Network ‘ Unbind Device ‘

Manage Network
| Top 10 APs by Traffic
Ranking AP Alias Traffic Clients
1 G1KDOHHO28618  520w2 [ | kY
2 G1KQBTFO1872A  Ruijie01 1e10av Il 1

| Hardware Version

The top 10 APs ranked by client number of the selected network during the specific period.

® Device > Top 10 APs by Traffic
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CONFIGURATION

MONITORING

ommonApar default v

£

@ DASHBOARD

& TopoLogy BB
| Top 10 APs by Client

) MESH
Ranking AP Alias
B ALARM
1 GIKDOHHO28618 5202
REPORT )
2 G1KQB7FO1872A  Ruijied1

| Firmware Version (Reai-ime )

A CLIENT

The top 10 APs ranked by traffic of the s

® Device > Firmware Version

MAINTENANCE
Manage Network Take over Network Unbind Device
| Top 10 APs by Traffic
Clients Traffic Ranking AP Alias Traffic Clients
7 79453 1 GIKDOHHO2861B  520m2 145 [ ar
1] 181.04M 2 G1KQB7FO1872A4  Ruijie01 1210 Il 1

| Hardware Version

elected network during the specific period.

The proportion of firmware versions of the selected network during the specific period.

Ruipie & MONITORING

CONFIGURATION

MAINTENANCE 5 0 ® ©

v

ER | commonApar. default v [ Search Network

Data
[ Manage Network H Take over Network [ Unbind Device ]

a)

{3 DASHBOARD
& TopoLogy &8

9 MESH

& ALARM

| Firmware Version

REPORT
Network
Voucher

8 DEVICE
AP
Ac £
Switch

Gateway

| Hardware Version

W Unknown Hardware Version

WiFi Router L8

/R CLIENT | PoE Utilization

| PoE Power Summary

Utilization: 70% v |

® Device > Hardware Version

The proportion of hardware versions of t

he selected network during the specific period.
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Ruijie & MONITORING ~ CONFIGURATION ~ MAINTENANCE
ER | commonApar... \/ default v I Search Network Q ]

{3 DASHBOARD
& TopoLogy =3

& MESH

A ALARM
| Firmware Version

REPORT
Network
Voucher

8 DEVICE

AP
Ac B
Switch

Gateway

WiFi Router I8

/R CLIENT | PoE Utilization

® Device > PoE Utilization

® 5 0 © o

[ Manage Network ” Take over Network [ Unbind Device ]

| Hardware Version

B Unknown Hardware Version

| PoE Power Summary

The numbers of PoE switches above and below the selected utilization percentage.

Ruijie @ MONITORING ~ CONFIGURATION

MAINTENANCE

ER | commonApar... v default v [ Search Network

Q ]

) DASHBOARD

TopoLogy B

2 MESH

B

ALARM
| PoE Utilization

o)

REPORT

Network

Voucher

o]

DEVICE
AP

Ac £
Switch

Gateway

Utilization: 70% v ‘

WiFi Router L8

R CLIENT

| PoE Power Summary

® 5 e ©® o

[ Manage Network l [ Take over Network

Unbind Device ]

\J

® Device > PoE Power Summary

The power summary of the entire PoE device, including the total power and used power.
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MAINTENANCE 5 e ® o

Take over Network I Unbind Device

MONITORING CONFIG

Ruijie

EQ.| commonApar... v default v [ Search Network Q ] [ Manage Ve:wom]

' DASHBOARD

TopoLoGy &8

oo

© MESH

B

ALARM
| PoE Utilization | PoE Power Summary

bol

REPORT

Network Utilization: 70% vl
Voucher

S DEVICE

AP

Ac B

Switch

Gateway

WiFi Router 28

SR CLIENT

® Client > WiFi Client Summary

Ruijie MONITORING ~ CONFIGURATION  MAINTENANCE ®n 0 ©® o
5 e
FR | 00003 v default v [ Search Network Q ] I Manage Network l [ Take over Network J { Unbind Device l

) DASHBOARD

Summary Device Client Last 24 Hours v (] =
& TopoLogy B
9 MESH | WiFi Client Summary
£ ALARM
REPORT Clients
10
Network 8
6
Voucher 4
2
& DEVICE 0
01-11 15:10:00 01-11 16:40:00 01-11 18:10:00 01-11 19:40:00 01-11 21:10:00 01-11 22:40:00 01-12 00:10:00 01-12 01:40:00 01-12 03:10:00 01-12 04:40:00 01-12 06:10:00
AP
Ac BEm
Switch
Gateway
WiFi Client Activity @
WiFi Router £20 l
R CLIENT

Inactive Minimal @) Low (@) Medium @ High () Extreme

Heare

The client summary of the selected network during the specific period.

® Client > WiFi Client Activity

o e ® o

Ruy’:é @ MONITORING ~ CONFIGURATION  MAINTENANCE

R | 00003 v default v [ Search Network Q ] [ Manage Network H Take over Network H Unbind Device ]

01-11 15:10:00 01-11 16:40:00 01-11 18:10:00 01-11 19:40:00 01-11 21:10:00 01-11 22:40:00 01-12 00:10:00 01-12 01:40:00 01-12 03:10:00 01-12 04:40:00 01-12 06:10:00
) DASHBOARD

& TopoLogy BB

O MESH
A ALARM | WiFi Client Activity @
REPORT
Inactive Minimal (00 Low (@ Medium @ High @ Extreme
Network Users
1
Voucher 0.8
06
& DEVICE 04
02
AP 0]
2022-01-05 2022-01-06 2022-01-07 2022-01-08 2022-01-09 2022-01-10 2022-01-11
Ac
Switch
Gateway
WiFi Router £
| 2.4G/5G Clients | Top 10 WiFi Clients by Traffic

R CLIENT

The client activity of the selected network during the specific period. The chart does not support searching data in the last
24 hours.
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Client activity is evaluated based on online duration and traffic volume (from highest to lowest):
Inactive: <100KB ftraffic

Minimal: Any time and 100KB traffic

Low: 1h/d and 500K traffic

Medium: 2h/d time and 2M traffic

High: 4h/d time and 5MB ftraffic

Extreme: 8h/d time and 10MB traffic

® Client>2.4G/5G Clients

Ruijic MONITORING ~ CONFIGURATION ~ MAINTENANCE  OTHER
( gl 2] )
FQ 00003 default v [ Search Network Q Manage Network ” Take over Network | Unbind Device
@ DASHBOARD C:‘i
N 2022-01-05 2022-01-06 2022-01-07 2022-01-08 2022-01-09 2022-01-10 2022-01-11
& TopoLogy =B
0 MESH
B ALARM
& REPORT | 2.4G/5G Clients | Top 10 WiFi Clients by Traffic
Networl
Ranking MAC Alias Traffic Uptime
iche
1 6400.a695.1ee4  Venus sa27ov [N 5h 32m 33s
8 DEVICE
2 a057.e32a.9203 - s [ 11h 59m 125
AF
W 246G
3 3045.9609.0557  Nature 28.52M 4h57m 0s
ac BB FES i
) 4 8c0d.7677.187d - 1.96M | 28h 4m 53s
ftch
5 1012.9884.c16d - agm | 1h 16m 4s
6 8c85.9090.0e7b - 20m | Oh 40m 465
R CLIENT 7 18f0.edeb6cbb  Venus 240.47€ | 0h 49m 525
The proportion of STAs using 2.4G/5G of the selected network during the specific period.
® Client > Top 10 WiFi Clients by Traffic
Ruijie [£5) MONITORING  CONFIGURATION  MAINTENANCE ® 5 e ® o
ER | commonApar... Vv default v I Search Network Q ] [ Manage Network H Take over Network I Unbind Device ]
@ DASHBOARD
& TopoLogy B
© MESH
| 2.4G/5G Clients | Top 10 WiFi Clients by Traffic
£ ALARM
& REPORT Ranking MAC Alias Traffic Uptime
Network No Data
Voucher
8 DEVICE
AP
AC 8
Switch
Gateway
WiFi Router £ | Captive Portal
SR CLIENT
Type Total Proportion
m One-lick 0 0%
0
Voucher 0 0%

The top 10 clients ranked by traffic of the selected network during the specific period.

® Client >Captive Portal
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The numbers and proportions of different portal authentication methods in the network. The statistics are refreshed every

hour. Now 3 authentication methods (One-click, Voucher and Account) are supported.

Ruy’fem\ MONITORING ~ CONFIGURATION  MAINTENANCE ® 5 e © o

ER | commonApar... v default v [ Search Network Q I [ Manage Network H Take over Network [ Unbind Device ]

) DASHBOARD

TopoLogy =B

© MESH

| Ccaptive Portal
& ALARM

© REPORT Type Total Proportion

Network
etwor 0

m One-lick 0%

Voucher 0

Voucher 0 0%
8 DEVICE
m Account 0 0%
AP

AC 2B

Switch

Gateway

WiFi Router 21

Experience @
R CLIENT | Exp A 246 se || 20220411

® Client > Experience

MONITORING CONFIGURATION MAINTENANCE OTHER

p oota)

o 00003 default v/ Search Network )} Manage Network ] || Unbind Device

Y DASHBOARD

& TopoLocy BB

D MESH
S | Experience @
Al 246G 56 2022-01-12
B ALARM
Poor Score
® REPORT Number Score
Network 4 |
: |
Voucr 2
1 | | | I‘ |
= 0 | 1
S DEVICE 00:05 01:10 o215 03:20 04:25 05:30 06:35 07:40 08:45 09:50 10555 12:00 1305 1410 15415 6:20 17:25 8:30 19:35
AF
h
Chient MAC Reported at Bana AP MAC Experience Type Reason Channel Usage Noise Floor Pkt Loss Rate Delay
6400 3695 1004 2019-07-08 1657 56 5869 6c99 0815 Good 87% 103 ° 589
2057 e32a 9203 2019-07-08 1657 56 5869 6c99 0815 Good - 8% -103 53 ”
1810 odeb 6cbb 2019-07-08 16:57 56 5869 6c99 0815 Excellent am% 103 ° 08
R CLIENT
8c00.7677 1870 2019-07-08 16:57 56 5869 6c99 0815 Excelient - 8% -103 ° 05
Gccr 9631 79¢3 2019-07-08 1657 50 5869 6c99 0815 Excellent - 7% -103 o 6
1 104 5 in total

The experience status during the specified time and collects data every 5 minutes. You can switch between 2.4GHz and
5 GHz.

Client information: Click an indicator bar to display more information.

Excellent: HDV and online game are available.

Good: communication application, Web page and VolP are available.

Poor: go offline frequently or hard to go online.

Inactive: check whether a client is inactive according to the traffic and power usage.

Score: Take the parameters of client delay, client packet loss, signal strength and so on as the reference, and then use

the SVM algorithm to get the score.
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5.5.2 Voucher

The Voucher Report records the sales of voucher during the specified period.

Click - to export the Voucher Report in PDF format.

Ruy’:é@) MONITORING ~ CONFIGURATION  MAINTENANCE ®n 0 8 0
()= MA2810_APART_BRIDGE _. v [ Search Network Q l [ Manage Network H Take overr‘#etﬁ][ Unbind Device ]
) DASHBOARD
& ToPoLogy EB | Voucher Report

Last1Day Last7Days Last30Days Custom 2
2 MESH
& ALARM No. Package Name Description Price aty Activated Accounts Total Price
Total 0 0 0.00
REPORT
Network
Voucher
& DEVICE
AP
Ac 3
Switch
WiFi Router I8
SR CLIENT
Item Description
Qty Number of vouchers generated by each package in the specified period.
Activated ) ) - )
Number of vouchers activated by each package in the specified period.
Accounts
Total Price Total price of vouchers activated by each package in the specified period.
Number of vouchers generated by all packages, number of vouchers activated by all
Total
packages and total amount of vouchers activated by all packages.

5.6 Device

Choose MONITORING > DEVICE to display the Devices page, and select a network on the top to filter devices.

5.6.1 AP

5.6.1.1 AP List

Non-apartment Scenario

The AP List displays basic device information, including online/offline status, SN, configuration status, MAC, alias,

management IP, Egress IP, client quantity, network, firmware version, offline time, model and description.
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Ruy:e@) MONITORING ~ CONFIGURATION  MAINTENANCE © n 0 ® o
FR ' commonApar... v
ALL v BACK-JAPAN_HOTEL_2000. v [ Search Network Q ] [ Manage Network H Take over Network [ Unbind Device ]
@ DASHBOARD
£ TOPOLOGY | AP List AuoRefresh: @) C & 31 - K
2 MESH [ Add H Web CLI H More ~ ] 0 Selected SN, Alias, Description Q
& ALARM . . . . . .
Online Status 4 SN Config Status ‘MAC Alias MGMT IPEgress IPInitializedClients Network Firmware VersionLast Seen OnModelDe
REPORT  NotOnline Yet 1234942570000  Not Synchronized Empty No . BACK-JAPAN_HOTEL_20000000000001_EEEEE
Netork € Not Online Yet G1PD7PW000000  Not Synchronized Empty No - BACK-JAPAN_HOTEL_20000000000001_E&EEEE
etworl
Voucher . - Page [T Jof1 [ 10. JTotar2
8 DEVICE
AP
Ac 28
Switch
Gateway
WiFi Router I8
R CLIENT

Apartment Scenario

The AP List displays basic device information, including the online/offline status, SN, configuration status, MAC, alias,
management IP, Egress IP, client number, network, firmware version, offline time, model, building name, room, remark

and description.

Ruiie & MONITORING ~ CONFIGURATION  MAINTENANCE ®n 0 ® o
ER | commonApar... \/
ALL v Apartment v [ Search Network Q ] [ Manage Network H Take over Network [ Unbind Device ]
Y DASHBOARD
& TOPOLOGY | AP List AutoRefresh: @ C ¢ 3% - X
& MESH [ Add H Web CLI ” eWeb H More ~ ] 0 Selected SN, Room, Building Name, Remark Q
& ALARM " I X
Online Status SN Alias  Config Status , Network RoomBuilding NameRemark MAC MGMT IP Egress P InitializedClients Fim
REPORT @ Oniine 1234942571995 Empty Synchronized Apartment  _ - - 00d0.019.9312  172:20.93.38 172.20.93.38 Yes - AP_RG
Network @ offine G1PDIPX000017 ~ MA2810  Not Synchronized ~Apartment - 300d9ec5.1bsb 1721823198 218.106.154.153  No - AP_RGOS 11.9(4
Vouch @ offine G1PHABW02310B  Empty Synchronized ~ Apartment - - - cOb8.eB09.eb3d 19216821137 192.168.21.137  No - AP_RG|
'oucher
@ offine GN12345678901 AP850  Not Synchronized ~Apartment - 0082.0019.9120 3354 58.22.303 No - AP_RG]
8 DEVICE
@ Not Online Yet 123123 CEEL Not Synchronized  Apartment - No
AP @ NotOniine Yet 12313123123 12312312  Not Synchronized ~ Apartment - No
Ac B € Not Online Yet  1234942570359CLB clb Not Synchronized ~ Apartment - - - No
Switch & Not Online Yet 1234942570360 Emply  NotSynchronized Apartment - - - No
Gateway & Not Online Yet AAARAAAA 8 Not Synchronized ~ Apartment - o = No
WiFi Router 258 @ NotOnline Yet DAVIDTEST123456  Emply  Not Synchronized Apartment - - - No
/R CLIENT )
First Previous Page [ 1 |of2 Next Last (10. JTotar 13

Auto Refresh: @l

The AP List automatically refreshes every minute. Click to enable/disable the auto refresh function.

Above the list is the Add AP, Web CLI and eWeb functions. Click to display the Move to, Delete, and Reboot
functions. For more information, refer to Basic AP Operations.

In non-apartment scenario, the Search function supports fuzzy queries based on the serial number, alias and description,
while in apartment scenario, it supports queries based on the serial number, room, building name and remark. It also

supports queries based on online/offline status and configuration status in both scenarios.
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Click the record in the Config Status column to open the Config Status page. On this page, you can deliver one or all

configurations.

Ruijie i MONITORING  CONEIGHRATION  MAINTENANCE

Config Status(G1MQ1C501802B)

To synchronize all configurations to the AP, please click Manually Deliver.

) Manually Deliver CRefresh
Config Status
Device Name Settings Not Synchronized
CWMP Interval Settings Not Synchronized
SSID Settings Not Synchronized

Log Settings Not Synchronized

The number of devices which have available firmware for upgrade is displayed on the upper-left corner of the AP List
page. Click New Firmware to display the New Firmware List. Then click Go To Upgrade to enter the MAINTENANCE >
UPGRADE > Upgrade page.

MONITORING CONEIGHRATION MAINTENANCF OTHFR
New Firmware List

Model Current Version Hardware Version  Devices Recommended Version Action
APB30(IDA2) AP_RGOS 11.1(5)B40P2, Release(05161916) 1.0 1 AP_RGOS 11.1(5)B40P6, Release(06150512) Go To Upgrade
APT40 AP_RGOS 11.1(5)840P9 100 1 AP_RGOS 11.1(5)B40P6, Release(06150512) Go To Upgrade
AP130(W2) AP_RGOS 11.1(5)B40F2, Release(05170916) 1.00 1 AP_RGOS 11.1(5)B40P6, Release(06150511) Go To Upgrade
APT20-L AP_RGOS 11.1(5)840P2 1.00 AP_RGOS 11.1(5)B40P5, Release(06150511) Go To Upgrade
APT20-L AP_RGOS 11.1(5)840P9 1.00 AP_RGOS 11.1(5)B40P6, Release(06150511) Go To Upgrade
APT10 AP_RGOS 11.1(5)840P9 121 AP_RGOS 11.1(5)B40P5, Releasa(06150511) Go To Upgrade
AP130(L) AP_RGOS 11.1(5)B9F2, Release(04162719) 102 AP_RGOS 11.1(5)B9P11, Release(05151200) Go To Upgrade
APT40- AP_RGOS 11.1(5)B40P2, Release(05161917) 1.00 AP_RGOS 11.1(5)B40P6, Release(06150512) Go To Upgrade
APT20- AP_RGOS 11.1(5)840P9 101 AP_RGOS 11.1(5)B40F6, Release(06150512) Go To Upgrade

APT20- AP_RGOS 11.1(5)840P9 1.02 AP_RGOS 11.1(5)B40P6, Release(06150512) Go To Upgrade

Last 10 1iintotal

For more information, refer to Device Details.

If an initial configuration template has been applied to the device, Yes will be shown in the initialized column.
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Ruijie MONITORING ONFIGURATION  MAINTENANCE ® 5 e © ©
FR. | commonApar... v/
ALL v [ Search Network Q ] l Manage Network ] [ Take over Network l Unbind Device l
@ DASHBOARD
& TOPOLOGY | APList New firmware available for 2 devices AutoRefresh: @ C ¢ 8 ~ 3%
& MESH 0 Selected SN, Alias, Description Q
A ALARM N
Online Status 4 SN Config Status . MAC Alias MGMT 1P Egress IP Initialized Clients Network Firmware Version Last Seen On Model Description Action
W REPORT © onine g ‘Synchronized 00d0019.9312  Empty 172209338 172209338 Yes - Apartment/ Subapartment AP_RGOS 11.9(4)B1P6 - AP1S0PE  Emply
Network © offine 1234942570359 Synchronized 0624.4862.0371 Empty. 172.20.93.30 172.20.93.30 Yes - yao AP_RGOS 11.1(9)B1P15, Release(06192218) 2022-09-30 22:54:07 APT20-L Empty o
o @ ofine GIPDIPX000017  NotSynchronzed  300d9ec5.ibéb  MA2810  1721823.1%8 218106154154  No | - Apartment AP_RGOS 11.9(4)B1P3, Release(07211112) 2020319002007  AP180UA)  EMBY [
foucher
© offine G1PHAGW02310B ‘Synchronized 08 e609.eb34 Empty 192.168.21.137 192.168.21.137| No = Apartment AP_RGOS 11.9(6)W1B1 2022-06-10 18:25:07  AP820-L(V2) Empty 1]
8 DEVICE =
= @ offine GN12345678901  NotSynchronized  0082.0019.9120  AP8S0 3354 5822303 No - Apartment AP_RGOS 11.9(6)B1P6 2010610012107  APSS0(V2)  Empty @
A © NotonineYet 1000000014541 Not Synchronized L) No o - Apartment - Emy @
Ac [ © Not Online Yet 123123 Not Synchronized CemL No N Apartment - Empty @
Switch @ Not Onine Yet 12313123123 Not Synchronized 12312312 No = Apartment B Empty @
Gateway @ Not Online Yet 1231456 Not Synchronized Empty No - Testhotel - Empty o
WiFi Router £X8 @ Not Online Yet 1234556667 Not Synchronized 1 No N Testhotel B ey @
A CLENT Firs Previou Page (1 of27 Next Last ([ioaJTotal 268

5.6.1.2 Device Details

Click the serial number in the AP list to open the details page for a single device. The page includes AP Info, Overview ,

Configuration, Diagnosis, Back up and Device Log.
® AP Info

The basic information includes serial number, MAC address, management IP address, device model, configuration status,

firmware version, hardware version, alias, and description.

MONITORING

Device Details

| AP Info

SN: GIRP1LMO00786 MAC: 9c2b.a6c2.312d MGMTIP: 192.168.2.39
Model : RG-MA2610-PE Config Status : Synchronized

Hardware Version: 2.00

Firmware Version : MA_1.3(1)B5P9, Release(10151416), Revision(6e890e6¢8)

Alias: £

Description: ¢

SSiD: C testt

Overview Configuration Diagnosis Backup Device Log

| status

©  Online Memory Usage @ CPU Usage @ Alarms: 1
@ Online Clients: 0
@ Clients with Weak Signal : 0

| Connectivity Last 24 Hours  Last 7 Days

® Overview

(1) Status
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The performance data includes the AP connection status, online client count, CPU usage, and memory usage.

Device Details

| AP Info
SN: G1RP1LM000786 MAC: 9c2b.abc2.312d MGMT IP: 192.168.2.39
Model : RG-MA2610-PE Config Status : Synchronized

Hardware Version: 2.00

Firmware Version: MA _1.3(1)B5P9, Release(10151416), Revision(6e890e6c8)
Alias: #

Description: ¢

SSID: C testl

Overview Configuration Diagnosis Back up Device Log

| Status

@ Online Memory Usage @ CPU Usage @ Alarms : 1

@ Online Clients: 0
@ Clients with Weak Signal : 0 @ °

(2) Connectivity

AP connectivity refers to the connectivity (online status) between AP and Cloud Service within a period (1 day or 7 days).

Ru,l’,'e [{  Overview Diagnosis Device Log h ® ©
| status
@ Online Memory Usage @ CPU Usage @ Alarms : 0
@ Online Clients: 0
@ Clients with Weak Signal : 0 @ °
| Connectivity Last 24 Hours  Last 7 Days

14:00 18:00 22:00 2:00 6:00 10:00

| Traffic Summary @ Last 24 Hours  Last 7 Days

O- Uplink -0~ Downlink
Traffic(MB)

1,000

800 @
o0
400

200

0+ 7 5 T 0 v
2023-03-19 15:00:00 2023-03-19 19:00:00 2023-03-19 23:00:00 2023-03-20 03:00:00 2023-03-20 07:00:00 2023-03-20 11:00:00

(3) Traffic Summary

You can select to view the AP traffic statistics in the last 24 hours or the last 1 week
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Ruijie (

@
(]

| Traffic Summary @ Last 24 Hours  Last 7 Days

-O- Uplink -0 Downlink
Traffic(MB)

1,000

2023-03-1‘9 15:00:00 2023-03-19 19:00:00 2023-03-19 23:00:00 2023-03»2‘0 03:00:00 2023-03-20 07:00:00 2023-03-2‘0 11:00:00

| Radio List Cc ..

RF Type Channel Power Channel Width (MHz) Channel Usage @
5G 44 100% 80 34%

24G 1 100% 20 75%

| Client List C ez -~

1P MAC SSID RSSI AP Alias Band Traffic (MB) Manufacturer Online Time Last Seen On @
No Data Help

Fist | |Previous|  Page [ 0 Jofo Next Lest (0. JTotal:0

| Adjacent RF Signal

.-
Sean Adiacent RF [

(4) Radio List

The Radio List page displays the RF information, including the RF type, current channel, power (percentage), channel

bandwidth, channel usage.

RuyTeé) e O Uplink O~ Downlink
raffic

0.06
0.05 :l

004

0.03
0.02
001

0
2021-12-26 12:20:00 2021-12-26 16:20:00 2021-12-26 20:20:00 2021-12-27 00:20:00 2021-12-27 04:20:00 2021-12-27 08:20:00

| Radio List o n-
RF Type Channel Power Channel Width (MHz) Channel Usage
56 3 100% 40 53%
246 1 100% 20 95%
| Client List o 2 -
P mAC ssip Rssl AP Alias Band Traffic (MB) Manufacturer Online Time Last See On
No Data
First Previous Page [ 0 |ofo Next Last (0. Jrotar0

(5) Client List

The client list displays information about clients currently associated with the APs, including the IP address, MAC address,

SSID, RSSI, traffic, online/offline status, terminal type and so on.
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(6) Adjacent RF Signal

| Radio List o N
RFType Channel Power Channel Width (MHz) Channel Usage
56 16 100% 80 50%
246G 2 100% 20 39%
| Client List o o2 -
P MAC SSiD RSSI APAlias  Band Traffic (MB) Manufacturer Online Time Last See On
192.168.110.108 6E26.64D5.3E08 Eweb_61A22 35 56 5274 2022-01-12 11:39:43
Previous Page [ 0 Jofo A Last (0. JTotar0
| Adjacent RF Signal
Scan Adjacent RF o
Start Time: 2021-10-26 12:13:11  End Time: 2021-10-26 12:29:49  Status: Complete
8sSID Radio ,  Adjacent SSID Adjacent Channel RSS! Adjacent SN Adjacent MAC Uploaded at
6670.ab6b.4687 Radio1(2.46) hotel2 4 65 G1QH346044362 €470.ab6b. 682 2021-10-26 12:29:49
0200.9e85.1ab1 Radiol(2.46) Eweb_1AAAT 1 59 G1PD7UU028229 3000.9e85.1aaa 20211026 12:29:49
42b8.e67e.0671 Radio1(2.46) myWIFI001 1 58 G1PHB5Y009268 c0b8.e67€.0679 20211026 12:29:49
1204.9¢85.1ab2 Radio2(56) Eweb_1AAAT 100 57 G1PD7UU028229 3000.9e85.1aaa 20211026 12:29:49
7670.ab6b.0688 Radio2(56) hotel2 £ 57 G1QH346044362 €470.ab6b.d682 2021-10-26 12:29:49

The Adjacent RF Signal page displays the RF signals (scanned BSSID) emitted by adjacent APs. The Radio, Adjacent
Channel, and RSSlI in the list are scanned information. If a signal comes from the AP managed by the cloud controller, the
adjacent AP SN and adjacent MAC address will be identified and displayed; otherwise, these two items are in an

unidentified state.

Ruiie & e
Y P MAC ssID RSSI  APAlias Band  Traffic (MB)  Manufacturer Online Time Last See On o 6 9 o
192.168.110.108 5E28.64D5 3608 Evieb_61A22 35 56 5274 20220112 11:39:43
Previous Page [ 0 Jofo Las (0« JTotat0
| Adjacent RF Signal
Scan Adjacent RF < 8
Start Time: 2021-10-26 1213:11 End Time: 2021-10-26 12:29:49  Status: Complete
BSSID Radio Adjacent SSID Adjacent Channel RSS! Adjacent SN Adjacent MAC Uploaded at
6670.ab6.0687 Radio1(246) hote2 4 65 G1QH346044362 C470.ab6b.d682 2021-10-26 12:29:40
0204.9¢85.1ab1 Radio1(2.46) Eweb_1AAA1 1 59 GIPD7UU028229 3004.9¢85.1aaa 2021-10-26 12:29:49
0208 e67e.067f Radio!(2.46) myWIFI001 1 58 G1PHB6Y009268 <008 e67e.0679 2021-10-26 12:29:49
1200.9e85.1ab2 Radio2(56) Eweb_1AAA1 100 57 GIPD7UU028229 3000.9¢85.1aaa 2021-10-26 12:29:40
7670.2b6.0688 Radio2(56) hotel2 £ 4 G1QH346044362 C470.ab6b.d682 2021-10-26 12:29:40
€208.67€.0670 Radio2(56) myWIFI001 3 55 G1PHB5Y009268 068 e67e.d679 2021-10-26 12:29:49
€208 e67e.067f Radio2(56) myWiFl 3 55 G1PHB6Y009268 <008 e67e.0679 2021-10-26 12:29:49
0208.¢67e.067e Radio1(2.46) myWIF! 1 55 GPHBEY009268 068 e67e.0679 2021-10-26 12:29:40
0624.4862.0374 Radio2(56) hotel £ 2 1234942570359 0624.4862.0371 2021-10-26 12:29:40
0224.4862.0374 Racio2(56) test ) 2 1234942570359 0624.4862.0371 2021-10-26 12:29:49
Previous Page [ 1 Jof27 Next Last Totak: 261

You can trigger APs to scan adjacent RF signals, and identified and unidentified RF signals can be observed. There are

two known scenarios:

® Testing the number and strength of RF signals emitted by neighboring APs that are not managed by the system to

predict a degree of RF interference.

® |dentifying RF signals emitted by neighboring APs managed by the system to diagnose the RF functions and powered-

on status of neighboring APs.

On the device details page, you can perform adjacent RF scanning and check the scanning result. The following steps

describe the method for scanning the adjacent RF signals:

Step 1: Click Scan Adjacent RF to trigger an AP to scan adjacent RF signals.
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Ruiie &> e
'I P MAC SSID RSSI APAlias  Band Traffic (MB) Manufacturer Online Time Last See On a o @ e
192.168.110.108 6E28.64D5.3E08 Eweb_61A22 -35 - 5G 5274 - 2022-01-12 11:39:43 -
Frt | Pre page [ 0 Jofo Ne Las (r0a JTotar0

| Adjacent RF Signal

<o 8-
Start Time: 2021-10-26 12:13:11 End Time: 2021-10-26 12:29:49  Status: Complete
BSSID Radio . Adiacent SSID Adjacent Channel RSS! Adjacent SN Adjacent MAC Uploaded at
6670.2b60.4687 Radio1(2.46) hotel2 Message ©470.2b6b. 4682 2021-10-26 12:29:49
0200.9¢85.1ab1 Radio1(2.46) Eweb_1AAAT o 3000.9¢85.123a 2021-10-26 12:29:49
02b8.e67e.d671 Radio1(2.4G) myWIFI1001 Are you sure you want to scan the neighboring B c0b8.e67€.d679 2021-10-26 12:29:49
1200.9e85.1ab2 Radio2(56) Eweb_1AAAT device? 3 3000.9¢85.12aa 2021-10-26 12:29:49
7670.a06.d638 Radio2(56) hotel2 ©470.2b6b.4682 2021-10-26 12:29:49
€203.e67e.4670 Radio2(56) myWIFI001 B c0b3.e67e.679 2021-10-26 12:29:49
€208 67e.4671 Radio2(56) myWIFI c0b3.e67e.679 2021-10-26 12:29:49
203 e67e.d67e Radio1(246) myWiFI 1 55 G1PHB6Y009268 c0b3.e67e.679 2021-10-26 12:29:49
0624.4862.0374 Radio2(56) hotel £ 29 1234942570359 0624.4862.0371 2021-10-26 12:29:49
0a24.4862.0374 Radio2(56) test £ 29 1234942570359 0624.4862.0371 2021-10-26 12:29:49
Firs Page [ 1 Jor27 Next Last (10 )Totar- 261

| Configuration Backup List

Step 2: After the AP is triggered, the trigger time, expected completion time, and status are displayed in the status bar.

Then wait for the AP to finish scanning and send the results to the cloud controller.

o MAL Alias LS Banu UPIIK (MDPS) veray (ms) run Naime manuracurer Last see un upuime

Ruij No Data

Page 0 of 0 Nes

o= Joo

| Adjacent RF Signal

.-
Scan Adjacent RF < et -

|sran Time: 2022-04-12 11:45:44 Expected Completion Time: 2022-04-12 12:05:44  Status: Initialization |

BSSID Radio 4 Adjacent SSID Adjacent Channel RSS! Adjacent SN Adjacent MAC Uploaded at
©2b3.e67e.d670 Radio2(5G) JP_V1.1.3_hotel01 36 18 G1PHB6Y009268 c0b83.e67e.d679 2021-05-17 23:57:56
e2b8.e67e.d67f Radio2(5G) JP_V1.1.3_hotel 36 18 G1PHB6Y009268 c0b8.e67e.d679 2021-05-17 23:57:56
0224.4862.035¢ Radio2(5G) Eweb_035916 149 13 1234942570353 0624.4362.0359 2021-05-17 23:57:56
0624.4862.035¢ Radio2(5G) HOTEL_720_123456wiedwefbeefcefie 149 12 1234942570353 0624.4862.0359 2021-05-17 23:57:56
2224.4862.035¢ Radio2(5G) Eweb_03593 149 12 1234942570353 0624.4362.0359 2021-05-17 23:57:56
3e24.4862.035¢ Radio2(5G) Eweb_035915 149 12 1234942570353 0624.4362.0359 2021-05-17 23:57:56
1224.4862.035¢ Radio2(5G) Eweb_03596 149 12 1234942570353 0624.4362.0359 2021-05-17 23:57:56
0a24.4862.035¢ Radio2(5G) HOTEL1001WQEWDWDFWEFEFSDFDFSDFSD 149 12 1234942570353 0624.4862.0359 2021-05-17 23:57:56
1224.4862.035¢ Radio2(5G) Eweb_03594 149 12 1234942570353 0624.4862.0359 2021-05-17 23:57:56
3624.4862.035¢ Radio2(5G) Eweb_035913 149 12 1234942570353 0624.4362.0359 2021-05-17 23:57:56

Page [ 1 Jof3g Next Last Total: 390

| Configuration Backup List

Step 3: A list of RF signals scanned by the AP is displayed after the scanning. The list supports a filtering function based
on the RF type (2.4 GHz/5 GHz).
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WwoomAL  Amas  Red  manu UpIIK (WpS) veiay ms) Fun vame wanuracwrer Last see unt upume
l?Ug No Data
Page [ 0  |ofD Next Last (o< JTotar0
| Adjacent RF Signal

.-
Scan Adjacent RF o et

Start Time: 2022-04-12 11:45:44 Expected Completion Time: 2022-04-12 12:05:44 Status: Initialization

BsSID Radio Adjacent SSID Adjacent Channel RSSI  Adjacent SN Adjacent MAC Uploaded at
0366760670 R ANl v JP_\V1.1.3_hotel01 ® 18 GIPHB6YD03268 c0b3.e67e.d679 2021-05-17 23:57:56
e2b3eB7e 06T R 24 JP_V1.1.3_hotel ® 18 GIPHBEYD09268 c0bae67e.d679 2021-05-17 23:57:56
02244362035 R 5g Eweb_035016 149 13 1234942570353 0624 48620359 2021-05-17 23:57:56
06244862036 Radio2(5G) HOTEL_720_123456wiedwembeefcefle 149 12 1234942570353 0624.4862.0359 2021-05-17 23:57:56
22244862036 Radio2(56) Eweb_03598 149 12 1234942570353 0624.4862.0359 2021-05-17 23.57:56
36244862035  Radio2(56) Eweb_035915 149 12 1234942570353 0624 48620359 2021-05-17 23:57:56
12244362035  Radio2(56) Eweb_03596 149 12 1234942570353 0624 43620359 2021-05-17 23:57:56
02244362035  Radio2(56) HOTEL1001WQEWDWDFWEFEFSDFDFSDFSD 149 12 1234042570353 0624 48620359 2021-05-17 23:57:56
12244862035  Radio2(5G) Eweb_03504 149 12 1234942570353 0624 4862.0359 2021-05-17 23:57:56
36244862035  Radio2(56) Eweb_035013 149 12 1234942570353 0624.4862.0359 2021-05-17 23.57:56

F Page [ 1 |of3g Next Last Total: 390

| Configuration Backup List

6 The system stores the latest scanning results, which overwrites earlier data.

6 If the adjacent AP SN and MAC address are unidentified, it indicates that the RF source is not managed by the

system; otherwise, the RF signal is emitted by an AP.

® Configuration

(1) eWeb Settings

Support to enable and disable the entrance of a device’s Web, and to configure the password of the Web admin account.

Device Details

| AP Info
SN: G1RP1LM000786 MAC: 9c2b.abc2.312d MGMTIP: 192.168.2.39
Model : RG-MA2610-PE Config Status : Synchronized

Hardware Version: 2.00

Firmware Version : MA_1.3(1)B5P9, Release(10151416), Revision(6e890e6¢8)
Alias: #

Description:

SSID: C testl

Overview Configuration Diagnosis Back up Device Log

| eWeb Settings

eWeb @

Password [ ----- " l [ Save

® Diagnose
Click Web CLI to open the CLI page of device.

Click Tunnel to create different types of tunnels, and check records and more information.

Click Log collection to export the logs of the devices. (Log collection is available only for MA series access points.)
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Device Details

| AP Info

SN: G1QHIXWO000486 MAC: 9c2b.a67c.84c9 MGMT IP: 192.168.1.10
Model : RG-MA2810 Config Status : Synchronized

Hardware Version: V2

Firmware Version : MA_1.3(1)B5P9, Release(10151720), Revision(a8980da77)

Alias: ¢

Description:

ssip: C

Overview Configuration Diagnosis Back up Device Log

| Diagnose

[Lweb cu | [runnet ] | rog coection |

® Backup
(1) Configuration Backup List
The backup records include configuration file name, size, time, mode and MD5.

The function is supported only in the apartment scenario.

Device Details

| AP Info

SN: G1QHIXW000486 MAC: 9c2b.a67c.84c9 MGMTIP: 192.168.1.10
Model : RG-MA2810 Config Status : Synchronized

Hardware Version: V2

Firmware Version: MA_1.3(1)B5P9, Release(10151720), Revision(a8980da77)

Alias: ¢

Description: ¢

ssip: C

Overview Configuration Diagnosis Back up Device Log

| Configuration Backup List

cures | [ckar | (oo ] [ | (e ) [compore

Cc -

File Name File Size Time Mode MD5 Description Action
G1QHIXW000486_1678871051098 1.79K 2023-03-15 18:04:15 Manual 5f0e611a731194eb48c82753c8c7532 FEvHOT T Details

G1QHIXW000486_1678866719751 1.92K 2023-03-15 16:52:17 Manual 5c06a180160439¢71f3c4074bfc327e Manual backup Details

b o JTotal:2
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Click Current to display the current configuration. Click Backup in the Config Details page to back up the current

configuration.

Device Details

| AP Info

SN: GT1QHIXW000486
Model : RG-MA2810

Hardware Version: V2
Firmware Version: MA_1.3(1)B§
Alias: #

Description: ¢

ssip: C

Overview Configuration D,

ONFIGIIRATION

| Configuration Backup List

MAINTENANCFE

Config Details

rgcall ipv6 dual-stack set enable=yes

rgcall workmode set bridge

rgcall cwmp set url=http://cloudtest-eu.ruijienetworks.com/service/acs/G1QHIXW000486
rgcall cwmp set inform_interval=180

rgcall wps set enable=yes

rgcall web username set ‘admin’

rgcall web password set 'admin’

rgcall lan web deny enable=no

rgcall bridge-net set addresstype=dhcp

rgcall ipv6 passthrough set enable=yes

rgcall ntpd set enable=true ntpserver1=ntp.nict.jp timezone=09:00 timezonename="Tokyo,
(Osaka, Sapporo’ ntpinterval=24

rgcall radio 1 1 set enable=yes auth=wpa2psk key='12345678" hide=no ssid="SSID-7C84CY"
rgcall radio 1 2 set enable=no auth=wpa2psk key="1234567890" hide=no ssid="SSID-7C84C9-
Guest’

==

Back up

Download

Restore [ Delete Ccmpare]

File Name

G1QHIXW000486_1678871051098 179K

G1QHIXW000486_1678866719751 1.92K

File Size Time Mode MD5

2023-03-15 18:04:15 Manual 50e611a731194eb48c8f2753c8c7532

2023-03-15 16:52:17 Manual 5c06a1801f60439c71f3c4074bfc327e

Click Back up and then click OK in the message box to back up the current configuration.

Device Details

| AP Info

SN : G1QH9XW000486
Model : RG-MA2810
Hardware Version: V2
Firmware Version: MA_1.3(1)B§
Alias: ¢

Description: ¢

ssip: C

Overview Configuration Dj

| Configuration Backup List

Config Details

rgcall ipv6 dual-stack set enable=yes

rgcall workmode set bridge

rgcall cwmp set url=http://cloudtest-eu.ruijienetworks.com/service/acs/G1QHIXW000486
rgcall cwmp set inform_interval=180

rgcall wps set enable=yes

rgcall web username set ‘admin’

rgcall web password set ‘admin’

rgcall lan web deny enable=no

rgcall bridge-net set addresstype=dhcp

rgcall ipv6 passthrough set enable=yes

rgcall ntpd set enable=true ntpserver1=ntp.nict.jp timezone=09:00 timezonename="Tokyo,
(Osaka, Sapporo’ ntpint
rgcall radio 1 1 set end
rgcall radio 1 2 set end
Guest’

Message d="SSID-7C84CY’

Isid="SSID-7C84C9-

Are you sure you want to back up the current
configuration?

Current Back up

[ Download

Restore

File Name

G1QHIXW000486_1678871051098 1.79K

G1QHIXW000486_1678866719751 1.92K

File Size Time Mode MD5

2023-03-15 18:04:15 Manual 50e611a731194eb48c8f2753c8c7532

2023-03-15 16:52:17 Manual 5c06a1801f60439c71f3c4074bfc327e

Select one record, and click Download to download the configuration file.

Select one record, and click Restore to restore the current configuration.

Select one or multiple records, and click Delete to delete the backup record.

Select two records, and click Compare to compare the differences.
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Ruijie &5

| Configuration Backup List

[ Current H Back up H Download H Restore H Delete ]
< 8-

File Name File Size Time Mode MD5 Description Action
G1PHB6Y00926B_1638820087775 475K 2021-12-26 22:16:26 Auto 40ad860c54d24d10ec7abdc04al035bc Auto backup Details
G1PHB6Y00926B_1638524742810 477K 2021-12-06 04:52:11 Auto 282806292670c24988e4b5011ef53069 Auto backup Details
G1PHB6Y00926B_1638426005317 444K 2021-12-02 15:20:05 Auto 0b63167¢980481d1c488ce4b8754185 Auto backup Details
G1PHB6Y00926B_1637924590297 410K 2021-11-2821:21:24 Auto 62008409839c453cfaf72b04c7d fefc Auto backup Details
G1PHB6Y00926B_1637909349053 367K 2021-11-26 15:49:09 Manual 21¢11562a6389e926abc30b3e1020a3f Manual backup Details
G1PHB6Y00926B_1637909344918 367K 2021-11-26 15:49:05 Manual 21¢11562a6389e926bc30b3e1020a3f Manual backup Details
G1PHB6Y009268_1636347035662 296K 2021-11-08 13:50:36 Auto 150622809a82a3d37019db3dc09871 BE/<y 5T yT Details

F Page (1 Jor1 Next ([0s JTotar7
R—— nauwew po— o P teomonesiuss o aoue vt cvermie e e
Ruiie &
Compare
G1PHB6Y00926B_1638524742810.txt G1PHB6Y00926B_1638820087775.txt
18| black-white-list 18| black-white-list
191 191
20 http redirect port 443 20 http redirect port 443
21 web-auth sta-perception enable 21 web-auth sta-perception enable
22| web-auth sta-preemption enable 22 web-auth sta-preemption enable
23| web-auth acl white-url waw.facebook.com 23 web-auth acl white-url www.facebook.com
24/ web-auth acl white-url connect.facebook.net 24 web-auth acl white-url connect.facebook.net
25 web-auth acl white-url staticxx.facebook.com 25 web-auth acl white-url staticxx.facebook.com
26| web-auth acl white-url graph.facebook.com 26 web-auth acl white-url graph.facebook.com
27/t 27(1
28 web-auth template wifidog 2 wifidog 28 web-auth template wifidog 2 wifidog
29 ip 172.18.18.1 29 ip 172.18.18.1
30 nas-ip 1.2.3.4 30 nas-ip 1.2.3.4
31 url http://cloudtest-eu.ruijienetworks.com/service/tre69servliet 31 url http://cloudtest-eu.ruijienetworks.con/service/tre69servlet
32 redirect js 32 redirect js
33 gateway-id 11111111111111111111111111111111111111111111111111111 33| gateway-id 11111111111111111111111111111111111111111111111111111
341 341
35 cwmp 35| cump
36 acs url http://172.18.21.252/service/acs/G1PHB6Y@9268 36 acs url http://172.18.21.252/service/acs/G1PHB6Y@09268
37| cpe inform interval 180 37| cpe inform interval 180
38 timer cpe-timeout 90 38 timer cpe-timeout 90
391 391
10 Tservicedhes 48 ip dhcp pool macc_sta_pool
a0+ 41 network 10.233.1.0 255.255.255.0

Device Details

| AP Info

SN : G1QHIXWO000486 MAC: 9c2b.a67c.84c9 MGMTIP: 192.168.1.10
Model : RG-MA2810 Config Status : Synchronized

Hardware Version: V2

Firmware Version : MA_1.3(1)B5P9, Release(10151720), Revision(a8980da77)

Alias: #

Description: #

ssip: C

Overview Configuration Diagnosis Back up Device Log

| Configuration Backup List

Current Back up ][ Download ] Restore [ Delete ][ Compare

Description

File Name File Size Time Mode MD5

Manual backup ] l v | l x l

G1QHIXW000486_1678871051098 1.79K 2023-03-15 18:04:15 Manual 5f0e611a731194eb48

G1QHIXW000486_1678866719751 192K 2023-03-15 16:52:17 Manual 5061801604397 1£3c4074bfc327e Manual backup

Total: 2

® Device Log

The device log records the historical operations, and currently supports the online/offline records, restart records, and

upgrade records, and supports queries based on the log type and period.
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Hardware Version: V2

Firmware Version : MA_1.3(1)B5P9, Release(10151720), Revision(a8980da77)
Alias: #

Description: ¢

ssip: C

Overview Configuration ~Diagnosis Back up Device Log

| Device Log

1ype‘ Updated at Content
Reboot 2023-03-20 14:52:09 Device restart
Upgrade 2023-03-20 14:52:09 Device version from MA_1.3(1)B5P9, Release(10151417), Revision(6e890e6¢8) to version MA_1.3(1)B5P9, Release(10151720), Revision(a8980da77)
Reboot 2023-03-17 11:07:23 Device restart
Reboot 2023-03-15 17:59:07 Device First connect to MACC or MACC address change

Online/Offline  2023-03-15 17:59:01 Device online

Online/Offline  2023-03-15 17:40:07 Device offline. The final time when it sends packets to MACC is: 2023-03-15 17:31:07(It is an estimated value. The deviation is 1 minute.)
Reboot 2023-03-15 17:26:17 Device First connect to MACC or MACC address change

Online/Offline  2023-03-15 17:26:11 Device online

Online/Offline  2023-03-15 17:15:07 Device offline. The final time when it sends packets to MACC is: 2023-03-15 17:06:07(It is an estimated value. The deviation is 1 minute.)

Upgrade  2023-03-1510:40:58  Device version from MA_1.3(1)B5PS, Release(10150810), Revision(b7b9961fd) to version MA_1.3(1)B5P9, Release(10151417), Revision(6e890e6¢8)

Page f Total: 44

5.6.1.3 Basic AP Operations

® Add AP

Select the network, and click Add. Both batch import and manual add are supported.

Ruyle MONITORING CONFIGURATION MAINTENANCE o 6 ® o6
EQ | evytest
ALL v JAPAN_V1.4.1_APART_DISA... v [ Search Network Q ] [ Manage Network H Take over Nefiwork [ Unbind Device l
) DASHBOARD
& Topotogy &8 | AP List AuoRefresh: @) S 2 8 - X
O MESH SN, Room, Building Name, Remark Q
Add 0 Selected Abnormal MESH Network Note @ Room, Building Name, Remar
B ALARM
Online Status
SN Alias Config Status Network RoomBuilding NameRemark MAC MGMTIP  EgressiP  Clients Firmware Versior
REPORT 4 “
Nework @ Online G1PHB6Y00926B  AP680CD  synchronized  JAPAN_V1.4.1_APART_DISABLE_SUB1/JAPAN_V. s o - c0b8.e67e.d679 192.168.1.3 1921682195 -  AP_RGOS 11.9(4)B2, Releast
etwol
Voucher F Page [ 1 Jof1 Next Last (0. JTotat 1
&8 DEVICE
AP
Ac B3
Switch
Gateway

WiFi Router £

A CLIENT

Non-apartment Scenario

To batch import APs, click Download Template to download the template, enter AP information, and click ‘.xIs’ File to

import the template.
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Rull’e \a(i MONITORING CONFEIGIHRATION MAINTENANCE

Download and fill in the template. Up to 200 records can be imported

N

M

Add Device

To manually add APs, click Add a Device, enter SN and alias of the AP, and click OK. Click * toadd multiple APs.

RuyTeJ-cs MONITORING  CONFIGURATION  MAINTENANCE

Batch Import

Apartment Scenario

To batch import APs, click Download Template to download the template, enter AP information, and click ‘.xIs’ File to

import the template.

Ruyle (5] MONITORING CONEIGIIRATION MAINTENANCFE

Download and fill in the template. Up to 200 records can be imported

e

Ny

" xis" File Download Template

Click to select devices parsing_rule ( Deafult Template )
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Model: device model, optional

SN: device serial number, mandatory
MAC: device MAC address, optional
PN: device part number, optional

SSID/SSID Password: support up to 4 SSIDs/SSID passwords, and each SSID and password need to be separated by

“»

., optional

Alias: device alias, optional

Room: the room that installs the device, optional

Building Name: the building that installs the device, optional

Remark: device remark, optional

You can also customize the template in EXCEL file to import devices. In order to parse the EXCEL file correctly, you should

first create and specify the parse role.
Step 1: Click Click to select devices parsing rule, and a new window pops up.

There will be one default rule.

1@ Add

2| Check Name SnPosition SsidPosition SsidPasswordPosition RoomPosition  BuildingNamePosition RemarkPosition Action I
© default B2 E2 F2 H2 12 J2 GO
O 0619 A2 c2 D2 B2 Go®

3] O 061901 E2 H2 12 B2 c2 D2 4o
O chu_test_21 N14 P14 R14 F14 c14 D14 Gow®
O define P3 R3 T3 H3 D3 F3 GOoOE

5 Previous 1/5 | Next

1. Add button: Add a new rule
2. Menu bar: Display rule content
® Name: User defined name
® snPosition: Specify the starting position of SN in template
® ssidPosition: Specify the starting position of SSID in template
® ssidPasswordPosition: Specify the starting position of SSID’s password in template
® roomPosition: Specify the starting position of room number in template
® buildingNamePosition: Specify the starting position of building name in template

® RemarkPosition: Specify the starting position of remark in template
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6 If an entry is left empty, it will not be imported when importing the template.

XUser can customize the EXCEL parsing rule from columns A to Z and rows 1 to 15.
3. Check box: Only one rule can be selected at a time

4. Rule control button:

e U

: Edit the rule

o ©

: Delete the rule

o &

: Set the rule as default rule

5. Page up and down button

Step 2: Import device by custom EXCEL file.

Ruiie & MONITORING ~ CONFIGURATION  MAINTENANCF

Download and fill in the template. Up to 200 records can be imported

~
L

[ 1
e Fie

Download Template:

Click to select devices parsing rule ( default )

Name SnPosition idPositi iti iti ildi i it Action
default B2 o
0619 A2 GoE
061901 GoE
chu_test_21 Go®

define

Previous | 1/5

® Moveto

Select one or multiple devices in the AP List, click More > Move to, select the new network and click OK.

Ruijie & MONITORING ~ CONFIGURATION  MAINTENANCE ®n 0 ®8 0
EQ | ewytest
ALL v JAPAN_V1.4.1_APART_DISA... v [ Search Network Q ] [ Manage Network H Take over Network [ Unbind Device ]

) DASHBOARD

& TopoLogy &8 | AP List AutoRefresh: @) © ¢ 32 - X
(4]
o MESH [ Add ] Web CLI [ eWeb H More ~ ] 1Selected Abnormal MESH Network Note @ SN, Room, Building Name, Remark  Q
& ALARM
Online Status Iove to
“onfig Status Network RoomBuilding NameRemark ~ MAC MGMTIP  EgressIP  Clients Firmware Versior

REPORT . Delete 4

— @ Oniine 611 Reboot Synchronized  JAPAN_V1.4.1_APART_DISABLE_SUB1/JAPAN.V.. - - cObB.e67e.d679 192.168.1.3 1921682195 -  AP_RGOS 11.9(4)B2, Releast

letwol

Voucner Page [ 1 |of1 Next Last (0« JTotal: 1
S DEVICE

AP

Ac BEm

Switch

Gateway

WiFi Router £

R CLIENT
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RUljle &ES'\ MONITORING CONEIGIRATION MAINTENANCE

Select Network

&

default

JAPAN_APART-BRIDGE_2000000000000... +

&

JAPAN_APART_ROUTER_20000000000..

&

MA2810_HOTEL_MAIN

&

(o) (e ] (o) [

® Delete

Select one or multiple devices in the AP List, click More > Delete and click OK.

Ruijie MONITORING ~ CONFIGURATION  MAINTENANCE 5 0 © o

FR ) evytest
ALL v JAPAN_V1.4.1_APART DISA... v [ Search Network Q ] [ Manage Network ][ Take over Nefiwork [ Unbind Device l

) DASHBOARD

& TopoLogy &8 | AP List AutoRefresh: @) © 2 3 - X

]
MESH [ Add H Web CLI H eWeb H More ~ ] 1 Selected Abnormal MESH Network Note @ SN, Room, Building Name, Remark Q

B ALARM
Onine Status Move o

REPORT ) Delete
@ Online Gl pepoot Synchronized ~ JAPAN_V1.4.1_APART_DISABLE_SUB1/JAPAN_V. - - - cObB.e67e.d679 19216813 1921682195 -  AP_RGOS 11.9(4)B2, Releast

onfig Status Network RoomBuilding NameRemark MAC MGMTIP  EgressIP Clients Firmware Versior

ol

Network

Voucher First revious Page | 1 of1 Next Last (f0« JTotal:1

DEVICE

oo

AP

ac £
Switch
Gateway

WiFi Router Z8

SR CLIENT

® Reboot

Select one or multiple devices in the AP List, and click Reboot.

MONITORING MAINTENANCE O 0 ® o
ER | ewytest
ALL v JAPAN_V1.4.1_APART_DISA... v [ Search Network Q J I Manage Network H Toke over Netuane | | Unbing Device ]
) DASHBOARD
& TopoLogy &8 | AP List AutoRefresh: @) & 2 31 ~ 2
O MESH SN Iding N kK Q
Add Web CLI eweb More ~ | 1Selected Abnormal MESH Network Note @ SN, Room, Building Name, Remari
& ALARM
Online Status Move to
Zonfig Status Network RoomBuilding NameRemark ~ MAC MGMTIP  EgressIP  Clients Firmware Versior
@ REPORT 4 Delete 4
Network @ Oniine G1| Reboot I§ynchromzed JAPAN_V1.4.1_APART_DISABLE_SUB1/JAPAN_V. - - - cOb8eb7eds79 19216813 1921682195 -  AP_RGOS 11.9(4)B2, Releast
etwol
Voucher Previous Page [ 1 Joft Next (r0aJTotat: 1
S DEVICE
AP
Ac m
Switch
Gateway
WiFi Router £X8
R CLIENT
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5.6.2 AC (beta)

5.6.2.1 AC List

The AC List displays basic device information, including online/offline status, SN, MAC, alias, management IP, Egress IP,

offline time, network, model, firmware version, and description.

Ruy’lé@ MONITORING ~ CONFIGURATION ~ MAINTENANCE ~ OTHER ® 5 0 ©® o
ER | 00003 v
ALL v [ Search Network Q l [ Manage Network H Take overweﬁﬁ Unbind Device ]

) DASHBOARD

& TopoLogy B | AC List (Click"SN"to view details Auto Refresh: o Bn-x
-
D MESH [ Add ][ Web CLI H eWeb ][ Upgrade H More + ] 0 Selected SN, Alias, Description Q
A ALARM y . . - y
Status . SN MAC  Alias APISTA ManagementlP  EgressIP  LastSeeOn  Network Model Firmware Version Description  Action
REPORT @ Not Online Yet ACKKO1 Empty AP/STA List = ac Empty o
Network Firs Previous Page [ 1 |of1 Next Last (10a JTotar1
Voucher
8 DEvICE
AP
Ac 2B
Switch
Gateway

WiFi Router ZX8

SR CLIENT

. . . . Auto Refresh: @l . .
The AC List automatically refreshes every minute. Click to enable/disable the auto refresh function.

Above the list are the Add, Web CLI, eWeb and Upgrade functions. Click to display Reboot, Export and Delete
functions. For more information, refer to Basic AC Operations.

The Search function supports fuzzy queries based on the serial number, alias and description.

5.6.2.2 Device Details

Click the serial number in the device list to open the details page for a single device.
® eWeb

Click eWeb to open the eWeb system in a new window.

Ruijie

Device Details

SN: ACKKO1 MGMT IP

Firmware Version

| Device Config

[ ) o)

| Configuration Backup List

[ Current [ Back up Download ][ Delete [ Compare |0 Selected

File Name File Size Time Mode Description Action

No Data

of 0 [ 10~ JTotal0
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Device Details

SN: ACKKO1 MGMT IP

Firmware Version

| Device Config

[ eWeb JI Telnet I‘ Tunnel 1

| Configuration Backup List

l Current H Back up H Download H Delete H Compare |0 Selected

File Name File Size Time Description Action

[ 10 ]Total:0

Click Telnet to connect to AC by Telnet protocol. Enter CLI commands to configure the AC.

Message

®© Create succeeded. You can operate below or log in with other tools (e.g. PuTTY).

Host: 35.198.116.32
Port: 10637
Expired at: 2019-02-25 22:29
f the tunnel cannot be used, please re-create it. Switching character encodings will lead to Telnet reconnection
Character Encoding:| UTF-8  GBK = Open in New Window

User: \n\n\@33[1mTimedout due to lack of activity.\e33[6m
\033]_;:notice|Timedout due to lack of activity.\ee7
bPress Ctrl-C to close this terminal]

® Tunnel

Device Details

SN: ACKKO1 MGMT IP:

Firmware Version

| Device Config

eWeb H Telnet ]I Tunnel I

| Configuration Backup List

[ Current [ Back up H Download I Delete [ Compare |0 Selected

File Name File Size Time Description Action
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® Refresh

[WebCL\ ][ eWeb H Telnet ][ More ~ ]

Basic
Alias: HLSABZHL §_aazqaz_1231.,.‘,~
. - o = /s) J) @ ® xraer
Connected Disconnected Disabled PPPOE StaticIP DHCP PoE Power Error Copper SFP MGMT Password: e
Model: WS6008
cuT 2

3 B s 6 7 s * o
SN: G1MW50R00009B

. - . - . . . - - - MAC: 00d0.8ab.2416
Firmware Version:  AC_RGOS 11.9(6)B1, Release(07240604)
MGMT IP: 172.18.23.165

Overview  Port  Config  Tunnel Description: e

| CPU & Memory Usage | Device Status | Connectivity Last24 Hours  Last7 Days

CPU Memory Online Status

Online Clients

Active Clients 19:00

Today~ | ©

® Port Panel
Ruijie Basic 2 © ©
Alias: BUSABTIT(E_gazqaz_1231.. »
] [ ] L 2] ()] 0 & ® i
Connected Disconnected Disabled PPPoE StaticIP DHCP PoE Power Error Copper SFP MGMT Password: TR
Model: WS6008

oG baEaE N
MAC: 00d0.78ab.2416

Firmware Version:  AC_RGOS 11.9(6)B1, Release(07240604)

MGMT IP: 172.18.23.165

Overview  Port  Config  Tunnel Description: e

| CPU & Memory Usage | Device Status | Connectivity Last24 Hours  Last 7 Days
CPU Memory Online Status Offline
Online Clients 0
Active Clients 0 15:00 19:00 23:00 3:00 7:00 11:00

Today~ | &

The port panel imitates the actual AC panel, displaying the port type and status.

® Basic

57



User Guide

Ruijie

] [ ] ]
Connected Disconnected Disabled

Basic
Alias:
B & O @ %
PPPOE StaticIP DHCP PoE Power Error Copper SFP MGMT Password:

nauT 2

&

Ak AEA NN
MAC:

Model:

Overview Port Config Tunnel

| CPU & Memory Usage

Memory

| Device Status

Online Status
Online Clients

Active Clients

Firmware Version:

HLSABTT & _qazqaz_1231...
wenrer f

WS6008

G1MW50R00009B

00d0.18ab.2416

AC_RGOS 11.9(6)B1, Release(07240604)

MGMT IP: 172.18.23.165
Description: e
| Connectivity Last24 Hours  Last 7 Days
Offline
0
0 15:00 19:00 23:00 3:00 7:00 11:00
Today v S

Basic information includes the alias, model, SN and other information. Alias, MGMT Password and Description can be

edited.

® Overview > CPU & Memory Usage

Ruijie Basic ® © ©
Alias: BLSABTIT & _qazqaz_1231... »
& ] L] ® S O & ® I
Connected Disconnected Disabled PPPoE StaticIP DHCP PoE Power Error Copper SFP MGMT Password: e

Model: WS6008

et 2 ) . s . 7 s * o

AoAEEEEE Lo
MAC: 0000.18ab.2416

Firmware Version: ~ AC_RGOS 11.9(6)B1, Release(07240604)

MGMT IP: 172.18.23.165
Overview  Port  Config  Tunnel Description: 4
| CPU & Memory Usage | Device Status | Connectivity Last24 Hours  Last 7 Days
Memory Online Status Offline
Online Clients 0
Active Clients 0 15:00 19:00 23:00 3:00 7:00 11:00
Today~ |

CPU & memory usage are displayed here.
® Overview > Device Status

Device status includes online status, online clients and active clients.
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Ruijie - > © o
Alias: BUSABCIT B _gazqaz_1231... »
] [ ] [ ] ® © o) % ) o
Connected Disconnected Disabled PPPOE StaticIP DHCP PoE Power Error Copper SFP MGMT Password: e
Model: WS6008

Ao bhEAaAE BN o
MAC: 00d0.18ab.2416

Firmware Version: ~ AC_RGOS 11.9(6)B1, Release(07240604)

MGMT IP: 172.18.23.165
Overview  Port  Config  Tunnel Description: I'd
| CPU & Memory Usage | Device Status | Connectivity Last24 Hours | Last 7 Days
CPU Memory Online Status Offline
Online Clients 0
Active Clients 0 15:00 19:00 23:00 3:00 7:00 11:00

Today~

®  Overview > Connectivity

Connectivity refers to the connectivity (online status) between AC and Cloud Service within a period (1 day or 7 days).

Ru']’e Basic ® © ©
Alias: HLSABTTE_qazqaz_1231...
. . 5 e ,sJ Jj ® ® - xxrrn
Connected Disconnected Disabled PPPOE StaticIP DHCP PoE Power Error Copper SFP MGMT Password: e
Model: WS6008

Ao EbEbEE BN
MAC: 00d0.18ab.2416

Firmware Version: ~ AC_RGOS 11.9(6)B1, Release(07240604)

MGMT IP: 172.18.23.165

Overview  Port  Config  Tunnel Description: e

| CPU & Memory Usage | Device Status | Connectivity Last24 Hours | Last7 Days
CPU Memory Online Status Offline
Online Clients 0
Active Clients 0 15:00 19:00 23:00 3:00 7:00 11:00

Today v S

® Overview > CPU/Memory Summary

CPU/memory summary over the 24 hours are displayed.

Ruijie ® © ©

Last 24 Hours  Last 7 Days

20
2020-04-07
CPU:01
0 Memory

| Log Record DeviceLog ~ Config Log

Type . Updated at Content

Online/Offline 2021-12-13 17:33.07 Device offine. The final time when it sends packets 1o MACC is: 2021-12-13 17:24:07(1t is an estimated value. The deviation is 1 minute )
Reboot 2021-12-13 11:07:43  Device restart

Online/Offine 2021-11-24 20:35:16 Device online

Online/Offline 2021-11-2420:30:07  Device offline. The final time when it sends packets to MACC is: 2021-11-24 20:21:07(It is an estimated value. The deviation is 1 minute.)
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® Overview > Device Log

Ruijie

Log Record

Config Log

Type
Online/Offline
Reboot
Online/Offline
Online/Offiine
Online/Offline
Online/Offline
Reboot
Online/Offline
Online/Offline

Reboot

4

Updated at
2021-12-13 17:33:07
2021-12-13 11:07:43
2021-11-24 20:35:16
2021-11-24 20:30:07
2021-11-02 20:52:08
2021-10-29 11:35:06
2021-10-27 21:40:31
2021-10-18 19:41:32
2021-10-18 19:39:07

2021-10-14 19:42:21

Content
Device offline. The final time when it sends packets to MACC is: 2021-12-13 17:24:07(It is an estimated value. The deviation is 1 minute.)
Device restart
Device online
Device offline. The final time when it sends packets to MACC is: 2021-11-24 20:21:07(1t is an estimated value. The deviation is 1 minute.)
T RBHTAY 54 VIR Y Lz
T RBHHTAY 54 VI=RY L1z
T AOBER
TrARF VT4
T ApF T 54 YT MACCI=/i7 v b ZEET 2BEERIZ2021-10-18 193007 TH(CAIFEEETH Y. 190FRELSBYET)

T 134 25 5MACCA DBIIDIEFF 12(EMACCT KL ADEE

Previous

Page 1

of 2

Next

Last

[ 0< JTota 18

The device log records the historical operations, including online/offline, restart, upgrade and VLAN change,

queries based on log type and time.

® Overview > Config Log

Ruijie

and supports

I Log Record Device Log
uH ul[@Searcn] <N~
Operation Type Started at Ended at Status Description Details

+ Configure device name 2021-11-08 12:05  2021-11-08 12:05 Frid 26 CEEIEE TS . T RERBVSABF < £_gazgaz_1...
+ Cloud O&M config 2021-11-0220:52  2021-11-02 20:52 Succeeded 04 EY 2 —JL[AC common log,AC interface ...
oy Device first online 2021-11-0220:52  2021-11-02 20:52 T4 RG
+  Update device Web password ~ 2021-11-0220:43  2021-11-0220:43  Succeeded  Web¥ —E R:[true]. Webm 54 > /SX7— K...
+  Update device Web password ~ 2021-11-0220:43  2021-11-02 20:43 Succeeded  WebH—E R:[true). WebO &' > /827 —F...
+ Configure device name 2021-11-0220:38  2021-11-02 20:38 Fri4 R:G ; AR T/ A . Frid RB@FH LS AH 1 { E_gazgaz)i=...
et Update device Web password ~ 2021-11-0220:19  2021-11-02 20:19 Succeeded  Web%—E Z:[true]. WebQ ' > /SR7—F...
+  Update device Web password ~ 2021-11-0220:19  2021-11-02 20:19 Succeeded  Web%—E R :[true]. WebQ %' > /SR7—F...
+  Update device Web password  2021-11-0220:18  2021-11-0220:18  Succeeded  Web¥ —E R:[true]. Webm 54 > /SX7—K...
+  Update device Web password  2021-11-0220:18  2021-11-02 20:18 Succeeded  Web%—E R [true]. Weba s /iR T—F...

First Page [ 1 |of6 Next Last Total: 55

The Config log records the historical configuration delivery, and supports queries based on status and time.

® Port > Speed Summary
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v MGMI I 121823165
Ruijie . 2
Y Overview  Port  Config  Tunnel Description 4 © o
| Speed Summary [Gio/1 v|@ o
Aug SpeediMeps) Uplnk (- Downlink
002
00
001
0008
100751 1754 120757 133000 144803 153807 170810 IMIBII 192816 203819 214822 25826 000329 OVIBI (2205 UMM OAABA1  OSSMMS  O70RAD  ORTAS1  ORaRSM
T Port
Port Name Admin Status . Status Duplex Mode Port Type VLAN POE Status
Gion Enabled Disconnected Disconnected Access 1 Unsupported
G2 Enabled Connected(1000M) Full-duplex Access 1 Unsupported
Gio3 Enabled Disconnected Disconnected Access 1 Unsupported
Giovi4 Enabled Disconnected Disconnected Access 1 Unsupported
Giors Enabled Disconnected Disconnected Access 1 Unsupported
Gio's Enabled Disconnected Disconnected Access 1 Unsupported
L
. . . . . . A
Uplink & downlink speed of port are displayed. This page supports queries based on day, week and month. Click to
refresh the summary.
® Port > Port Status
Port information includes port name, VLAN etc.
WGHTIP 1721823165
Ruijie - 2 (2]
Y Overview  Port  Config  Tunnel Description 4 ©
| Speed Summary [Gio/1 v|@ o
Avg SpeediMeps) Upink () Downink
002
ans
a0
Q00
100781 1754 12757 133800 144803 155807 170610 1RIB1I 19316 203019 214622 225026 000929  O0VIB32 (20835 0MBSD  OMdBd1  OSSM45  0704B  OMBSI  ORZBSA
| Port
Port Name Admin Status 4 Status Duplex Mode Port Type VLAN POE Status
[ Enabled Disconnected Disconnected Access 1 Unsupported
Gio2 Enabled Connected(1000M) Full-duplex Access 1 Unsupported
Gior3 Enabled Disconnected Disconnected Access 1 Unsupported
Gio/a Enabled Disconnected Disconnected Access 1 Unsupported
Giors Enabled Disconnected Disconnected Access 1 Unsupported
Gi06 Enabled Disconnected Disconnected Access 1 Unsupported

® Config > AC Configuration Backup List

The backup records include configuration file name, size, time, mode and MD5.
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Basic
—
Ruijie Alias: HUSABTY CE_qazqaz 1231... 4 ® ©®© ©
] ] 0 B S o & %
Connected Disconnected Disabled PPPOE StaticIP DHCP PoE Power Error Copper SFP  MGMT Password: ’4
Model: WS6008

A EEh SR NN
MAC: 00d0.78ab.2416

Firmware Version:  AC_RGOS 11.9(6)B1, Release(07240604)

MGMT IP: 172.18.23.165
Overview  Port  Config  Tunnel Description: I'd
| Backup List
AP
[ | (oo ) (o | [ | [ oo ] [omowe | 0 ke
O s
File Name File Size  Time Mode MD5 Description Action
G1MW50R00009B_1636380061312.txt 2479 Auto 17ca0bee399fcef0ch5b60fae56daal0 Empty Details
G1MW50R00009B_1635948065989.txt 2450 Auto 012231761fa21e21606a1edfb4d7da91 Empty Details
G1MW50R00009B_1635861662362.txt 2465 Auto eaf4961a0885619e18ff51ba064ba752 Empty Details
G1MW50R00009B_1635853931692. txt 2468 Auto a03dd3077176081251e834498c497ad9 Empty Details
F Page of NaN Next Last (10« JTotar4

Click Current to display the current configuration. Click Back up in the Config Details page to back up the current

configuration.
— Basic
Ruijie SIS N0 © ©
o - Config Details
Connected Disconnected Disabled 4
pos
smouT 2 1
. V50R000098
Building configuration f8ab 2416
Current configuration: 5378 bytes IGOS 11.9(6)B1, Release(07240604)
8.23.165
Overview  Port  Config T4 | version AC_RGOS 11.9(5)B1, Release(06240613)
hostname ac177
| Backup List !
wian-config 1 ACtest1
AC AP
ssid-code utf-8
D dan-based Smit tre data-rat burst-data-rat
o p P 0 200 200 om.
wlan-based per-user-imit down-streams average-data-rate 200 burst-data-rate 200 7]
Filg Description Action

G1MW50R000098_1636384 Backup | | Empty Details

G1MWS50R00009B_163594SU5598TRY 750 ac) A4 Empty Details

G1MW50R000098_1635861662362 txt 2465 Auto ©al4961a0885619e18151ba064ba752 Empty Details

G1MW50R00009B_1635853931692.txt 2468 Auto a03dd3071116081251e834498c49fad9 Empty Detalls

l 10 o Total: 4

Click Back up and then click OK in the message box to back up the current configuration.
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[ Web CLI H eWeb H Telnet ] [ More ¥ ]

Basic
Alias: BUSABTITE_gazgaz_1231... »

B S O £2 %

PPPOE StaticIP DHCP PoE Power Error Copper SFP MGMT Password: s

] L]
Connected Disconnected Disabled

. : . . . X = = Model: WS6008
Ak AhEA N
MAC

Firmware Version: AC_RGOS 11.9(6)B1, Release(07240604)

G1MW50R00009B
00d0.18ab.2416

Overview  Port  Config  Tunnel

| Backup List

AC AP

[ Current “ Back up ” Download H Restore ] Del
—— 7

File Name
G1MW50R00009B_1636380061312.txt
G1MW50R00009B_1635948065989. txt

G1MW50R00009B_1635861662362.txt

Message

Are you sure you want to back up the current
configuration?

MGMT IP: 172.18.23.165
Description: e

File Size Time Mode

2479 Auto

2450 Auto

2465

MD5 Description

17calbee3991cef0ch5b60fae56daatl0 Empty
012231761fa21e21606a1edb4d7dad1 Empty

eaf4961a0885619e181151ba064ba752 Empty

<

Action
Details
Details

Details

Select one record, and click Download to download the configuration file.
Select one record, and click Restore to restore the current configuration.
Select one or multiple records, and click Delete to delete the backup record.

Select two records, and click Compare to compare the differences

txt G1MW50R00009B_1636380061312.txt

version AC_RGOS 11.9(6)B1, Release(87240604)

version AC_RGOS 11.9(6)B1, Release(07240604)

2 hostname AE-6888

H

hostname $# WL 3 XH Z 1 ¥_gazqaz_12312_gazq

4 wlan-config 1 11121

ssid-code utf-8
6 !
7 ap-group default

interface-mapping 1 1 ap-wlan-id 1
9|!
) ap-config all

!

2 ac-controller
wgos fs enable
no ac-control disable

4 wlan-config 1 11121

ssid-code utf-8

!

ap-group default

interface-mapping 1 1 ap-wlan-id 1

ap-config all
1
ac-controller

uqos fs enable
no ac-control disable

country CN 5 country CN

802.11g network rate 1 disabled 6 802.11g network rate 1 disabled
.11g network rate 2 disabled 7 862.11g network rate 2 disabled
.11g network rate 5 disabled 8 802.11g network rate 5 disabled
.11g network rate 6 supported 9 802.11g network rate 6 supported
.11g network rate 9 supported 802.11g network rate 9 supported
.11g network rate 11 mandatory 862.11g network rate 11 mandatory
.11g network rate 12 supported 882.11g network rate 12 supported
.11g network rate 18 supported .11g network rate 18 supported
.11g network rate 24 supported 802.11g network rate 24 supported

G1MW50R00009B_1635861662362.txt eaf4961a0885619e18ff51ba064ba752 Details

® Config > AP Configuration Backup List

The backup records include configuration file name, size, time, mode and MD5.
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Ruijie ®» ©® ©
Basic
Alias: HLSABTI (E_gazqaz 1231..
a & & ® 5 O & # R
Connected Disconnected Disabled PPPOE StaticIP DHCP PoE Power Error Copper SFP MGMT Password: e

Model: WS6008
GHT 2

Ok AEA NN ot
MAC: 00d0.78ab.2416

Firmware Version: AC_RGOS 11.9(6)B1, Release(07240604)

MGMT IP: 172.18.23.165
Overview  Port  Config  Tunnel Description: 4
| Backup List
AC
[ Download H Delete H Compare ] 0 Selected
<o 8-
File Name File Size Time  Mode MD5 Description Action
G1MWS50R00009B_1639231202072.txt 8 Auto 676e661fee70ea31168a5919cddc4T06 Empty Details
G1MW50R00009B_1639144869712.txt 2479 Auto 17calbee399fcef0cb5h60fae56daal0 Empty Details
G1MWS50R00009B_1635853931790.txt 8 Auto 676e661fee70ea31168a5919cddc4f06 Empty Details
et Page of NaN Next Last 0. Jlotal 3
® Tunnel > Create Tunnel
Select the tunnel type and click Create Tunnel. The tunnel types include Telnet, Web and SSH.
MGMT IP: 172.18.23.165
Ruijie N
/ Overview  Port  Config  Tunnel Description: e ® © o

| Create Tunnel

Type] Telnet
Telnet

Web
| Tunng_SSH

Local ~ Global
If the tunnel is unavailable, please close the tunnel and re-create it. If the re-created tunnel is still unavailable, please contact us for

support.
<
Type Host Port Destination Device Destination Port Expired at Status Action
eWeb 172.18.21.252 10000 Local 80 2021-11-24 19:45 Disabled -
eWeb 172.18.21.252 10001 Local 80 2021-10-20 21:41 Disabled -
eWeb 172.18.21.252 10000 Local 80 2021-10-18 1424 Disabled -
SSH 172.1821.252 10005 Local - 2021-10-14 2121 Abnormal -
eWeb 172.1821.252 10004 Local 80 2021-10-14 2121 Abnormal -
Telnet 172.18.21.252 10003 Local - 2021-10-14 21:21 Abnormal =
SSH 172.18.21.252 10002 Local - 2021-10-14 20:52 Abnormal -
Telnet 172.18.21.252 10001 Local - 2021-10-14 20:51 Abnormal -

® Tunnel > Tunnel List

Tunnel information includes tunnel type, host, port, destination device, destination port, expiration time and status. Click

Re-create in the Action column to re-create a tunnel.
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MGMI IF: 1/2.18.23.165

Tunnel Description: ke ® ® ©

Ruijie

Overview Port Config

| Create Tunnel

| Tunnel List
Local ~ Global
If the tunnel is unavailable, please close the tunnel and re-create it. If the re-created tunnel is still unavailable, please contact us for
support.
O

Type Host Port Destination Device Destination Port Expired at Status Action

eWeb 172.18.21.252 10000 Local 80 2021-11-24 19:45 Disabled -

eWeb 172.1821.252 10001 Local 80 2021-10-20 21:41 Disabled -

eWeb 172.1821.252 10000 Local 80 2021-10-18 14:24 Disabled -

SSH 172.18.21.252 10005 Local - 2021-10-14 21:21 Abnormal -

eWeb 172.1821.252 10004 Local 80 2021-10-14 2121 Abnormal -

Telnet 172.18.21.252 10003 Local - 2021-10-14 2121 Abnormal -

SSH 172.18.21.252 10002 Local - 2021-10-14 20:52 Abnormal -

Telnet 172.18.21.252 10001 Local - 2021-10-14 20:51 Abnormal -

eWeb 172.1821.252 10000 Local 80 2021-10-14 20:51 Abnormal -

eWeb 172.18.21.252 10000 Local 80 2021-10-1420:14 Abnormal -~

5.6.2.3 Basic AC Operations

® Add AC Network
Click CONFIGURATION > NETWORKS > Add Network to add AC network.

Ruy’lé 6&53 MONITORING CONFIGURATION MAINTENANCE

Add Network +Add Network

| Basic Basic Information

Name [ TestAC Name TestAC
Time Zone (GMT+9:00)Asia/Tokyo

Scenario
Type AC + FitAP

Apartment Location Not Bound

Time Zone [ (GMT+9:00)Asia/Tokyo

Type

o Cloud +AP AC +FitAP

ClaE

® Add

Click Add, enter the SN and Alias, and click OK to add an AC to the network. Only one AC can be added to a network.
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Ruy’léjaés MONITORING ~ CONFIGURATION  MAINTENANCE

MONITORI CONFIGURATION MAINTENANCE @ ® ©
ER | commonApar... ALL v TestAC v [ Search Network Q ] [ Manage Network H Take over Network [ Unbind Device ]
) DASHBOARD -
| AC List (Click "SN" to view detais) Auto Refresh: RS AR
& TopoLogy &8
[ Add H Web CLI H eWeb ” Upgrade ” More ~ ‘ 0 Selected SN, Alias, Description Q
D MmESH
A Status 4 SN MAC Alias AP/STA Management IP Egress IP  Last See On Network  Model Firmware Version Description  Action
ALARM
© Not Online Yet 12325885 m APISTA List - TestAC Empty @
REPORT
Fist | [Previous Page [ 1 Jof1 Next (1. JTotar1
Network
8 DEVICE
AP
Ac 3
Switch
Gateway

WiFi Router £28

SR CLIENT

® WebCLI

Select the device to be managed by CLI command, click Web CLI. The Web CLI page provides commonly-used CLI
commands on the left. Click the command, or manually enter the command and click Send. Only one AC can be configured

at a time.

MONITORING CONFIGURATION MAINTENANCE L a e ®© o

Ruijie

EQ | commonApar... v ALL v TestAC v [ Search Network Q ] [ Manage Network ][ Take over Network [ Unbind Device ]

) DASHBOARD .
| AC List (Click "SN" to view details) AutoRefresh: T 8% - ¥

& TOPOLOGY

[ Add ” Web CLI ” eWeb ” Upgrade H More ] 1 Selected SN, Alias, Description Q

D MESH
Status SN MAC Alias AP/STA Management IP EgressIP  Last See On Network  Model Firmware Version Description  Action

A ALARM 4
 Not Oniine Yet 12325885 11 APISTA List 5 TestAC Empty ]

First | [Previous Page [ 1 of1 Next Last (0~ JTotar: 1

REPORT
Network
8 DEVICE

AP

Ac Em
Switch
Gateway

WiFi Router I8

SR CLIENT

® eWeb
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Ruiie & MONITORING ~ CONFIGURATION ~ MAINTENANCE 0 e ® o
EQ | commonApar... ALL v TestAC v I Search Network Q ] [ Manage Network H Take over Network [ Unbind Device ‘

{3 DASHBOARD

| AC List (Ciick “SN" to view details Auto Refresh: RS
& ToroLogy 8
[ Add H Web CLI ” eWeb ” Upgrade ” More ~ ] 1 Selected SN, Alias, Description Q
D MESH
A Status ) SN MAC Alias AP/STA Management IP Egress IP  Last See On Network  Model Firmware Version Description  Action
ALARM
@ Not Online Yet 12325885 M APISTA List - TestAC Empty ]
REPORT
F Previous Page | 1 of 1 Next Last Total' 1
Network
&8 DEVICE
AP
AC
Switch
Gateway
WiFi Router X0
SR CLIENT

Select the device and click eWeb. The system will connect to AC and automatically open the eWeb page in a new window.

Ruijie AC Monitorin @ Config < Diagnosis % Maintenance _ SConfigWizard @ Q' Osystem.. R admin -

0% Favorites 0

@ ac177
& AC - Modek WS6812 SN: GIML11L000045

e AC_LOCATION
Virtual AC e85 eece.eel0

AC_RGOS 11.9(5)81, Release(06240613)

| AP Status

o e APs: 4
; 2020-04-01 2007:29
A sTA
5d14hs2min19s
B DHCP . 2020-04-07 10:59:47 ® Onik
Total 6400 / Used 0.0
@ Security
| STA Summary | SSID Summary
®24G @56
; 0
Current STAs
0 No data avallable
Peak STAs

Cumulative STAs

1200 18:00 0000 06:00

) 0.30% Last 300s | Last 1h | Last72h 258«

CPU Usage Memory Usage

If a tunnel is created successfully but the eWeb page does not automatically open, a message is displayed as below. The

user can manually click the link to open the page.

Message

©

The tunnel is created successfully and
the eWeb system is connected.
If the browser can not access the eWeb system:

1. please allow the browser to pop up windows.
2. please check if the proxy is turned on.

If the web configuration page does not open
automatically, please click here to open the

configuration page.

Click here to re-create the tunnel

® More > Reboot

Select the device in the AC List, click More > Reboot and click OK.
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Ruij MONITORING ~ CONFIGURATION ~ MAINTENANCE ~ OTHER ° g e ® ©
FR | 00003 v Soea] 2]
ALL v [ Search Network Q ] [ Manage Network ” Take over Network | Unbind Device ]
) DASHBOARD
& TopoLocy B | AC List (Click "SN" to view details Auto Refresh S B
-
© MESH [ Add H Web CLI ] eWeb H Upgrade I More + ] 1 Selected SN, Alias, Description Q
i ALARM
G ALAR Status . sIReb"‘“—l APISTA ManagementIP  EgressIP  Last See On  Network Model Firmware Version Description  Action
REPORT @ Not Online Yet AcK  Export ‘AP/STALisi - ac Empty ]
Network Delete
Voucher
8 DEVICE
AP
Ac 2B
Switch
Gateway
WiFi Router 228
R CLIENT

® More > Export

Select the device in the AC List, click More > Export.

| AC List (Ciick v 10 vie Auto Refresh: o B-"
[ Add ] [ Web CLI ] [ eWeb } [ Upgrade ] [ More ~ ] 0 Selected SN, Alias, Description Q
Reboot
Status . SN Alias AP/STA  ManagementIP  Egress IP Last See On Network
@ offline G1MW50R00 \3AH T { E_gazqaz_12312_gazq AP/STAList 172.1823.165 172.18.23.165 2021-12-1317:24:07 JP_V1.3.3_hotel_ac_&L\ 53 AH Tt
© Not Online Yet 12345678¢  Delete Empty APISTA List - Ac_Huge_test1
® More > Delete
Select the device in the AC List, click More > Delete and click OK.
| AC List (Click "SN" to view detals Auto Refresh: o By
[ Add H Web CLI H eWeb H Upgrade [ More ~ ] 0 Selected SN, Alias, Description Q
Reboot
Status . SN Alias AP/STA  ManagementIP  Egress IP Last See On Network
g Offline G1MWS50R00| EXpon N3 AB I E_qgazqaz_12312_gazq AP/STAList 172.18.23.165 172.18.23.165 2021-12-13 17:24:07 JP_V1.3 3_'1019|_ac_§)\)\ SABCH
© Not Online Yet 12345678 Empty AP/STA List : Ac_Huge_test1

5.6.2.4 AP/ STA List

Click AP/STA List to display AP and STA list.
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Ruy:encs MONITORING CONFIGURATION MAINTENANCE o o @6 ® ©
EQ | commonApar... v ALL v TestAC v [ Search Network Q ] [ Manage Network H Take over Network Unbind Device ‘
) DASHBOARD

| AC List (ciick"s 1o vie Auto Refresh < n-y
& TopoLogy B
[ Add H Web CLI H eWeb H Upgrade H More ~ ] 1 Selected SN, Alias, Description Q
9 MESH
& ALARM status . SN MAC Alias APISTA ManagementIP  EgressIP  LastSeeOn  Network Model Firmware Version Description  Action
© Not Online Yet 12325885 m - TestAC Empty o
REPORT
Firs Previous Page [ 1 |of1 Ne Last (0. JTotar1
Network
& DEVICE
AP
AC
Switch
Gateway
WiFi Router I8
R CHIFNT

Ruijie & MONITORING ~ CONFIGURATION  MAINTENANCE ®n 0 ® ©

ER i

| FitAP List L
{ DASHBOARD

MAC Name
& TopoLogy B
Online Status L, Wac SN P Alias Firmware Version Model Network Description

P
]

- MESH No Data

L ALARM
F Pre Page [ 0 o0 . La [1o.JTotat0
REPORT
Network 0 Selected
Voucher
=)
= DEVICE | STAList e .x

AP
Ac 3

Switch IP Client MAC  SSID  Online Time Uplink Speed Downlink Speed Speed  Uplink Traffic Downlink Traffic ~ Traffic Band RSSI Auth Mode  Access Type Channel Uptime

Gateway No Data

WiFi Router L8

SR CLIENT

0 Selected

5.6.3 Switch

5.6.3.1 Switch List

The Switch List displays basic device information, including the online/offline status, SN, MAC, alias, management IP &

public IP, offline time, network, model, firmware version and description.
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Ruijie &S MONITORING ~ CONFIGURATION  MAINTENANCE 5 e © o
ER | commonApar... v/
ALL v [ Search Network Q l Manage Network | | Take over Network | | Unbind Device
) DASHBOARD
& TopoLogy B | Unauthorized Switch List c o
D MESH SN Alias
£ ALARM N Alias status Network Added at Action
B REPORT No Data
Network F P Page [0 Joro Next ast Total: 0
Voucher
8 Dpevice | Switch List AuoRerresn: @) C 2 3 - X
AC
Online Staws N mac Alias MGMT 1P Egress P Last See On Network Model Firmware Version Description Action
Switch
@ Oniine 1234942570017 00do.18aa.bb43 0017 172.18.23.234 1721823234 - iok_jp_test XS-51930J-18GT2SFP-P XS1930J_RGOS 11.4(1)B70P18, Release(09162815) Empty o
Gateway _
! @ oftine 1234042570015 00008223374  CEEL 10216821200 1125433013 20210508 185607 ok jp_test XS-S1930)-18GT2SFPP  XS1030J RGOS 11.4(1)870P15 Empty
WiFi Router I8 _
@ ofine 1234042570016 00008223376 19300 1721823223 1721823223  2022:04-15140407  default XS-S19300-18GT2SFPP  XS1930J_RGOS 11.4(1)B70P17, Release(09140810) Emy @
/R CLIENT ©@NotOniine Yet 0118800000210 Xs-11 B WA / wewewewewe. Empty o
@Notoninevet 0118800000211 Xs-12 - W/ wewewewewe Empy @
© Not Oniine Yet 1188800000210 Xs-11 = 10211jok333 Empty o
©Notonine vet 1183800000211 Xs-12 5 1021/j0k333 Emty @
@nNotoninevet 1183800000212 xs-13 - 10211j0k333 Emy @
@NotonineYet 1188800000213 Xs-14 s 1021/jok333 Emy @
©Notoninevet 1183800000214 Xs-15 - 10211/j0k333 Emty @
Provous  Page [ 1 Jorn Net || Last Totak 329

Above the list is the Add Switch, Replace and Web CLI function. Click to display the Move to, Delete, and
Reboot functions. For more information, refer to Basic Switch Operations.

The Search function supports fuzzy queries based on the serial number, alias and description, and also supports queries

based on online/offline status.

5.6.3.2 Device Details

Click the serial number in the device list to open the details page of a single device. The page displays detailed device

information, including the port panel, basic information, overview, ports, config, PoE and diagnosis.
® Port Panel

The port panel imitates the actual switch panel, displaying the port type, status and speed.

Web CLI

ElUplink and downlink ports can not be selected at the same time.

& & ™ - & % % Switch Info
1G/10G/20G 10M/100M  Shutdown-port Shutdown-SVI Non-configurable PoE Power Error Blocking Uplink Copper SFP Alias: 121214

9 111315 17 192123 25 Model: XS-S1930J-24GT4SFP2GT-P
SN: 1234942570061

aR
'. - ---. MAC: 00d0.f822.334a

18 20 22 24 26 25 26 27 28

Firmware Version XS1930J_RGOS 11.4(1)B70P16,
Release(08201811)

Select Downlink Ports ] [ Deselect ]

MGMT IP: 192.168.21.20

Overview Ports Config PoE Diagnose Description: e

| CPU & Memory Usage | Connectivity Last1Day Last7Days

3:00 7:00

| Uplink | Speed Summary e <

When you point the mouse to a port, the traffic, speed and other information of the port will be displayed.
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[E)Uplink and downlink ports can not be selected at the same time.
Switch Info

% *
1G/10G/20G 10M/100M  Shutdown-port Shutdown-SVI Non-configurable PoE Power Error Blocking Uplink Copper SFP Alias: 12121 .4

XS-$1930J-24GT4SFP2GT-P

9 11315 17192123 25 Model:
SN: 1234942570061

[ ]
"" ' ..-. MAC: 00d0.f822.334a

1820 22 24 26 2526 27 28

Firmware Version:  X$1930J_RGOS 11.4(1)B70P16,
] Release(08201811)

[ Select Downlink Ports ] [ Deselect

MGMT IP: 192.168.21.20
e

PoE Diagnose Description:

Port Settings  (Port: Gi0/3, Gi0/3, Gi0/5)

Admin Status l Enabled VI Routed Port Unsupported

Duplex Mode [ Auto-negotiation V| Type ‘ Access V‘
Speed | Auto v| VLAN ID [1

Description [ I

PoE-Capable [ On vl

® Switch Info

Switch information includes the alias, model, SN, MAC address, firmware version, management IP and description. Alias

and Description can be edited.

B Uplink and downlink ports can not be selected at the same time.

% % - Switch Info
1G/10G/20G 10M/100M  Shutds P itd SVI N PoE Power Error Blocking Uplink Copper SFP Alias: 121214

1.3 5 7 9 11 1315 17 192123 25 Model: XS-81930J-24GT4SFP/2GT-P
SN: 1234942570061

[ ]
' .. .. MAC: 00d0.f822 334a

2 4 6 8 10121416 18202224 26 252627 28

Firmware Version:  XS1930J_RGOS 11.4(1)B70P16,
Release(08201811)

[ Select Downlink Ports ] [ Deselect

MGMT IP: 192.168.21.20

Description: e

Overview  Ports  Config PoE  Diagnose

| CPU & Memory Usage | Connectivity Last1Day Last7 Days

| Uplink | Speed Summary

® Overview > CPU & Memory Usage

[EUplink and downlink ports can not be selected at the same time
Y 1 & Switch Info

&2 %
1G/10G/20G 10M/100M  Shutd: port Shutd VI N PoE Power Error Blocking Uplink Copper SFP Alias: 121214

183 56 7 9 111315 17 192123 25 Model: XS-S1930J-24GT4SFP2GT-P
SN: 1234942570061

[
T AAAn MAC 00d0 /822 334

2 4 6 8 10121416 18 202224 26 252627 28

Firmware Version: ~ XS1930J_RGOS 11.4(1)B70P16,
Release(08201811)

[ Select Downlink Ports ] [ Deselect

MGMT IP: 192.168.21.20
4

Overview Ports Config PoE Diagnose Description:

| CPU & Memory Usage | Connectivity Last1Day Last7 Days

P _

| Uplink | Speed Summary
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®  Overview > Connectivity

Connectivity refers to the connectivity (online status) between Switch and Cloud Service within a period (1 day or 7 days).

Web CLI

ElUplink and downlink ports can not be selected at the same time.
Switch Info

] L L] % ®
1G/10G/20G 10M/100M Shutdown-port Shutdown-SVI Non-configurable PoE Power Error Blocking Uplink Copper SFP Alias: 121214

9 111315 17 192123 25 Model: XS-51930J-24GT4SFP/2GT-P

SN: 1234942570061

ARERE
"' ' ..-. MAC: 00d0.f822.334a

10 12 14 16 18 20 22 24 26 25 26 27 28

Firmware Version:  X$1930J_RGOS 11.4(1)B70P16,
Release(08201811)

Select Downlink Ports [ Deselect ]

MGMT IP: 192.168.21.20

Overview Ports  Config PoE  Diagnose Description: e

| CPU & Memory Usage | Connectivity Last1Day Last7Days

P _
3:00 7:00

| Uplink | Speed Summary o <

®  Overview > Uplink

Ruijie ® © ©

Py ]
@ 16:00 20:00 0:00 4:00 8:00 12:00

| Uplink | Speed Summary o -

Fort con Avg Spesd(Mbps) Uplink (- Downlink

Speed 1000M 0.012

Duplex Full-duplex 0.009

Uplink/Downlink ~ 1.11Kbps 5 56Kbps 0005

Speed@ 0.003

Uplink/Downlink 1 » v 0 0 v v 0 0 ? g —

T;m o 41.32KEA 2086545 16:45:14  19:30:20 221547 010055 034603 06:31:14 091632 120137  14:46:44

| Log Record Devicelog Configlog  PortLog
Type Updated at Content

4
Online/Offine 2022-01-06 11:51:02  Device online

Uplink information includes the port, speed, duplex, uplink/downlink speed and uplink/downlink traffic.
® Overview > Speed Summary

Speed summary includes the uplink/downlink speed summary over the past 24 hours.
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Ruijie ®» ©® ©

Py ]
16:00 20:00 0:00 4:00 8:00 12:00

| Uplink | Speed Summary o -
Porl Sk Avg Speed(Mbps) Uplink ()~ Downlink
Speed 1000M 0.012
Duplex Full-duplex 0.009
2 0.006
Uplink/Downlink 1.11Kbps 5.56Kbps
Speed@ 0.003
nlink 2, - O ? ? 0 P ? 3 e
?:;:‘:.W n 41.32KB4 200 65KBY 164514 193020 221547 010055 034603 063114 091632 120137  14:46:44
| Log Record Devicelog Configlog  PortLog
-
Type Updated at Content

4
Online/OfMine 2022-01-06 11:51:02  Device online

® Overview > Device Log

The device log records the historical operations, including online/offline, restart, upgrade, and VLAN change, and supports
queries based on log type and time.

11.c7 P27

| Uplink | Speed Summary o<

Avg Speed(Mbps) Uplink Downlink
25
2
15
1
05

Unsupported

16:04:55 18:26:18  20:47:31 23:08:50 01:30:01 03:51:06 06:12:15 08:33:23 10:54:34 13:15:55 15:37:19

| Log Record ConfigLog ~ Port Log

Type Updated at Content

Online/Offline 2021-11-16 15:40:42 Device goes online for the first time
Online/Offline 2021-11-16 15:39:18 Device goes online for the first time

Reboot 2021-11-1518:12:34 Device restart

Previous Page | 1 |oft

® Overview > Config Log

The config log records the historical configuration delivery, and supports queries based on status and time.
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2 |

15 |
1

05

Unsupported
I

1|

0 s =  E— i v G i T v ¥
16:04:55 18:26:18 20:47:31 23:08:50 01:30:01 03:51:06 06:12:15 08:33:23 10:54:34 13:15:55 15:37:19

| Log Record Device Log Port Log

i T

Operation Type Started at Ended at Status Description Details

Device first online 2021-11-16 15:40 2021-11-16 15:41 Succeeded Device: 1234942570061
Device first online 2021-11-16 15:39 2021-11-16 15:39 Aborted Device: 1234942570061
Update RLDP config 2021-10-22 20:12 2021-10-22 20:12 Succeeded /1 Z[1234942570061], %' 0—/%/LRLDP...
Update RLDP config 2021-10-22 20:12 2021-10-22 20:12 Succeeded 7/t R[1234942570061). %' 0 —/</LRLDP..
Configure DHCP snooping 2021-10-22 20:12 2021-10-22 20:12 Succeeded 754 R[1234942570061], DHCPRRX—E >
Configure DHCP snooping 2021-10-22 20:11 2021-10-22 20:12 Succeeded F /54 R[1234942570061], DHCPRRX—E>
Configure DHCP snooping 2021-10-22 20:11 2021-10-22 20:11 Succeeded 7754 R[1234942570061], DHCPRR—E> .
Switch config 2021-10-21 17:50 2021-10-21 17:50 Succeeded Device: 1234942570061;Web service switch: [...

Switch config 2021-10-21 17:50 2021-10-21 17:50 Succeeded Device: 1234942570061;Web service switch: [...

+ + + + + + + + + +

Switch config 2021-10-13 16:15 2021-10-13 16:15 Succeeded Device: 1234942570061;Web service switch: [...

Previous Page of 15 Next Last Total: 150

® Overview > Port Log

The port log records the changes of port configuration, and supports queries based on port ID and time.

| Uplink | Speed Summary

Avg Speed(Mbps) Uplink Downlink
25
2
15
1
05

Unsupported

04 0 7 0 0 ) ) 0 $= ? 7
16:04:55 18:26:18 20:47:31 23:08:50 01:30:01 03:51:06 06:12:15 08:33:23 10:54:34 13:15:55 15:37:19

| Log Record Device Log ~ Config Log

Port 2021-12-27 S o

Updated at Content

No Data

Total: 0

® Ports > Port Settings

Select one or multiple ports in the port panel to display and edit the port configuration, including admin status, duplex mode

and speed.
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172 [ElUplink and downlink ports can not be selected at the same time.
Ruijie ( & M " & 4 4 Switch Info @ & o
1G/10G/120G 10M/100M  Shutdown-port Shutdown-SVI N POE Power Error Blocking Upink Copper SFP  ajas: RS
17315 7 9 111315 17192123 25 Model: XS-51930J-24GT4SFPRGT-P
==== = [ SN: 1234942570061
2 4 6 8 10121416 18202224 26 2526 27 28 MAC: 00d0.1622 3342
Firmware Version:  X$1930J_RGOS 11 4(1)B70P16,
[ Select Downlink Ports ] [ Deselect ] i e b2l
MGMT IP: 192.168.21.20
Overview Ports  Config PoE  Diagnose Description: e

| Port Settings (Port: Gio/3)

Admin Status Enabled v Routed Port Unsupported
Duplex Mode Auto-negotiation v Type ‘ Access v
Speed Auto v VLAN ID ‘ 1

Description [ ‘
PoE-Capable [ﬁ
Media Type Unsupported

Save

® Ports > Port List
Port list includes the information of all ports, including port ID, admin status, port status, duplex mode, port type, VLAN ID
and PoE status, and support queries based on admin status, port type and PoE status.

PoE-Capabl O
Ruijic (R Lor

Media Type Unsupported

| Port List

Port Admin Status Status Duplex Mode Port Type . PoE Status
Giot Enabled Disconnected Disconnected Access off

Gi0r2 Enabled Disconnected Disconnected Access off

Gio3 Enabled Connected(1000M) Full-duplex Access off

Gi0/4 Enabled Disconnected Disconnected Access Off
Gio/s Enabled Disconnected Disconnected Access Off
Gio/e Enabled Disconnected Disconnected Access Off
Gior7 Enabled Disconnected Disconnected Access off
Gi0/8 Enabled Disconnected Disconnected Access Off
Gi0/9 Enabled Disconnected Disconnected Access Off

Gi0/10 Enabled Disconnected Disconnected Access Off

Previous  Page Last Total: 28

® Config > VLAN List

VLAN list includes the VLAN ID and the correspondingly ports.
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RUI]’Ié ( [§]Upli;k and downlink ports can not be selected at the sam:time. ) T ® ® ©
1G/10G/20G  10M/100M  Shutdt port  Shutd VI N P?)E Pow‘eérErrOI Blocking Uplink Copper SFP Alias: 12121 .4
17 19 21 23 25 Model: XS-$1930J-24GT4SFP2GT-P
Ol REEE sN: 1234942570061
YUYW YWEW ' EARERN e DGR
18 20 22 24 26 25 26 27 28

Firmware Version: XS1930J_RGOS 11.4(1)B70P16,

[ Select Downlink Ports ] [ Deselect ] iz AL
MGMT 1P 192.168.21.20
Overview Ports  Config PoE  Diagnose Be=uptan e
| VLAN List
Add <o
VLAN D Port Action
1 Gi0/1, Gi0I2, GiO/3, Gi0/4, Gi0I9, Gio/1, G013, Gi05, GiO/7, Gior24
2 Gi05, GiO/6, GiO/B, Gi0/12, Gi0/14, Gi0/18, Gi0/19, Gi0I20, Gi0r23 0]
3 Gi021, Gi0r22 1]
4 (I
5 Gi0/7, Gi0/10, Gi0/16 0]
6 Gi0/25, Gi0I26, GiOR27, Gi028 o
First | Previous Page [ 1 |of1 Next Last (10~ JTotai:6

Click Add to add VLAN IDs in batches.

Add

VLAN ID: | Range: 1-4094; Example: 1,2,38%3-5 ‘

If a VLAN ID you add exists, it will be ignored.

You can use the following two methods to add VLAN IDs in batches:
(1) Use commas (,) to separate multiple VLANs. Up to 10 VLANSs are supported.
(2) Use an end dash (-) to indicate a VLAN range. No limit.

Note: Do not support to use commands and end dashes at the same time.

® Config > SVI & DHCP

SVI & DHCP information includes VLAN ID, SVI and DHCP pool name. You can add, edit or delete the SVI or DHCP
configuration.

— First Previous Page [ 1 |of1 Next Last (10. JTotal:6
Ruijie ( v 9 (10 ) © o
| SVI &DHCP
Add <
VLAN ID P DHCP Pool Name Action
2 1932256 s Edit Delete SVI
3 3030303 - Edit Delete SVI
4 40.40.40.4 . Edit Delete SVI
First Previous. Page | 1 of 1 Next Last ([ 10- JTotal:3
| DHCP Snooping

DHCP Snooping Status '

Click Add to configure the IP and subnet mask of a VLAN, and configure the name, IP segment, subnet mask and gateway
of DHCP service.

76



User Guide

I?Uy’lé < First Previous Page | 1 |of1 Next Last
SVI&DHCP Configuration
| SVI & DHCP
Add
VLAN ID [ ]
VLAN ID P

2 1932256 | [ ] |
P

3 30.30.30.3

4 40.40.40.4 Subnet Mask [ ] N

| DHCP Snooping

DHCP Snooping Status

® Config > DHCP Snooping

%)

Action
Edit Delete SVI
Edit Delete SVI

Edit Delete SVI

Enable DHCP Snooping Status, select ports and click Save. The uplink port is selected by default if it is not routed port.

If the port connecting to the DHCP server is not an uplink port, please select it manually.

First Previous Page | 1 |[of1 Next Last

Ruijie (

10« lotal: 3

| DHCP Snooping

DHCP Snooping Status @

Trust the selected ports (The uplink port is selected by default)

[ ] [
Selected Unselected Non-configurable

Uplink Copper SFP

13 5 7 9 11 1315 17 1921 23 25
il ] ] (I ] (]
Iyl 1 OO0 O \
2 4 6 8 10 12 14 16 18 20 22 24 26 25 26 27 28

Tip: The uplink port is selected by default if it is not a layer-3 interface. If the port connecting to the DHCP server is not an uplink port, please select it manually.
Click to select or deselect the port

[ Select All H Deselect H Refresh ]

Please click Save after configuration.

Save

® Config > RLDP

® ® o

Enable RLDP Status, select one or multiple ports, choose the troubleshooting method for a loop, and click Save.

The troubleshooting methods include Warning, Warning and Block, Warning and Shutdown, and Shutdown SVI.

Ruijie (
Please click Save after configuration

| RLDP

RLDP Status @

Auto Confi & & [ ] [ - o 3
9 Warning Warning and Block Warning and Shutdown Shutdown SVI Unavailable Detection Disabled  Uplink Copper SFP

135 7 9 111315 17192123 25

00 1] \
oo i \ o
2 4 6 8 10121416 18202224 26 252627 28

Tip:Click to select or deselect the port

Config Port: Gi0/13

Type: Loop Detection v

Save

Troubleshooting: | Detection Disabled v

[ Select All ] [ Deselect ] [ Refresh ]

e ® o

If Warning is chosen, the Switch loopback detected (RLDP) alarm should be enabled in the Alarm Settings page.
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£ MONITORIN CONFIGURATION MAINTENANCE THE O 0 ® ©o
default [ Search Network Q ] [ Manage Network l [ Take over Nefﬁ?f'ﬂ Unbind Device ]
| Alarm Settings o5
Type Status Alarm Threshold Email Alarm

Device goes offine -« 2 «

Device goes online and offline continually [ ¢ >‘E % @

All devices are offine -« - «

High channel usage on AP -« -

System usage(CPU/memory usage) above threshold -« - -«
I Switch loopback detected (RLDP) -« B

interface updown rate above threshold. =

Abnormal network access on gateway -« B

High packet loss rate on gateway -« B

Uplink rate above threshold on gateway -« - -«

Downlink rate above threshold on gateway -« - «

Click Auto Config to enable the default configuration.

2 10.10.10.1

- Eait Delete SVI
—_—
d )
Rujjie 3 2020201 - Edit Delete SVI
4 3030301 - Edit Delete SVI
F Page [ 1 |oft L Total: 3
| DHCP Snooping
DHCP Snooping Status
| RLDP
RLDP status @
Message

]
utdown SVI Unavailable Detection Disabled = Uplink Copper SFP

Uplink port of the switch:
1357 plinipo

9 111315 17

&2 Recommended Config: Detect the loop on all ports

except uplink and unavailable ports. Loop

Detection The solution is Warning and Block (For
agreg: ‘Warning and ).

2 4 6 8 10121416 18 19 20

Tip:Click to select or deselect the port

| Device Config

| Service List

® Config > Service List

Configure the admin status and login password of the eWeb service.
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13 5 7 9 111315 17

[ | \

= -

2 4 6 8 10121416 18 19 20

Tip: The uplink port is selected by default if it is not a layer-3 interface. If the port connecting to the DHCP server is not an uplink port, please select it manually.
Click to select or deselect the port

| RLDP

[ Select All H Deselect H Refresh l

RLDP Status

| Device Config

| Service List
Service Admin Status Value

eWeb Login Password

o= Jrotar

Page 1 of 1 Next

| Configuration Backup List

[ Current H Back up ” Customize H Download H Restore ][ Delete H Compare ] File Name CcC -

File Name File Size Time Mode 4 MD5 Description Action
cELTE 415K 2022-05-13 15:49:41 Customize e0abbf7c9cda7bc778fbe0d4ce13asd Empty Details
@#_13 4.15K 2022-05-13 15:07:08 Customize e0abbf7c9cda7bc778fbe0d4ce13a8d Empty Details
1234942570017_1652421644298 415K 2022-05-13 15:00:39 Manual e0abbf7c9cda7bc778fbe0d4ce13asd Empty Details

page [T Jor1 (o= Jotar3

® Config > Configuration Backup List

The backup records include configuration file name, size, time, mode and MD5.

| Configuration Backup List

[ Current ][ Back up H Customize H Download H Restore H Delete H Compare ] File Name C -~

File Name File Size Time Mode . MD5 Description Action
CELTE 4.15K 2022-05-13 15:49:41 Customize e0abbf7c9cda7bc778fbe0d4ce13a8d Empty Details
@#_13 4.15K 2022-05-13 15:07:08 Customize e0abbf7c9cda7bc778fe0d4ce13a8d Empty Details
1234942570017_1652421644298 4.15K 2022-05-13 15:00:39 Manual e0abbf7c9cda7bc778fbe0d4ce13a8d Empty Details

Page 1 of 1

Click Current to display the current configuration. Click Backup in the Config Details page to back up the current

configuration.
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Config Details

Building configuration...
Current configuration: 2456 bytes

ersion XS1930J_RGOS 11.4(1)B70P16, Release(08231211)
hostname 19-6831

I
lerrdisable recovery interval 300
ridp enable

I
lcwmp

acs url http://172.18.21.252/service/acs/1234942570079
cpe inform interval 180

1]

install 0 XS-S1930J-48GT4SFP

To customize a configuration file, select an existing file and click Customize.

| Configuration Backup List

[ Current H Back up H Customize l Download H Restore H Delete H Compare l

File Name File Size Time Mode
test 352K 2022-05-11 10:50:59 Customize
1234942570061_1652173580205 351K 2022-05-10 18:06:09 Auto
First Previous Page 1 of1 Next

File Name: | myConfigFile|

version X51930J_RGOS 11.4(1)B70P16, Release(08201811)
hostname test

!

errdisable recovery interval 3@

rldp enable

ip dhcp snooping

!

cwmp

acs url http://172.18.21.252/service/acs/1234942570061
cpe inform interval 180

!

install @ XS-519307-24GT4SFP/2GT-P
!

enable service web-server http
n1 1 n hee

cancel

| Configuration Backup List

[ Current H Back up ” Customize H Download ” Restore H Delete H Compare l

File Name

MD5
14a34845e70e2e5814966117b9b416e

e37a2a185i0423ce1e215a8d9052eadd

Description Action

Empty Details
Empty Details
Tota 2

File Name C -
File Name File Size Time Mode MD5 Description Action
I myConfigFile 352K 2022-05-11 14:55:16 Customize 14a34845e70e72e5814966117b9b416e Empty Details l
test 352K 2022-05-11 10:50:59 Customize 14a34845e70ef2e5814966117b9b416e Empty Details
1234942570061_1652173580205 351K 2022-05-10 18:06:09 Auto e37a2a18510423ce1e215a8d9052ea4d Empty Details
First Previous Page | 1 |of1 Next [H0< JTotal:3

Select one record, and click Download to download the configuration file.

Select one record, and click Restore to restore the current configuration.

Select one or multiple records, and click Delete to delete the backup record.
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Select two records, and click Compare to compare the differences.

Compare

1234942570079_1637935262022.txt

version XS1930J_RGOS 11.4(1)B70P16, Release(08231211)
hostname 19-6831
1

1234942570079_1640008863824.txt

version XS1930]_RGOS 11.4(1)B70P16, Release(08231211)

hostname 19-6831
!

1
2
3
4 cwmp
5 acs url http://172.18.21.252/service/acs/1234942570079
6 cpe inform interval 180

7!

8 install @ XS-51930@]-48GTASFP

9!

10 ensble—serviceweb-server—http

12 webmaster level @ username admin password 7 ©3423315ef30
13 ip default-gateway 172.18.23.1
1

15 no service password-encryption
16 clock timezone AsiaTokyo +9 ©
1

18 vlan 1

19!

20 interface GigabitEthernet 0/1
21 description topo

22!

23 interface GigabitEthernet @/2
24!

25 interface GigabitEthernet 8/3

errdisable recovery interval 300

cump

acs url http://172.18.21.252/service/acs/1234942570079

1

2

3

4

5 rldp enable
6!

7

8

9 cpe inform interval 180

10 !
]\ 11 install @ X5-519307-48GT4SFP
\ | 12!

13 webmaster level @ username admin password 7 034233150130

14 ip default-gateway 172.18.23.1
15!

16 no service password-encryption
17 clock timezone AsiaTokyo +9 @
18!

19 vlan 1

20!

21 interface GigabitEthernet 0/1
22 description topo

23!

24 interface GigabitEthernet 0/2
25!

Description can be edited. Click Details in the Action column to check the backup configuration.

Ruiie &5

MONITORING
| RLOP

RLOP status @)

Auto Config

L L] L] L] L]
Warning Warning and Block Warning and Shutdown Shutdown SVI Unavailable Detection Disabled Uplink Copper SFP

192123 25

1

[

L
2

w
18 20 22 24

[ 1]
10 12 14 16

46

Lmm
2 25262728

Tip:Click to select or deselect the port

| Device Config

| Service List

Service

ewieb «

Admin Status

| Configuration Backup List

File Size

File Name
1234942570061_1652796062986 353K

1234942570061_1652761877237 351K

First Previous

Page (1 o1 Net | Lt Total: 1
Description
Time Mode o5
2022-05-17 230100 Auto 8cea0e649198640230918700785207ab Empty
2022-05-17 13:31:07 Auto ©37a2a185f0423ce1e215a8d9052¢ea4d Empty Details
Page (1 o1 Net | [ Las ([rox Yot 2

Value

® PoE > PoE Port List

PoE statistics are displayed above PoE Port List, including the total power, current power and time.

PoE configuration includes the port, PoE-capable, PoE status, power, PD class and description.
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wom i 19e 1.1
Overview Ports  Config PoE  Diagnose Descenes 4
| PoE Port List
Total Power:370.0 W, Current Power:0.0 W, Time:2021-12-27 17:06:46 <

Port PoE-capable POE Status . Power PD Class Description @

Giort Enable off 00w NA

Gio2 Enable oft 00w NA

Gio Enable oft 00w NA

Gior4 Enable oft 00w NA

Giois Enable off 00w NA

Gi0s Enable off 00w NA

Gior7 Enable off 00w NA

Gios Enable off oow NA

Gio9 Enable off 00w NA

Gi0/10 Enable oft 00w NA

First Previous Page [ 1 of3 Next Last 10+ Total: 24

| Schedule Policy

® PoE > Schedule Policy

The Schedule Policy displays the time period policy for powering off PoE ports, including the policy name, time period,

and status indicating whether the policy has been used on ports.

— Gio Enable ot 00w NA
Ruiie &
Gior Enable ot 00w NA
Giorg Enable off oow NA
Gio Enable off oow NA
Gi010 Enable oft oow NA
First Previous Page [ 1 |of3 Next Last 10 Total: 24
| Schedule Policy
Add ©
Policy Name Time Period Status Action
testt Daily(01:02~03:04) Inactive Z o
First Previous Page [ 1 o1 Next Last 10+ Total:1
| Port PoE Setting
o
Port Priority Maximum Power Offline Time Policy Action
Gior High testt ©

® PoE > Port PoE Setting

The Port PoE Setting displays effective port PoE settings, including port name, the power supply priority, maximum power

and power supply stop policy.

= First Previous Page | 1 of 1 Next Last Wa lomwr: 1
Ruiie &
| Port PoE Setting
<
Port Priority Maximum Power Offline Time Policy Action
Gior High test1 @
Gi0R2 Critical testt ©
Gion Low Never ©
Gior4 Critical 3 testt ©
Giors Low Never ©
Giol Low Never ©
Gior7 Low Never ©
Giorg Low Never %
Gio/9 Low Never %
Gior0 Low R %
First Previous Page [ 1 of3 Next Last 10+ Total: 24
| Auto Checking
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® PoE > Auto Checking

The Auto Checking displays the policy for checking the working status of a PD connected to a PoE port, including the

Ping interval, number of retry times, action to be taken upon checking failure and IP address for checking PDs.

Gior2

Ruiie &5

Gioi3

Gi0/4

Gio’s

Gio/s

Gior7

Gio’g

Gi0/9

Gi0/10

104

NRARARRRNRRR

Total: 24

| Auto Checking

Ping Interval Time(s)
10

120
10

33

Retry Times

Enabled

Check Failure Action PD Info

1 Nothing

Reboot Gi0/21-30.30.30.21

Gi0/5-193.2255
Gi0/12-193.22.5.122
Gi0/19-193.225.19

Reboot

Nothing

104

Action

Total: 4

® Diagnose > Fault Diagnosis

There are two types of fault diagnosis: POE Power Supply and SFP Port. Select a port in the panel, click Diagnose, and

the diagnosis procedure is displayed as below.

Ruijie &5

Overview  Ports  Config

| Fault Diagnosis

PoE

192.168.21.20
e

MGMT IP:

Diagnose Description:

17:31:17 Complete,
Result: No exception detected,

E 17:31:12 Diagnosing
5] 17:31:07 Diagnosing
[E 17:31:07 Port Gi0/3 Starting.

Type PoE Power Supply v
Port Gior3
L] & L] L

Disabled Enabled Abnormal Not Supported Uplink Copper SFP
18 57 9 111315 17192123 25
AREE BEROE EEEE
TENY FWER wRww ' 000
2 468 10121416 18202224 26 252627 28

Procedure < History>>|

Suggestion: Please contact our after-sales personnel

Click History, and the diagnosis history is displayed.
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Ruiie &5

[ | B

10 12 14 16

18 20 22 24 26

25 26 27 28

Overview  Ports  Config PoE  Diagnose

| Fault Diagnosis

Select Downlink Ports

Type POE Power Supply

Port Gior3

L] & L &
Disabled Enabled Abnormal Not Supported

SN:
MAC:

Firmware Version:

MGMT IP:

Description:

1234942570061
00d0.1822.334a

XS1930J_RGOS 11.4(1)B70P16,
Release(08201811)

192.168.21.20
e

Uplink  Copper SFP

113 5 9 111315 17192123 25
2 46 8 10121416 18202224 26 252627 28
History © Procedure>>
Status Result Advice PoE-capable PoE Status PD Class Voltage Remaining Power Start at
Complete No exception detected Please contact our after-sales personnel Enable off NA 0.0v 3700w 2021-12-27 17:31:08
Page of 1 Next Last 0.  Total1

Select a port in the panel, click Deep Diagnose, and click Diagnose in the PoE Diagnosis page.

Rui

| 1 aun uiayniuaie

g

g

T Procedure

PoE Diagnosis

[ e

PoE Diagnosis,Diagnosis Initialization....

Result: Not supported
Updated at:2022-04-12 13:59:26

14:58:52 Complete,
Result: No exception detected,
Suggestion: Please contact our after-sales personnel

14:58:47 Diagnosing...
14:58:47 Port Gi0/21 Starting...

é Normal diagnosis: The Cloud server delivers CLI commands to collect the switch information, and the

diagnosis occurs on the Cloud server.

é Deep diagnosis: The diagnosis occurs on the switch, and the results are reported to the Cloud server.

5.6.3.3 Basic Switch Operations

® Add Switch

Select the network, and click Add. Both batch import and manual add are supported.
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Ru,l,’é Ja(S MONITORING C.ONFIGIIRATION MAINTENANCFE

Download and fill in the template.Up to 200 records can be imported

-
\\/:'7

Add a Device

192.168.21.184 - TREMERE

Click Download Template to download the template, enter switch information, and click ‘.xlIs’ File to import the template.

Click Add a Device, enter SN and alias of the switch, and click OK. Click * toadd multiple switches.

MONITORING ~ CONFIGURATION ~ MAINTENANCE

1SNI

zsNI

GSNI

Batch import

® Replace Switch

The configuration of old device can be synced to the new device. After the new device goes online, the configuration file

of the old device will be delivered.

Select an existing device.
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Ruijie L) MONITORING  CONFIGURATION  MAINTENANCE
FR | commonApar...
ALL Se
Q' DASHBOARD
& TopoLogy &8 | Unauthorized Switch List
© MESH
B ALARM N Alas Status
© REPORT
i«
8 DEVICE | Switch List
AP | More 3 Selected
Ontine Satus w mac Atas MGMT P
Q| ©onine 1234942570061 00022344 WS 1921682146
© oftine 1234942570015 0040.1822 3374 cemL 192.168.21.200
@omne 1234042570016 oodom223376 19300 1721823223
AR CLIENT ©NotOnline Yet  01188300000210 X1
©NotOnline Yet 0118880000021 X812
©Notoninevet 1188300000210 xs-11
©NotonineYet 1188800000211 xs12
©nNotoninever 1188300000212 xs13
©NotOninevet 1188800000213 Xs-14
©NotonineYet 1188300000214 15
Select Config File
| Device List
[¥Batch Import ® Download Template
Replaced Device SN New Device SN

Egress 1P
192.168.21.46
125433113

1721823223

Last See On

No Data

Jok_ip_test

20210508 185607 ok Jp_test

20220415 140407 efaut

1021/j0k333

1021/j0k333
1021/j0k333
1021/j0k333

1021/j0k333

New Device MAC

Network

Added at

Model
XS-519300-24GT4SFPRGT-P
X3-51930)-18GT2SFP-P

X$-81930J-18GT2SFP-P

Last

Py
C &
Alias Search
Action
(5= JTomro
AutoRefresh: @ C @ 3 - X
Q
Firmware Version Description Action
XS1930)_RGOS 11.4(1)870P16, Release(08201811) Emoly
XS1930J_RGOS 11.4(1)870P15 Empty ]
XS1930J_RGOS 11 4(1)870P17, Release(09140810) Empty 1
ey @
Emty @
Emty @
ey @
Emoty @
Emoy @
Emoty @
0. )Total 329

Config File@®

‘ Select Config File

} Select Config File

| 1234942570061 ‘ Enter SN \ l Please enter the MAC | [
[ 1234942570015 } Enter SN | [ Please enter the MAC ] [
[ 1234942570016 ] Enter SN ‘ [ Please enter the MAC | \

] Select Config File

By default, the configuration file of the old device is the latest automatic configuration file, or you can select the history

configuration file manually. The MAC of new device is required. The SN and the MAC of device should be consistent, and

the models of old device and new device should be the same; otherwise, the replacement cannot be performed.

&) Download Template

To batch replace switches, click

information.

= 0D DN

Click

[<Batch Import

to import the template.

A
___ ReplacedDeviceSN
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Select Config File

| Device List

[¥Batch Import ® Download Template

Replaced Device SN New Device SN New Device MAC Config File®

[’ 1234942570061 1 ‘ SNO0000001 ‘ ‘ abcd.1234.dcba ‘ ‘ ‘
| 1234942570015 | | snoooooo2 \ | apca.1235.0cva | \

| 1234942570016 } ‘ SN0000003 | ‘ abcd.1236.dcba | ‘ \

Select Config File

To replace the configuration with the configuration of an existing device, click

Select Config File

File Name Time Mode  Description  Action
1234942570061_1652849199866 2022-05-18 13:46:34 Manual Empty Details
@  1234942570061_1652845639321 2022-05-18 12:44:47 Manual Empty Details
1234942570061_1652845636091 2022-05-18 12:44:23 Manual Empty Details
1234942570061_1652796062986 2022-05-17 23:01:00 Auto Empty Details
1234942570061_1652761877237 2022-05-17 13:31:07 Auto Empty Details

First Previous Page [ 1 |of1 Next st (102 )Total5

Replace
| Device List
Replaced Device SN New Device SN New Device MAC Config File@
1234942570061 SN0000O1 | abos 1224 ocba 1234942570061_165284
1234942570074 SND000OC2 | abcd 1235 6cba 1234942670074_16527¢

1234942570078 SN00000O3 | abcd 1226 ocva rzasgazsonrs veszs: | | ERRTIE

® WebCLI

Select one or multiple devices in the Switch List, and click Web CLI. The Web CLI dialog box is displayed, and device

information can be queried via the menus in this dialog box. The menus vary with the products.

87



User Guide

Web CLI

SN:1234942570017 Background color: [l Il [ | cear |

Web Console

Version Please select the target operation on the left
Connectivity ~ > Running Config
Running Status >  Startup Config

Log

Current Time

In addition, in the command entry box, the TAB key and question mark (?) both can complete a command.

Web CLI

SN:1234942570017

Diagnose Neb Co

0017#

® More > Move to

Select one or multiple devices in the Switch List, click More > Move to, select the new network and click OK.

Rulteé CONFIGURATION  MAINTENANCE ® e
ALL v . 2 ia un
@ DASHBOARD
& TOPOLOGY | Unauthorized Switch List Ccu
MESH
B ALARM SN Alias Status Network Added at Action
B REPORT No Data
0 Total: 0
S pevice | Switch List AutoRefresh: @) C @ 8

1 Selected Q

Online Status MAC Alias MGMT 1P Egress IP Last See On Network Model Firmware Version
Oniine Delete D0do 832 bb43 001 1721823234 1721823234 B jokJptest  Xs-51930J-18GT2SFP-P XS1930)_RGOS 11 4(1)B70P18, Release(09162815)
Offine Reboot 00d0.7822.3374 cEeE 192.168.21.209 112.54.33.113 202105-0818:56:07  jokp_test  XS-S1930J-18GT2SFP-P XS1930J_RGOS 11.4(1)B70P15 o
1 < JTotal: 2

R CLIENT
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Ruiie din MONITORING  CONFIGHRATION  MAINTENANCE

Select Network

&

default

&

JAPAN_APART_BRIDGE_200000000000...

&

(o) (o) (o) [

® More > Delete

Select one or multiple devices in the Switch List, click More > Delete and click OK.

MONITORING ~ CONFIGURATION ~ MAINTENANCE ® 5 e © 6

Ruijie

£R.) commonApar... v/
ALL v jok_jp_test [ Search Network Q l Wanage Networ | [ Take aver e | [ Unona Devis

) DASHBOARD

& TopoLogy B | Unauthorized Switch List c o
D MESH SN Alias
£ ALARM N Alias Status Network Added at Action
® REPORT NoData
Voucher
8 DevicE | Switch List AuoRefresh: @) C & 8- X
AP 1 Selected SN, Alias, Description Q
Ac &8 Move to
Online Status mAC Alias MGMT P Egress 1P Last See On Network Model Firmware Version Description  Action
Switch
©onine Dcofssatoss 0017 Mt 2182329 - ok Jp_Ies! XS-S19301-18GT2SFP-P XS19304_RGOS 11.4(1/B70P16, Release(09162615) Emy @
Gateway i z
- @ offine Reboot 00d0.1822 3374 CEEL 192.168.21.209 1125433113 2021-05-08 18:56:07 Jok_ip_test XS-S1930J-18GT2SFP-P XS1930J_RGOS 11.4(1)B70P15 Empty w
WiFi Router I8
o = e (o =) (= (o Jwa2

® More > Reboot

Select one or multiple devices in the Switch List, and click Reboot.

MONITORING MAINTENANCE o 0 © o
£R. commonApar...
ALL v Jjok_jp_test v [ Search Network Q l [ Manage Network H Take over Network [ Unbind Device ]
) DASHBOARD
& TopoLoay B | Unauthorized Switch List c o
D MESH SN Alias
L ALARM SN Alias Status. Network Added at Action
® REPORT No Data
Voucher
8 DEVICE | Switch List AuoRefresh: @) C 2 3 - ¥
AP 1 Selected SN, Alias, Description Q
Ac B Move to
Online Status MAC Alias MGMT IP Egress IP Last See On Network Model Firmware Version Description  Action
Switch
©onne | Dot todomaatess 0017 mte22  m21e22% - ok Jp_lest  XS-S19301-18GT2SFP-P XS19304_RGOS 11.4(1/B70P16, Release(09162615) Emy @
Gateway .
@ offiine 00d0.1822 3374 CeEL 192.168.21.209 112.54.33.113 2021-05-08 18:56:07 iok_ip_test XS-S1930J-18GT2SFP-P XS1930J_RGOS 11.4(1)B70P15 Empty w
WiFi Router Z8
G Pre, Page (1 Jor1 Next [ 10s JTotai2

R CLIENT
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5.6.4 Gateway

5.6.4.1 Gateway List

The Gateway List displays basic device information, including the online/offline status, SN, alias, management IP, MAC,

egress IP, network, firmware version, offline time, model and description.

Ruiie &5
ER |
@ DASHBOARD
& TopoLogy T8
£ MESH
i ALARM

REPORT
Network

Voucher

o]

DEVICE
AP

AC
Switch
Gateway

WiFi Router £8

R CLIENT

MONITORING

CONFIGURATION

MAINTENANCE

ALL [ Search Network

Q|

®5 e © o

[ Manage Network H Take over Network [ Unbind Device ]

| Unauthorized Gateway List o A
SN Alias Status Network Added at Action
DEFAULTEG042701 Waiting for device to go online default 2021-04-28 00:17:37 Re-authorize Delete
DEFAULTEG042702 Waiting for device to go online default / default_sub1 2021-04-28 00:49:27 Re-authorize Delete
DEFAULTEGS042701 Waiting for device to go online default / default_sub1 2021-04-28 01:34:51 Re-authorize Delete
TESTXXXXXEG042801 cwww Waiting for device to go online JP_V12.1_DISABLE_TRY— 2021-06-07 20:19:54 Re-authorize Delete
HOTELEG042701 Gwww Waiting for device to go online JP_V113_HOTEL_$\> RBZ 2021-04-28 00:57:52 Re-authorize Delete
1 f2 Next Last (5= JTotal: 10
| Gateway List  New fiware available for 1 devices Auto Refresh: @) & 2 3% - ¥
Online Status Alias MGMT IP MAC Egress IP Network Firmware Version Last See On Model  DescriptionAction
@ offiine HIMSCOMO000147  GWWW  192.168.21.95 8005.8367.edd6 192.168.21.95 JP_V1.3.3 hotel_HL\5 X HZ 17 { & _main_edit EG_RGOS 11.9(1)B11S3  2021-11-09 15:49:07 EG2100-P  Empty [}

@ Not Online Yet  12345678901234562

Empty

JP_V1.3.3_hotel_ac_\\ 3 X B I < &_main

of 1

Empty @

oz a2

The Gateway List automatically refreshes every minute. Click

Auto Refresh: @

to enable/disable the auto refresh function.

Above the list are the Add Gateway, Web CLI and eWeb functions. Click to display the Move to, Reboot, Tunnel
and Delete functions. For more information, refer to Basic Gateway Operations.

The Search function supports fuzzy queries based on the serial number, alias and description, and also supports queries

based on online/offline status.

5.6.4.2 Device Details

® WebCLI

Click Web CLI, and the Web CLI page is displayed. The Web CLI page provides commonly-used CLI commands on the

left. Click the command, or manually enter the command and click Send.
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& TOP by &

WAN LAN Discon

Basic
Alias:

MGMT Password

otal: 9
= pev Overview  WAN LAN Config PoE  Alarm Tunnel
- A
WM
AP
| CPU & Memory Usage | Device Status | Connectivity =
AC — Cl‘
Switd Online
Gate ; escriptio
WIFi 0 1Emntv
__
R CLIE| otal: 1
Today ~
Web CLI

5

SN:H1MBOGA000892

G

Diagnose

Ruijie Web Console

® eWeb

Click eWeb to open the eWeb system in a new window.
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[Web cu ]I eWeb I[ Telnet ] [ More ~ ]

Basic
Alias: -4
MGMT Password: ~ **** #*
& & ] & B ® 0 & %
WAN LAN Disconnected Disabled PPPoE StaticIP DHCP PoE Abnormal Copper SFP Model: -

SN: 12345678901234562

MAC:
Firmware Version:
MGMT IP:

Description:
Overview  WAN LAN Config  Alarm  Tunnel

When the device goes offline, please
1. check the ACS URL configuration;
2. check the network connection between the device and Cloud.

| CPU & Memory Usage | Device Status | Connectivity Last24 Hours  Last 7 Days

CPU Usage Memory Usage Online Status
Online Clients

Sessions

MAINTENANCE

© Succeeded to create the tunnel. eWeb _
system is connected. R
& & [ ] ] " Alias: -4

WAN LAN Disconnected Disabled Ifth wser can not access the eWeb system

MGMT Password: ~ ***** &

] 1. please allow the browser to pop up
vang Nz
windows, Model: EG2100-P
2. please check if the proxy is turned on SN H1MBOGAOD0E2
3. If the web configuration page does not
' ' open automatically, please here to config e IRy
N Or click here to re-create the tunnel Firmware Version: EG_RGOS 11.9(1)B11S3, Release(07242
LNITVRNT AN
| 723)
MGMT IP: 192.168.21.13
Description: P

Overview  WAN LAN Config PoE  Alarm  Tunnel

| CPU & Memory Usage | Device Status | Connectivity Last24 Hours  Last7 Days

Py R B o _
Online Clients 1

Sessions 0 16:00 20:00 0:00 4:00 8:00 12:00

192.168.21.184 - EESEER Today~

® Telnet

Click Telnet, and a window is opened to connect to the gateway by Telnet protocol. Enter CLI commands to configure the
gateway.
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Ruife &

[Webcu ][ eWeb ][ Telnet ] [ More ¥ ]

Basic
& & ] ] ] S O & % Alias:
WAN LAN Disconnected Disabled PPPoE Static IP DHCP PoE Abnormal Copper SFP
MGMT Password:
ving e Lane
Model:
N
.y
Firmware Version:
LANTVANT Lans e

Overview  WAN LAN Config PoE
| CPU & Memory Usage
CPU Usage Memory Usage

MONITORING

Message

Host:
Port:
Expired at:

172.18.21.252
10001
2022-04-12 18:45

CONFIGURATION

Alarm  Tunnel

| Device Status

Online Status
Online Clients

Sessions

If the tunnel cannot be used, please retry it

Online

MAINTENANCFE

MGMT IP;

Description:

| Connectivity

=0
e g
EG2100-P
H1MBOGA000892
8005.8842.6432

EG_RGOS 11.9(1)B11S3, Release(07242
723)

192.168.21.13
e

Last24 Hours  Last 7 Days

16:00 20:00 0:00

© Creation succeeded. You can use tools that support Telnet or SSH to log in, e.g. PuTTY.

LaNs LT

Firmware Version:

Overview WAN LAN Config PoE

| CPU & Memory Usage

CPU Usage

Memory Usage

® More > SSH

Alarm  Tunnel

| Device Status

Online Status
Online Clients

Sessions

Online

MGMT IP:

Description:

| Connectivity

4:00

8:00 12:00

Today~ =

EG_RGOS 11.9(1)B11S3, Release(07242
723)

192.168.21.13
e

Last 24 Hours  Last 7 Days

Today~ >

Click More > SSH, and a window is opened to connect to the gateway by SSH protocol. Use other SSH tools to connect

to the gateway.
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Ruige £ , ' IS © ©
[ Web CLI ] [ eWeb ] [ Telnet ] [ More ¥ ]
SSH
Reboot
—— Basic
i & | ] & ® S O % 3 Alias: =&
WAN LAN Disconnected Disabled PPPOE Static IP DHCP PoE Abnormal Copper SFP

MGMT Password: ~ ***** &
vans e e
Model: £G2100-P
. . SN: H1MBOGA0D292
- - - - MAC: 3005.3842 6432
we o

Firmware Version: EG_RGOS 11.9(1)B11S3, Release(07242

LN LAN
723)
MGMT IP: 192.168.21.13
Description: Ve

Overview ~ WAN LAN Config PoE  Alarm  Tunnel

| CPU & Memory Usage | Device Status | Connectivity Last2¢ Hours  Last7 Days

CPU Usage Memory Usage Online Status Online
Online Clients 1 _

Sessions 0 16:00 20:00 0:00 4:00 8:00 12:00

e Toaay ¥

® More > Reboot

Click More > Reboot to restart the gateway.

Basic

& & ] B ] 0 @& ® Alias: =0
WAN LAN Disconnected Disabled PPPoE Static IP DHCP PoE Abnormal Copper SFP
MGMT Password: === /'

Vg LNz LANg LANG

Model: £G2100-P
. SN: H1MBOGAO00892
- - - - MAC: 3005.8842.6432

Firmware Version: EG_RGOS 11.9(1)B11S3, Release(07242

NN AN ns w7
723)
MGMT IP: 192.168.21.13
Description: e

Overview  WAN LAN Config PoE  Alarm  Tunnel

| CPU & Memory Usage | Device Status | Connectivity Last24 Hours  Last7 Days

P S - o _
Online Clients 1

Sessions 0 16:00 20:00 0:00 4:00 8:00 12:00

javascript:; Today ~

® Refresh

Click * to refresh all data in the page.
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Basic
& & [ ] Alias: -7
WAN LAN Disconnected Disabled
MGMT Password: = /'
Model: EG2100-P
SN: H1MBOGA000892
MAC: 8005.8842.6432
Firmware Version: EG_RGOS 11.9(1)B1183, Release(07242
723)

MGMT IP: 192.168.21.13
Description: Ve

Overview ~ WAN LAN Config PoE  Alarm  Tunnel

| CPU & Memory Usage | Device Status | Connectivity Last2¢ Hours  Last7 Days

CPU Usage Memory Usage Online Status Online
Online Clients 1 _

Sessions 0 16:00 20:00 0:00 4:00 8:00 12:00
192.168.21.184 - JEESEER Today~

® Port Panel

The port panel imitates the actual gateway panel, displaying the port type and status.

[ Web CLI ] [ eWeb ] [ Telnet ] [ More ¥ ]
Basic
& & ] ] B )] 0 @& % Alias: -/
WAN LAN Disconnected Disabled PPPOE Static IP DHCP PoE Abnormal Copper SFP

MGMT Password: ~ ***** &
v e e
Model: £G2100-P
. . SN: HIMBOGADD0892
' ' ' ' MAC: 3005.8842.6432
[P ——

Firmware Version: EG_RGOS 11.9(1)B11S3, Release(07242

UNIVWANT LANS
723)
MGMT IP: 192.168.21.13
Description: P

Overview  WAN LAN Config PoE Alarm Tunnel

| CPU & Memory Usage | Device Status | Connectivity Last2¢ Hours  Last7 Days

CPU Usage Memory Usage Online Status Online
@ Online Clients 1 _
Sessions 0 16:00 20:00 0:00 4:00 8:00 12:00
S
192.168.21.184 - FEESEERE Today ~
® Basic

Basic information includes the alias, model, SN and other information. Alias, MGMT Password and Description can be
edited.
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[WebCLI ][ eWeb ][ Telnet ] [ More ~ ]

Basic

& & ] | B s 0 & % Alias: -4

WAN LAN Disconnected Disabled PPPoE Static IP DHCP PoE Abnormal Copper SFP
MGMT Password: ~ **=** #
Model: EG2100-P
SN: H1MBOGADD0892
MAC: 8005.8842.6432
Firmware Version: EG_RGOS 11.9(1)B11S3, Release(07242
723)

MGMT IP: 192.168.21.13
Description: e

Overview WAN LAN  Config PoE  Alarm  Tunnel

| CPU & Memory Usage | Device Status | Connectivity Last24 Hours  Last7 Days

CPU Usage Memory Usage Online Status Online
Online Clients 1 _

Sessions 0 16:00 20:00 0:00 4:00 8:00 12:00

Today~ =
® Overview > CPU & Memory Usage
CPU & memory usage are displayed here.

iy - = Model: £62100-P
Rui i
) SN: H1MBOGADDS22
- - ' - MAC: 3005 3842 6432
ws

Firmware Version: EG_RGOS 11.9(1)B11S3, Release(07242
LANIWANT  LANZ

723)
MGMT IP: 192.168.21.13
Description: e

Overview  WAN LAN Config PoE  Alarm  Tunnel

| CPU & Memory Usage

Device Status | Connectivity Last24 Hours  Last7 Days

o R S o _
Online Clients 1

Sessions 0 16:00 20:00 0:00 4:00 8:00 12:00
Today ~ S
2022-04-12 Speed Summary 2022-04-12 Client Summary
Uplink Downlink
Maximum Speed(Mbps) O- Uplink -O- Downin Clients

04 2 '

03 15

02 1 SO0 S NS U —" \J ._._“_._q_

® Overview > Device Status

Device status includes online status, online clients and sessions.
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| Model: P
Rui odel EG2100-
SN: H1MBOGAQ00892
MAC: 3005.8342.6432
Firmware Version: EG_RGOS 11.9(1)B11S3, Release(07242
723)
MGMT IP: 192.168.21.13
Description: e
Overview WAN LAN Config PoE Alarm Tunnel
| CPU & Memory Usage | Device Status | Connectivity Last24 Hours  Last7 Days
Py o e o _
Online Clients 1
Sessions 0 16:00 20:00 0:00 4:00 8:00 12:00
e
Todayv -
2022-04-12 Speed Summary 2022-04-12 Client Summary
Uplink Downlink
Maximum Speed(Mbps) ~O- Uplink -O- Clients
04 2 [
03 15

0 . }J |

®  Overview > Connectivity

Connectivity refers to the connectivity (online status) between Gateway and Cloud Service within a period (1 day or 7 days).

e g
Model: EG2100-P

s e
Rui
0] K2 SN: H1MBOGADD092
. . - - MAC: 3005.8342.6432
we

Firmware Version:  EG_RGOS 11.9(1)B11S3, Release(07242
LANIWANT  LAND

723)
MGMT IP: 192.168.21.13
Description: 7
Overview ~ WAN LAN Config PoE  Alarm  Tunnel
| CPU & Memory Usage | Device Status | Connectivity Last24 Hours  Last7 Days
Online Clients 1
Sessions 0 16:00 20:00 0:00 4:00 8:00 12:00
Today~ =
2022-04-12 Speed Summary 2022-04-12 Client Summary
Uplink Downlink
Maximum Speed(Mbps) ~O- Uplink -O- Downlin Clients
04 2 [
03 15

. , J |

® Overview > Speed Summary

The uplink/downlink speed summary over the 24 hours is displayed.
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Rui
2022-04-12 Speed Summary
Maximum Speed(Mbps) ~O- Uplink -O- Downlink
04
03
0.2
01
0 < < T T T Hour
0 2 4 6 8 10 12 14 16 18 20 22
2022-04-12 CPU/Memory Summary
Percentage (%) ~O- CPU -0 Memory
40
30
| A f I
o) o I
21 AL o \/v'd”wr”'m‘ﬂn\'ﬂfw 'U"V\\FWIL\
® Overview > Client Summary
The client statistics over the 24 hours are displayed.
Rui
2022-04-12 Speed Summary
Maximum Speed(Mbps) ~O- Uplink -O- Downlink
04+
03
02
01
0 o < . Hour
0 2 4 6 8 10 12 14 16 18 20 22

Percentage (%)
40

30

2022-04-12 CPU/Memory Summary
~O- CPU - Memory

| J
20 |'WW% Jr‘h'w \v lmﬂ’w{ \'\l’\,‘w’m‘r}g\'ﬁl’\w\ ,*V h

® Overview > CPU/Memory Summary

CPU/memory summary over the 24 hours are displayed.

Clients
24

154

2022-04-12 Client Summary

I ||

0.5+

Today~ =

Session
2

2022-04-12 Session Summary

15 2022/04/12 00:57:47
Session : -

1

T

T

Hour

-
Today~

Clients

2-

2022-04-12 Client Summary

0.5

Hour

Session
2

2022-04-12 Session Summary
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Rui
2022-04-12 CPU/Memory Summary 2022-04-12 Session Summary
Percentage (%) ~O-CPU O~ Memory Session
40 4 24
30 15
l o /hl ) MM\ I 1
20 Ao e gl Wb A
|
10 054 |
0 Hour o ‘ o ‘ ; H " ‘ — Hour
é "‘ é é 1'0 1'2 1'4 1‘6 1‘8 2'0 2'2 2 4 6 8 10 12 14 16 18 20 22
| Top 10 Applications by Traffic | Top 10 Users by Traffic
No. Application Traffic No. Username Traffic
1 Echo-request 0.00B¢ /0.00B " 1 192.168.2.2 1.07KBL /164KB "
® Overview > Session Summary
Session summary over the 24 hours is displayed.
Rui
2022-04-12 CPU/Memory Summary 2022-04-12 Session Summary
cp
Percentage (%) ~O- PV -O- Memory Session
40+ 24
30| 154
l . D, F | N I 14
20+ ‘I\A]«N\MKJ fine T "\#\‘ﬂ/.\'ﬂ‘mf ‘u{\'\\rvﬂ’ﬁ
|
10| 054 |
0 H 0 .“‘ ¥ :‘-H. ,‘, T T u Hour
0o 2 4 6 & 10 12 14 16 18 20 22 o o 2 4 6 8 10 12 14 15 18 0 2
| Top 10 Applications by Traffic | Top 10 Users by Traffic
No. Application Traffic No. Username Traffic
1 Echo-request 0.00B¢ /0.00B " 1 192.168.2.2 107KB ! /164KB "

192.168.21.184 - TRSEEE

® Overview > Top 10 Applications by Traffic

Top 10 applications by downlink traffic are displayed.
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| Top 10 Applications by Traffic | Top 10 Users by Traffic
No. Application Traffic No. Username Traffic
1 Echo-request 0.00B+ /0.00B* 1 192.168.2.2 1.07 KB /164KB "
| Log Record DeviceLog ~ Config Log
Type P Updated at Content
Reboot 2022-04-08 12:09:22

Device First connect to MACC or MACC address change

Online/Offiine 2022-04-08 12:07:55 Device goes online for the first time

First Previous Page 1 of 1 Ne:

t Last -_10‘ Total: 2

® Overview > Top 10 Users by Traffic

Top 10 users by downlink traffic are displayed.

| Top 10 Applications by Traffic | Top 10 Users by Traffic
No. Application Traffic No. Username Traffic
1 Echo-request 0.00B¢ /0.00B " 1 192.168.2.2 1.07KB ! /1164KB T
I LOQ Record Device Log  Config Log
Type 4 Updated at Content
Reboot 2022-04-08 12:09:22

Device First connect to MACC or MACC address change

Online/Offline 2022-04-08 12:07:55 Device goes online for the first time

Page 1 of 1

® Overview > Device Log

The device log records the historical operations, including online/offline, restart, upgrade and VLAN change, and supports
queries based on log type and time.
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| Top 10 Applications by Traffic | Top 10 Users by Traffic

No. Application Traffic No. Username Traffic
1 Echo-request 0.00B /0.00B " 1 192.168.2.2 0.00B /0.00B*

| Log Record DeviceLog ~ Config Log
Type 4 Updated at Content
Reboot 2022-04-08 12:09:22 Device First connect to MACC or MACC address change

Online/Offiine 2022-04-08 12:07:55 Device goes online for the first time
First Previous Page [ 1 |of1 Next Last [10< JTotar2

® Overview > Config Log

The Config log records the historical configuration delivery, and supports queries based on status and time.

Rui ® o
| Top 10 Applications by Traffic | Top 10 Users by Traffic
No. Application Traffic No. Username Traffic
1 Echo-request 0.00B! /000B7 1 192.168.2.2 0.00B /0.00B"
| Log Record DeviceLog ~ Config Log
u]{ n][QSearch]O -2
Operation Type Started at Ended at Status P Description Details
+ Initial online of the device 2022-04-08 12:09 2022-04-08 12:10 Device: H 2
+ Device first online 2022-04-08 12:07 2022-04-08 12:08 Device: H 2
First Previous Page | 1 of 1 Next Last (0. JTotal:2

192.168.21.184 - TRSEEE

® WAN > Port

Select one WAN port to display the corresponding port information and rate summary.
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Rui

Basic

& & ] ] B ) 0 @& 2 Alias: -7
WAN LAN Disconnected Disabled PPPoE Static IP DHCP PoE Abnormal Copper SFP
Lane
Model: EG2100-P

VAND LANG
. . SN: H1MBOGAQ0D892
- - - MAC: 3005.8342.6432

Firmware Version: EG_RGOS 11.9(1)B11S3, Release(07242

MGMT Password: ~ ***** #

LANIWANT  LANS Lans ANt
723)
MGMT IP: 192.168.21.13
Description: e

Overview ~ WAN LAN Config PoE  Alarm  Tunnel

Basic Today~ Week~ Monthv
P 192.168.21.13
Subnet Mask: 255.255.255.0 Speed Summary E]
Description:  — 2022-04-12 Speed Summary
Maximum Speed(Mbps) O- Uplink -0 Downlink

04

03

0.2

0.1 |

® \WAN > Basic

Basic information includes the IP, subnet mask and description. If PPPoE is enabled and dialing port is configured, the

PPPoE information is displayed.

RUJ Basic
& & ] ] B ) 0o @ % Alias: -4
WAN LAN Disconnected Disabled PPPOE Static IP DHCP PoE Abnormal Copper SFP
MGMT Password: ===+ #
Model: EG2100-P
SN: H1MBOGAD00892
MAC: 8005.8342.6432
Firmware Version: EG_RGOS 11.9(1)B1183, Release(07242
723)
MGMT IP: 192.168.21.13
. Description: 7
Overview  WAN LAN Config PoE  Alarm  Tunnel
| Port I Gioo v
Basic Today~ = Week~ Month~
P 192.168.21.13
Subnet Mask: 255.255.255.0 Speed Summary B
Description:  — 2022-04-12 Speed Summary
Maximum Speed(Mbps) O- Uplink -0~ Downlink
0.4
0.3
0.2
A J
PPPoE
Port: di2
IP Type: adsl|

Uplink Bandwidth: --
Downlink Bandwidth: -

® WAN > Speed Summary

Uplink & downlink rate of WAN port are displayed. This page supports queries based on day, week and month. Click

[

to refresh the summary.
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muue. cuzivuT

6]

Rui

. . SN: H1MBOGAD00822 ® O
' - - MAC: 3005.8342.6432

Firmware Version:  EG_RGOS 11.9(1)B11S3, Release(07242
LAN3 LANS LANT

ANt

H

W1

723)
MGMT IP: 192.168.21.13
Description: 7

Overview ~ WAN LAN Config PoE  Alarm  Tunnel

 7on

Basic Today~ Week~ Month~
P 192.168.21.13
Subnet Mask: 255.255.255.0 Speed Summary B
Description:  — 2022-04-12 Speed Summary
Maximum Speed(Mbps) O- Uplink -0~ Downlink

04

03

02 ‘

01 {

0 < < < v' ~ 4 = v T Hour
2 4 6 8 10 12 14 16 18 20 22

® WAN > Port Status

Packet loss rate and latency summary are displayed. This page supports queries based on day, week and month. Click

to refresh the summary.

Port Status(Only daily summary is supported) S

2019-04-07~2019-04-08 Packet Loss Rate
Packet Loss Rate(%) (- cloud.ruijienetworks.com -~ www.baidu.com noc.ruijie.com.cn
100+

80
60 4
40 4

20 4

+——--——"—'—"—"— Hour
0 2 4 6 8 10 12 14 16 18 20 22 0 2 4 6 8 10 12 14 16 18 20 22

2019-04-07~2019-04-08 Latency
Latency(ms) (- cloud.ruijienetworks.com ()~ www.baidu.com noc.ruijie.com.cn
80 -
704 o
60 -
504
40
304
20
104

0 — 77— —— T
0O 2 4 6 8 10 12 14 16 18 20 22 0 2 4 6 8 10 12 14 16 18 20 22

Hour

® |LAN> Port

Select a LAN port to display the corresponding information of its switch port, routed port and subinterface.
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Ruiie &5

h & L] L]
WAN LAN Disconnected Disabled

]

E S 0 &2 ®
PPPOE StaticIP DHCP PoE Abnormal Copper SFP

LA

s

LT LN

Lave

w

Overview ~ WAN LAN

Config PoE  Alarm

| | Port LAN2  ~v/| (This port belongs to Gi0/2) |

Switch Port (LAN 2)
Duplex: Full
Speed: 1000M
Routed Port (Gi0/2)
IP: 192.168.1.1

Subnet Mask: 255.255.255.0

LAN 1,LAN 2 LAN
3,LAN 4,LAN 5LAN
BLANT

LAN:

Description:

® AN > Switch Port

Subinterface (Gi0/2)
Name
Gior2.1

Gi0r2.2

Tunnel

P
192.168.2.1
192.168.3.1

Switch port information includes the switch port, including duplex and rate.

Subnet Mask: 255.255.255.0

LAN: LAN 1,LAN 2,LAN
3LAN 4 LAN 5 LAN
BLANT
Description:  —

& & [ ] ] B S o @ %
WAN LAN Disconnected Disabled PPPOE Static|P DHCP PoE Abnormal Copper SFP
e
[ ——
Overview ~ WAN  LAN  Config PoE  Alarm  Tunnel
| Port (This port belongs to Gi0/2)
Switch Port (LAN 2) Subinterface (Gi0/2)
Duplex Full Name L
Speed: 100om Gio2.1 192.168.2.1
. Gio22 19216831
Routed Port (Gi0/2)
P: 192.168.1.1 First Previous Page | 1 of 1 Next

Basic
Alias: GwWww #
srens f

EG2100-P

MGMT Password:
Modet

SN: H1MSCOM000147
MAC: 8005.8867.edd6
Firmware Version:  EG_RGOS 11.9(1)B1153
MGMT IP: 192.168.21.95

e

Description:

o o2

Basic
Alias: GWWW 4
MGMT Password: bl 4
Model: EG2100-P
SN: H1MSCOM000147
MAC: 8005.8867.edd6
Firmware Version:  EG_RGOS 11.9(1)B11S3
MGMT IP: 192.168.21.95
Description: e
VLAN
2
3
Last Total: 2

LAN > Routed Port

Routed port information includes the IP address, subnet mask, LAN and description.
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pu—
[&5)
Ruijie C: Basic
& & L ] ] B © [ k2 ®
WAN LAN Disconnected Disabled PPPOE StaticIP DHCP PoE Abnormal Copper SFP Alias: swww #
MGMT Password: == #*
e e
. . Model: EG2100-P
SN: H1MSCOMO00147
- ' MAC: 8005.8867.dd6
wis Fimware Version:  EG_RGOS 11.9(1)B11S3
MGMT IP: 192.168.21.95
Description: £
Overview ~ WAN LAN Config PoE Alarm Tunnel
| Port LAN2 v/ (This port belongs to Gi0/2)
Switch Port (LAN 2) Subinterface (Gi0/2)
Duplex Full Name P VLAN
Speed 1000M Gio.1 192.168.2.1 2
G022 192.168.3.1 3
Routed Port (Gi0/2)
IP: 192.168.1.1 First Page [ 1 |of1 Next Last (G0~ JTotar2
Subnet Mask: 255.255.255.0
LAN: LAN 1,LAN 2,LAN
3LAN 4.LAN 5,LAN
BLANT
Description:  —
® LAN > Subinterface
Subinterface information includes the name, IP address, and VLAN.
vano [ Lane e
Model: EG2100-P
- . SN: H1MBOGAD00892
- - - MAC: 3005.8842.6432
Firmware Version: EG_RGOS 11.9(1)B11S3, Release(07242
UNIWANT AN s Lt

Overview  WAN LAN Config

PoE

(This port belongs to Gi0/2)

Description:

Alarm  Tunnel

MGMT IP:

723)
192.168.21.13
e

Switch Port (LAN 2)

Full

Duplex:
1000M

Speed:

Routed Port (Gi0/2)
P 192.1682.1

Subnet Mask: 255.255.255.0

LAN 1,LAN 2,LAN
3LAN 4,LAN 5,LAN
6LANT

LAN:

Description:  —

Subinterface (Gi0/2)

Name P

No Data

Page 0 of 0

a

= Jmt0

192.168.21.184 - STRSEER

® Config > Configuration Backup List

The backup records include configuration file name, size, time, mode and MD5.
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Basic
& & L i B ) © % Alias =
WAN LAN Disconnected Disabled PPPoOE Static IP DHCP PoE Abnormal Copper SFP
MGMT Password: ~ ****** ¢
v w2 Lane Lane
Model: EG2100-P
- - SN: H1MBOGA00D92
- . - MAC: 8005.8842.6432
~ Firmware Version: EG_RGOS 11.9(1)B11S3, Release(07242
UANIWANT  LANS Lans LNt
723)
MGMT IP: 192.168.21.13
Description: e
Overview  WAN LAN Config PoE  Alarm  Tunnel
| Configuration Backup List
[ Current H Back up l Download Restore ” Delete H Compare
< 8-
File Name File Size Time Mode MD5 Description Action
H1MBOGADD0392_16492387644862 10.93K 2022-04-08 12:14:00 Auto 0fe3212c8d234324fT73eff415f8f32f Empty Details
H1MBOGA000892_1649387291551 10.92K 2022-04-08 12:07:56 Auto 63c96d197165b7e96e4ee69ec00392c2 Empty Details

Click Current to display the current configuration. Click Backup in the Config Details page to back up the current

configuration.

CONCICTIDATION MAINTENANCE

| Config Details

Building configuration

& & L] - Current configuration: 24173 bytes
WAN LAN Disconnected Disabled

version EG_RGOS 11.9(1)81151, Release(06132221)
hostname EG3000EU

|

app-auth offline-detect

|

app-auth cfg-opt id-mac

app-auth cfg-opt syn-proxy

|

Overview ~ WAN  LAN  lapp.auth set.mode business

U
app-auth local-auth subscriber mac-limit 0

| Configuration Backup List

Current Downil

File Nama Fila Size

Click Back up and then click OK in the message box to back up the current configuration.
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MONITODIN

[omer) Covw ] (o) (]

Basic
S ) £ %

& & [ ] 5
WAN LAN Disconnected Disabled PPPOE StaticIP DHCP PoE Abnormal Copper SFP Alias swww #
MGMT Password: ~ *+* #'

LANg

Model: EG2100-P

L2 LANG
. . . SN: H1MSCOMO000147
' ' ' ' MAC: 8005.8867.edd6
[ LANS N7 Firmware Version: EG_RGOS 11.9(1)B11S3

LANIWANT

MGMT IP: 192.168.21.95

Message
Description: e
Overview WAN LAN Config PoE

Are you sure you want to back up the current
configuration?

| Configuration Backup List

[curem | [sackon | [oonons | [restore | "ot [ o ]

<

File Name File Size Time Mode MD5 Description Action
H1MSCOMO000147_1636429083815 20.19K 2021-11-09 12:38:00 Auto 0d88e1f99dbc53e056b9dcc 1bc7f5331 Empty Details

H1MSCOMO00147_1636350475727 20.02K 2021-11-08 14:47:55 Auto 97bd8e1fadbafaedbiis418adas7258e Empty Details

Select one record, and click Download to download the configuration file.
Select one record, and click Restore to restore the current configuration.
Select one or multiple records, and click Delete to delete the backup record.

Select two records, and click Compare to compare the differences

Compare Config

H1L70BTO0003A_1550802034374.txt H1L70BTO0003A_1550872825113.txt

ip nat pool nat_pool prefix-length 24 674 ip nat pool nat_pool prefix-length 24

address interface GigabitEthernet @/1 match interface GigabitEtherne address interface GigabitEthernet ©/1 match interface GigabitEtherne
address interface GigabitEthernet /3.1 match interface GigabitEther address interface GigabitEthernet ©/3.1 match interface GigabitEthe
address 1.1.1.1 1.1.1.1 match interface GigabitEthernet /3.2 address 1.1.1.1 1.1.1.1 match interface GigabitEthernet ©/3.2
address interface dialer 1 match interface dialer 1 address interface dialer 1 match interface dialer 1

!

ip nat inside source static tcp 10.10.100.10 port-range 22 443 intert
681 ip nat inside source list 4 interface dialer 4

ip nat inside source list 1 interface dialer 1

ip nat inside source list 2 interface dialer 2

ip nat application source list 1 destination udp ©.0.0.0 53 dest-char
!

nat inside source static tcp 10.10.100.10 port-range 22 443 interi
nat inside source list 4 interface dialer 4
nat inside source list 1 interface dialer 1
nat inside source list 2 interface dialer 2
nat application source list 1 destination udp ©.0.0.0 53 dest-char

ip route ©.0.0.0 0.0.0.0 172.17.126.1 route ©.0.0.0 0.0.0.0 172.17.126.1
7 ip route 6.0.0.0 0.0.0.0 dialer 1 route ©.0.6.0 ©.06.0.0 dialer 1
ip route ©.0.6.0 ©.06.0.0 dialer 4 route ©.9.6.0 ©.6.06.0 dialer 4
©.0.0.0 ©.0.0.0 dialer 2 route ©.0.0.0 0.0.0.0 dialer 2

ip route
!

line console ©
line vty © 4

no login

password admin123
1

line console @
line vty @ 4

login

password admin123

end end

Description can be edited. Click Details in the Action column to check the backup configuration.
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[wwcn ) (o ) (ot ) [ee= )

Basic

i & [ ] ] 5 O & % §
WAN LAN Disconnected Disabled Alias: www #
MGMT Password: ~ ****** #

Model: EG2100-P
SN: H1MSCOMO000147
MAC: 8005.8867.edd6

Firmware Version: EG_RGOS 11.9(1)B11S3

MGMT IP: 192.168.21.95

Description: re
Overview  WAN LAN Config PoE  Alarm  Tunnel

| Configuration Backup List

[ Current ” Back up H Download H Restore H Delete H Compare l Description

|

H1MSCOMO000147_1636429083815 20.19K 2021-11-09 12:38:00 0d88e1/99dbc53e056b9dcc1be7i533f Empty Details

File Name File Size Time MO

H1MSCOMO000147_1636350475727 20.02K 2021-11-08 14:47:55 97bd8e1fad6afae9bif8418ada67258e Empty Details

= Jrom2

® PoE > PoE List

PoE configuration includes the port, physical port, PoE-capable, PoE status, power and PD class.

Rui Basic ®© o
& & [ ] ] B © 0 & ® Alias: -4
‘WAN LAN Disconnected Disabled PPPOE Static IP DHCP PoE Abnormal Copper SFP
MGMT Password: ~ ***=** ¢
vang Lz Lane Lane
Model: EG2100-P
- - SN: H1MBOGAD00892
- - MAC: 3005.8842.6432
~ Firmware Version: EG_RGOS 11.9(1)B11S3, Release(07242
LANIWANT  LANS Lans ANt
723)
MGMT IP: 192.168.21.13
. Description: V4
Overview ~ WAN LAN Config PoE  Alarm  Tunnel
Port Physical Port PoE-capable PoE Status Power PD Class
portd Gio/o Disable off o.ow Unknown
port1 LAN 1 Enable off o0.ow Unknown
port2 LAN 2 Enable On 4.1W 3
port3 LAN 3 Enable Off 0.ow Unknown
portd LAN 4 Enable off o.ow Unknown
port5s LAN 5 Enable off 0.ow Unknown
ports LAN 6 Enable Off 0.ow Unknown
port7 LAN 7 Enable off o0.ow Unknown
Page [ 1 |of1 Next (1. JTotars

® Alarm
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MGMT IP: 192.168.21.13
Description: v
Overview  WAN LAN Config PoE  Alarm  Tunnel
| Alarm To configure alarm settings, click here. To apply the configuration to other devices, click here
Type Rule
Threshold @ Egress Channel Width

REMOTE_CONF_1 Uplink Channel Width 1000 A M Downlink Channel Width | 1000 M

If the bandwidth exceeds | 80 | % of threshold for 5 times, the alarm is sent.

Port Status/Packet Loss Speed Test: @
Domain or IP Address www.baidu.com
Ifthe Ping test failed for | 3 | times, the alarm is sent.

If the packet loss speed exceeds | 50 | % ofthresholdfor = 3 | timesin 5 mins, the alarm is sent.

Save Cancel

Insufficient bandwidth: When the bandwidth exceeds the specified percentage of threshold for several times, the alarm

is sent. The threshold, times and percentage can be configured manually.

Ping failure: When the Ping test failed for the specified times, the alarm is sent. The times and domain/IP address can be

configured manually.

High packet loss rate: When the packet loss rate exceeds the specified percentage of threshold for several times in 5

minutes, the alarm is sent. The times and threshold can be configured manually.

Besides, the corresponding alarm should be enabled in the Alarm Settings page. For insufficient bandwidth, the alarm
types are Uplink rate above threshold on gateway and Downlink rate above threshold on gateway; for Ping failure,
the alarm type is Abnormal network access on gateway; and for high packet loss rate, the alarm type is High packet

loss rate on gateway.

I?Uyle (5] MONITORING CONFIGURATION MAINTENANCE e O @ ® ©
JP_V1.33 hotel HL\5%H... v [ Search Network Q ] [ Manage Network ] [ Take over Network [ Unbind Device ]
| Alarm Settings o R
Type Status Alarm Threshold Email Alarm

Device goes offine -

Device goes online and offline continually - 2o )% © -

All devices are offine -« -«

High channel usage on AP - B

System usage(CPU/memory usage) above threshold -« -«

Switch loopback detected (RLDP) -

interface updown rate above threshold.

‘Abnormal network access on gateway -

High packet loss rate on gateway -

Uplink rate above threshold on gateway -« -

Downlink rate above threshold on gateway - -
| Contact Group List o 52

Group Description Action
No Data

After changing the configuration, click Save below.
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Overview  WAN LAN Config

| Alarm
Type

Threshold @

Port Status/Packet Loss Speed

MGMT IP: 192.168.21.13
Description: e
PoE  Alarm  Tunnel
To configure alarm settings, click here. To apply the configuration to other devices, click here.
Rule

Egress Channel Width

REMOTE_CONF_1 Uplink Channel Width 1000 ' M Downlink Channel Width | 1000 | M

If the bandwidth exceeds = 80 | % of threshold for 5 times, the alarm is sent.

Test: @
Domain or IP Address www.baidu.com

Ifthe Ping test failed for 3 times, the alarm is sent.

If the packet loss speed exceeds = 50

% ofthreshold for | 3 | times in 5 mins, the alarm is sent.

When the modified bandwidth and the actual bandwidth do not match, click Fetch Bandwidth to check the actual

bandwidth which will then be set as the threshold.

EG2100-P

o BN
FERN
..

Firmware Version:
NN LN

H1MSCOM000147
8005.8867.edd6
EG_RGOS 11.9(1)B11S3, Release(07242

Overview ~ WAN  LAN

| Alarm
Type

Threshold @

Port Status/Packet Loss Speed

® Tunnel > Create Tunnel

Config PoE

MGMT IP: 192.168.21.95

Description: Ve

Alarm  Tunnel

To configure alarm settings, click here. To apply the configuration to other devices, click here.

Rule

Egress Channel Width
Fetch Channel Width [

REMOTE_CONF_1 Uplink Channel Width | 99 M Downlink Channel Width 9999 |M

REMOTE_CONF_7 Uplink Channel Width 99 M Downlink Channel Width 9999 M

If the bandwidth exceeds = 80 % of threshold for 5 times, the alarm is sent.

Test: @

Domain or IP Address www.baidu.com

If the Ping test failed for 3 times, the alarm is sent.

If the packet loss speed exceeds = 50 % of threshold for 3 times in 5 mins, the alarm is sent.

Select the tunnel type and click Create Tunnel. The tunnel types include Telnet, eWeb and SSH.
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| e e e o Firmware Version:  EG_RGOS 11.9(1)B11S3

Ruijie ® © ©
MGMT IP: 192.168.21.95
Description: 7

Overview  WAN LAN Config PoE  Alarm  Tunnel

| Create Tunnel

| Tunnel List
<
Type Host Port Destination Device Destination Port Expired at Status Action
eWeb 172.18.21.252 10002 Local 80 2021-11-08 23:55 Disabled =
Telnet 172.18.21.252 10001 Local = 2021-11-08 21:35 Disabled =
eWeb 172.18.21.252 10006 Local 80 2021-11-04 21:29 Disabled =
SSH 172.18.21.252 10005 Local = 2021-11-04 21:29 Disabled =
eWeb 172.18.21.252 10004 Local 80 2021-11-04 21:29 Disabled -
Telnet 172.18.21.252 10003 Local = 2021-11-04 21:29 Disabled =
SSH 172.18.21.252 10002 Local = 2021-11-04 21:28 Disabled =
Telnet 172.18.21.252 10001 Local = 2021-11-04 21:28 Disabled =
eWeb 172.18.21.252 10000 Local 80 2021-11-04 21:28 Disabled =
Telnet 172.18.21.252 10004 Local = 2021-11-01 19:00 Disabled =

® Tunnel > Tunnel List

Tunnel information includes tunnel type, host, port, destination device, expiration time and status. Click Re-create in the

Action column to re-create a tunnel.

RUI]Te | MNEAN‘ Jﬁ m' LA_’" | Firmware Version: EG_RGOS 11.9(1)B11S3 0 @ e
MGMT IP: 192.168.21.95
Description: e
Overview ~ WAN LAN Config PoE  Alarm  Tunnel
| Create Tunnel
| Tunnel List
<
Type Host Port Destination Device Destination Port Expired at Status Action
eWeb 172.18.21.252 10002 Local 80 2021-11-08 23:55 Disabled -
Telnet 172.18.21.252 10001 Local - 2021-11-08 21:35 Disabled -
eWeb 172.18.21.252 10006 Local 80 2021-11-04 21:29 Disabled -
SSH 172.18.21.252 10005 Local - 2021-11-04 21:29 Disabled -
eWeb 172.18.21.252 10004 Local 80 2021-11-04 21:29 Disabled -
Telnet 172.18.21.252 10003 Local - 2021-11-04 21:29 Disabled -
SSH 172.18.21.252 10002 Local - 2021-11-04 21:28 Disabled -
Telnet 172.18.21.252 10001 Local - 2021-11-04 21:28 Disabled -
eWeb 172.18.21.252 10000 Local 80 2021-11-04 21:28 Disabled -
Telnet 172.18.21.252 10004 Local - 2021-11-01 19:00 Disabled -

5.6.4.3 Basic Gateway Operations

® Add Gateway

Click Add, enter the SN, Alias and eWeb Password, and click OK to add a gateway to the network. Only one gateway can

be added to a network.
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MONITORING CONEIGURATION MAINTENANCF

Ruijie &5

] s

Tip: Please enter the password of admin account of the eWeb system to authorize Cloud to manage this device
You can skip this step now, and authorize the password and check the results in MONITORING > Device >
Gateway

Before a gateway is authorized, it is displayed in the Unauthorized Gateway List.

ON MAINTENANCE

Ruijie

o e ® o

FR | commonApar... V
ALL v [ Search Network Q ] SMT+9:0 sia/Tok [ Manage Network ] [ Take over Network [ Unbind Device ]
) DASHBOARD
& TopoLogy B Unauthorized Gateway List o 2
3y
p
) MESH SN Alias
& ALARM " "
SN Alias Status Network Added at Action
® REPORT GCL030 030 'Waiting for device to go online yao 2021-04-28 02:25:40 Re-authorize Delete
Network GCLO060 060 No password yao 2021-04-28 02:37:43 Re-authorize Delete
Voucher CCLOSY 090 Waiting for device to go online yao 2021-04-28 02:39:00 Re-authorize Delete
GCL333 333 Waiting for device to go online yao 2021-04-28 02:36:55 Re-authorize Delete
=
= DEVICE )
GCL999 999 Waiting for device to go online yao1l 2021-04-28 02:40:57 Re-authorize Delete
AP
Ac D Pre Page [ 1 Jor2 Next Last (52 JTotars
Switch
Gateway | Gateway List AutoRefresh: @) © ¢ 8 ~ ¥
WiFi Router 28 [ Add H Web CLI ” eWeb H More + ] 0 Selected SN, Alias, Description Q
R CLIENT ) ) ) ) o )
Online Status 4 SN Alias MGMT IP MAC Egress IP Network Firmware Version Last See On Model Description Action
No Data

If authorization fails, you can click Re-authorize in the Action column to re-enter the Web password to re-authorize the

device.
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CONFIGURATION MAINTENANCE

Ruijie &>

MONITORING

Message

Note: Password verification needs to interact with the
device. If the device is offine, the system needs to
wait for it to go online. If the password of admin
account is the default password, please change the
password first

® eWeb

Select the device to be managed by eWeb, and click eWeb. The system will try to connect the gateway and automatically

open the eWeb page in a new window.

Ruifie ¢ MAINTENANCE o e ® ©
ER | commonApar... VvV ALL v [ Search Network Q ] GMT+9:00)Asia/Tokyo [ Manage Network ] [ Take over Network [ Unbind Device ]
© DASHBOARD SN Alias Search
& TOPOLOGY SN Alias Status Network Added at Action
GCL030 030 Waiting for device to go online yao 2021-04-23 02:25:40 Re-authorize Delete
O MESH
GCLO60 060 No password yao 2021-04-28 02:37:43 Re-authorize Delete
& ALARM GCL090 090 Waiting for device to go online yao 2021-04-28 02:39:00 Re-authorize Delete
REPORT GeL333 332 Waiting for device to go online yao 2021-04-28 02:36:55 Re-authorize Delete
GCL999 999 Waiting for device to go online yaot 2021-04-28 02:40:57 Re-authorize Delete
Network
Voucher Previous Page [ 1 Jof2 Next Last (52 JTotar9
8 DEVICE
- | Gateway List AutoRefresh: @) © 2 81 - &
Ac 1 1 Selected SN, Alias, Description Q
Swien Online Status
ias gress e irmware Version ast See On lodel scriptio
Gateway SN Ali MGMT IP MAC Ef P Network Fi Versi Last See O Model  Descripti
4
WiFi Router 258 @oniine  HIMBOGADDO392 Empty 192168.21.13 8005.8842.6432 192.16821.13 2022-03-03 EG_RGOS 11.9(1)B11S3, Release(07242723) - EG2100-P  Emply
SR CLIENT .
Fi Page 1 of 1 Next Last TOtal 1
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—_—
Ruyle EG Scenario: General @ @ Config Wizard ~ # Online Service Hi, admin v
N —
Houme Dashboard Dashboard
o Service Interface Info Device Info
m .oon Mo CPU Usage: 32.1%
Interface S pe— R Memory Usage: 35%
Online Users: 2
POE Power 2] L :
Support Configured Configured System Time: 2022-04-13 10:46:57
EG2100-P EG_RGOS 11.9(1)B11S3,
Traffic Summary Release(07242723) Details

Interface: [All Interfaces v | Time: [HEGEN All Interfaces over last 1h, Downlink Traffic peak value is 0.00Mbps (2022-04-13 09:53:00)
All Interfaces Traffic Summary | Downlink Traffic v

0.00Mbps

0.00Mbps
0.00Mbps

0.00Mbps

s

0.00Mbps : (
09:50 09:55 10:00 10:05 10:10 10:15 10:20 10:25 10:30 10:35 10:40

WiBefore Flow Control [Passed Traffic u

If a tunnel is created successfully but the eWeb page does not automatically open, the system will pop up a message. The

user can manually click the link to open the page.

Ruijie & MONITORING ~ CONFIGURATION __ MAINTFNANCF

© Succeeded to create the tunnel. eWeb
system is connected.

If the browser can not access the eWeb system:

1. please allow the browser to pop up

windows

2. please check if the proxy is turned on

3. If the web configuration page does not

open automatically, please here to config
Or click here to re-create the tunnel.

® More > Move to

Select the device in the Gateway List, click More > Move to, select the new network and click OK. Only one gateway

can be moved at a time.
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Ruyle MONITORING CONFIGURATION MAINTENANCE o 6 ® o
commonApar... V' ALL v Search Network Q Manage Network Take over Network Unbind Device
R p
@ DASHBOARD SN Alias Search
& TOPOLOGY P botal SN Alias Status Network Added at Action
GCLO30 030 Waiting for device to go online yao 2021-04-28 02:25:40 Re-authorize Delete
D MESH
- GCLO0B0 060 No password yao 2021-04-28 02:37:43 Re-authorize Delete
£ ALARM GCLO020 090 Waiting for device to go online yao 2021-04-28 02:39:00 Re-authorize Delete
REPORT CEleEe 333 Waiting for device to go online yao 2021-04-28 02:36:55 Re-authorize Delete
GCL999 999 Waiting for device to go online yao1 2021-04-28 02:40:57 Re-authorize Delete
Network
Voucher Pr Page | 1 |of2 Next Last Total: 9
&8 DEVICE
- | Gateway List AuoRefresh: @ © 2 3 - ¥
Ac [ Add ‘ [ Web CLI ] [ eWeb ] [ More + l 1 Selected SN, Alias, Description Q
swien Online Status Movelo
MT IP MAC Egress IP Network Firmware Version Last SeeOn  Model Descriptio
Gateway . Reboot
I
WiFi Router I8 © online j Tunnel 21682113 800588426432 192.168.21.13 2022-03-08  EG_RGOS 11.9(1)B11S3, Release(07242723) - EG2100-P  Emply
R CLIENT Delete
rdt | Previos  Page (1 Jort Total: 1

MONITORING CONFEIGIIRATION

MAINTENANCE

Ruiio N
Select Network

0

&

default +
&

yao +
&

yaol +
&

JAPAN_APART_BRIDGE_200000000000... '+

&

[ome] (o) (o) [ ~

® More > Reboot

Select the device in the Gateway List, click More > Reboot and click OK.
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RUl]le @) MONITORING CONFIGURATION MAINTENANCE O 6 ® ©
ER | commonApar... V ALL v [ Search Network Q l [ Manage Network l [ Take over Network [ Unbind Device ]
@ DASHBOARD SN Alias Search
& TOPOLOGY P botal SN Alias Status Network Added at Action
GCL030 030 Waiting for device to go online yao 2021-04-28 02:25:40 Re-authorize Delete
D MESH
GCLO60 060 No password yao 2021-04-28 02:37:43 Re-authorize Delete
A ALARM GCL090 020 Waiting for device to go online yao 2021-04-28 02:39:00 Re-authorize Delete
REPORT CElEEE 333 Waiting for device to go online yao 2021-04-28 02:36:55 Re-authorize Delete
GCL999 999 Waiting for device to go online yao1 2021-04-28 02:40:57 Re-authorize Delete
Network

Voucher First Previous Page | 1 of 2 Next Last Totali 9

8 DEVICE

- | Gateway List AutoRefresh: @ © 2 3 - ¥
Ac [ Add ‘ [ Web CLI ] [ eWeb ] [ More v ‘ 0 Selected SN, Alias, Description Q
Switch Move to

Online Status

MT IP MAC Egress IP Network Firmware Version Last SeeOn  Model Descriptio

WiFi Router 228 @onine  H1 1ynnel 2168.21.13 8005.8842.6432 192.168.21.13 2022-03-03 EG_RGOS 11.9(1)B11S3, Release(07242723) - £G2100-P  EmPYy
[ —

R CLIENT Delete
st Previous Page [ 1 |of1 Next (10« JTotar1

® More > Tunnel

The user can create a Web-based tunnel to enter the eWeb system of a gateway for more monitoring and management

functions.

@ If any security system exists in the network, such as a firewall, the traffic of destination TCP port 10000-12000

should be permitted.

Select the device for tunnel management, and click More > Tunnel. On the Tunnel Management page, WEB, Telnet and
SSH types (the tunnel types vary with products) can be selected or you can customize the tunnel configuration. The Tunnel

List displays the tunnels already created.

RUI]Ie @ MONITORING CONFIGURATION MAINTENANCE © O 6 ® o
EQ | commonApar... V ALL v [ Search Network Q ] [ Manage Network l [ Take over Network [ Unbind Device ‘
Q' DASHBOARD N Alias [ searn |
& TOPOLOGY P botal SN Alias Status Network Added at Action
GCLO30 030 Waiting for device to go online yao 2021-04-23 02:25:40 Re-authorize Delete
@ MESH
o GCLO60 060 No password yao 2021-04-28 02:37:43 Re-authorize Delete
& ALARM GCL090 090 Waiting for device to go online yao 2021-04-28 02:39:00 Re-autorize Delete
REPORT GCL333 323 Waiting for device to go online yao 2021-04-28 02:36:55 Re-authorize Delste
GCL999 999 Waiting for device to go online yao1 2021-04-28 02:40:57 Re-authorize Delete
Network

Voucher First Previous Page | 1 of 2 Next Last TOIaI. 9

8 DEVICE

- | Gateway List AuoRefresh: @ © 2 3 - ¥
Ac 28 [ Add ” Web CLI l eWeb ” More + l 1 Selected SN, Alias, Description Q
Switch Online Status Move to

MGMT IP MAC Egress IP Network Firmware Version Last SeeOn  Model Descriptio
Gateway 4 Reboot
WiFi Router 218 @ online H1' Tunnel F.1ss.21.13 3005.3842.6432 192.168.21.13 2022-03-03  EG_RGOS 11.9(1)B11S3, Release(07242723) - EG2100-P  Emply

R Delete
CLIENT rwst Previous Page 1 of 1 Next Last Tmal.‘
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RUI]’Q AES\ MONITORING CONFIGURATION MAINTENANCF

Tunnel (SN: HIMBOGADD0392)

| Create Tunnel

Type'[ TELNET v” Create Tunnel

Local Global

| Tunnel List

If the tunnel is unavailable, please re-create it or contact us for support.

Type Host Port Destination Device Destination Port Expired at Status Action
eWeb 172.18.21.252 Local 80 2022-04-13 13:45 Connecting Disable GO
Telnet 172.18.21.252 Local 2022-04-12 20:46 Disabled Recreate
Telnet 172.18.21.252 Local 2022-04-12 19:45 Disabled Re-create

eWeb 172.18.21.252 Local 2022-04-12 19:40 Disabled Re<create

Tota 4

® More > Delete

Select the device in the Gateway List, click More > Delete and click OK.

Ru:/:e (XS] MONITORING CONFIGURATION MAINTENANCE o o 6 ® ©
ER | commonApar... \/ ALL v [ Search Network Q l [ Manage Network l [ Take over Network [ Unbind Device
@ DASHBOARD SN Alias Search
& TOPOLOGY SN Alias Status Network Added at Action
GCLO30 030 Waiting for device to go online yao 2021-04-28 02:25:40 Re-authorize Delete
D MESH
GCL060 060 No password yao 2021-04-28 02:37:43 Re-authorize Delete
A ALARM GCLO%0 090 Waiting for device to go online yao 2021-04-23 02:39:00 Re-authorize Delete
© REPORT GCL3z3 23 Waiting for device to go online yao 2021-04-23 02:36:55 Re-authorize Delete
GCL999 099 Waiting for device to go online yaol 2021-04-28 02:40:57 Re-authorize Delete
Network
Voucher First Previous Page [ 1 |of2 Next Last (5. JTotaro
&8 DEVICE
- | Gateway List AutoRefresh: @ T 2 3% - ¥
Ac 3 [ Add ] [ Web CLI ] eWeb ] [ More + l 1 Selected SN, Alias, Description Q
swien Online Status Move to
MGMT IP MAC Egress IP Network Firmware Version Last SeeOn  Model Descriptio
Gateway 4 Reboot
WiFi Router 218 Qonine  H  1ynnel 21682113 800588426432 1921682113 2022:03-08 EG_RGOS 11.9(1)B11S3, Release(07242723) - EG2100-P  EmPly
A CLIENT Delete )

5.6.5 WiFi Router (beta)

5.6.5.1 WiFi Router List

The WiFi Router List displays basic device information, including the online/offline status, SN, sync status, alias, MAC,

management IP & public IP, clients, network, firmware version, offline time, model and description.

Auto Refresh: @l

The WiFi Router List automatically refreshes every minute. Click to enable/disable the auto refresh

function.
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Above the list are Add, Web CLI and Upgrade functions. Click to display the Move to, Delete, Export, and
Reboot functions. For more information, refer to Basic Router Operations.

The Search function supports fuzzy queries based on the serial number, alias and description, and also supports queries

based on sync status and online/offline status.

RUyle@ MONITORING CONFIGURATION MAINTENANCE e o @ ® ©o
EQ | commonApar... V
ALL v [ Search Network Q ] [ Manage Network J[ Take over Network [ Unbind Device ]
@ DASHBOARD
& TopoLogy £ | WiFi Router List(ciick "siv to view detais AuoRefresh: (O 3 - 3
~
& MESH [ Web CLI H Uparade ” More + l 0 Selected
B ALARM SN, alias and description Q
p p
REPORT @sasic ORF (O Model
Network
Voucher Status 4 SN Sync  Alias - MACManagement IP - Egress IPClients Network Firmware VersionLast Seen OnModelDescriptionActior
@ Never Online  1234RFV56789UJ  wait ~ Empty - JAPAN_OTHER_qazqazqazqazqazqaz_1231231231 = Empty o
=
&= DEVICE
 Never Online GCL119 wait 911 - yao - Emply
AP
Ac B First Previous Page | 1 of 1 Next Last Total' 2
Switch
Gateway

WiFi Router I8

FR CLIENT

Click the record in the Sync Status column to open the Config Status page. On this page, you can deliver one or all

configurations.

Ru,ﬁ'e&cs\ MONITORING  CONFIGURATION  MAINTENANCE
Config Status(1234RFV56789UJ)

To synchronize all configurations to the AP, please click Manually Deliver. If a configuration fails to be synchronized, please click [ in the Action column to deliver it again.

[® Manually Deliver ORefresh

Config Status Action

No Data

The number of devices which have available firmware for upgrade is displayed on the upper-left corner of the WiFi Router
List page. Click New Firmware to display the New Firmware List. Then click Go To Upgrade to enter the
MAINTENANCE > UPGRADE > Upgrade page.
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| Firmware Version List

| Top Versions Firmware Version Q
Firmware Version Devices
UNKNOWN 12
@ SWITCH_3.0(1)B11P20,.. EG_3.0(1)B11P30,Release(07182301) 2
@B SWITCH_3.0(1)B11P20,...
AP_3.0(1)B11P30Relea... EW_3.0(1)B11P30,Release(07180823) 2
@ £G_3.0(1)B11P30Relea... SWITCH_3.0(1)B11P20,Release(07170803) 2
@ other AP_3.0(1)B11P30,Release(07182006) 1
Previous Page 1 of 3 Next
| Device List o e
Upgrade Upgrade All | 0 Selected [ SN, Alias, Description Q] Advanced Search ~
Key | HINW5JK071016 l Model [ Current Version| EG_3.0(1)B11P30,Rel
=
Status SN Network Alias Model Hardware Version Current Version Recommended Version Description  Action _[-_:
@ online H1NW5JK071016 ESW EWR EG105GW 1.00 EG_3.0(1)B11P30,Release(07182301) EG_3.0(1)B11P26,Release(07172304) Uparade £
F Pre Page 1 of 1 Next Last 1in total

For more information, refer to Device Details.

5.6.5.2 Device Details

Click the serial number in the device list to open the details page for a single device. The page displays detailed device

information, including basic information, performance data, speed data, client data, online/offline status, and device logs.
® Router Info

The basic information includes serial number, MAC address, management IP address, SSID, sync status, firmware version,

hardware version, alias, and description.

Ruiie ¢
Device Information

| Router Info

Alias: ¢ SN:  1234RFV56789UJ

Management IP Type:
Hardware Version

Firmware Version:

Description: ¢

SSID:

| Status

(®Not Online Yet Memory Usage CPU Usage Alarm: 0

@ Online Clients: 0

® Weak Signal Clients: 0

| Connectivity

® Status

Last 24 Hours Last 7 days

The performance data includes the router connection status, online client count, CPU usage, memory usage and alarm

count.
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R_uU ,],"e Description: ¢
SSID:

| Status

(Not Online Yet Memory Usage CPU Usage
@ Online Clients: 0
® Weak Signal Clients: 0 G a

| Connectivity

Alarm: 0

Last 24 Hours Last 7 days

18:00 22:00 2:00 6:00 10:00 14:00

Last 24 Hours Last 7 days

| Speed Summay @

O- Uplink -0~ Downlink
Traffic(MB)

®  Connectivity

Router connectivity refers to the connectivity (online status) between router and Cloud Service within a period (1 day or 7
days).

IZIITEY o Weak Signal Clients: 0 e ® ® ©

| Connectivity

Last 24 Hours Last 7 days

18:00 22:00 2:00 6:00

10:00 14:00

Last 24 Hours Last 7 days

| Speed Summay @

~O- Uplink -0~ Downlink
Traffic(MB)
1
0.8
06 2022-01-12 04:40:00
04
02
2022-01-1‘1 18:30:00 2022-01-11 22:30:00 2022-01-12 02:30:00 2022-01-12 06:30:00 2022-01-12 10:30:00 2022-01-12 14:30:00

® Speed Summary

You can choose to view the router speed statistics in the last 24 hours or the last 1 week.
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Ruijie

| Speed Summay @ Last 24 Hours

O- Uplink -0~ Downlink
Traffic(MB)

2022-01 -1‘1 18:30:00 2022-01-11 22:30:00 2022-01 -1‘2 02:30:00 2022-01-12 06:30:00 2022-01-12 10:30:00 2022-01-12 14:30:00

| Radio List oo

RF Type Channel Power Channel Width (MHz) Channel Usage

No Data

| User List o n-.

® Radio List

The Radio List page displays the RF information, including the RF type, current channel, power (percentage), channel

bandwidth, and channel usage.

Ruijie ( 064 » ® ©
0.4+
0.2
0 & 5
2022-02-28 11:40:00 2022-02-28 15:40:00 2022-02-28 19:40:00 2022-02-28 23:40:00 2022-03-01 03:40:00 2022-03-01 07:40:00
| Radio List o N
RF Type Channel Power Channel Width (MHz) Channel Usage @
No Data
| User List o on .
P MAC SSID RSSI AP Alias Band Traffic (MB) Manufacturer Online Time Last See On
No Data
First Previous Page | 0 Jof0 Next Last Total: 0
| Backup List
[ Back up ] [ Download ] [ Restore ] [ Delete I <o N
File Name File Size Time Mode MD5 Description Action
No Data

®  User List

The User list displays information about clients currently associated with the routers, including the IP address, MAC

address, SSID, RSSI, traffic, online/offline status, terminal type and so on.
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| Radio List o N
Ruijie (
RF Type Channel Power Channel Width (MHz) Channel Usage @
No Data
| User List o 8 -
P MAC SSID RSSI AP Alias Band Traffic (MB) Manufacturer Online Time Last See On
No Data
Fir Pre Page | 0  |of0 Next Last (10. JTotar:0
| Backup List
[ Back up ] [ Download ] [ Restore ] [ Delete ‘ < -
File Name File Size Time Mode MD5 Description Action
No Data
First Previous Page | 0  |of0 Next Last Total: 0
| LOQ Record Device Log  Config Log
Type Updated at Content

® Backup List
The backup records include configuration file name, size, time, mode, MD5 and description.

Ruijie

| User List o N
P MAC SsID RSSI AP Alias Band Traffic (MB) Manufacturer Online Time Last See On
No Data
Fist | [Previous Page [ 0 Jof0 Next Last Total: 0
| Backup List
I Back up ][ Download ” Restore ” Delete ] LS 4
File Name File Size Time Mode MD5 Description Action
No Data
First Page [ 0  |of0 Next Last Total: 0
I LOg Record Device Log  Config Log
Type 4 Updated at Content
No Data
First Previous Page [ 0 Jof0 Next Last (0. JTotat0

® Device Log

The Device Log records the device type, update time and content.
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nroype Cnanner rower nanner wiuun mngy nanner usaye
—
Ru'/’e‘ No Data D @ (-]
| User List o n-
P MAC SSID RSS! AP Alias Band Traffic (MB) Manufacturer Online Time Last See On
No Data
F Previous Page | 0 of 0 Next Last Total: 0
| Backup List
[ Back up H Download H Restore ” Delete l < N~
File Name File Size Time Mode MD5 Description Action
No Data
F Previous Page | 0 of 0 Next Last TOtal: 0

| Log Record Config Log
Coemn ] © 3t -

Type Updated at Content

No Data

® Config Log

The Config Log records the historical operations, including online/offline, restart and upgrade records, and supports queries

based on the status and period.

nroaype Cnanner ruwer Luanner viuun ywinz) Lnanner usaye
—
Ru’j'e No Data ® © ©
| User List o N
P MAC SsiD RSSI AP Alias Band Traffic (MB) Manufacturer Online Time Last See On
No Data
First | [Previous Page [ 0 Jof0 Next Last (10~ JTotato
| Backup List
[ Back up ” Download H Restore H Delete ] < 8-
File Name File Size Time Mode MD5 Description Action
No Data
F Previous Page | 0 Jof0 Next Last Total: 0
I LOQ Record Device Log | Config Log
nl-[ u”QSearch]G -2
Operation Type Started at Ended at Status Description Details

4
+ MACC server address changes 2021-11-0420:03  2021-11-04 20:03 Not needed Config: JAPAN_OTHER_gazqazqazqazqazqa...

5.6.5.3 Basic Router Operations

® Add Router

Step 1: Select the network, and click Add. Both batch import and manual add are supported.
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Ruijie & MONITORING ~ CONFIGURATION  MAINTENANCE ®n e © o

FR | commonApar...
ALL v BACK-JAPAN_APART_BRID v [ Search Network Q ] T+9 sia/Tok [ Manage Network H Take over Network Unbind Device ]

{3 DASHBOARD

& TopoLogy B | WiFi Router List(Ciick "SN" to view details) AutoRefresh: (. O 82 - 3

~
< MESH Add [ Web CLI J [ Upgrade J [ More ~ J 0 Selected

A ALARM SN, alias and description Q

REPORT @sBasic ORF (O Model

Network

Voucher Status ‘SN Sync 4 Alias MAC Management IP EgressIP  Clients  Network Firmware Version Last Seen On Model  Description  Action

No Data

Previous Page | 0 of 0 Next Last Total‘ 0

& DEVICE
AP
Ac £
Switch
Gateway

WiFi Router I8

SR CLIENT

Step 2: Click download template to download the template, enter router information, and click ‘.xIs’ File to import the

template.

Ruijie & MONITORING ~ CONFIGURATION  MAINTENANCE

Download and fill in the template.Up to 200 records can be imported

Add a Device

Or you can click Add a Device, enter SN and alias of the AP, and click OK. Click * toadd multiple APs.

Ruijie & MONITORING  CONFIGURATION _ MAINTENANCF

1SN[

ZSN[

3SN[

Batch Import

® More > Move to

Select one or multiple devices in the WiFi Router List, click More > Move to, select the new network and click OK.
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CONFIGURATION MAINTENANCE O @ ® ©
FR | commonApar... V'
ALL v [ Search Network Q ] [ Manage Network H Take over Network [ Unbind Device ]
@ DASHBOARD
& TopoLocy &8 | WiFi Router List(Ciick “si" to view details AutoRefresh: T 3~ ¥
P
© MESH [ Web CLI [ Upgrade “ More ~ | 1 Selected
& ALARM Move to SN, alias and description Q
) gy Delete
REPORT @sasic Orr O
Export
Network
Voucher Status 4 Reboot ias MACManagement IP  Egress IPClients Network Firmware VersionLast Seen OnModelDescriptionActior
@ Never Oniine  1234RFV56789UJ  wait  Empty - JAPAN_OTHER_qazqazqazqazqazqaz_1231231231 2 Emply
8 DEVICE
€ Never Online GCL119 Wait 911 - yao - Empty [
AP
Ac Fi Page [ 1 |of1 Next Last (f0. JTotar2
Switch
Gateway

WiFi Router £

SR CLIENT

Ruyle AES\ MONITORING CONFIGURATION MAINTENANCFE
Select Network

&

default

JAPAN_APART_BRIDGE_200000000000...

Lx)

[ Unfold ] [ Fold ] I Order o ] Search

® More > Delete

Select one or multiple devices in the WiFi Router List, click More > Delete and click OK.

RUljle MONITORING CONFIGURATI MAINTENANCE © g 6 ® o
FR | commonApar... VvV
ALL v [ Search Network Q ] [ Manage Network ” Take over Network Unbind Device I
) DASHBOARD
& TopoLogy B | WiFi Router List(Ciick "sN" to view details Auto Refresh: o .8
@
& MESH [ Web cLI H Upgrade H More + ] 1 Selected
B ALARM Move to SN, alias and description Q
,
REPORT @sasic Orr O
Export
Network
Voucher Status y Reboot ias ~ MACManagement IP  Egress IPClients Network Firmware VersionLast Seen OnModelDescriptionActior
@ Never Online  1234RFV56789UJ  wait  Empty - JAPAN_OTHER_gazqazqazqazqazqaz_1231231231... - Empty o
8 DEVICE
 Never Online GCL119 Wait 911 - yao - Emply [
AP
Ac =B First Previous Page | 1 of 1 Next Last TOIaI‘ 2
Switch
Gateway

WiFi Router L8

SR CLIENT

® More > Export
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Select one or multiple devices in the WiFi Router List, and click Export.

Ru:/’lé Jaf_—‘ MONITORING CONFIGURATION MAINTENANCE © o 6 ® o
FR commonApar. v
ALL v [ Search Network Q ] [ Manage Network ] [ Take over Network [ Unbind Device ]

{ DASHBOARD

& TopoLogy B | WiFi Router List(Ciick "S- to view detais Auto Refresh: o om.x
<) MESH m Web CLI Upgrade More v 1 Selected
& ALARM Move to SN, alias and description  Q
i P Delete
REPORT @sBasic OrRF O
Network
Voucher staus  Reboot ias ~ MACManagement IP ~ Egress IPClients Network Firmware VersionLast Seen OnModelDescriptionActior
€ Never Online  1234RFV56789UJ  wait ~ Empty - JAPAN_OTHER_gazqazqazqazqazqaz_1231231231... - Empty @
&8 DEVICE
 Never Online GCL119 wait 911 - yao Empy @
AP
Ac &8 Fist | Previous  Page [ 1 Jort Next Last (0. JTotar2
Switch
Gateway

® More > Reboot

Select one or multiple devices in the WiFi Router List, and click Reboot.

I?Ull’léJaES MONITORING CONFIGURATION MAINTENANCE @ o 6 ®© o
ER | commonApar... V
ALL v [ Search Network Q ] [ Manage Network H Take over Network [ Unbind Device ]

) DASHBOARD

& TopoLogy 8 | WiFi Router ListCick 'S to view detais Auto Refresh: o m.
< MESH m Web CLI Upgrade More v 1 Selected
£ ALARM Move to SN, alias and description Q
) Delete

REPORT @Basic OrRF O

Export
Network
Voucher Status M ELEY as  MACManagement P Egress IPClients Network Firmware VersionLast Seen OnModelDescriptionActiot
@ Never Online  1234RFV56789UJ  wait ~ Empty - JAPAN_OTHER_gazqazqazqazqazqaz_1231231231... - Empty ]
&8 DEVICE
© Never Online GCL119 Wait 911 = yao R Emoy @

AP

Ac £ Fist | Previous  Page [ 1 Jort Next Last (0. JTotar2

Switch

Gateway

WiFi Router

fR CLIENT

® WebCLI
Select one or multiple devices in the WiFi Router List, and click Web CLI. The Web CLI dialog box is displayed, and

device information can be queried via the menus in this dialog box. The menus vary with the products.
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I?Ul]’léhEs MONITORING CONFIGURATION MAINTENANCE © o @6 ® ©
R | commonApar... v
ALL v [ Search Network Q ] [ Manage Network H Take over Network [ Unbind Device ]

{ DASHBOARD

& TopoLogy BB | WiFi Router ListCiick "\ to view deta Auto Refresh: o ren
) MESH I Web CLI ” Upgrade H More ~ ] 1 Selected
A ALARM SN, alias and description Q
p -

REPORT @sBasic ORF O Model

Network

Voucher Status 4 SN Sync ‘Alias MACManagement IP  Egress IPClients Network Firmware VersionLast Seen OnModelDescriptionActior

@ Never Online  1234RFV56789UJ  wait  Empty - JAPAN_OTHER_qazqazqazqazqazqaz_1231231231 - Empty I
8 DEVICE
@ Never Online GCL119 Wait 91 = yao - Empy

AP

Ac B3 First Previous Page | 1 of 1 Next Last 104 Total: 2

Switch

Gateway

WiFi Router 28

R CLIENT

5.7 Client

Select MONITORING > CLIENT to open the Client page.

5.7.1 Client List

This page displays the information about online clients and historical clients of the current network.
Click the drop-down list next to Advanced Search to switch between Online Clients and History Clients.
The client information includes basic information, band, and online time.

Search for user data by online status, MAC, SN or SSID.

5.7.2 Client Details

Click the device MAC, and the Client Details page is displayed.

RUl]le(G_“) MONITORING CONFIGURATION MAINTENANCE © O 6 ® o
ERQ | commonApar...
default v [ Search Network Q ] [ Manage Network H Take over Network [ Unbind Device ]
Y DASHBOARD
& TopoLogy &8 | Client List @ o oe e
-
< MESH Online Clients v Advanced Search ~
A ALARM
REPORT Key| MAC, SN, SSID ] [ Reset ]
Network
Voucher P MAC AP SN SSID RSSI AP Alias Band Traffic (MB) Manufacturer Online Time Last See On
8 DEVICE EEE
AP Fist | Previous  Page [ 0 Jof0 (0. JTotaro
Ac
Switch
Gateway
WiFi Router I8
SR CLIENT
® Client Info
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Client Info includes alias, status, MAC address, online/offline time, uptime, IP address, terminal, operation system,

manufacture, AP serial number, AP ailas and SSID.

| Client Info
Alias = & Status : Online MAC : 3045.9609.0557
Online Time : 2019-04-16 14:05:09 Offline Time : - Uptime :  Oh 8m 26s
IP: 172.17.125.140 Terminal -  Phone 0S: Android
Manufacturer : HUAWEI TECHNOLOGIES CO.,LTD AP SN : G1KD9HH02861B AP Alias : 520w2
SSID: Nature_cloud_as
® Performance
Performance displays the traffic summary etc.
| Performance @
Traffic(MB)
100
80
60
40
20 /
0+ u T T T T T T T T T T f
00:00:00  09:55:08 101512 10:35:16  10:55:22 111527 11:35:30 121503 12:35:06 125516 1311521 13:34:43  14:05:09
-O- Delay Pkt Loss Rate RSSI - Uplink -0~ Downlink
Delay(ms) Pkt Loss Rate(%)
254 r 100
20 L 80
154 L 60
104 L 40
5 O t20
N N -t RN _ o
00:00:00 09:50:13 10:05:13 1020:13 103513 1050:13 11:05:13 11:20:13 11:35:13 121513 12:30:13  12:45:13  13:00:13  13:15:13  13:30:13  14:05:13
RSSI Speed(Mbps)
120+ 150
100 . " . -
OO OO0 = = —— 120
- > o= & )
60 o s
404 " — r
20 ___/\ ———— NS D — e L0
0 T T T T T T T T T T T T r T —0
00:00:00 09:50:13  10:05:13 10:20:13  10:35:13  10:50:13  11:05:13 112013 11:35:13 121543 12:30:13 124513 13:00:13 131513 13:30:13  14:05:13
®  Online/Offline Record
| Online/Offline Record o o
AP SN AP Alias P ssiD RSSI Band Traffic(MB) Online Time Offline Time Updated at
G1KDOHH028618 52002 172.17.125.140 Nature_cloud_as ~ -53 246 32762 2019-04-16 14:05:09 - 2019-04-16 14:13:46
G1KDOHH02861B 52002 172.17.125.140 Nature_cloud_as - 246 38179 2019-04-16 13:46:16 2019-04-16 13:57:23 2019-04-16 13:57:43
G1KDIHH028618 520w2 172.17.125.140 Nature_cloud_as - 246 49051 2019-04-16 12:04:10 2019-04-16 13:34:43 2019-04-16 13:35:23
G1KDOHH02861B 52002 172.17.125.140 Nature_cloud_as - 246 88295 2019-04-16 09:36:35 2019-04-16 11:36:13 2019-04-16 11:36:31
G1KDOHH028618 520w2 172.17.125.140 Nature_cloud_as - 2406 4442 2019-04-15 15:24:59 2019-04-15 15:58:43 2019-04-15 15:59:26
G1KDOHH02861B 52002 172.17.125.140 Nature_cloud_as - 246 1520 2019-04-15 12:39:38 2019-04-15 12:47:05 2019-04-15 12:47:50
G1KD9HH028618 520w2 172.17.125.140 Nature_cloud_as - 246 66523 2019-04-15 10:15:38 2019-04-15 11:56:59 2019-04-15 11:57:46
G1KDOHH02861B 52002 172.17.125.140 Nature_cloud_as - 2406 12.954 2019-04-12 17:46:01 2019-04-12 18:28:59 2019-04-12 18:29:52
G1KDOHH028618 520w2 172.17.125.140 Nature_cloud_as - 246 326045 2019-04-12 14:01:03 2019-04-12 17:26:35 2019-04-12 17:26:40
G1KDOHH02861B 520w2 172.17.125.140 Nature_cloud_as - 2406 2815 2019-04-12 13:40:13 2019-04-12 13:51:20 2019-04-12 13:51:52

Page 1 of 2

Next Last

10 « 12 in total

Online/Offline Record displays AP SN, AP alias, IP, SSID etc.

® Roaming Record
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| Roaming Record

Roam-in AP SN
G1KD84Y017646
G1KD83504970C
G1KD14G002218
G1KD90N003414
G1KD90N003414
G1KDAOT003926

G1KD83504970C

Roam-in AP MAC Roam-in AP Group Roam-in AP Location

5869.6c7a.5dd0
5869.6c79.44f7
5869.6c5b.5071
5869.6caa.72e2
5869.6caa.72e2
5869.6cb9.7926

5869.6c79.44f7

San_Jose
San_Jose
San_Jose
San_Jose
San_Jose
San_Jose

San_Jose

Outdoor RG-AP630(CD)

Indoor AP520-1

Indoor AP520(BT)

AP630(I0DA)
AP630(I0DA)
Indoor AP740-1

Indoor AP520-1

Page

1

Source AP SN

G1KD83504970C

G1KD14G002218

G1KD83504970C

G1KDAOT003926

G1KDAOT003926

G1KD84Y017646

G1KDAHJ052008

Roaming Record displays roam-in AP, source AP, SSID etc.

129

Source AP MAC
5869.6c79.44f7
5869.6¢5b.5071
5869.6c79.44f7
5869.6cb9.7926
5869.6cb9.7926
5869.6c7a.5dd0

5869.6cc1.96d0

Source AP Group
San_Jose
San_Jose
San_Jose
San_Jose
San_Jose
San_Jose

San_Jose

C
Source AP Location

Indoor AP520-I

Indoor AP520(BT)
Indoor AP520-I

Indoor AP740-1

Indoor AP740-I
Outdoor RG-AP630(CD)

indoor AP130(W2)

H-
Roarr
G1KD
G1KD
G1KD
G1KD
G1KD
G1KD

GIKD

10 « 7 in total
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6 Configuration

The Configuration module includes two parts: NETWORKS and WIRELESS and AUTHENTIFICATION.

6.1 Networks

6.1.1 Basic

Select CONFIGURATION > NETWORKS to open the NETWORKS page. Then, all detailed information about the sub

networks is displayed on the Subnetwork List, including the network name, its upper network, the number of connected

devices and created time.

Additionally, five operation icons are provided in the Action column of a network for adding a sub network, sharing the

network, handing over the network, deleting the network and configuring the network. You can click these icons to perform

operations on the network.

Ruiie &

fQ | commonApa... v/

e

NETWORKS

= WIRELESS

Basic
AUTHENTICATION
Voucher /|

Account Joeta}
PPSK Joota}

Captive Portal Jbota}
Settings

AP

MONITORING

| Network Info(383) C

Q
v @ roor
B .2y
v B 2o
v & test><> ¢> <} ADOOD[-

~B@EF @& ~ ... 12, |

~~ B @@¥F
& o
B

[ e

[ER¥

[Z] 2#Build of QianLong TianXia
B 920

B un

[ 2022-09-27

[ 2022-08-27-hotel

[ 2022-09-28

[ 2022-11-01

B 2022-11-13

E 11111

B 1111

6.1.1.1 Add Sub Networks

CONFIGURATION

MAINTENANCE

® 5 e © e

| Network Info

Current Network: & ROOT

| Subnetwork List

Network
21212212
12121212

123123
testsubl
testi213@@

1234567880
test12313

bbb123
bbbbbbbb
abedeggl
abcdegg
Eason_apart_006
other-test

1121212

Upper Network
ROOT
ROOT
ROOT
ROOT
ROOT

ROOT

ROOT

ROOT

ROOT
ROOT
ROOT

ROOT

Created Time
2023-04-15 16:02:50
2023-04-15 16:01:21
2023-04-15 16:00:04
2023-04-10 14:48:15
2023-04-10 12:28:03
2023-04-10 12:22:25
2023-04-10 12:21:09
2023-04-10 12:12:53
2023-04-10 12:05:36
2023-04-10 11:55:19
2023-04-10 11:44:12
2023-03-23 12:03:12
2023-03-23 11:53:08

2023-03-23 10:47:42

Add Network Bulk Add Networks

Network

A A A A

o

A

A A A

A A A A A A

o

Action

PO

o

o

I

ga g g O

o

WoW oW oW oW oW oW W W oW wWw W

S

B2 5 8 68 368 86 8 368 88
B D T D T S T Y

§

<

Help

Select the network and click Add Sub Network.
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MAINTENANCE o e & o
R | commonApartm...
| Network Info(14) C | Network Info
® NETWORKS a Current Network: 7] default < 55 i 2 &)
= WIRELESS
. v @ rooT
Basic ) e}
3333 | Subnetwork List
Layout o
» [ default
Radio Planning Network Q
Eason_apart_001 . .
Roaming Network Upper Network Devices Created Time Action
Eason_apart_002 2
Bluetooth test11111 ROOT/default 1 2023-03-29 11:53:47 <28
[E] Eason_hotel_test1
O AUTHENTICATION B hotel First Prev Page | 1 of 1 Next [ 20. JTotal:1
Voucher J bota - huge_test_network_apartl
Account J bota &% apart_apart_11
PPSK Joota] B Test
Captive Portal =3 v B =% =
@ settings & 11111 Help
AP

MONITORING CONFIGIHRATION MAINTENANCFE

Add Sub Network +Add Sub Network

| Basic

Name Subaccount

Parent Node default

Wireless Configuration Inherit Parent Node

Bind Location [ Tokyo, Japan

r f‘ g J Tokyo Slallon Galléry ® \ /b R Sunanguma%e sta\ Q:m
)_/ J ‘ /7)( (7] \ g
> [ B8

Royal Fark Hulel Tokyo
=IKFN

Nijubashimae
“mEnD
Mitsubishi
Ichigokan'Museum
Zp_snzgm V|
/ Shimizu Co cra(lon HQ
ImpenaITheave /Q Kyobashi St g 2 Eitaibashi*Brid
R yobashi Sta. itaibashi*Bridael
SANFERE @ - KA

. Drag the'ieon to adjust the network logation..;,, Unbind HAR
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6.1.1.2 Bulk Add Networks

Step 1 Click Bulk Add Networks to enter the setting page.

Ruyle (€] MONITORING CONFIGURATION MAINTENANCE ° g 6 ® ©
Q| commonApartm...
| Network Info(14) C | Network Info
® NETWORKS Current Network: @ ROOT
Q
= WIRELESS
i v @ root
Basic ) fe)
B 3333 | Subnetwork List
Layout 8
» default »
Radio Planning Network Q
[ Eeason_apart_001
Roaming Network Upper Network Devices Created Time Action
[5] Eason_apart_002 - -
Bluetooth Test ROOT 0 2023-04-13 11:11:13 <EMM2E
[E] Eason_hotel_test1 - N
Eason_hotel_testl ROOT 0 2023-03-22 15:17:17 SLEM2E
© AUTHENTICATION B hotel -
HSES ROOT 0 2023-03-22 15:16:48 <&EMW2E
Voucher g bota] - huge_test_network_apartl -
£ huge.test netiork_apa Eason_apart_002 ROOT 0 2023-01-30 10:14:02 LEM28L
Jootal rt_apart_11 5 =
Account &5 sport.spart. 3333 ROOT 1 2022-12-20 11:40:15 SEMM2E
P bota] Test - =
PPSK O huge_test_network_apart1 ROOT 0 2022-12-06 19:27:42 LEDM2L
i HrEE o
Captive Portal I3 ~ 0 = Eason_apart_001 ROOT 4 2022-11-30 10:05:08 s EP
X & 11111 = _ | Help
& Settings hotel ROOT 2 2022-11-25 09:45:31 <&EM2E
AP default ROOT 3 2022-11-24 19:33:05 <&EM2E
Previous Page [ 1 Jof1 [ 20. JTotal:9

Step 2 Specify the Scenario, Time Zone, Auto Switch Mode and Configuration Template (optional).

Bulk Add Networks

| Basic

Scenario

Apartment

Time Zone [ (GMT+9:00)Asia/Tokyo

Auto Switch Mode

° JML'»)

Disable Bridge

Config Template —Select initial configure template— Vl

é When an initial configuration template is selected, the Enabled button appears. By default, the function is

disabled. When it is enabled, the configurations in the template will be delivered to all devices in the network when

they go online for the first time.

Step 3 Click Download Template to download and fill in the template.
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Bulk Add Networks

(< Batch Import ) Download Template

( Download and fill in the template. Up to 100 records can be imported.

| Network List

Longitude Latitude Scenario Auto Switch Mode/Type

No Data

Step 4 Click Batch Import to import the filled template.

Bulk Add Networks

(< Batch Import ) Download Template

(@ Download and fill in the template. Up to 100 records can be imported.

| Network List

Longitude Latitude Scenario Auto Switch Mode/Type

No Data

Config Template

Cancel Save

Config Template

Cancel Save

o If a wrong file is imported, an error prompt appears for 3s.

o If a correct file is imported, a confirmation box appears. Click OK in the confirmation box to import the file.

When the file is imported, the created networks will be displayed in the Succeed list. The networks of which parameters

are consistent with other networks will be displayed in the Failed list.
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Bulk Add Networks

File Name: Name20221202_095949 xIsx

() Download and fill in the template. Up to 100 records can be imported.

| Succeed(1)
NO. Name Longitude Latitude Scenario Auto Switch Mode/Type Config Template
1 Testtemplate 90.94 35.42 Apartment Bridge -

Pre | Cancel

Step 5 Click Save to complete the import. All the networks created will be displayed in the CONFIGURATION >
NETWORKS page.

Bulk Add Networks

File Name: Name20221202_095949.xIsx ) Download Template

( Download and fill in the template. Up to 100 records can be imported.

| Succeed(1)

Name Longitude Latitude Scenario Auto Switch Mode/Type Config Template

Testtemplate 90.94 3542 Apartment Bridge -

@ If several users import a same file at the same time, the file imported by the user who clicks Save first will be

saved, and error prompt will be sent to the rest of the users.

6.1.1.3 Share with

A network can be shared to other users for check and management. You can set the validity so that the network sharing

will be canceled after the specified time.

Step 1 Select a network and click the = icon.

Ruiie & MONITORING  CONFIGURATION ~ MAINTENANCE 5 0 © o
R | commonApartm...
| Network Info(14) C | Network Info
® NETWORKS a Current Network: [Z] default a’? o2&
= WIRELESS
_ ~ @ RrooT
Basic . c
0 3333 | Subnetwork List
Layout 8
- default atw
Radio Planning Network Q

) & testlllll . . .
Roaming Network Upper Network Devices Created Time Action

Eason_apart_001
p

Bluetooth test11111 ROOT/default 1 2023-03-29 11:53:47 < 2&
[E] Eason_apart_002

O AUTHENTICATION [ Eason_hotel_test1 Previous Page | 1 of 1 Next Last (0. JTotal:1

Voucher f botal B hotel

Account P oota) v [ huge_test_network_apart1

PPSK P botal &% apart_apart_11

Captive Portal =3 B Test @

v [ Test1 et
& Settings B e p
& 11111
AP
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Step 2 Specify the permission and validity period.

Ru,l’,é Ja(S MONITORING CONEIGIIRATION NMATNITENANICE
Share with

Tip: To cancel sharing, please configure on the App.

Permission @ Read & Write
Check and manage the network
(O Read-only
Only check the network

Validity Period after

Acception

Step 3 Copy the link and send to the receiver. The receiver can visit the URL and log in to receive the network.

Ruijie & MONITORING

Message

Please copy and share the following link. The link will be invalid after binding an account.

http://10.51.192.5/admin3/config/shareCodelmportNet?code=E2085CE731CE44B3A602264F6A ]

2 ES) MONITORING  CONFIGURATION  MAINTENANCE  OTHFR

Message

There is a network to be received. Are you sure you want to receive the network?

Network default

Sharer commo******ment

Tenant commonApartment Edit

It is recommended to enter the name easy to remember and distinguish.
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Step 4 Click the “ onthe upper left corner to switch tenant and check the shared network.

MONITORING CONFIGURATION MAINTENANCE

R . ) 1
yao [ Searcn ewor 3 arage etwre | ([ nnaceves
00003(Default)
p— | RgsieredDevee isuton
B ALARM 0 A 0
© REPORT N e h .
a 0 ® 0
= pevice ateway Total 4 WiFi Routes Total 1
AP Failed to load the map. Please refresh the page
o 22 A 0
| Alarms

AR CLEENT

0 0 0

Uncleared Today his Week

| 24G/5G Clients | Channel Distribution and Usage @

6.1.1.4 Hand over

The network can be handed over to another tenant.

==
Step 1 Select a network and click the " icon to hand over the network to another tenant.
Ruy’lé@) MONITORING  CONFIGURATION  MAINTENANCE o o @ ® o
ERQ | commonApartm...
| Network Info(14) C | Network Info

® NETWORKS Current Network: [ default =<.‘f m 2 &
a Z 8

= WIRELESS

. v @ root
Basic . o
B 3333 | Subnetwork List
Layout o
v default .
Radio Planning Network Q
) & testlllll . . .
Roaming Network Upper Network Devices Created Time Action
[E] eason_apart_001 -
Bluetooth test11111 ROOT/default 1 2023-03-29 11:53:47 < 28
[£] Eason_apart_002
O AUTHENTICATION [ Eason_hotel_test1 brevious|  Page |1 Jof1 (0. JTotak:1
Voucher J botal E] hotel
Account P botal v [£] huge_test_network_apartl
PPSK J botal &% apart_apart_11
Captive Portal 23 B Test @
v Testl Hel
& Settings 0 e P
& 11111
AP

Step 2 Click Other Tenant and enter the Email address of tenant, and click OK. After the receiver takes over the
network, you cannot manage the network anymore.
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Ru,]’l'e Ja(S MONITORING CONFIGI IRATION MATNTENANICE
Hand over Network

Tip: After the network is handed over to another tenant, you can not manage it any more. l

Hand over to ‘ © Current Tenant Other Tenant ‘

Please enter and select a tenant administrator.

Tenant Email Address (Account

Step 3 As the receiver logs in to Ruijie JaCS, an icon is displayed on the upper right corner.

Ruisie MONITORING CONFIGURATION MAINTENANCE o e ® o
ERQ | 00003 v
ALL v l Search Network Q ] GMT+8:00)Asia/Ho Ko [ Manage Network Take over Network Unbind Device ]
)} DASHBOARD
& ToPoLogy BB | Overview | Registered Device Distribution
9 MESH
B 0 0
£l ALARM
APs Total 496 Switch Total 8,121
W REPORT
Network 0 | 0
Voucher Gateways Total 9 WiFi Router Total 3
& DEVICE Failed to load the map. Please refresh the page
w A 0
Client
AC D
Switch
Gateway | Alarms
WiFi Router 28
R cuent 3 0 1
Uncleared Today This Week

Step 4 Click Take over Network to take over or refuse the network.

MONITORING CONFIGURATION MAINTENANCE

Take over Network

Network ‘Owner Action

hotel_test commonApartment Take over | Refuse

20220315 happytofih@gmail.com Completed
20211215 happytofih@gmail.com Completed
20211018 hhappytofihn@gmail.com Completed
20211018 happytofih@gmail.com DR

20211018 happytofin@gmail.com ko HeRRe

Page | 1 of 1 + 10. |Total: 6
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6.1.1.5 Edit

. Va .
Select the network and click the < icon to edit the network.
Non-apartment Scenario
Ruijie @ NG  CONFIGURATION  MAINTENANCE ®n 0 © o
R | commonApartm...
| Network Info(14) ] | Network Info
® NETWORKS a Current Network: [] default 5 27 @@
= WIRELESS
. v @ root
Basic . c
0 3333 | Subnetwork List
Layout 8
v default
Radio Planning Network Q
P g% testlllll X i )
Roaming Network Upper Network Devices Created Time Action
[E] Eason_apart_001 >
Bluetooth test11111 ROOT/default 1 2023-03-29 11:53:47 <28
[Z] Eason_apart_002
@ AUTHENTICATION [ Eason_hotel_test1 Page [ 1 Jof1 ([ 20. JTotal:1
Voucher § bota (] hotel
Account v [ huge_test_network_apartl
PPSK P botal &% apart_apart_11
Captive Portal I3 [ Test @
v Hel
& Settings B e €p
& 11111
AP

You can edit network name and time zone, and bind location here.

Ruijie [5) MONITORING  CONFIGIIRATION _ MAINTENANCE

Name ’ hotel

Time Zone l (GMT+9:00)Asia/Tokyo

Scenario

Type

Bind Location

//
chi Bulldinue @l i 7 :
uildin = Nihonbashi
IENT 4T S RS 4 8 Takss‘h‘ilniaivggg ~¢ @
3 c ~

@LLAW Om / 0UC . £ Daily Yamazak
A0 EiLE 2 4 Gahy
F PR SATH

NN | A e,

Keyboardishorteuts  Map data 82022 Google : Terms of Usé.  Reporta map erar

Concel
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Apartment Scenario

Ruy”é Ja(S

FR | commonApartm...

® NETWORKS

= WIRELESS
Basic

Layout

Current Network: Eason_apart 001 < 25 [ .

MONITORING CONFIGURATION MAINTENANCE
| Network Info(14) C | Network Info
Q
v @ rooT
B 3333 | Subnetwork List
v [ default

Radio Planning
Roaming
Bluetooth
@ AUTHENTICATION
Voucher Jbota]
Account P ota)
PPSK P ootal
Captive Portal
& Settings
AP

test11111

> & Network
D Eason_apart_001

[ Eason_apart_002

[ Eason_hotel_test1 First Previous

B hotel

Page

v [ huge_test_network_apartl
525 apart_apart_11
Test
- Testl
& 11111

Upper Network Devices

No Data

0 of 0 Next Last

5 0 © o

Add Sub Network Add Device

C

Network Q

Created Time Action

Total: 0

Help

You can edit network name and time zone, bind location and select an initial configuration template here.

Ruijie &S

6.1.1.6 Delete

MONITORING

CONFIGURATION MATNTENIANICE

[ Eason_apart_001

Time Zone [ (GMT-5:00)America/Bogota

Scenario

Auto Switch Mode

Config Template [ testwireless

Bl o BN

«

Bind Location

l Enter a location name

Failed to load the map. Please refresh the page.

Select the network and click the @ icon to delete the network.
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NFIGURATION

FR | commonApartm

| Network Info(14) c
© NETWORKS
Q
% WIRELESS
v @ roor
Basic
[ 3333
Layout
v [0 default
o Planni
Radio Planning v & testlli1l
Roaming v o test33333
Bluetooth

593 test_sub_sub1

MAINTENANCE

| Network Info

Current Network: D Eason_apart 001 < =5

| Subnetwork List

Network Upper Network

® AUTHENTICATION
Voucher /m
Account =/
PPSK —

Captive Portal Jbota}

D Eason_apart_001 First

[E eason_apart_002
[E Eason_hotel_test1

[ hotel

v [I huge_test_network_apart1

&% apart_apart_11

& Settings 0 Test
AP v [ Testt

& 11111

6.1.1.7 Configuration

Select the network and click the &

Ruijie ORING ~ CONFIGURATION  MAINTENANCE
fR | commonApartm.
| Network Info(14) C | Network Info
© NETWORKS a Current Network: [] Eason_apart 001 =< £ I
= WIRELESS
v @ roor
Basic .
0 33 | Subnetwork List
Layout
v [0 default
Radio Planning v & st
Roamin Network Upper Network
9 v &% test3s3ss
Bluetooth 2 test_sub_subl
@© AUTHENTICATION [Z] Eason_apart 001 First Previous Page | 0 of 0

Voucher poeta)
Account =
PPSK poota)

v

.

Q)

[ £ason_apart_002
[E] Eason_hotel_test1
B hotel

[ huge_test_network_apart1

Captive Portal Joota}
5% apart_apart_11

& Settings B Test
es
AP v [ Test1
& 11111

6.1.1.8 Add Device

Devices

No Data

icon on the Action column to configure it.

Devices

No Data

® 5 0 © e

Add Sub Network Add Device

Network Q

Created Time Action

o= Jouto

Help

® s e © o

Network Q

Created Time Action

e Jotato

Help

Click CONFIGURATION > NETWORKS to open the page. Choose a network, and click Add Device to add APs, switches,

gateways, and WiFi routers.
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RING

CONFIGURATION

MAINTENANCE

R | commonApartm...

| Network Info(14) e]
© NETWORKS
Q
= WIRELESS
v @ roor
Basic
B 3333
Layout
v [ default

Radio Plannin,
9 v &% testiliil
Roaming v &% test3s3ss

Bluetooth % test_sub_subl

© AUTHENTICATION [2] Eason_apart_001

Voucher [Z] eason_apart_002
Account Poota [E] Eason_hotel_test1
PPSK om [ hotel

Captive Portal v [ huge_test_network_apart1

&% apart_apart_11

& Settings B st
es
AP v [ Test1
& 11111

MONITORING CONFIGIIRATION

Add Device

Switch Gateway  WiFi Router

| Network Info

Current Network: [] default < &7 (il 2 &)

| Subnetwork List

Network Upper Network
test11111 ROOT/default
F Previo Page 1 of1

MAINTENANCFE

—=+Add Device

1sN|

25N

3|

6.1.2 Add Network

coneel

Select CONFIGURATION > NETWORKS, and click Add Network.
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C
Network Q
Devices Created Time Action
1 2023-03-29 11:53:47 <2
o= Dot

Help

Added Equipment
AP
Gateway
Switch
WiFi Router

View Details
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RING MAINTENANCE
FR | commonApartm...
| Network Info(14) C | Network Info
© NETWORKS Current Network: @ ROOT Bulk Add Networks
Q
% WIRELESS
Basi ~ @ Rroor
asic
M 3333 | Subnetwork List c
Layout @ defaut
- efault
Radio Planning Network Q
v & test11111
Roamin Network Upper Network Devices Created Time Action
< v & test33333 —
Bluetooth Test ROOT 0 2023-04-13 11:11:13 SM2
&% test_sub_subl .
Eason_hotel_test1 ROOT 0 2023-03-22 15:17:17 M2
© AUTHENTICATION [ eason_apart 001 .
- Test1 ROOT 0 2023-03-22 15:16:48 M2
Eason_apart_002 ]
Voucher C i Eason_apart_002 ROOT 0 2023-01-30 10:14:02 S02&
fbota Eason_hotel_testl )
Account . g 3333 ROOT 1 2022-12-20 11:40:15 SW2@®
foote] hotel .
PPSK — g huge_test_network_apart1 ROOT 0 2022-12-06 19:27:42 sSM2e
) ~ [ huge_test_network_apartl .
Captive Portal < P Eason_apart_001 ROOT 4 2022-11-30 10:05:08 EM2&
&% apart_apart_11 s
& Settings hotel ROOT 2 2022-11-25 09:45:31 SM2&
[ Test . @
AP default ROOT 3 2022-11-24 19:33:05 S02®
v [ Test1 Help
&% 1111 First Previous Page | 1 of 1 Next Last [20- JTotat:9

Non-apartment Scenario

Enter the network name and specify the network location.

MONITORING __ CONFIGURATION __ MAINTENANCF

Add Network + Add Network

| Basic Basic Information

Name ’ Test Name Test2
Time Zone (GMT+9:00)Asia/Tokyo

Scenario
Type Cloud + AP

Apartment " Location Not Bound

Time Zone ’ (GMT+9:00)Asia/Tokyo

Type
Cloud + AP AC + Fit AP

Bind Location [ enter a location name

Failed to load the map. Please refresh the page.

Enter the Wi-Fi information as required, and click Save & Next.
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RuyTew MONITORING  CONFIGUIPATION  AATAITENIARICE

* Add Network

. Basic Information
| WiFi Settings
Name Test2

55D @ Test2 X Time Zone (GMT+3:00)Asia/Tokyo

Type Cloud + AP
Password Open  WPA/WPAZ-PSK Location Not Bound

Collapse< <

Hide SSID

Radio Radiol (@ Radio2

1P Assignment O Clients Obtain IP Addresses from AP
Clients obtain IP addresses from the AP (NAT mode: The address pool is
on the AP, Range:10.233.0.0/24-10.254.254.0/24
@ Clients Share Address Pool with AP
Clients and the AP reside in & VLAN and share one address pool
(The AP also obtains its IP adk hrough DHCP)
O eridge Mode

Clients and the AP reside in different VLANS.

5G-Prior Access @
Speed limit per Client @

Speed limit by SSID @

Enter the information of APs, switches and gateways, and click Save & Next. Or click Batch Import to download the

template, enter the device information in the table, and then batch import devices into the system.

I?Ul]’l-e m 9 MONITORING CONETGLHIRATION RATNITEN ANICE
Add Device —*Add Device
Gateway  WiFi Router Added Equipment

AP

15|

Gateway

25N | Switch

ISN | WiFi Router

4SN | View Details

Apartment Scenario

Enter the network name, select the scenario and bind the location.
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Ruijie &5 MONITORING  CONFIGURATION __ MAINTFNANCF
Add Network

| Basic Basic Information

Name [r— Hame

Time Zone (GMT+5:00)Asia/Tokyo

Scenario
Type Disable
ote Apartment o Location Not Bound

Time Zone | (GMT+9:00)Asia/Tokyo

Auto Switch Mode

° u”)) Tu‘») @ L

Disable Bridge Router

Config Template ——-Select initial configure template--- ¥

Bind Location Enter a location name

6.1.3 Initial Configuration Template

When adding or editing an Apartment network, you can decide whether to apply an initial configuration template to the
devices in the network. If you select a template and enable it, its configurations will be automatically applied to all AP180
series devices in the network when they are connected to the JaCS for the first time. It should be noticed that the

configurations are automatically applied to the devices once only.
l?uché) MONITORING ~ CONFIGURATION __ MAINTENANCE
‘Add Network

| Basic Basic Information

Name [ Name your network Name

Time Zone (GMT+5:00)Asia/Tokyo
Scenario

- ; Type Diszble

otel ot Other Location Not Bound

Time Zone | (GMT+9:00)Asia/Tokyo

Auto Switch Mode

R —LL)

Disable Bridge

Config Template -—Select initial configure template-—-  ~ | [[EE=tY

ing Location (emersiocatonname ]

Failed to load the map. Please refresh the page.
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Ruy'le@ MONITORING ~ CONFIGURATION _MAINTENANCE

Name [ Eason_apart_001

Time Zone [ (GMT-5:00)America/Bogota

Scenario

Auto Switch Mode

Config Template [testwireless Bl o BN

«

Bind Location Enter a location name

Failed to load the map. Please refresh the page.

® When an Apartment network is edited, the last-applied initial configuration template is selected automatcially. In this

case, you need to manually enbale or disable it.

® If a device is moved to an Apartment network to which an initial configuration template has been applied, the

configurations of the template will automatically be applied to it.

6.2 Wireless

6.2.1 Basic (Apartment Scenario)

Select CONFIGURATION > WIRELESS > Basic to configure SSID and password of AP, and to run CLI commands to

deliver configurations to the devices in the Apartment scenario.

Ruiie &5 MONITORING ~ CONFIGURATION ~ MAINTENANCE €5 0 © ©
FR | commonApar... v/
BACK.JAPAN_APART_BR]D v [ Search Network Q J [ Manage Network l [ Take over Nmﬂ [ Unbind Device ]
© NETWORKS
% WIRELESS | Wireless Configuration AutoRefresh: @) & C 2 3%~ ¥
Basic [ Import Config H Auto SSID Config H More ~ ] 0 Selected SN, Room, Building Name, Remark Q
O AUTHENTICATION
Oniine Status SN Alias Config Status Network Room  Building Name Remark Action
Voucher &= @ Not Online Yet C1PD7PW00081B Empty Not Synchronized BACK-JAPAN_APART_BRIDGE_20000000000001_ @
Account = @ Not Online Yet G1PD7PW000317 Empty ot SrehronEed BACK-JAPAN_APART_BRIDGE_20000000000001_ @
PPSK Poota] @ Not Online Yet G1PHB6Y009278 Emply Not Synchronized BACK-JAPAN_APART_BRIDGE_20000000000001_ 102 5000000000002 73— 02 )
Captive Portal [0 @ Not Oniine Yet G1PHB6Y009288 Empty Not Synchronized BACK-JAPAN_APART_BRIDGE_20000000000001_... W
& settings @ Not Online Yet G1PHB6Y009298 Empty Not Synchronized BACK-JAPAN_APART_BRIDGE_20000000000001_ 101 5000000000002 Fri— ko2 o]
e @ Not Oniine Yet G1PHB6Y009308 Empty Not Synchronized BACK-JAPAN_APART_BRIDGE_20000000000001_ 102 5000000000002 7r—ho2 0]
© Not Online Yet G1PHB6Y00931B Emply Not Synchronized BACK-JAPAN_APART_BRIDGE_20000000000001_ 101 5000000000002 7r—ho2 0]
@ Not Oniine Yet G1PHB6Y009328 Empty Not Synchronized BACK~JAPAN_APART_BRIDGE_20000000000001_ 102 5000000000004 71— hoa 0]
o Not Online Yet G1PHB6Y00933B Empty Not Synchronized BACK-JAPAN_APART_BRIDGE_20000000000001_. 103 5000000000005 Fri— k05 E
€ Not Online Yet L1PD7PW00080B AP180JP Not Synchronized BACK-JAPAN_APART_BRIDGE_20000000000001_. 30000 10000-100 150000000000100 E
Fir Page [ 1 |of1 Next Last (ioa JTotar @
Help

| Advanced Settings(Optional)

© CLI Command [ Deliver Configuration C

Model Description Action

In the apartment scenario, SSID and password can be configured in 2 ways.

Option 1: Click Import Config to manually import SSIDs and passwords in an EXCEL file.
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Ruyle [€X) MONITORING CONFIGURATION MAINTENANCE
ER | commonApar... VvV
BACK-JAPAN_APART_BRID... Vv [ Search Network Q [ Manage Network ] [ Take over Network [ Unbind Device ]
& NETWORKS
% WIRELESS | Wireless Configuration AutoRefresh @ & © 2 8 - 3%
Basic
Import Config 0 Selected SN, Room, Building Name, Remark Q
@ AUTHENTICATION
Online Status 4 SN Alias Config Status 4 Network Room Building Name Remark Action
Voucher Poota]
@ Not Online Yet 61233452422 222 Not Synchronized BACK-JAPAN_APART_BRIDGE_20000000000001_ 222 1231 111 i
J bota
Account & Not Online Yet (G12334524222 122 Not Synchronized BACK-JAPAN_APART_BRIDGE_20000000000001_... 222 1231 122 ]
PPSK Poota]

Last __10 - Total: 2

Page [ 1 |oft

Captive Portal =8 o -

Option 2: Select Auto SSID Config. In this way, you don’t need to manually configure the SSID and password.

Ruijie (55) MONITORING ~ CONFIGURATION  MAINTENANCE
FR | commonApar... VvV
BACK-JAPAN_APART_BRID... Vv [ Search Network Q MsnageNelwnrkl Take over Network [UFbmstvlce
& NETWORKS
% WIRELESS | Wireless Configuration AutoRefesh @ & O 2 B+ 32
Basic

0 Selected SN, Room, Building Name, Remark Q

Auto SSID Config

© AUTHENTICATION

Online Status 4 SN Alias Config Status 4 Network Room Building Name Remark Action
Voucher Joota]
@ Not Online Yet 61233452422 222 Not Synchronized BACK-JAPAN_APART_BRIDGE_20000000000001_ 22 1231 111 @
Account /|
@ Not Online Yet 12334524222 122 Not Synchronized BACK-JAPAN_APART_BRIDGE_20000000000001_ 22 1231 122 i
PPSK f botal

Page [ 1 Jof1 [0+ JTotar2

Captive Portal =8

You also can run CLI commands in the Advanced Settings to deliver the configurations to the devices in the Apartment
scenario.

MONITORING CONFIt

Ruijie TION ~ MAINTENANCE O © ® o

FR. ) commonApar... \/

Iris_Apartment v [ Search Network Q ] [ Manage Network H Take over Network H Unbind Device l

® NETWORKS

% WIRELESS | Wireless Configuration AutoReresh: @ & C 2 3 - X

Basic Auto SSID Config

© AUTHENTICATION

SN, Room, Building Name, Remark Q

Online Status . SN Alias Config Status . Network Room Building Name Remark  Action
Voucher = © Not Online Yet 12349425703974 Empty Not Synchronized Iris_Apartment 0001 65422 o
Account = © Not Oniine Yet G1PD652A00001 AP180 Not Synchronized Iris_Apartment 002 02 1 I
PPSK = @ Not Online Yet HUGETEST12341 apt Not Synchronized Iris_Apartment S%BRL T _room1 build_EEZRLTC 1 o
Captive Portal T3 © Not Online Yet HUGETEST12342 Empty Not Synchronized Iris_Apartment BZ®RL T <_room2 build_BZ#®RLT < 2 o

& settings © Not Onine Yet HUGETEST12343 Empty Not Synchronzed Irs_Apartment BEERL T _room3 build2 BEERLTC 3 o]
P © Not Onine Yet HUGETEST12344 Empty Mot Synchronized Iris_Apartment S2ERL T _roomd build3_B 2R T 4 0]

© Not Online Yet SN2534155. Empty Not Synchronized Iris_Apartment 33334 34434 o
© Not Onine Yet SN582434122 Empty Mot Synchronzed Irs_Apartment 00003 6523 [0}
Previou Page [ 1 Jof1 La (0. JTotars

| Advanced Settings(Optional)

@cLiCommand [ (¢ Dever Configuration c

Model Description Action
No Data =
B Previo Page [0 Jor0 : (Choa ot Help
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6.2.1.1 Customize Template Rules

To batch import devices or change SSIDs/passwords, you can customize the importing template.

Ruijie [&55) MONITORING  CONFIGURATION  MAINTENANCE

Import Config

Download and fill in the template. Up to 200 records can be imported

Click to select devices parsing_rule ( Deafult Template )

Click Click to select devices parsing rule, the rule customizing page appears.

There will be one default rule.

11 © Add

2 Check Name SnPosition SsidPosition SsidPasswordPosition RoomPosition BuildingNamePosiﬁon RemarkPosition Action I
© default B2 E2 F2 H2 12 J2 (7 +]
O 0619 A2 c2 D2 B2 GO®

3 O 061901 £2 H2 12 B2 c2 D2 4l zow
O chu_test_21 N14 P14 R14 F14 cl4 D14 GO®
O define P3 R3 T3 H3 D3 F3 GO®

5 Previous 1/5 Next

1. Add button: Add a new rule
2. Menu bar: Display rule content

® Name: User defined name
SnPosition: Specify the starting position of SN in template
SsidPosition: Specify the starting position of SSID in template
SsidPasswordPosition: Specify the starting position of SSID’s password in template
RoomPosition: Specify the starting position of room number in template

BuildingNamePosition: Specify the starting position of building name in template

RemarkPosition: Specify the starting position of remark in template

6 If an entry is left empty, it will not be imported when importing the template.
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XUser can customize the EXCEL parsing rule from columns A to Z and rows 1 to 15.
3. Check box: Only one rule can be selected at a time

4. Rule control button:

-
[ ) G : Edit the rule

o ©

: Delete the rule

o &

: Set the rule as default rule

5. Page up and down button

6.2.1.2 Auto SSID Config

Click Auto SSID Config to configure the SSID and password automatically.
To configure the password only, select Only regenerate passwords.

Ruiie A;"\ MONITORING CONFIGURATION MAINTENANCE
Auto SSID Config

Download and fill in the template. Up to 200 records can be imported

NS

/T\

|-

"xis" File Download Template

No file selected
Only regenerate passwords (The devices must have been imported SSID and password before)
(J Regenerate SSIDs and passwords
Click to select devices parsing rule  Deafult Template )

To configure both the SSID and password, select Regenerate SSIDs and passwords. At most 4 SSIDs can be configured.
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Ruijie = MONITORING  CONFIGURATION  MAINTENANCE
Auto SSID Config

Download and fill in the template. Up to 200 records can be imported

Xy

" xis" File Download Template

No file selected

[JJ Only regenerate passwords (The devices must have been imported SSID and password before)
g SSIDs and

v

1
1
2
3
4

Number of SSIDs per device:
Click to select devices parsing rule ( Deafult

You can use either custom template or the default template.
® Use Customized Template to Configure SSID/Password

The customized template need to include SN, Building Name, Room Number, SSID, SSID Password, and Remark.

The following is an example to change the SSID and password only:

A | B | ¢ | o | & [ r | ¢ |
Building Name Room

100001 203

100001 204

100001 205

The custom rule may be set as below:
® Name: ModifySSID

® snPosition:

® ssidPosition:

® ssidPasswordPosition:

® roomPosition: B2

® buildingNamePosition: A2

® RemarkPosition:

XIf Remark is filled in EXCEL file, the former remark saved in the Cloud will be overwritten.

® Use Cloud’s Default Template to Configure SSID/Password

Download the template and fill the information as below:

SN100001" 10111 203 building
SN10002 " 10112 " 204  building2

Import the template.
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RUy’Ié ﬁ’ MONITORING CONFIGURATION MAINTENANCE

Auto SSID Config

Download and fill in the template. Up to 200 records can be imported

XY

" xis" File Download Template

No file selected
Only regenerate passwords (The devices must have been imported SSID and password before)

g SSIDs and p
Click to select devices parsing_rule ( Deafult

After the template is successfully imported, a prompt will be displayed. Click the prompt to open the Config Log page, and

export the SSID configuration result.

Ruijie ¢ MONITORING ~ CONFIGURATION  MAINTENANI o e ® e
R commonAper... v/
BACK-JAPAN_APART_BRID... v/ [ Search Network Q ] | Manage Network ][ P | Unbind Device ]
@ NETWORKS
% WIRELESS | wireless Configuration AutoRefresh- @ & O ¢ 3 - X
Basic X
\mport Config ][ Auto SSID Config H More ~ ] 1 Selected Click here for detail configuration status SN, Room, Building Name, Remark Q
® AUTHENTICATION
Online Status SN Aliss  Config Status Network Room  BuildingName ~ Remark Action
Voucher Potal 4 ? 4 N
= @ Not Onine Yet 61233452422 2 P BACKJAPAN_APART_BRIDGE_20000000000001_. 7 P G
Account
© Not Oniine Yet G232 12 Not Synchronized BACKJAPAN_APART_BRIDGE_20000000000001_ 2 1231 2w
PPSK poota]
(0. JTotal:2

Captive Portal L8 First Previous Page [ 1 |of1 Next Lact

To view the configuration result of the specified device, you can also point to the device SN to check the SSID/password.

You also can view the supported RF of the device.

Ru:ﬂe MONITORING CONFIGURATI MAINTENANCE g 6 ©®© o
FR | commonApar... v/
BACK-JAPAN_APART_BRID... Vv [ Search Network Q ] [ Manage Network H Take over Network [ Unbind Device l
© NETWORKS
7 WIRELESS | Wireless Configuration AutoRefresh: @ & C ¢ 3t - ¥
Basic [ import Config H Auto SSID Config H Wore ] 0 Selected SN, Room, Building Name, Remark Q
© AUTHENTICATION
Online Status 4 SN Alias Config Status 4 Network Room  Building Name  Remark Action
J oota]
Voucner © Not Online Yet 61233452422 222 Not BACK-JAPAN_APART_BRIDGE_20000000000001_. 22 1231 11 i
Account L © Not Oniine Yet G1233452422]  SSID Password Supported RF APART_BRIDGE_20000000000001_. 2 1231 122 [m)
ek 000 fRAQMLDB 246856
Captive Portal poota)
10002 5mYbmhj3 2.4G &5G
& settings
AP

150



User Guide

6.2.1.3 Import Config

® Use Default Template to Import SSID and Password

Click Download Template.

I?Ul]le Ats'\ MONITORING CONFIGIIRATION MAINTENANCE

Import Config

Download and fill in the template. Up to 200 records can be imported

Click to select devices parsing rule ( Deafult

Enter SSID and password. Each AP supports at most 4 SSIDs, and SSIDs and passwords need to be separated by °,’.

4 A B cC D E F G  H [ J
r

2 G1233452422 10001,10002 66666666,88883388

3

Import Config

Download and fill in the template. Up to 200 records can be imported

"xis" File Download Template

Click to select devices parsing_rule ( Deafult Template )

After the template is successfully imported, a prompt will be displayed. Click the prompt to open the Config Log page, and

export the SSID configuration result.
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Ruiie ¢
R | commonApar... v

@ NETWORKS

% WIRELESS

Basic

© AUTHENTICATION

Voucher Jiotal
Account Pootal
PPSK m

Captive Portal L8

MONITORING

CONFIGURATION

MAINTENANCE

BACK-JAPAN_APART_BRID... v | Search Network

| wireless Configuration

Ql

import Config ]

Online Status
@ Not Online Yet

© Not Online Yet

4

SN

G1233452422

G12334524222

Auto SSID Config H More ~ ] 1 Selected

Alias
222

122

X
Click here for detail configuration status I

Config Status

Not Synchronized

Not Synchronized

Network

BACK-JAPAN_APART_BRIDGE_20000000000001_...

BACK-JAPAN_APART_BRIDGE_20000000000001_.

of 1 ext

® 0 e © e

[ Manage Network ]

Take over Network I Unbind Device

AutoRefresh: @ & O ¢ 31 - X

"2

SN, Room, Building Name, Remark Q

Room Building Name Remark Action

222 1231 111 )
22 1231 122 o
o Jwoal2

To view the configuration result of the specified device, you can also point to the device SN to check the SSID/password.

Ruiie &5
FR | commonApar... vV

© NETWORKS

% WIRELESS
Basic

© AUTHENTICATION

Voucher pootal
Account pootal
PPSK /|

Captive Portal £28

® Use Customized Template to Import SSID and Password

MONITORING

CONFIGURATION

MAINTENANCE

BACK-JAPAN_APART _BRID... v/ [ Search Network

| wireless Configuration

import Config ] [ Auto SSID Config ] [ More ~ ] 1 Selected

Online Status
@ Not Online Yet

@ Not Oniine Yet

4

D)
SN Alias Config Status 4
6123345242
612334822 B0 ST
10001 66666666
10002 88888888

Network

BACK-JAPAN_APART_BRIDGE_20000000000001_...

BACK-JAPAN_APART_BRIDGE_20000000000001_.

® 5 e ©® e

[ Manage Network J[ Take over Network [ Unbind Device J

AutoRefresh: @ & & 2

- xa
LR
SN, Room, Building Name, Remark Q

Room Building Name Remark Action

222 1231 11 m

222 1231 122 [0}

Toa 2

The operation is almost the same with that in Auto SSID Config. The only difference is that you need to fill in the SSID

and password to be changed in the template.

The custom rule may be set as below:

® Name: ModifySSID

XIf Remark is filled in EXCEL file, the former remark saved in the Cloud will be overwritten.

snPosition:

ssidPosition: G3

roomPosition: C3

remarkPosition: D3

ssidPasswordPosition: H3

buildingNamePosition: B3
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6.2.1.4 More > Sync SSID

Select devices to be synchronized, and click More > Sync SSID to synchronize the SSIDs and passwords of the devices.

A maximum of 100 devices can be selected. After the synchronization, synchronized SSIDs and passwords are displayed.

Ruijie (£5) MONITORING ~ CONFIGURATION  MAINTENANCE ®n e ©® o
FR commonApar... vV
BACK-JAPAN_APART_BRID... [ Search Network Q ] [ Manage Network H Take over Network [ Unbind Device J
© NETWORKS
% WIRELESS | wireless Configuration AutoRefresh @) & © ¢ 8 - X
Basic
[ Import Config ][ Auto SSID Config ][ More « | 1 Selected SN, Room, Building Name, Remark Q.
@ AUTHENTICATION
) | Sync SSID ) . !
Online Statust ) Alias Config Status Network Room Building Name Remark Action
Voucher 4
) Not Online Yet (1233452422 222 Mot Synchronized BACK-JAPAN_APART_BRIDGE_20000000000001 _... 222 1231 111 [m]
Account
& Not Online Yet 612334524222 122 Not Synchronized BACK-JAPAN_APART_BRIDGE_20000000000001_... 222 1231 122 [}
PPSK
Capive Portal Fist | Prevows  Page [ 1 Jort (C10. JTotal:2

6.2.1.5 CLI Command

Step1  Click CLI Command to open the setting page.

Step 2  Specify the device model. You can select All to deliver the configuration to all devices or select a specific device

module.

Step 3  Edit CLI commands. Then, click OK.

Ruijie & MONITORING ~ CONFIGURATION _ MAINTENANCE

Command

Model [ALL

Description {

Command
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Step 4  Click Deliver Configuration to deliver the configuration to the device.

Ruyle MONITORING CONFIGURATION MAINTENANCE o o e ®© o
FR ) commonApar... v/
Iris_Apartment v [ Search Network Q ] [ Manage Network H Take over Network [ Unbind Device ]
@ NETWORKS
% WIRELESS | Wireless Configuration AutoRefresh- @ & C < 8 -~ &
Basic [ Import Config H Auto SSID Config H More ~ ] 0 Selected SN, Room, Building Name, Remark Q
O AUTHENTICATION
Online Status . SN Alias Config Status . Network Room Building Name Remark  Action
Voucher L = 0]
€ Not Online Yet 12349425703974 Empty Not Synchronized Iris_Apariment 0001 65422 o
mm =
Account @ Not Online Yet G1PD652A00001 AP120 Not Synchronized Iris_Apartment 002 02 1 U]
PPSK =3 @ Not Online Yet HUGETEST12341 apt Not Synchronized Iris_Apartment BEERL T _room1 build_HZERL T < 1 u}
Captive Portal T8 € Not Online Yet HUGETEST12342 Empty Not Synchronized Iris_Apartment H2ERL T _room2 build1_HZBRL T 2 o
& settings € Not Online Yet HUGETEST12343 Empty Not Synchronized Iris_Apartment BEERL T _room3 build2_HZBRL T 3 u}
AP @ Not Online Yet HUGETEST12344 Empty Not Synchronized Iris_Apartment H#EBERL T _roomd build3_HZBRLTL 4 ju]
@ Not Online Yet SN2534155 Empty Not Synchronized Iris_Apartment 33334 34434 ]
 Not Online Yet SN582434122 Empty Not Synchronized Iris_Apartment 00003 6523 0}
First Previous Page [ 1 Jof1 Next Last [0 JTotmts
| Advanced Settings(Optional) @
Help
:
Model Description Action
ALL Test [EA)

6.2.2 Basic (Non-apartment Scenario)

If a network is not configured, it will inherit configuration from its parent network by default. You can create or import a
configuration file from other networks. Note that if there is any captive portal template unavailable for the network, the

configuration file cannot be imported.

RUljle MONITORING CONFIGURATION MAINTENANCE o 06 ® o
£Q ) evytest JP_V132 HOTEL TSO01 2. [ Search Network Q ] [ Manage Network H Take over Network I Unbind Device ]
@ NETWORKS

[ Save ] [ More v
7 WIRELESS
| Import
Basic | Wireless Configuration P—
Layout
! ssiD @
Radio Planning WLANID SSID Encryption Mode Hidden Forward Mode Radio Auth Mode Action
Roaming 1 hand_test Open No Bridge 12 Auth Disabled Zm
Bluetooth 2 evy_iapan2 Open No Bridge 12 Auth Disabled Z o
® AUTHENTICATION 3 00000JAPAN Open No NAT 123 Auth Disabled =
Account
PPSK .
Radio
Captive Portal
Radio1(2.4GHz) Radio2(5GHz) Radio @ (2.4GHz or 5GHz) @ scan () Access
ON/OFF « ON/OFF « ON/OFF -

M lenis

Click Save to configure the network.
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Ruijie
Q| commonApar... \/

€ NETWORKS

= WIRELESS
Basic
Layout
Radio Planning
Roaming

Bluetooth

® AUTHENTICATION

Voucher Poota]
Account Jootal
PPSK /|

Captive Portal 228

On the Basic page, Wireless, Security, and Advanced Settings can be configured.

6.2.2.1 SSID

MONITORING

CONFIGURATION

MAINTENANCE

® s e © o

BACK-JAPAN_HOTEL_2000... v [ Search Network

Q ]

[ Manage Network ]

Take over Network [ Unbind Device

[ [ e ]
| wireless Configuration %
sSID @

WLANID SSID Encryption Mode Hidden Forward Mode Radio Auth Mode Action
1 BACK-~JAPAN_HOTEL Open No NAT 12 Auth Disabled [EAT]
2 BACK-JAPAN_HOTEL1 wpa2-psk No Bridge 12 Auth Disabled (EAT]
Pre Page [ 1 |oft e L (0= JTotal:2
Radio
Radio(2.4GHz) Radio2(5GHz) Radio @ (2.4GHz or 5GHz) @ Scan () Access
ON/OFF « ON/OFF « ON/OFF :
Max Clerts Max Clerts M Clets
| Security v

Click + in the upper left corner to add an SSID. In addition, the SSID page further enables you to configure the rate limit

and the authentication function.

FR ) commonApar... v/

@ NETWORKS

% WIRELESS
Basic
Layout
Radio Planning
Roaming

Bluetooth

© AUTHENTICATION

Voucher £
Account poota}
PPSK fostal

Captive Portal Joota]

MONITORING

CONFIGURATION

MAINTENANCE

BACK-JAPAN_HOTEL_2000... v l Search Network

® 0 e © e

I Manage Network ]

Take over Network I Unbind Device

N
| wireless Configuration ~
SsID Encryption Mode Hidden Forward Mode Radio Auth Mode Action
1 BACK-JAPAN_HOTEL Open No NAT 12 Auth Disabled zo
2 BACK-JAPAN_HOTEL1 wpa2-psk No Bridge 12 Auth Disabled o
Pre 1 o e Total: 2
Radio
Radio1(2.4GHz) Radio2(5GHz) Radio @ (2.4GHz or 5GHz) @ Scan (O Access
ON/OFF « ON/OFF « ON/OFF
M Clents M Clents M Cints
| security v
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Ruyle Aa«l MONITORING CONFIGIIRATION MAINTENANCFE

WLAN ID [ 3 Hidden [ No

ssID [ Forward Mode @ [ Bridge

Encryption Mode [ Open VLANID @ [ 1

Radio Radio1(2.4GHz) ® Radio2(5GHz)
Radio3 @ (2.4GHz or 5GHz)

5G-Prior Access @

Speed Limit per Client

Speed Limit by SSID

Auth

Parameters on the SSID page are defined as follows.

WLAN ID: Select a WLAN ID. An SSID matches a WLAN ID one-to-one. The WLAN ID can be specified only when an
SSID is added and cannot be changed subsequently. The maximum value of WLAN ID is 16.

SSID: Enter an SSID name.

Encryption Mode: Open, WPA-PSK, WPA2-PSK, WPA/WPA2-PSK, WPA2-ENTERPRISE (802.1X), WPA3-
PERSONAL, WPA2/WPA3-PERSONAL and PPSK. Open indicates that no password needs to be configured; WPA-PSK
or WPA2-PSK indicates that a password needs to be configured. WPA2-Enterprise(802.1x) indicates that the 802.1x
authentication mode is adopted for the SSID. PPSK indicates that each terminal device is bound with a unique WiFi account
and key. After the PPSK mode is selected, you need to configure your account in
CONFIGURATION>AUTHENTICATION>PPSK.

If you select the WPA2-Enterprise(802.1x) mode, the following page is displayed.

Ruijie [&5) | ssip

WLAN ID [ 3 v] Hidden [ No vl
SSID [ ] Forward Mode @ [ Bridge v]
Encryption Mode [ WPA2-Enterprise(302.1X) v] VLAN D @ [ 1 l

Radio Radio1(2.4GHz) ® Radio2(5GHz)
Radio3 @ (2.4GHz or 5GHz)

Primary Server | —Select a server— vl ®©

Jitter Prevention
Advanced Settings Advanced Settings
5G-Prior Access @

Speed Limit per Client

Speed Limit by SSID

=] (=]
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3
Click ¥ to add an authentication server. A dialog box for a Radius server configuration is displayed, as shown in the

following figure.

Ruijie (&) | ssip

| Radius Server

WLANID | 3 No v]

Server Name : [ ]
SsID
Encryption Mode | WPA2-Enterprise(8021] p 0o :} ] ]

Accounting Port :} Radiol(2.4GHz) 8 Radio2(5GHz)

Radio3 @ (2.4GHz or 5GHz)

Bridge V]

Primary Server —Select a server—
Jitter Prevention
Advanced Settings Advanced Settings
5G-Prior Access @
Speed Limit per Client
Speed Limit by SSID

Server Name, Server IP, Authentication Port, Accounting Port, and Key can be configured for a RADIUS server.
Authentication Port and Accounting Port are optional, and respectively set to the default values 1812 and 1813 if no

values are entered.

The jitter prevention function can be configured in 802.1x authentication mode, as shown in the SSID configuration page
with Encryption Mode set to WPA2-Enterprise(802.1x). In case of jitters: after the jitter prevention function is enabled
(the jitter prevention duration range is 0—600), clients will not go offline within the duration of jitter prevention. The default
jitter prevention duration of an AP is 2 seconds. Note that the jitter prevention function may not be supported in earlier AP

versions.

In addition, the Advanced Settings function is provided for 802.1x authentication. In Advanced Settings, the NAS IP
address (available in the NAT environment) and accounting update period can be configured and the added authentication

server can be managed.
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Hidden: Specify whether to hide the SSID, which can be set to Yes or No.

Forward Mode: Select a forward mode of a wireless AP. NAT indicates that an IP address is allocated to a client by an

AP; Bridge indicates that an IP address is allocated to a client by an AP’s upstream device. A VLAN ID must be configured

Ruijie »Es | ssiD

WLAN ID [
ssiD E

Encryption Mode [:

Primary Server

Jitter Prevention

Advanced Settings

5G-Prior Access @

Speed Limit per Client

Speed Limit by SSID

(

| 802.1x Server Group Configuration

| Common Configuration

NAS IP

Accounting Update Interval

| server List

Server Name Server IP

5 l Min
Port Port Key Action
Total: 0

[ ]
[ ]
[ ]

Radio2(5GHz)
5GHz)

when the Bridge mode selected.

NAT Address Pool Configuration: Click the NAT Address Pool Configuration link to display the window.

Ruijie &S

L_SSID
| NAT Address Pool Configuration

@ Common Address Pool Configuration (Recommended)

Use the current address pool or the default address pool (192.168.23.0/24), Click here to configure the address pool. v

(O NAT Roaming Address Pool Configuration (Cloud will allocate different address pools for different APs. The AP must support L3 roaming. Please select this option when all APs in

the network are dual-radio APs. )

By default, it is auto allocated by server. (Range: 10.233.0.0/24-10.254.254.0/24), Click here to customize the address pool. v

Advanced Settings

5G-Prior Access @

Speed Limit per Client

Speed Limit by SSID

5G-Prior Access: It is enabled when the SSID is associated with Radio 1 and Radio 2 for dual-band APs (2.4 GHz and 5

GHz) to ensure that clients supporting dual bands access the 5 GHz frequency band preferentially. This reduces the load

in the 2.4 GHz frequency band and improves user experience.

Speed Limit per Client: Specify whether to enable the speed limit function for a client. When this function is enabled,

uplink and downlink speeds must be configured.

Speed Limited by SSID: Specify whether to enable the speed limit function for the SSID. When this function is enabled,

uplink and downlink speeds must be configured.

Auth: Common APs support External Portal and Captive Portal authentication.
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6.2.2.2 External Portal

To edit SSID, enable Auth and select External Portal. Enter the required information and click OK.

| ssID
wiano | 2 v Hidden | No vl
ssio | | Forward Mode @ | Bridge v|
Encryption Mode [ WPA2/WPA3-PERSONAL VI VLANID @ [ 1 l
Password | | Radio 8 Radiol(2.4GHz) ® Radio2(5GHz)
Radio3 @ (2.4GHz or 5GHz)
5G-Prior Access @
Speed Limit per Client
Speed Limit by SSID
Auth pa

6.2.2.3 Captive Portal

Step 1: On the SSID page, enable Auth and select Captive Portal.

Speed Limit per Client

Speed Limit by SSID

Auh ) BB

Mode Captive Portal v

Seamless Online @

Please select a portal or add a new portal.

Step 2: Enable Seamless Online and select a portal or add new portal.
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Speed Limit per Client
Speed Limit by SSID
Auth @) m
Mode l Captive Portal V]

Please select a portal or add a new portal

6.2.2.4 Radio

The Radio page enables you to configure the AP radio ports. As shown in Figure 4-4, the Radio page provides the On/Off

and Max Clients items.

Ruijie [£5) MONITORING ~ CONFIGURATION  MAINTENANCE ® 5 e ® o
£ Jeommansperity BACK-JAPAN_HOTEL_2000... v/ [ Search Network Q I [ Manage Network H o 1 [ UnbmdDev\ce]
1 BACK-JAPAN_HOTEL Open No NAT 12 Auth Disabled o w
© NETWORKS L -
2 BACK-JAPAN_HOTEL1 wpa2-psk No Bridge 12 Auth Disabled % @
% WIRELESS
First Previous| Page [ 1 |of1 Next Last (ioeJTotal:2
Basic
Layout
Radio Planning Radio
Roaming Radio1(2.4GHz) Radio2(5GHz) Radio @ (2.4GHz or 5GHz) @ Scan () Access
Bluetooth
ON/OFF « ONIOFF « ON/OFF :
® AUTHENTICATION
Max Crts Max Ciens Max Ciens
Voucher Poota)
Account
PPSK Potal
| security v

Captive Portal Pootal
eWeb Settings

eWeb @

Telnet Settings
Telnet @

Parameters on the Radio page are defined as follows:

On/Off: Specify whether to enable the radio function. When it is set to Off, the SSID is invalid; the corresponding SSID

can be used properly only when this function is set to On.

Max Clients: Enter the upper limit of associated clients in a frequency band.

6 Deletion of radio configurations indicates that the system preserves the current configurations.

6.2.2.5 Security Configuration

As shown in the preceding figure, eWeb Settings, Telnet Settings, Client Isolation, and Wireless Intrusion Detection

can be configured.
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Ruy’fe@) MONITORING ~ CONFIGURATION ~ MAINTENANCE ® 5 e ® o
£R, ) ommonAper s 7 BACK-JAPAN_HOTEL_2000... v/ [ Search Network ] | Manage Network H F— [ Unbind Device ]
© NETWORKS
% WIRELESS | security ’

Basic .
eWeb Settings
Layout eWeb @O
Radio Planning
Password Tip: The password to log in to the AP eWeb.
Roaming
Bluetooth Telnet Settings
® AUTHENTICATION Telnet @
Voucher m/m Password Tip: The password to log in to the AP by telnet
Account Poota]
PPSK peotal

Client Isolation
Captive Portal £2B
AP-based Client Isolation (Clients on the same AP are isolated)

AP&SSID-based Client Isolation (Clients on the same AP with the same SSID are isolated)

Wireless Intrusion Detection

| Advanced Settings(Optional) v

eWeb Settings: Enter the Web login password of an AP. When the password is empty, the system does not push the

password to AP.
Telnet Settings: Enable the Telnet service of AP. When the Telnet service is enabled, the password is required.

Client Isolation: Clients are isolated without affecting their network access to ensure that they cannot communicate with
each other, thereby ensuring client service security. AP-based client isolation or AP&SSID-based client isolation can be
selected. If AP-based client isolation is enabled, all layer-2 clients associated with the same AP cannot communicate with
each other. If AP&SSID-based client isolation is enabled, clients in the same WLAN on the same AP cannot communicate

with each other.

Wireless Intrusion Attack Detection: Include DDOS attack detection, flooding attack detection, AP spoof attack detection,
and weak IV attack detection. If this function is enabled, at least one of the preceding four detection functions needs to be
enabled.

6.2.2.6 Advanced Settings

® AP RF Scheduling
If AP RF Scheduling is disabled, AP will broadcast the SSID.

To specify the time of turning on/off WiFi, enable RF Shutdown Scheduling and configure the period.

Ruijie & MONITORING ~ CONFIGURATION ~ MAINTENANCE ©® 5 e ©8 o
ER | commonApar... V BACK-JAPAN_HOTEL_2000... v [ Search Network Q ] [ Manage Network H Take over Network Unbind Device ]
& NETWORKS

Wireless Intrusion Detection
7 WIRELESS
Basic | Advanced Settings(Optional) .
Layout AP RF Scheduling
Radio Planning RF Shutdown Scheduling @
Roaming
Bluetooth percd
© AUTHENTICATION Start Time [ This day NEERER
Voucher P oot
End Time Next da vi[ 8 v 0 v
Account Jbotal [ y ] [ ] [ ]
PPSK /m
Captive Portal 0
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®  Whitelist

Enter whitelisted websites, and websites that can be accessed directly without authentication. For Facebook social login,

you need check on Facebook Whitelist so that clients can access Facebook API before authentication.

Ruijie [&5) MONITORING ~ CONFIGURATION ~ MAINTENANCE ©® 5 e 8 o
£2) commonApar... v BACK-JAPAN_HOTEL_2000... v/ [ Search Network Q ] [ Manage Network H Take over Network UnbmdDew:e]
© NETWORKS RF Shutdown Scheduling @
= WIRELESS Period
Basic
Start Time [ This day vH 2 v] :[ 00 vl
Layout
Radio Planning End Time [ Next day v][ 3 v] [ 00 v]
Roaming
Bluetooth
© AUTHENTICATION
Voucher Poota) Whitelist @ Facebook
Account Piota) Address Description Action
PPSK fhota) No Data
Captive Portal [0 Fist | [Previous Page [0 Jof0 - (5. JTotal0
CLT Command u
Model Description Action
No Data
Page | 0 of 0 e Last TolaI:O

® CLICommand

Enter commands to be pushed to APs. This function allows you to perform some configurations unsupported via CLI

commands.
Ruijie & MONITORING ~ CONFIGURATION  MAINTENANCE ®n 0 ® ©
FR. | commonapar. BACK-JAPAN_HOTEL 2000... v | _Search Network Q] = over o [ unonapewee
© NETWORKS RF Shutdown Scheduling @
= W
WIRELESS Period
Basic
Start Time [ This day v][ 2 v] [ 00 v]
Layout
Radio Planning End Time [ Next day VH P V] [ 00 v]
Roaming
Bluetooth
® AUTHENTICATION
Voucher Piotal Whitelist @ Facebook
Account fhota) Address Description Action
PPSK foeta) No Data
Captive Portal 20 — Previous Page [ 0 of 0 _ Las To!al 0
CLI Command @
Model Description Action
No Data
Fi Page [ 0 Jof0 ext Last (0. JTotal:0

6.2.3 Layout (Non-apartment Scenario)
On the Layout page, you can bind an AP to a specific location after importing it to a network.

Step 1: Select a network.

The Unbound Device List on the right displays APs that have been imported to the network, but are not bound to a

location. Click Config Layout to display the list.
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Ruifie [£5) MONITORING  CONFIGURATION  MAINTENANCE

Config Layout

No Data

Add Layout

Step 2: Click Add Layout to add the local layout or map layout. The local layout can be used to bind the location of indoor
APs and the map layout can be used to bind the location of outdoor APs.

Ru,l e nE» MONITORING CONFIRIRATION MAINTENANCE

Config Layout Add/Edit Layout

Please enter up t cters, consisting of letters, numbers and underiine (

Layout Source @ Local Layout () Map

Add Layout

Please select a picture in the format of gif, jpg, jpeg, bmp or png. The size of the picture cannot exceed 5M

Step 3: Select an AP from in the unbound AP list and drag it to the target location.

| Layout
Layout: 1 Config Layout @ Remove AP
0 0 50 100 150 200 250 300 350 400 450 500 550 600 650 700 750 Unbound AP List (2]
AP520(BT)
50 SN:G1KD14G00221B  Type:AP520(BT)
100 AP740-1
SN:G1KDAOTO0365A Type:AP740-1
150 AP130(W2)
SN:G1KDAHJ052008 Type:AP130(W2)
200
AP 720-1
SN:G1KQATF002984 Type:AP720-I
250
ODM-AP520(W2)
SN:G1KQBJR26735A  Type:AP520(W2)
300
AP740-1(C)
350 SN:G1KQC2D010806  Type:AP740-1(C)
400 SN:G1KQC2D010808  Type:
SN:G1KQC2D010810  Type:
450
SN:G1KQC2D010811  Type:
500
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6.2.3.1 Unbind APs

AP unbinding is different from AP deletion. AP unbinding removes the binding relation between an AP and a location, but
the AP still exists in the network and can be controlled. AP deletion deletes an AP from a network and the AP cannot be

controlled after being deleted.

The unbinding methods are:

Method 1: Select an AP, and click W Remove Device to unbind the AP from a location. An unbound AP will then be moved
from a network to its parent network.

Method 2: If a location is already bound to an AP, you can drag another AP to the location to replace the old AP.

6.2.4 Radio Planning (Non-apartment Scenario)

Radio planning can adjust channels and power of APs in a same area network to optimize the channel allocation and
power of the APs. Proper RF configuration planning can reduce channel interference, increase channel utilization and

improve overall wireless network performance and capacity.

Choose CONFIGURATION > WIRELESS > Radio Planning to open the Radio planning page. Both manual and

automatic planning are currently supported.

Ruijie @) MONITORING ~ CONFIGURATION  MAINTENANCE 5 e ® o
FR | commonApar... _
default v [ Search Network Q ] [ Manage Network J [ Take over Nm[ Unbind Device J
& NETWORKS
= WIRELESS | Radio Settings
Basic
Country/Region Japan(JP) v
Layout
RF1(2.4G) Default Channel Width ~Please select- v
Radio Planning
RF2(5G) Default Channel Width —Please select-- v
Roaming
RF3(5G) Default Channel Width —Please select- v
Bluetooth
® AUTHENTICATION
Save
Voucher Poota]
Account £m
PPSK Joota] | smart RRM £ Custom Channel  [E] Recent RF Scan History (9 Schedule Settings
Captive Portal =B Scan Mode (O Quick Scan @ Deep Scan

® The WiFi service won't be interrupted during scanning © The result will cover almost all WiFi interference

process () The WiFi service will be interrupted during scanning

(®) The scanning result may not include all interference. process(disconnect and reconnect).

Synchronize to Device

6.2.4.1 Radio Settings

On the Radio Settings page, select the country and bandwidth.
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Ruijie @) MONITORING ~ CONFIGURATION ~ MAINTENANCE ®n e © o
FR | commonApar... Vv _
default v [ Search Network Q j [ Manage Network ] Take over Network l Unbind Device
© NETWORKS
= WIRELESS | Radio Settings
Bas
e Country/Region Japan(JP) v
Layout
RF1(2.4G) Default Channel Width —Please select- v
Radio Planning
h RF2(5G) Default Channel Width ~Please select- v
Roaming
RF3(5G) Default Channel Width —Please select- v
Bluetooth
® AUTHENTICATION
Voucher m
Account Pooia)
PPSK Joota] | smart RRM £ Custom Channel  [Z] Recent RF Scan History  (® Schedule Settings
Captive Portal =B Scan Mode (O Quick Scan @ Deep Scan

(© The WiFi service won't be interrupted during scanning (© The result will cover almost all WiFi interference.
process () The WiFi service will be interrupted during scanning

(& The scanning result may not include all interference. process(disconnect and reconnect).

Synchronize to Device

For 2.4G channels, the bandwidth can be 20 or 40 MHz. For 5G channels, the bandwidth can be 20, 40, 80, or 160 MHz.

6.2.4.2 Automatic RF Planning

The automatic RF planning function allows the cloud to calculate the optimal channel configurations and power values for
APs by using the radio resource management (RRM) algorithm according to RF information collected by each AP. Optimal

recommended configurations can be applied to the APs.

The entire process of the automatic RF planning includes three parts:
® The cloud triggers APs to scan and upload RF information.

® The cloud calculates the optimal recommended configurations.

® The optimal recommended configurations are applied to the APs.
The automatic RF planning supports network-based planning only.

The AP RF channel optimization algorithm staggers RF channels of neighboring APs respectively based on the 2.4 GHz
frequency band and the 5 GHz frequency band while ensuring as much as possible that original configurations are
unchanged. To reach optimal power, The AP power optimization algorithm automatically increases or decreases the RF

power for an AP according to the co-channel interference.

After a network is selected on the RF planning page, a page for automatic RF scanning and planning of the network is
displayed. On this page, the APs of a network can be triggered to scan the RF, display recommended RF configurations

calculated after scanning, and save the recommended RF configurations to APs.
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Ruiie &>
FR | commonApar... v

© NETWORKS

% WIRELESS
Basic
Layout
Radio Planning
Roaming

Bluetooth

© AUTHENTICATION

Voucher £
Account Jiotal
PPSK =

Captive Portal £38

MONITORING CONFIGURATION MAINTENANCE

Q)

default v [ Search Networl

O] Do o Y

® 0 e © e

Take over Network I Unbind Device

[ Manage Network ]

| Smart RRM  Recent RF Scan History - 2
Triggered at RRM Analysis at Updated at Scan Mode Status Apply Task Result Action
No Data
F = Page [ 0 . Total: 0
| Manual Planning
List  Layout £ Batch Config
Radio 1(2.4G) Radio 2(56) Radio 3(56) ;
SN MAC Device Name Conigbetalsy
Channel Power Channel Power Channel Power
1234942570359SN1 NotConfigured ~ Not Configured  Not Configured  Not Configured  Not Configured  Not Configured SN
12349425703595N2 NotConfigured Nt Configured  Not Configured  Not Configured Mot Configured  Not Configured Country:
12349425703595N3 Not Configured  Not Configured  Not Configured  Not Configured  Not Configured  Not Configured « Radio 1(2.4Ghz)
Channal

The Recent RF Scan History page displays historical records of automatic RF scanning and planning. Each record shows

triggering information got each time, including the automatic RF planning status, the start time, the end time, the status
(Initializing/Scanning/RRM analysis/Finish/Failure), whether to apply to the APs, and the running logs.

® Smart RRM

Ruijie &
fR | commonApar... Vv

€ NETWORKS

= WIRELESS
Basic
Layout
Radio Planning
Roaming

Bluetooth

© AUTHENTICATION

MONITORING CONFIGURATION MAINTENANCE

]..

default v I Search Network

ooy

® 5 e ©® e

[ Manage Network ][ Take over Network [ Unbind Device J

| Smart RRM

Scan Mode: O Quick Scan

£ Custom Channel

[ Recent RF Scan History  (® Schedule Settings

@ Deep Scan

(© The WiFi service won't be interrupted during scanning

(©) The result will cover almost all WiFi interference.

process () The WiFi service will be interrupted during scanning
Voucher P oota) A () The scanning result may not include all interference. process{disconnect and reconnect).
|
Account Jbota} \ |
PPSK Jbota) Synchronize to Device :

Captive Portal =8

| Manual Planning

L L Batch Config

st Layout

There are two execution modes: immediate and periodic. Click Scan Now, and the cloud triggers RF scanning. Data will
be uploaded after scanning.

® Schedule Settings

On the Schedule Settings page, Periodic Execution can be enabled.
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Rlllj’l—é@) MONITORING CONFIGURATION MAINTENANCE -] o e ® o
£Q, | commonApar... v/ default v [ Search Network l [ Manage Network H Take over Nﬁq[ Unbind Device ]
B AT - e
€ NETWORKS
% WIRELESS Save
Basic
Layout

| Smart RRM  Schedule Settings
Radio Planning

Roaming Status: [ ¢
Bluetooth Scan Mode (O Quick Scan @ @ Deep Scan @
® AUTHENTICATION
(© The WiFi service won't be interrupted during scanning process. () The result will cover almost all WiFi interference.
Voucher = @ The scanning result may not include all interference. @ The WiFi service will be during scanning and
Account m reconnect).
PPSK Jbota]
Time: 2300 v
Captive Portal £
Monday Tuesday Wednesday Thursday Friday Saturday Sunday

Synchronize to Device :

| Manual Planning

List  Layout £ Batch Config

@ When a periodic task is triggered, this periodic task is automatically canceled if the network is already in a

scanning triggered state (for example, immediate execution is being triggered).

[ Related parameters
(1) Scan Mode

Quick Scan: This mode enables APs to provide the WiFi service properly during scanning. However, data acquired in this
mode is not as accurate as that in the Deep Scan mode. The calculation result based on the data in this mode is less

accurate than that in the Deep Scan mode. This mode is applied when it is expected that the current network is not affected.

Deep Scan: This mode is also referred to as the enhanced mode, and causes wireless clients to go offline at the beginning
and ending of the scanning. Data acquired in this mode is more accurate than that in the Quick Scan mode, and the
automatic RF planning based on the data is more accurate. This mode shall be applied at the initial stage of the overall

network planning or when disadvantages of this mode are tolerable.
(2) Synchronize to Device

If this function is enabled, the RF scanning result will be automatically pushed to the AP. In this case, skip step 3.
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Ruijie ¢ MONITORING ~ CONFIGURATION ~ MAINTENANCE 5 0 ® o
FR | commonApar... v default v [ Search Network Q ] GMT+8:00)Asia/H K [ Manage Network I [ Take over Network [ Unbind Device ]
€ NETWORKS
ave

% WIRELESS

Basic

| Smart RRM £ Custom Channel ] Recent RF Scan History  (® Schedule Settings
Layout
Scan Mode: i

Radio Planning © Quick Scan @ Deep Scan

Roaming (© The WiFi service won't be interrupted during scanning © The result will cover almost all WiFi interference.

Bluetooth process. () The WiFi service will be interrupted during scanning
© AUTHENTICATION ( The scanning result may not include all interference. process{disconnect and reconnect).

Voucher £om
Account Pootal
PPSK m S—

Synchronize to Device : @

Action : Synchronize recommended channel v

Captive Portal P oota]

| Manual Planning

List  Layout £ Batch Config

o If an AP has been bound to a location and has been synchronized with RF configurations of the location. This

operation will remove the RF synchronization between the location and the AP, and push the selected recommended

optimization configurations to the AP.

6.2.4.3 Manual Planning

Click a network on the left to open the manual RF planning page. The Radio Select drop-down list above the diagram
lets you select an RF type (2.4 GHz/5 GHz) to display. The number inside the location icon indicates the current channel,
and a range displayed when the cursor stays on the location icon indicates a power percentage.

| Manual Planning

List Layout Layout : [ Local_Layout v ] Radio Select:| 2.4G v| & Batch Config

Configure Detail

SN: G1KD14GC00081

Country: China(CN)

Radio 1(2.4Ghz)

Channel:

B ’
TX Power:

(100 %)

Radio 2(5Ghz)

Channel:
[ 149 v
TX Power:
(100 %)

Radio 3(5Ghz)

Channel:

[ Not Configured v
TX Power:
[ % ]

o The RF channel or power data is not displayed during configuration.

You can click a location icon to display the RF channel and power configurations on the right. If the location is bound to an
AP, the SN of the bound AP is also displayed.
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To perform manual RF planning:

1.  Set the RF configurations of a location in one of the following ways:
® Configure one location

Click a location icon, enter configurations on the right, and click Apply.

| Manual Planning

List Layout Layout : [ Local_Layout v ] Radio Select:| 2.4G v| & Batch Config

Configure Detail

SN: G1KD14GC00081
Country: China(CN)
Radio 1(2.4Ghz)

Channel:

(3 ']
TX Power:

(100 % |

Radio 2(5Ghz)

Channel:

(149 |
TX Power:

(100 % |

Radio 3(5Ghz)

Channel:

[ Not Configured v]
TX Power:
[ % ]

® Configure locations in batches

This function is used to configure the RF channel and power for a large batch of locations, and is suitable for a scenario

with many locations on a network.

{3 Batch Config . ) ) . .
Click above the location diagram to uniformly configure the power percentage for all locations on a

network.

I_?Ul]’le w ) MONITORING CONFIGIIDATION MAINTENANCE
Batch Config

[ Radio 1(2.4G)

[

2. Synchronize the RF configurations of the location to a bound AP.
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Click ‘; above the location diagram to synchronize the RF configurations of the corresponding location to the bound
AP.
Batch operations for multiple locations can be select before clicking ‘H—’ .

]
After the synchronization is successful, a is displayed in the lower right corner. At this point, the configurations of the

location are synchronized to the bound AP.

@ If an unbind or bind operation is performed, RF configurations are removed from or synchronized to the AP.

6.2.4.4 AC Smart RRM

In the AC network, click Radio Planning to open the Smart RRM page.

I?Uy’lé @ MONITORING CONFIGURATION MAINTENANCE o O @ ® o
FR) commonAper... BACK-JAPAN_APART-OTHE. .. v/ | Search Network Q l [ Manage Network l [ Take ovr N [ Unbind Device
© NETWORKS
% WIRELESS | Smart RRM [8) Recent RF Scan History
Basic RRM
Radio Planning
© AUTHENTICATION Introduction
Voucher P oot [ \ The network will be optimized to provide a better experience for you. Please ensure all APs are online before start
Account Jbota) |
Note
PPSK Piota)

1. The scheduled time depends on the system time.
Captive Portal LZ8 2. RRM will last for about 10min and STAs may go offline. It is recommended to avoid busy hours.
3. If the system is busy with channel adjustment or AP Radio adjustment, please try again later.

| have read the above notes

Scheduled RRM

Scan Now
Check the note, click - to start RRM. The whole process takes about 10 to 15 minutes.

| Smart RRM [E) Recent RF Scan History

Scanning...

Started at: 2020-04-02 13:10:52
% Timed Used: 9m 39s

 Interference includes WLAN int e and non-WLAN inte

wer than 11M in a sce

2w interference and high R d air interface performance

or the STAs to keep them connected even in sleeping mode, avoiding repetitive association or

« Itis recommended to set Roaming Sensitivity Level to high on the STA to ensure successful roaming

Enable Scheduled RRM to configure the time, and RRM will start at the set time.
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Ruiie &5
FR | commonApar.

© NETWORKS

% WIRELESS
Basic
Radio Planning

© AUTHENTICATION

Voucher Piota]
Account poota)
PPSK Poota]

Captive Portal 28

MONITORING CONFIGURATION MAINTENANCE

BACK-JAPAN_APART-OTHE... v [ Search Network

® 5 e © o

| smart RRM

RRM

Q ] [ Manage Network H

Take over Network [ Unbind Device J

Introduction

The network will be optimi

Note

1. The scheduled time deqd

Please ensure all APs are online before start

2. RRM wiill last for about 10min and STAs may go offline. It is recommended to avoid busy hours.

3. If the system is busy with channel adjustment or AP Radio adjustment, please try again later.

| have read the above notes.

et

heduled RRM @

6.2.5 Roaming (Non-apartment Scenario)

Roaming planning refers to enabling network-based roaming.

L3 Roaming: Specify whether to enable Layer3 Roaming. It is enabled by default.

L2 InVLAN Tunnel Forwarding: Specify whether to enable Layer2 Roaming. It is enabled by default.

Ruiie &5

£Q | commonApar.

€ NETWORKS

= WIRELESS
Basic
Layout
Radio Planning
Roaming

Bluetooth

© AUTHENTICATION

Voucher £
Account poota)
PPSK fostal

Captive Portal Potal

[Z] Recent RF Scan History

MONITORING CONFIGURATION MAINTENANCE o o e ® o
default v [ Search Network Q ] [ Manage ‘Je".\‘crkl Take over Network [ Unbind Device

default
Roaming Settings

L3 Roaming: @

L2 InVLAN Tunnel Forwarding: @

With roaming function enabled, users can achieve zero-handoff roaming within the WiFi coverage area. Example

Before

Floor 2, VLAN 20

L3 Roaming

Floor 2, VLAN 20

(N ¢

2

Floor 1, VLAN 10

5y ¢

o

Floor 1, VLAN 10

£
a3

Bedroom, VLAN 20

c

g‘

El

g =
3 =

P -

S

E
|

L2 InVLAN Tunnel Forwarding

‘ Bedroom, VLAN 20

A "wooy Buian

=

@ For wireless roaming, SSID signals must be consistent; otherwise, roaming may fail.

6.2.6 Bluetooth (Non-apartment Scenario)

You can batch import, add, change and delete the Bluetooth configuration.
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Ruijie [£5) MONITORING  CONFIGURATION  MAINTENANCE 5 0 © ©
FR | commonApar... v/
default v l Search Network Q I [ Manage Network ] Take over Network [ Unbind Device ]
€ NETWORKS
% WIRELESS | Device Info o B8
Basic
o
Layout
Radio Ptanning Device SN Status uuiD Major Minor Network AP Alias Action
Roaming Rloba
Bluetooth F Prevoss  Page [0 Jof0 (10. JTota:0
© AUTHENTICATION
Account P oota]
PPSK Jota]
Captive Portal Pootal
[ ] Bluetooth configuration import

Click Import. The Import dialog box is displayed. For initial use, you can click Download Template in the lower right
corner to download an EXCEL file corresponding to APs in the current network and set corresponding parameters in the

file.

Ruijie [£5) MONITORING

Please download the template and enter the Bluetooth configuration before uploading the template. Up
to 200 records can be imported

Requirements for the UUID, Major, and Minor parameters are:
UUID: Enter a string of 32 characters in hexadecimal format.
Major: Enter a string of 4 characters in hexadecimal format.

Minor: Enter a string of 4 characters in hexadecimal format.

After the parameters in the EXCEL file are configured, click ".xlIs" File to import the file. A prompt will be displayed if an

exception occurs during the import.

[ Bluetooth configuration adding for a single AP
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Click Add. The Bluetooth dialog box is displayed, as shown in the following figure. Specify the parameters as required to
add a Bluetooth configuration for one AP and click Save. If a Bluetooth configuration is already configured for the AP, the

existing Bluetooth configuration will be updated.
Ruijie Q) MONITORING ~ CONFIGURATION  MAINTENANCE
= Bluetooth

Device SN :

Status -

uuID:

Major :

Minor :

{ Bluetooth configuration modification for a single AP

Click the “ icon. The Bluetooth dialog box is displayed, as shown in the preceding figure. Modify the required
parameters and click Save.

6.3 Authentication

6.3.1 Voucher Authentication

Voucher authentication on Ruijie JaCS allows you to charge users for wireless network access using access codes.

Concurrent users, time period and data quota limit can be customized and offered to your guests.

6.3.1.1 Configuration Steps

Step 1: Enable Voucher function in the Captive Portal mode of SSID under the corresponding network.

Step 2: Select CONFIGURATION > AUTHENTICATION > Voucher.
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Step 3: Select Manage Package > Add Package to define a voucher type for your guests.

I?UIITe 9 MONITORING ___ CONFIGIHRATION  MAINTENANCE
Add Package

Package Name [ Testpackage

Description

(100

Concurrent Devices

Bind MAC >}

Period [ 30 Minutes

Data Quota [ 100 MB

Download Speed [ Unlimited

Upload Speed [ Unlimited

CONFIGURATION  MAINTENANCE a e ® o
FR ' commonApar... vV
default v [ Search Network Q ] K [ Manage Network H Take over Network [ Unbind Device ]
© NETWORKS
% WIRELESS | Voucher o e -3
Basic

I Print Voucher I[ Manage Package @ I [ More ~ ] ® Total Vouchers: 0 @ Activated Vouchers: 0 @ Depleted Vouchers @ : 0

Layout
Voucher Code, Alias, Package Name, MAC QQ  Advanced Search v

Radio Planning

Roaming Voucher Code Alias Package Name Price  Period Created at Expired at Devices Bind MAC Data Usage Download Speed Upload Speed Status 4
Bluetooth No Data

@ AUTHENTICATION First | [Previous Page [ 0 Jof0 Next Last (0. JTotal:0
Voucher Pota)
Account Jbota)
PPSK =/

Captive Portal Jbota)
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Step 5: Select the way you want to print voucher codes and enter the quantity if you select Multiple Vouchers.

Ruy’fe@ MONITORING ~ CONFIGURATION  MAINTENANCE ® 5 e ® o
FR | commonApar... v ;
default v I Search Network Q ] [ Manage Network H Take over Network [ Unbind Device ]
© NETWORKS
% WIRELESS | Voucher  Print Voucher
Basic
Layout
Radio Planning Y 1 o
Roaming -
Multiple Vouchers . 2 100 MB
® AUTHENTICATION P 8
Voucher P oota) Print Method Print in 1 Column (Ad) v
Account Joota)

o= (o]

Captive Portal Jbota)

Step 6: Click the Print button.

6.3.1.2 Bind/Unbind MAC

If Bind MAC is enabled for the package, the voucher code used by a device will be bound with its MAC address. The

number of bound MAC can be set in Max Concurrent Devices. \When the Status is Activated or Depleted, you can click

E in the Bind MAC column to unbind MAC addresses.

Ruijie [£55) MONITORING ~ CONFIGURATION  MAINTENANCE ® 5 e ® o
£R | commonApar... v ;
default v [ Search Network Q ] [ Manage Network ] Take over Network [ Unbind Device ]
© NETWORKS
% WIRELESS | Voucher o2 2R
Basic
I Print Voucher ][ Manage Package @ ][ More ~ ] ® Total Vouchers: 4 @ Activated Vouchers: 0 @ Depleted Vouchers @ : 0
Layout

Voucher Code, Alias, Package Name, MAC QU Advanced Search v
Radio Planning

Roaming Voucher Code  Alias  Package Name  Price Period Created at Expiredat Devices Bind MAC Data Usage Download Speed  Upload Speed Status .
Bluetooth ps3ogy - Testpackage2 200 30 Minutes 2022-04-13 17:08:38 - o3 Yes 0MB/100 MB Unlimited Unlimited Not Activated
wu7x38 - Testpackage 1.00 30 Minutes 2022-04-13 17:06:59 - o3 No 0 MB/100 MB Unlimited Unlimited Not Activated
® AUTHENTICATION
tvurt? - Testpackage 1.00 30 Minutes 2022-04-13 17:06:59 - o3 No 0 MB/100 MB Unlimited Unlimited Not Activated
Voucher Pt
eytov2 - Testpackage 1.00 30 Minutes 2022-04-13 17:06:59 - o3 No 0 MB/100 MB Unlimited Unlimited Not Activated
Account Jbota)
e ] o P [T o e e
Captive Portal Jbota}
Bound MAC Address List
MAC Bound at Total Online Time Total Traffic Action
accl.ee574429 2019-07-04 18:47:49 2d21h 51m 0s 24.08M
Fi Previous Page | 1 of 1 Next Last 10 a 1in total
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6.3.1.3 More

Ruijie &S MONITORING ~ CONFIGURATION  MAINTENANCE o e © o
ER  happytofih@gmail S oota)
default v [ Search Network Q ] [ Manage Network H Take over Network H Unbind Device J
® NETWORKS
% WIRELESS | Voucher Ce -3
Basic Print Voucher Manage Package @ More ~ | @ Total Vouchers: 9 @ Activated Vouchers: 0 @ Depleted Vouchers @ : 0 Vouche AC QU Advanced Search v
ayout
Voucher Code | D€' ackage Name. Price Period Created at Expired at Devices Bind MAC Data Usage Download Speed Upload Speed Status
Radio Planning Printin 1 Column (A4) 1
- Kedgm i hello 100.00 30 Days. 2022-03-11 18:15:57 - o Yes 0MBI1 GB 2Mbps 2 Mbps Not Activated
nfiabv Printin 2 Columns (A4) hello 100.00 30 Days 2022-03-11 16:58:17 - o3 Yes 0 MBI GB 10 Mbps 10 Mops Not Activated
Fluseom ghytep Print on POS Receipt hello 100.00 30 Days. 2022-03-11 16:27:27 - o3 Yes 0 MBI GB 10 Mbps 10 Mops Not Activated
O AUTHENTICATION eq3ng xeh hello 100.00 20 Days 2022-03-11 12:56:32 a o3 Yes 0MB/1 GB 10 Mbps 10 Mbps Not Activated
Voucher poota} fekpu W hello 100.00 30 Days 2022-03-11 11:07:27 - [ Yes 0MBI1 GB 10 Mbps 10 Mbps. Not Activated
Account piot] vidai7 aaaa hello 100.00 30 Days 2022-03-11 105356 - o3 Yes 0MBI1 GB 10 Mbps 10 Mbps. Not Activated
PPSK P bota aregtk o test 100.00 30 Minutes. 2022-03-11 10:47:39 - o3 Yes 0MB/100 MB Unlimited Unlimited Not Activated
Captive Portal 8 m7turm 20220311 test 100.00 30 Minutes 2022-03-11 10:46:11 - o3 Yes 0MBI100 MB. Uniimited Unlimited Not Activated
p4Tjwn b3 test 100.00 30 Minutes. 2022-03-02 15:54:52 - o3 Yes 0MB/100 MB Unlimited Unlimited Not Activated
i . (o= o9
Item Description
Delete
® Delete the selected Vouchers
®  Printin 1 Column(A4) ®  Printed Vouchers will be displayed in the same column
®  Printin 2 Columns(A4) ®  Printed Vouchers will be displayed in two columns
®  Print on POS Receipt ® Suitable for printing on POS receipts

6.3.2 Account Authentication

Account authentication requires the valid account and password. Concurrent users, time period and data quota limit can

be customized and offered to your guests.

6.3.2.1 Configuration Steps

Step 1: Enable Captive Portal in the SSID page, and select a template with Account Authentication.
Step 2: Select CONFIGURATION > AUTHENTICATION > Account.

Step 3: Select Manage Profile > Add Profile to define an account type for your guests.
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Ruijie (= MONITORING  CONFIGIRATION _ MAINTENANCF

Edit Profile

Profile Name testprofile
Description
Concurrent Devices
Period 30 Minutes
Data Quota
Download Speed Unlimited

Upload Speed Unlimited

Step 4: Click OK and go back to the Account page and click Add Account.

Ru,ITe w 5) MONITORING CONFIIIRATION MAINTENANCE
Add Account

Step 1: Select the profile.

Profile testprofile

Step 2: Download and fill in the template.Up to 200 records can be imported
Account and Password fields are required. Alias field is optional
Please enter less than 32 characters, consisting of letters, numbers or underscores.

Add an Account

Step 5: Click Add an Account to enter the account, password and select the profile, and then click Save.
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Ruy’lé hES MONITORING CONFIGURATION MAINTENANCE
al  Add Account

Profile Testprofile v

Step 6: Connect to the SSID, select Account Login in the pop-up page, enter the account and password created in the
last step, and click Login.

This is my
welcome page

This is my Marketing
Message

0 One-click Login

6.3.2.2 More

Ruijie [£5) MONITORING ~ CONFIGURATION ~ MAINTENANCE 5 0 © 0
ER | happytofih@gmail
202204191 v [ Search Network Q l [ Manage Network H o— [ Unbind Device ]
@ NETWORKS
7 WIRELESS | Account Ce -2

Basic Add Account Manage Profile ® Total Account: 1 @ Activated Accounts: 0 @ Depleted Accounts @ : 0 Account Q

Layout
Delete
[ Account yord Profile Name Period Created at Expired at Devices. Data Usage Download Speed Upload Speed Status. . Action
adio Planning
Awacan |_Reset - test 30 Minutes 2022.04-19 195853 - o oME/00ME Uniimited Uniimited Not Actvated % @

Roaming

Bluetooth Firs Previous Page [ 1 Jof1 Ne: La (0. JTotar1
@ AUTHENTICATION

Voucher =

Account m

PPSK Potal

Captive Portal £X8

Item Description
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Delete ® Delete the selected accounts

® Reset ® Reset the selected accounts

6.3.3 PPSK Authentication

PPSK combines the advantages of PSK and 802.1x. It prevents the network from being stolen. Each terminal device is
bound with a unique WiFi account and key so that the key will not be shared. This can also be called “One Client, One

Password”.
1. The main tasks of the PPSK administrator:
® Log in to Ruijie JaCS and deploy the network, so that APs can access the Ruijie JaCS.
®  Set the authentication mode of SSID to PPSK (the administrator can configure it directly).
® Onthe PPSK Configuration page, an enterprise can enable the PPSK function and choose the network.
® Open account for staffs in batch.

2.  Staffs can connect to the SSID with a unique WiFi key allocated by the administrator and access the Internet.

® Configuration Steps

Step 1: Choose CONFIGURATION > WIRELESS > Basic, click L beside SSID, and set the Encryption Mode as
PPSK.

Ruyle (GES\ MONITORING CONFEIGIHRATION MAINTENANCFE

WLAN ID [ 9 Hidden [ No

SSID [Tes1W|F| Forward Mode @ [ Bridge

Encryption Mode [ PPSK VLANID @ [1

Radio Radio1(2.4GHz) ® Radio2(5GHz)

Radio3 @ (2.4GHz or 5GHz)

5G-Prior Access @

Speed Limit per Client

Speed Limit by SSID

Auth

Step 2: Choose CONFIGURATION > AUTHENTICATION > PPSK.

Step 3: Click Add Account to batch import or manually add new accounts.
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Ru,l’,'e Ja(S MONITORING CONEICGHRATION MAINTENANCE
al  Add Account

Download and fill in the template.Up to 500 records can be imported

Add Account

Step 4: Click the view button on the Action column of the PPSK list to check PPSK Sync Log.

Ruijie & MONITORING ~ CONFIGURATION _ MAINTENANCF
| PPSK Synchronize Log

@ Synced: 0 @ Syncing: 0 @ Unsupported: 0 @ Failed: 0
Status Update Time

No Data

of 0 e Last (102 JTotato

Step 5: Bind MAC address for accounts in the PPSK list.

RUI]’IE:‘MS MONITORING CONFIGURATION MAINTENANCE L] O 6 ® o
ER | evytest
default v [ Search Network Q ] A [ Manage Network H Take over Network [ Unbind Device ‘
© NETWORKS
7 WIRELESS | PPSK O s oL

Basic
Add Account 0 Selected Account Client MAC
Layout
The field is required . N
Account WiFi Key Created at Action
Radio Planning

ormat:ffif. fiif_fif 11 -49: i
Roaming ! m apuwcgaa 2021-11-09 16:49:50 B o
Bluetooth First | Previous Page [ 1 |of1 Next Last (10~ JTotal: 1

© AUTHENTICATION

Voucher
Account
PPSK

Captive Portal

6.3.4 Captive Portal

Select CONFIGURATION > AUTHENTICATION > Captive Portal to display the Captive Portal page, and select a

network on the top to filter captive portals.
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When Captive Portal is enabled, SSID can associate with the templates. You can manage templates under a network,
but only use or associate templates under a sub-network.

6.3.4.1 Captive Portal List

The list displays all captive portal templates, including thumbnails, name, association status, creation time and description.

Ruijie [&5) MONITORING ~ CONFIGURATION  MAINTENANCE ® 5 0 ® o
FR  commonApar... VvV
default v [ Search Network Q ] l Manage Network ] Take over Network [ Unbind Device ]
© NETWORKS
% WIRELESS | Captive Portal b4
Basic Add Portal Name Q
Layout
Radio Planning .
“m
Roaming
Bluetooth Test
Applied SSID
@ AUTHENTICATION Not associated with SSID
Voucher P} Network of Synchronized EG
Not synchronized to EG
Account Protal Y
Created on
PPSK = 2021-11-26 10:44:43
Captive Portal Jootal Desc
eewe
® Add Captive Portal
Ruijie [£5) MONITORING ~ CONFIGURATION  MAINTENANCE ® 5 0 8 0
fR | commonApar... v
BACK-JAPAN_APART BRID... v [ Search Network Q ] [ Manage Newcrk] Take overNﬁﬂ[ Lrblndi)ew:e]
€ NETWORKS
% WIRELESS | Captive Portal =

Basie Add Portal Name Q

® AUTHENTICATION

Voucher protal
Account piota)
PPSK P ootal

Captive Portal L8

Add
Click * or to open the Add Captive Portal page. Enter name, description and post login URL, and select

login options. After Status Balance Page is enabled, you can check your balance information after login.
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Ruiie & MONITORING ~ CONFIGURATION  MAINTENANCE

| Captive Portal > Add

Name l

Description [

Login Options One-click Login Voucher Account

Show Balance Page @

Post-login URL@

Portal Page @

Basic Advanced
Desktop Reset Style

There are three login options: One-click Login, Voucher, and Account.

One-Click Login: You can set Access Duration and Access Times Per Day.

Login Options & One-click Login Voucher Account
Access Duration (Min) [ 60 v]
Access Times Per Day [ Unlimited v]

The page for One-click Login:

This is my
welcome page

This is my Marketing
Message

0 One-click Login

Voucher: You can log in with the voucher code.

Login Options One-click Login Voucher Account

The page for Voucher:
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This is my__
welcome page

This is my Marketing
Message

Voucher Login

Access Code

Account: You can log in with the account and password.

Login Options One-click Login Voucher &% Account

The page for Account:

This is my
welcome page

This is my Marketing
Message

Account Login

Password ©

Login

You can also select multiple login options. The page for One-click Login, Voucher, and Account Login:
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Voucher Login

Access Code "

® Portal Page

You can customize the content and style of the login page. The previews on the mobile phone and PC are displayed on
the right.

Ruiie M-s Portal Page @
Basic Advanced m Desktop Reset Style
Logo Picture @ Default Logo Upload
Background © Image Solid Color
This is my
kgt Image @ I
Background Image Default Image Upload welcome page
Languages English X + .
This is my Marketing
O Text Image Message
Welcome Message
Voucher Login
Text 37 characters remaining
[ This is my welcome page ] Access Code
Marketing Message 32 characters remaining

(s is my Marketing Message |

Terms & Conditions Qo One-click Login

Account Login

v

Note: This is only a preview image. The actual effects vary with devices at different resolutions.
Copyright 60 characters remaining

@ Each type of authentication supports a maximum of three languages. During authentication, users can select a

language switching icon in the upper right corner of the authentication page to switch the language.

In the Basic tab, set the logo picture, background color or image, welcome massage, marketing message, terms &

conditions and copyright.
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Portal Page @

Advanced
Logo Picture @ Default Logo Upload
Background © Image Solid Color

Background Image @ Default Image Upload
Languages English X +

Text Image
Welcome Message ° 9

Text 37 characters remaining

[ This is my welcome page ]

Marketing Message 32 characters remaining

[ This is my Marketing Message

Terms & Conditions

Copyright 60 characters remaining

m Desktop Reset Style

This is my
welcome page

This is my Marketing
Message

Voucher Login

Access Cod:

Q One-ciick Login

2] Account Login

Note: This is only a preview image. The actual effects vary with devices at different resolutions

In the Advanced tab, set the Logo position, background mask color/opacity, text color/size. Click Reset Style to restore

the default style.

Background Mask Color

¢ o
Background Mask Opacity
Welcome Message Text Color

Welcome Message Text Size 4

Button Text Color

Link Color

(omr ]

Button Color
|

(o)

Text Color in Box

Portal Page @
Basic | Advanced | Desktop Reset Style
Logo Positon

This is my
welcome page

This is my Marketing
Message

Voucher Login

Access Code

Note: This is only a preview image. The actual effects vary with devices at different resolutions.

Click on the bottom to save.

6.3.4.2 Edit Captive Portal

Click % to edit a template, and click

to save.
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Ruijie MONITORING ~ CONFIGURATION  MAINTENANCE ® o
EQ | commonApar... v
default v [ Search Network C ] l Manage Network ] Take over Network [ Unbind Device ]
© NETWORKS
7 WIRELESS | Captive Portal =2
Basic Q
Layout
Radio Planning
Roaming
Bluetooth Test
Applied SSID
@ AUTHENTICATION Not associated with SSID
Voucher o Y me Network of Synchronized EG
Account Pbota] Not synchronized to EG
Created on
PPSK = 2021-11-26 10:44:43
Captive Portal Jotal Description
eewe
6.3.4.3 Delete Captive Portal
—
Click Y and then click in the confirmation window to delete a template.
Ruijie MONITORING ~ CONFIGURATION  MAINTENANCE o e ©® o
FQ | commonApar... Vv
default v [ Search Network Q ] [ Manage Network H Take over Network l Unbind Device ]
© NETWORKS
% WIRELESS | Captive Portal k4
Basic Q
Layout

Radio Planning

Roaming

Bluetooth Test

Applied SSID

© AUTHENTICATION Not associated with SSID

Voucher Poota)
Account £
PPSK Pota]

Network of Synchronized EG
Not synchronized to EG
Created on

2021-11-26 10:44:43

Captive Portal Jbota) cription
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Ruy’fev,“ MONITORING ~ CONFIGURATION ~ MAINTENANCE

| Message

Avre you sure you want to delete this captive portal?

“ ceneel

If the template is associated to an SSID or applied to the EG, then you need to dissociate it before delete.

I?Ulj,lé @) MONITORING CONFIGURATION MAINTENANCE

| Message

The portal is in use. Please dissociate first.

6.3.4.4 Apply to EG

Click to synchronize the captive portal template to the EG.

Ploase 004 a gatoway frs

If no EG exists in the current network, you can click to jump to the MONITORING > DEVICE > Gateway page.
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Ruijie &
FR | commonApar... \/

& NETWORKS

% WIRELESS
Basic
Layout
Radio Planning
Roaming

Bluetooth

© AUTHENTICATION

Voucher Piota]
Account Piotal
PPSK P batal

Captive Portal

MONITORING CONFIGURATION MAINTENANCE

default v [ Search Network

&)

| Captive Portal > Synchronize

o

Please add a gateway first

If there is an EG in the current network, the page is displayed as below:

Ruijie &
Q| commonApar... v/

© NETWORKS

= WIRELESS
Basic
Layout
Radio Planning
Roaming
Bluetooth

© AUTHENTICATION
Voucher £
Account poota}
PPSK /|
Captive Portal Jbota)

Only one template can be synchronized to an EG. Select a template and click OK.

MONITORING CONFIGURATION

MAINTENANCE

default v [ Search Network

Q)

® a5 e ©® e

Take over Network [ Unbind Device

[ Manage Network l

® 5 e © e

[ Manage Network ][ Take over Network [ Unbind Device ]

| Captive Portal > Synchronize

EG2100-P
H1MB0OGADDD892

How to synchronize the portal to EG? @

lest
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®u e © o

Ruijie ¢ £5) MONITORING ~ CONFIGURATION ~ MAINTENANCE
FR) commonApar. default [ Search Network
& NETWORKS

| Captive Portal > Synchronize

% WIRELESS

Basic =\ EG2100-P

' m HIMBDGADD0S82
Layout

Radio Planning

How to synchronize the portal to EG? @

@

AUTHENTICATION Test

loucher £

Sync the portal to EG.

..
£ K corce
o

After the template is applied, the date of last synchronization will be displayed above.

Ruijie MONITORING

CONFIGURATION

MAINTENANCE ® 5 0 ®8 ©

ER | commonApar. default v [ Search Network

Q ] l Manage Network H Take over Network [ Unbind Device

€ NETWORKS
| Captive Portal > Synchronize

= WIRELESS

Basic EG2100-P

H1MBOGADDD892
Layout

Radio Planning

Roaming

Bluetooth How to synchronize the portal to EG? @
© AUTHENTICATION lest

Voucher Pootal

Account Juota)

PPSK —

Captive Portal =3

6.4 Settings
641 AP

6.4.1.1

Initial Configuration Template

Click Configuration > Settings > AP to open the setting page. In this page, you can configure initial configuration template

and device-specific config.

In the Initial Config Template page, a Config List is displayed, and all templates are shown in the order of update time.

You can add, edit, copy and delete a template. You can also search a template by name.
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Ruiie & MONITORING ~ CONFIGURATION ~ MAINTENANCE
£R | commonApar... »/
Apartment v | Search Network Q GMT arm Wanage Network H Toke over N [ Unbind Device
@ NETWORKS
% WIRELESS Initialize Config Template Device-specific Config
Basic
© AUTHENTICATION | Config List® c m-x

Account e

‘Template Name Status. . Latest Update on Description Action
prsk = 33333333 Disabled 2022-09-26 18:07:53 33333 LB o
Captive Portal testa1231 Disatled 20220026 16:41:40 21211212 =N}

& settings 1est22222555 Disabled 2022-09-22 20:28:50 M2 zew
" test2222 Disabled 2022-09-20 19:31:59 test2222 zew

testititest Disabled 2022-09-20 19:29:58 R zew
test1021 Disabled 20220917 11:47:42 123123 zZewm
123QII@H1@~@~@~ (1@5~(E@~( Disabled 2022-09-19 16:40:58 test 4 ]
ittt Enabled 2022-09-15 16:56:50 12122 zed
test102102 Disabled 2022-09-17 11:47:42 qwerwer 4 o
m Disabled 2022-09-17 11:47:42 1 zea

Previous Page | 1 |of3 Next Last (0. Total:22

B Copying a Template

After clicking = in the Action column, a prompt will appear. Enter a new template name and description, then click
Save to form a new template. Except the name and description, other configurations of the new template remain the

same with the previous one.

Ruiie & MONITORING ~ CONFIGURATION  MAINTENANCE
S Copy

Template Name

Description

B Deleting a Template

Click 0 i the Action column to delete a template. If the following prompt message appears, it means the template
cannot be deleted as it is already in use.

Ruijie & MONITORING ~ CONFIGURATION ~ MAINTENANCE

Message

This template is already in use

B Editing a Template
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Click “ inthe Action column to edita template. You can edit all the configurations of the template, but if the template

is in used, it cannot be edited.
B Adding a Template

Click Add to open the setting page.

5 0 © o

[ Manage Network H Take over Network [ Unbind Device ]

Ruy’fe (XS] MONITORING CONFIGURATION MAINTENANCE
FR | commonApar... v
Iris_Apartment v [ Search Network Q ]
@ NETWORKS
% WIRELESS Initial Config Template  Device-specific Config
Basic

© AUTHENTICATION | Config Template List® (The configuration template is applicable only to AP180 series access points.)

cC u-3

Voucher Joota] Add Template Name
Account /| . )
Template Name Status 4 Latest Update on Description Action

Jootal
PRk No Data
Captive Portal Jbota)

First Previous Page [ 0 |ofD Next Last (0. JTota:o
& settings

AP

Specify the Template Name (required) and Description (optional), and then click Save.

Ruijie &5 MONITORING

Template Name [ Please enter the template name.

Description Please enter the template description

Enabled
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When the “Save succeeded” appears, the operation is complete.

MONITORING ___ CONEIQIHRATION  MAINTENANCE

Rull”é' JaES

@ Save succeeded.

Next, you can configure the detail settings of the template. [/ Edit

Click 5" to modify the basic information of the template.

| Template Info

Cancel

Template Name | Test1 = Description | Please enter the template description.

Basic Wireless Configuration ~ Security Others

| Factory Settings@

Select Factory Setting | ___select Factory Setting— v ] Add

| Wireless Configuration

wps @ Encryption Mode [ Open v

Radio
Radio1(2.4GHz) Radio2(5GHz)
ON/OFF - ONJ/OFF

Max Clents : Max Clients

= ]

192
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In the Modify page, you can change the settings of the template name, the description and the enabled status.
When a change is made, click Save in the right side.

| Template Info

Template Name Test1 = Description | Please enter the template description

Enabled Save

Basic Wireless Configuration ~ Security ~Others

| Factory Settings@

Select Factory Setting | ___Select Factory Setting—

gl -

| Wireless Configuration

wprs @ Encryption Mode [ Open v

Radio
Radio1(2.4GHz) Radio2(5GHz)
ON/OFF ON/OFF
Max Clients N

Max Clients

=)

You also can specify the parameters in the four Tab pages: Basic, Wireless Configuration, Security and Others.
After modifying the parameters, click Save.

® Basic

In this page, you can configure factory settings, radios, DNS, the password of eWeb and IPv6.

Edit Details

| Template Iinfo

Template Name:

Basic

| init Factory Setting @

Select Factory Setting:

HOTELS’ TEMPLATE *

Wireless Configuration

Description:  Specially used by hotels

Security  Others

® Add

Enabled @ : @D

| wireless Configuration

enable wes: @D

* Radio

Encryption Mode: Open

Radio 1(2.4Ghz) Radio 2 (5Ghz)

ON / OFF: «© ON/OFF: @

Max Clients: 32 * Max Clients: 32 *

Bandwidth: 20HZ

Bandwidth: 20HZ

| Network Settings

DNS 1: DNS 2:

| security

 eWeb Settings

eweb: @D

User Name: * eweb Password: _
| Advanced

IPV6 Pass: GIO/IWAN) [ ] GiO/2(LAN) [ | SSID

Time Synchronization: [ @)

Initializing Factory Setting (Optional):

You can click the down arrow to select an existing template, or click Add to create a new one. If you select an existing

template, the configurations of the template will be displayed below the selection box. If you need to add a new
template, you can click Add to go to the Factory Configuration page.
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o

When the factory settings are applied to a device, you need to press the reset button of the device to

reset the device to make them take effect, and all global configurations and other configurations will be cleared.

In the Factory Configuration page, you can add a new factory setting, and edit or delete an existing one. When a

new factory setting is added, it will be displayed in the drop-down list box. If a factory setting is changed, it will take

effect in all templates to which the factory settings are applied. Only an unused factory setting can be deleted.

Ruijie &5

MONITORING

Add

| Template Info

| Template Infq

Template Name,

| Init Factory §

Name » Subnet Mask Gateway DNS

20220026 192.168.60.4 255.255.265.0 0000 1111

22222 Test_Lengthi1 192.168.60.4 2552652650 0000 1114

22 192,168 60.4 2552652650 0000 1114

Select Factory S&

1P 19216831 .
| Wireless Cof

Enable wPs @

Radio

Radio1(2.4GH] testdd 19216833

ONIOFF

2 192.168.60.4 2552552550 0000 1114

192.168.60.4 255.255.255.0 0000 1114

2 192.168.60.4 2552552550 0000 1111

test22 192.168.110.1 2552552550 0000 1111

FITEER3415 13351250 19216832 2552552650 121231 1111

3NB123@e¥IQnEe 198.168.60.4 255.265.265.0 1212120 121212123

testS566 102.168.3.1 2552652650 102.168.12.1 2888

2552652650 121212 5555
162,168 1102 1212121

testits 172281101 2552652650

test4 1621681101 2552652650 0000 1114

Max Clients

Bandwidth

| Network Settings

DNS 1

| Security

eWeb Settings

ewer &

User Name

[ admin eWeb Password

Template Name [ Plea:

the ter

mplate name l* Descnpuon[ Pleas

ter the tem

| Init Factory Setting@

Enabled

Select Factory Setting [ test5566

-

IP 192.168.3.1

Subnet Mask 255.255.255.0 Gateway 192.168.12.1

DNS 8888

| Wireless Configuration

Enable WPS @

Enable WPS Button @ Encryption Mode | Open
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® Wireless Configuration

You can hover you mouse on @ {5 view the notes of Hide SSID.
When Rate Limit is enabled, you need to set the downlink and uplink rate.

| Template Info

Template Name Test1 = Description | Please enter the template description Enabled (_

Basic Wireless Configuration ~ Security ~ Others

SSID Code @UTF-8 OGBK
Hide SSID @
5G-prior Access

Rate Limit «

Uplink | Range: 8-261120 KBis Downlink | Range: 8-261120 KBls

®  Security
In this page, you can configure user isolation and communication mode.
When the user isolation is enabled, inter-SSID, intra-SSID and LAN-WAN are enabled simultaneously. You can hover

the mouse over @ to check more details about this function.

| Template Info

Template Name Test1 = Description | Please enter the template description. Enabled

Basic  Wireless Configuration ~ Security ~ Others

User Isolation @ «

Inter-SSID . The device isolates all users in different SSIDs

Intra-SSID The device isolates all users in same SSID.

LAN-WLAN . The device isolates all users between Lan and SSID.

Communication Mode @ Broadcast () Unicast () Multicast

® Others
The Periodical Restart is disabled by default. When it is enable, you can choose Simple Policy and Sophisticated
Policy to schedule the reboot of the device to take effect in a specific time.

When LED schedule is enabled, you should specify the start time and the end time.
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Template Name | Test = Description | Please enter the template description Enabled (_ Save > @ ® ©

Basic Wireless Configuration ~ Security ~ Others

Periodical Restart «

| @Simple Policy O Sophisticated Policy

iDale Everyday v | Start Time 00:00

LED (OEnabled ODisabled @LED Schedule
e Stat T 5|+
Pannel(You can enable or disable buttons on the faceplate in the follows.)
WPS «
Reset «
Power « o
LED @ Standby ()Run

6.4.1.2 Device-specific Configuration

In the Device Config List, the information of all devices with specific configuration is displayed, including SN, IP, 2.4G
SSID, 2.4G PASSWORD, 5G SSID, 5G PASSWORD and Update Time. In the 2.4G/5G SSID and 2.4G/5G PASSWORD
columns, commas (,) are used to separate multiple SSIDs and passwords. And the SSIDs and passwords are one-to-one

correspondence. Up to 3 SSIDs or passwords are supported.

Ruijie MONITORING ~ CONFIGURATION  MAINTENANCE 5 e © o
ER | commonApar... v/
Apartment v [ Search Network Q ] I Manage Network H Take uverml Unbind Device ]
® NETWORKS
7 WIRELESS Initialize Config Template Device-specific Config
Basic
@ AUTHENTICATION | Device Config List® Cc -3
Account —
PPSK m SN [ 24G sSID 24G Password 5G SSID 5G Password Update Time.
Captive Portal 2B 1234942571995 DHCP Specifc_test1_24G test1 test22 1234567800, 1234511111,1212312313 specifc_test1_5G 1234567890 202209-30 15:59:34
@ settings 1234942570359 172.20.93.301255 255 255.0 Specifc_test]_24G test11 test22 1234567890, 1234511111,1212312313 specifc_test1_56. 1234567890 20220928 12:43:15
o Prevo Page (1 Jof1 Net || Las . Jotar2

B Downloading the Template

Click Download Template to download the template. The parameters and their description are shown as follows:

A B C D E F G

The SN is required. The IP address and subnet mask should be filled in or not filled in together (when they are left
empty, the device will obtain IP address and subnet mask via DHCP). The other four fields are optional.

®  Multiple SSIDs and passwords are supported. Use commas (,) to separate them.
®  Importing Configuration

Click Import Config to import the template. Up to 200 templates are supported. When a template is imported, the
system will verify the parameters filled in the template. The import process will be stopped when one of the following

situations occurs:
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® The SN is not available in the current network.
® The format of IP address is incorrect.

®  The number of SSIDs and passwords are different.
B Search

You can enter the SN of a device in the search box in the upper right corner to search the device.
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7 Maintenance

The Maintenance module mainly provides the following functional services:
® L|LOGS

® UPGRADE

7.1Logs

7.1.1 Operation Log

This page shows operation logs.

Ruyle [ES] MONITORING ONFIGURATI MAINTENANCE o 0 ® o
£R | commonApar... v/
| Operation Log @ C nun--3
B Locs
EZX =
Operation Log
Config Log
Time Operator Type . Description Result Result Description Action
Upgrade Log 2022-05-18 15:08:44 commonApartment Togn Log i suocessiuly GETs oK. e
MESH Log 2022:05-1813:47:48 commonApartment Device Back up the configuration of device [1234942570017], Success Configuration file s backed up e
Replace Log 2022-05-18 13:47:25 ‘commonApartment Login Log in successfully Success oK. (-]
£ UPGRADE 20220518 133625 T e It I Gevee e oK. e
Upgrade! 2022:05-1813:22:38 commonApariment Login Login successfully Success oK ]
2022-05-18 12:38:01 ‘commonApartment Login Log in successfully Success oK. (=]
Fimware
2022-05-18 122218 ‘commonApartment Login Log in successfuly Success oK e
2022-05-1810:58:03 commonApariment Diagnose  Deliver ersion] ) Success oK. ]
2022-05-18 10:57:52 commonApartment Diagnose Deliver Ito 1 Success oK. e
2022:05-18 10:57:23 commonApariment Diagnose  Deliver ersion] ) Success oK. (]
Fes Page (1 Jor2a0 Ned | [ Lest (ioaJotat 2393

B

Click in Action column to check log details.
General operation log details are shown as follows:
Ruy’feé) ORING CONFIGURATION MAINTENANCE

Time : 2022-05-18 15:08:44
User: commonApartment

Type: Login

Description :  Log in successfully

Result: Success

Result Description - OK.
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7.1.2 Config Log

7.1.2.1 Action View

When the device configuration is imported, a prompt will pop up. Click the prompt to open the log page and export the

® o e ©® e

[ Manage Network l

Take over Network I Unbind Device

SSID result.
Ruyle (2] MONITORING CONFIGURATION MAINTENANCE
ERQ | commonApar... \/
JAPAN_APART_ROUTER_ 2... v [ Search Network Q ]
& NETWORKS
. ) X
= Wireless Configuration . . § .
WIRELESS I 9 Click here for detail configuration status
Basic [ Import Config H Auto SSID Config H More + l 1 Sele
© AUTHENTICATION
Online Status 4 SN Alias Config Status Network
Vaucher & © Not Online Yet 12313123123 12312312 Not Synchronized JAPAN_APART_ROUTER_20000000000001_S55%.
Account J botal
PPSK rm First Previous Page 1 of 1 L:

Captive Portal [Z8

On the log page, the latest record will be displayed by default

AutoRefresh: @ ) & C

e By

SN, Room, Building Name, Remark Q

Room Building Name Remark Action

@

Total: 1

Ruiie &5 MONITORING ~ CONFIGURATION  MAINTENANCE ® 5 0 © ©
ER | commonApar... v/
| Config Log
& Loes - —_
Operation Log =@
. Action View Device View
Config Log
Upgrade Log
MESH Log | Action View CcC u-2
l ==
& UPGRADE
Upgrade ' Status. ,  Operation Type . Started at Ended at Devices Result . Description
~ Success/Faiure: 110
Firmware + Complete Device first online 2022-05-13 17:37:45 2022-05-13 17:37:51 Total/Offline/Not Online Yet: 1/0/0 n progress/Scheduled/Complete: 0/0/1 Device: G1QD4PW038799
v
Page (1 Jort3s Ned || Last (e Jrotat: 1336

®  Status: View the status of the configuration

Complete: Configuration completes
In progress: Configuration is in progress

Scheduled: Configuration is scheduled
® Result: View configuration results

Success: Number of devices configured successfully

Failure: Number of devices whose configuration fails
® Devices

Total: Total devices in the network
Offline: Number of offline devices

Not Online Yet: Number of devices that never go online
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Cloud will give priority to the online devices, and will actively apply the configuration after the offline devices go online.

® Description: View configuration command

® Refresh: As it takes a while to complete the configuration, you can click this button to refresh the configuration

progress.

click ¥

to display more configuration information.

Ruijie & MONITORING ~ CONFIGURATION  MAINTENANCE 5 e © o
ER | commonApar... v/
| Config Log
& Loes = —_
Operation Log =@
Action View Device View
Config Log
Upgrade Log
MESH Log | Action View Cc n-3
& UPGRADE
Upgrade Status Operation Type . Started at Ended at Devices. Result . Description
. Success/Faiure: 1/0
Fimware Complete Device first online. 2022-05-13 17:37:45 2022-05-13 17:37:51 Total/Offine/Not Online Yet: 1/0/0 In proess/Stheduled/Complels: 001 Device: G1QD4PW038799
I 3 o Z
N Started at Ended at Result Description Action
G1QD4PW038799 2022-05-1317:37:45 2022-05-13 17:37:51 Succeeded
P Page (1 Jott ol 1
v
P Page [ 1 Jor13s6 Next Last [ Jrota 1336

2

Click to export the configuration result.
Ruyle (€X) MONITORING CONFIGURATION MAINTENANCE © o 6 ®© o
Success/Failure: 0/0
commonApar -03- i -
Zg) e N7 +  Complete Update full SSID BRI 5 RO TUEIGTINGE Complete:  C [SSID Settings]
19:18:26 0/0/0 000
= LOGS . _ Success/Failure: 0/0
-03-. T i 1 3
+ Complete Update full SSID 22220[1)::? - CE O NSO TONE In Complete: Co [SSID Settings]
Operation Log OS’O’D ot 00
uccess/Failure:
2022-03-23 2022-03-23 Total/Cffline/Not Online Yet: N
+ ;. C
Config Log Complete Update full SSID 14:51:42 14:51:42 101 Ior;m1 Complete: [SSID Settings]
Upgrade Log . _ Success/Failure: 0/0
+ Complete Update full SSID 202,2'0,3 & 202? s EELY T TV In omplete: Ct [SSID Settings]
MESH Log 14:51:26 14:51:26 101 00
-~ Success/Failure: 1/0
. 2021-12-24 2021-12-24 Total/Offline/Not Online Yet:
= - PN
57 UPGRADE Complete Update full SSID 12:40:36 12:40:44 100 Ic:on omplete: [SSID Settings]
Upgrade
| 3 | : Z
Firmware
No. SN Building NameRoom IDRemark MAC  Network New SSID New SSID Password Started at Ended at Old SSIDOId SSID Password  Result ‘Action
SN2D 001 jok_apa  SSID-QUMASSID- o ripa momFuAGa G 2021-1224 202112
1 1207 - 2233, rtment 73rj5t,SSID- H“' 33tDDE 124036 - Succeeded
0216 44855 yHETTr,SSID-a3706J T ERo0Ea - 12:40:44
Success/Failure: 1/0
+ Complete Update full SSID 2‘:210;254 2221();2034 Totalloﬁllni%(;somme WEE g omplete:  C [SSID Settings]
F Prev Page | 1 of 10 Next Last Total: 94

The exported file is shown as the figure below.

A B c | o | E F \ G \ H I I \ K \ L I
1 SSID and Password Change Form (Output)

)011.2233.445! jok_apartment ID-73rj5t,SSID-yH67B6BFJAba,GnbH4jty 202112/2412:40  202112/24 12:40 Succeeded

You can check the result in the Result column which may be “Succeeded” or “Failed”.

7.1.2.2 End SSID and Password Configuration of Offline Device Immediately (Apartment
Scenario)

Suppose the operator changes the SSIDs and passwords of two rooms and exports the result.
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| Action View

sutus . Operaton ype ) sared st Endeast Devices Resuit Descripion
SusesFaiire 00 -
+ Complete [, 0210018 155817 H2L0218 155518 Tt oot Ol Vet 000 S epee 000 Cont: ANPANTEST_747)
ScssaFaiure 00 -
+ Complete [, en0218 155817 H2L0218 155518 Tt oot O Vet 000 e 000 Cont: ANPANTEST_747)
ccessFaie 00
+ Complete Appy tempite 2021-02-16 15:58:15 202102-16 16:58:16 Total/Offine/Not Onine Yet: 000 e e T Group name: JANPAN-TEST_7 b
. ScssaFaiire 22
Comolete Update full SSID 2021-02-16 15:34:08 Total/Offiine/Not Oniine Yet: 8/2/2 In progress/Scheduled Complete: 008 Configuration: [SSID Settings)INEV.
X I = -
SN BuldngNameRoom Remark  MAC Netwark New s50s New Passwords Satedst Endedst oussios OlaPassworcs Resut_Action
000000000 10 1600000000 0017 26940 SRR AT oa Ziets 2 o . —— e B
Tonmoaier 0000 ¢ TERS e 3 Eepy— S 2 SSIDoYIRSSOMATHY amRsaLDENYEST Never ®
500000000 10 1200000000 0017.2E0C4 N APAFT. SS0.ATARY SSIDREm SSID-HHEYT SS0- . . 2i0els 221 SSOATRYSSOREMSSOLRETSSO g
sesososzs S S48 LB VLA ST ST AL Faied B
i 001 2 AB2 BRIDGE_20000000000001 5 5 & 5 5 501 BR324 - = 15:41:28 15:41:28 SRh334 - ° - . e
e R AR g —— TG BRI P p—— oy I
|l PO .07 D aerassDER e T R SSparvassDo i o=] ®
v : o ——— p— T TG T S TR T ©
2 S T SO T SO E SN S S S e 2 o T L0218 20210216 pemy [
555N EDCRFVIGEYHN hhhh 34:08 15:34:08 -
- TS T2 e TS e Al e
cRrT o 183406 153024 EOCRRVTGEYHSS DOAZIEX 2345 s
- : mies 2 ) o e
Te1IW BRIDGE . = - - e ssa2332332 15:34.08 15:34:08 ssiporL eDTmang A ©
Greresvooezs o earess SAPAN APAT. ssommss mres e . y .
] 70 BRIDGE . CF hhbh 15:34.08 15:34:28 SEDEm s = ®
] B age (1 Jort o Jeines

Although there are offline devices waiting for SSID and password configuration, the overall configuration is completed. The
operator can export result and send new SSIDs/passwords to the tenant. When the offline devices go online, the new

SSIDs and passwords will be synchronized to the devices automatically.

| A B | C | D | E | F | G H | J K L M
SSID and Password Change Form (Output)
1 5000000000001 101 180000000000 0017.2E9A.DICCIGE_20000000000-bhY3rR,SSID-MisTR4GLtD, BiNY5t5 2021 02/16 15:34 2021 02/16 15:34)-bhY3rR,SSID-MiTR4GLtD,BiNY5t5  Never online
” 2 _"5000000000001 " 103 " 180000000000 _0017.2E9C.4AB2)GE_20000000000-rR8nfm SSID-tHF-AefFg eLN6Fend, 2021 02/16 15:41 2021 02/16 15:41)-rR8nfm SSID-tHr-AefFg el N6Fend Failed
| 3 5000000000001 104 18000000000012 0017.2E9C.7C7A)GE_20000000000-ejneYB, SSID-brt'nebbaf7,FandJeJr 2021 02/16 15:34 2021 02/16 15:34 )-ejneYB, SSID-brt'nebbaf7,FandJeJr Offline l
4 5000000000001 102 180000000000 0017.2E9C.F8IDIGE_2000000000(-77777 SSID-00C111111,PASS222: 2021 02/16 15:34 2021 02/16 15:34 -mHa5]F SSID-eeTaaQRyL MJBDtA __ Succeeded
5 15 0074.9192.2bd4 )GE_2000000000(22, SSID-QAZWSXsx1234444,qgazws: 2021 02/16 15:34 2021 02/16 15:34 Offline
6 10000-1 3000 1500000000001 300d.9ee8.71ea JGE_2000000000(22, SSID-QAZWSXsx1234444 qazws. 2021 02/16 15:34 2021 02/16 15:39 22, SSID-EDCRFV'sx1234444 hhhhht Failed
7 7 5000000000002 " 102 ” 1500000000003 )GE_2000000000(-77777,SSID-00C111111,PASS222: 2021 02/16 15:34 2021 02/16 15:34  SSID-nFLNtA d5DTmanq Never online
] " 1500000000002 cOb8.e67e.d679 YGE_2000000000(22, SSID-QAZWSXsx1234444, qazws 2021 02/16 15:34 2021 02/16 15:34  SSID-trarYM h4aTQf35 Succeeded

7.1.2.3 Device View

Ruylem MONITORING INFIGURATION MAINTENANCE e o 0 ® 6
ER | commonApar... v/
| Config Log
B Locs —
E‘
Operation Log =©
Action View Device View
Config Log
Jpgrade
Upgrade Log | Device View C oL
MESH Log
SN Q Advanced Search v
Replace Log
£ UPGRADE Device SN Operation Type Started at Ended at Status. ,  Action
Upgrade ! G1QD4PW038799 Device first online 2022-05-13 17:37:45. 2022:05-1317:37:51 Succeeded
~ G1QD4PW036799 Device first online 20220513 17:33:16 20220513 17:33:23 Succeeded
Fimware
G1QD4PW038799 Device first onine 2022-05-12 16:23:40 2022-05-12 16:23:47 Succeeded =]
G1QD4PW036799 Initial oiine of the device 2022:05-12 15:12:26 20220512 15:12:33 Succeeded
G1QD4PW036799 Device first oniine 20220512 15:12:13 20220512 15:1221 Succeeded =]
1234942570017 Configure device name 2022-05-12 12:55:13 2022-05-12 12:56:07 Succeeded
1234942570017 Device first online 2022:05-12 12:54:00 20220512 12:56:05 Succeeded
1234942570359 Device first online 2022-05-12 12:44:41 2022-05-12 12:44:47 Succeeded =l
1234942570017 Device frst online 2022-05-12 12:43:20 2022-05-12 12:44:55. Succeeded
1234942570017 Device first online 20220511 14:41:10 2022-05-11 14:42:24 Succeeded
| e P (T Jorar oot 1369

Click Ein the Action column to check the push status of each configuration item.

The following figure shows an example of full configuration, including the configuration execution status of SSID, Radio

and so on.
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Ruijie ﬁcﬂ MONITORING CONFEIGIIRATION MAINTENANCFE

Config Execution List

(= 7| 7 | 7

Config Item Started at Ended at Online Status Message

CWMP Interval Settings(Apply All) 2022-04-14 14:38 2022-04-14 14:38:53 Succeeded Success

Apply All) 2022-04-14 14:38 2022-04-14 14:38:53 Succeeded The configuration item is not supported.

Page Next t [i0. JTotar2

7.1.3 Upgrade Log
This part provides the upgrade tracing function. You can check the upgrade status, and abort or retry the upgrade.

CONFIGURATION MAINTENANCE

£R | commonApar... v/
| Upgrade Log C n-3
& Loes
Operation Log
Config Log Operator Description Target Version Process Time Result (Success/FailurelAborted) . Action
Upgrade Log commonapartment Upgrade selectedt device(s) MA_1.0(1)B4, . 1 2021-07-06 032137 11010 BBC
MESH Log commonApartment Upgrade selected device(s) MA_1.0(1)B4, . 1 2021-07-06 03:18:08 11010 BBc
Replace Log commonapartment Upgrade selected1 devica(s) MA_1.0(1)84, 16), 1 2021-07-06 022406 11010 BBc
4% UPGRADE commonApartment Upgrade selected! device(s) MA_1.0(1)B4, 3 11 2021-07-05 19:59:20 11010 BBc
Upgrade ' commonApartment Upgrade selected1 device(s) MA_1.0(1)B4, 3 11 2021-07-03 03:06:23 110/0 BBc
e commonApartment Upgrade selected! device(s) MA_1.0(1)84, 3 1 2021-06-12 11:56:47 0/0/1 BBc
‘commonApartment Upgrade selected1 device(s) MA_1.0(1)B4, 3 1 2021-06-12 10:02:49 0/1/0 BBec
‘commonApartment Upgrade selected1 device(s) MA_1.0(1)84, . Revisi 111 2021-06-12 09:10:06. 0/1/0 BBc
commonApartment Upgrade selected1 device(s) MA_1.0(1)B4, 3 1 2021-06-12 09:03:13 001 BRBc
‘commonApartment Upgrade selected1 device(s) MA_1.0(1)84, 3 11 2021-06-12 08:44:39 0/0/1 BBec
Page (1 Jor2 Next Last ([ioaJotar 16

C Retry: Restarts the upgrade task that failed or was aborted.

® Abort: Stops the upgrade task if the upgrade command has not been pushed.

Click € to check log details.

MONITORING

(S

Upgrade Status Retry Times Description Action

4
301101001167370 Succeeded 0 Your version i B c

oot

C Retry: Restart the upgrade task.
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“ Abort: Stop the upgrade task.

@ Abort: You cannot stop the upgrade task if the upgrade command has been pushed to the AP.

@ Retry: You can only restart the failed or aborted upgrade task.

7.1.4 Mesh Log

The page displays the Mesh logs.

Ruijie [£5) MONITORING ~ CONFIGURATION  MAINTENANCE ©f5 e ® o
FR ) commonapar... \/
| MESH Log c on-3
& Locs
W wesHtenon | [ Saress R 5
Operation Log
Operation Type . MAC MESH Network Created Time Content
Device online 0011.2233.4455 2101234567890 2021-12:28 20:04:30 /51 A [SN:SN2012070916 | EF /- RGMAZBI0) 664 55 = &y hT—5 THY 54 Vi 3
Device online €470.a7b.de73 mesh2 2021-12:26 17:37:15 The device [SN-G1QD4PW040794 | Model:RG-MA2610-PE] goes online in the mesh netwiork
Replace Log Device online £C09 7068 0419 mesn-2 2021-12-26 17:37:15 The device [SN:G1QP9BQO00732 | Model:RG-MA2610-PE] goes online in the mesh network.
£ UPGRADE Device s detected eco9.706e.0419 mesh2 2021-12:26 17:36:12 The device (SN 32 | Model Jis discovered in
Upgrage’ Network s disconnected 0011.2233.4455 2101234567890 2021-12.24 11:44:37 The device [SN:SN2012070916 | ModeL.RG-MA2810] is disconnected in the mesh netuork
JE— Network s disconnected 06,654,031 2101234567890 2021-12:24 11:44:37 The device [SN:ZL01234567890 | Model RG-MA2810] i disconnected in the mesh netvwork
Device online cOb6.654.0311 2101234567890 2021-12.24 11:34:38 2101234567890 | the mesh network
Network s disconnected 006,654,031 2101234567890 2021-12:24 11:09:36 The device [SN.ZL01234567890 | ModelRG-MA2810] i disconnected in the mesh network
Device online cOb6.654.0311 2101234567890 2021-12:24 10:38:03 01234567890 | the mesh network
Network s disconnected 006,654,031 SN2012070916 2021-12-14 16:0002 The device [SN.ZL01234567890 | ModelRG-MA2810] i disconnected in the mesh network
Page (1 Jota Net | [ Last (Cros Jotar:33

7.1.5 Replace Log

The page displays the replacement log of switches.

Ruijie & MONITORING ~ CONFIGURATION  MAINTENANCE ® 5 e © ©
FR ) commonapar... \/
Switch
& Locs
Operation Log
Config Log | Switch Replacement Log List c
Jpgrade
Vparmectes SN Started at ) Envesat
MESH Log
Replace Log
Replaced Device SN New Device SN MAC status , RetryTimes  Config File Created Time Begin Time End Time Description Action
£ UPGRADE 1234942570016 1234942570017 122112121221 Failed 0 20220505 1256:42 - 2022:05-12 125400 Device [1234942570016] does not exist
Upgrade ' 23223232323 Waiting Oniine 0 2022:05-05 125147 - - Waiting for configuration replacement @B
Fimware et . . (0= JTotat2

7.1.6 Settings Log

This page displays the information of device-specific configuration, including imported batch number, SN, Status, Network,
IP address, Begin Time, End Time, Created Time, Description and Actions.

Configuration status is displayed in the Status column:

Processing: The configuration is in progress.

Failed: The configuration failed to be applied to the device.

Succeeded: The configuration has been applied to the device.

Waiting online: The device is waiting to go online.

The batch number and SN can be used for search.

You can click ¢ in the Action column to jump to the Web of the device.
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Ruiie & MONITORING ~ CONFIGURATION ~ MAINTENANCE ®5 0 © 0

FR | commonpar... v/
| Device-specific Config List Ce -2
& Loes
opeaontag o EZE 5 (Erem 3
Config Log
Upgrade Log No. N status L Newiork » Begin Time End Time Created Time Description  Action
ESH Log 2020030155934 1234042571995 Success Apartment anep 2022-09-30 145934 2022-09-30 145934 20220930 145934 Success
s o 20220028124314 1234942570359 Success Apartment 172209330 2022:09-28 135420 2022:09-28 135420 20220928 11:43:15 Success Q
e 20220027143027 1234042571995 Success Apartment - 2022-0928 123552 2022-0828 123552 20220927 13:3027 Success -
& UPGRADE 2022092613626 1234942570359 Waiting Oniine: Apartment 172209330 - - 2022-09-26 10:36:27 Q
Jpgrade 2 2022092612827 1234942570359 Success. Apartment 172.2093.30 2022-09-26 10:28:27 2022-09-26 10:28:27 2022-09-26 10:28:27 Success. Q@
Fimware 2022092612640 1234942570359 Waiting Online: Apartment 1722093.30 - - 2022-09-26 10:26:41 Success. Q
2022092612545 1234942570359 Success. Apariment 172209330 2022-09-26 10:2546 2022-09-26 102546 2022-09-26 102546 Success. Q
2022002315442 1234942571995 Success Apartment - 2022:09-23 14:4423 2022-09-23 14:4423 20220923 14:4423 Success -
444 123494257035944 Processing test 172168115 2022:09-22 103358 2022-09-22 103358 2022:09-22 103358 Success. Q
Page (1 Jor2 Net || Last Total: 12

7.2Upgrade

The following tab pages are provided for device firmware management:
® Upgrade

® Firmware

7.21 Upgrade

Ruijie JaCS supports the online upgrade of device firmware, and it allows network administrators to utilize the latest
features and security enhancement for their Ruijie devices. Online upgrade allows administrators to easily arrange the

firmware upgrade on their networks and view firmware releases.
The Upgrade page includes two modules:

® Version statistics

® Firmware upgrade

® Device List

7.2.1.1 Check Version Information

Select Maintenance > Upgrade to display the top 5 versions in pie chart form and a list for each network.
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Ruijie MONITORING ~ CONFIGURATION  MAINTENANCE o e ® o
fQ | commonApar... v
ALL v cms_cms Vv [ Search Network Q ] [ Manage Network ][ Take over Network [ Unbind Device J
= LOGS
Operation Log | Top Versions | Firmware Version List Firmware Version Q
Config Log
Firmware Version Device:
Upgrade Log
AP_RGOS 11.9(4)B1801 1
MESH Lo
o B AP_RGOS 11.1(9)81P15... AP_RGOS 11.1(9)B1, Release(04240501) 1
- AP_RGOS 11.9(4)81801
£7 UPGRADE . P
AP RGOS 1110091, Re.. AP_RGOS 11.1(8)B1P15, Release(06192218) 1
Upgrade * @ AP_RGOS 11.9(6)B1P6 AP_RGOS 11.9(6)81P6 1
Firmware @ MA_10(1)82P1, Releas... MA_1.0(1)B2P1, Release(09151507), Revision(S077)G 1
= 1 Jof -

| Device List C .32
0 Selected SN, Alias, Description (Q  Advanced Search v
Status 4 SN Network Alias Model Hardware Version Current Version Recommended Version Description  Action
@ Online 1234942570359  CMS_CmMs 333 APT20-L 1.00 AP_RGOS 11.1(9)B1P15, Release(06192218) AP_RGOS 11.1(5)B40P6, Release(06150511) 44444 Upgrad
@onine  G1QPIBQONIS17 CMS_cms 555 RG-MA2610-PE 1.00 MA_1.0(1)B2P1, Release(09151507), Revision(S077)G - Upgrad
@ offiine GN12345678901 cms_cms  AP850 APB50-1(v2) 1.00 AP_RGOS 11.9(6)B1PE - Upgrad

7.21.2 Upgrade

You can enter the Upgrade page in either of the following ways.

Method 1: Hover the mouse over MAINTENANCE, a link will appear. Click the link to enter the Upgrade page. The default

network information is All.

Ruyle (€] MONITORING CONFIGURATION MAINTENANCE
EQ.| commonApar... v ALL v [ Search Netwo = New firmware available for 1 devices Manage Network ] [ Take over Network I Unbind Device
T
& LoGs - UNKNOWN s89
@ No Version Info AP_RGOS 11.1(9)B1P15, Release(06192218) 1
Operation Log @ AP_RGOS 11.1(9)B1P1S.
1.0(1 L 3 1
Confia Log AP RGOS 119049193, MA_1.0(1)B2P1, Release(09151507), Revision(S077)G
y . @ A°_RGOS 11.9(4)81801 XS1830J_RGOS 11.4(1)B70P16, Release(08201811) 1
rade
Pg g @ AP_RGOS 11.9(6)81, Re. AP_RGOS 11.9(4)B1801 1
MESH Log D other
Pre: 1 of 3 Next
£ UPGRADE ©
Upgrade ?
Firmware
| Device List c -2
0 Selected SN, Alias, Description (Q  Advanced Search v
status SN Network  Alias Model Hardware Version Current Version Recommended Version Desci
@oOnine 1234942570359  cms_cms 333 APT20-L 1.00 AP_RGOS 11.1(2)B1P15, Release(06192218) AP_RGOS 11.1(5)B40P6, Release(06150511) 44
@onine 1234942570061  default  fest XS-51930J-24GT4SFP/2GT-P 1.00 XS1930J_RGOS 11.4(1)B70P16, Release(08201811) E 3
@oOnine  GIQPIBQDNOST7 °MSCMS 555 RG-MA2610-PE 1.00 MA_1.0(1)B2P1, Release(09151507), Revision(5077)G s
@onine 1234942570016  default 18-300 XS-51930J-18GT2SFP-P 1.00 XS1930J_RGOS 11.4(1)570P17, Release(09140810) B
@onine  HIMBOGADDOSS2 default EG2100-P 200 EG_RGOS 11.9(1)B1153, Release(07242723) s
@ofiine  GIPDIPX00DO17 Y20 MA2810 AP130(JA) 1.00 AP_RGOS 11.9(4)B1P3, Release(07211112) B
@ofline  GIPHABX000385 CMS_CMS  MA2810-2 RG-MA2822 200 AP_RGOS 11.9(4)B1801 -

Method 2: On the AP List, Switch List or Gateway List, click New firmware to open New Firmware List window. Then

click Go to Upgrade to enter the Upgrade page, and select and upgrade devices via Search.
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Ru:ﬂe MONITORING CONFIGURATION MAINTENANCE O 6 ® ©
ER | commonApar... v
ALL v [ Search Network Q ] I Manage Network l Take over Network [ Unbind Device l
{2 DASHBOARD
& TopoLogy &8 | AP List ailable for 1 devices AutoRefresh: @) C ¢ 81 ~ 2
2 MESH [ Add H Web CLI H More v ] 0 Selected SN, Alias, Description Q
L ALARM Online Status SN Config Status 4 MAC Alias MGMT IP Egress IP Clients Network Firmware Versic
REPORT @ oniine 1234942570359 Synchronized  0624.4862.0371 333 192.168.21.246  192.16821.246 - cms_cms AP_RGOS 11.1(9)B1P15, Rele
Network @ Online G1QPIBQO00517 Synchronized ~ ecb9.706e.0c95 555 192.168.188.179  192.168.21.254 - cms_cms  MA_1.0(1)B2P1, Release(0915150
Vouch @ offine GIMQIC501802B  Not Synchronized  0074.9ca7.5252 AP730TR  172.30.92.97 218.85.80.138 - cms_cms AP_RGOS 11.1(9)81, Relea
‘oucher
@ offine G1PD1PX000017 Not Synchronized ~ 300d.9ec5.1b6b  MA2810  172.1823.198  218.106.154.153 - yao AP_RGOS 11.9(4)B1P3, Rele
j==]
& DEVICE
@ offine G1PHABX000385 Not Synchronized ~ c0b8.e654.716 MA2310-2  192.168.2.1 58.22.30.3 - cms_cms AP_RGOS 11.9(4)8
AP @ offline GN12345678901 Not Synchronized  0082.0019.9120  AP850 3354 58.22.30.3 - cms_cms AP_RGOS 11.9(B)E
AC @ Not Online Yet 1000000014541 Not Synchronized iREFeE - Iok-apartment2
Switch © Not Online Yet 123123 Not Synchronized CemL - testAct
Gateway & Not Online Yet 123123123123 Not Synchronized 212 - jok_ip_test
WiFi Router 228 © NotOnline Yet ~ 12312312312312312  Not Synchronized Empty - AC221
SR CLIENT
First P Page [ 1 |of26 Next Last (10 )Total 257

RuyTemw MONITORING  CONFIGURATION  MAINTENANCFE

New Firmware List
Current Version Hardware Version

AP_RGOS 11.1(9)B1P15, Release(06192218)

Ruijie &> MONITORING ~ CONFIGURATION ~ MAINTENANCE
ER | commonApar... v/ ALL v Search Network Q
AP_RGOS 11.1(9)B1P15...
& Locs =
AP_RGOS 11.9(4)B1P3, ...
Operation Log @ AP_RGOS 11.9(4)B1B01
Config Log @B MA_LO(1)B2P1, Releas...
@ other
Upgrade Log
MESH Log
& UPGRADE
Upgrade | Device List
Firmware

0 Selected

Recommended Version Action

Go To Upgrade

o a1

AP_RGOS 11.1(5)B40P6, Release(06150511)

Manage Network ] [ Take over Network [ Unbind Device

AP_RGOS 11.9(6)81P6 1
AP_RGOS 11.1(9)B1P15, Release(06192218) 1
MA_1.0(1)B2P1, Release(09151507), Revision(5077)G 1

Page 1 of 3 Next

A
P’

C

1)
LI

SN, Alias, Description Q  Advanced Search ~

Key| SN, Alias, Description l Mcdel[ AP720-L

Current Version| AP_RGOS 11.1(9)B1P1 m Search

Upg

Status 4 SN Network Alias Model Hardware Version Current Version Recommended Version Description  Act
@ Online 1234942570359 CMS_CMS 333 AP720-L 1.00 AP_RGOS 11.1(9)B1P15, Release(06192218) AP_RGOS 11.1(5)B40P§, Release(06150511) 44444
F P Page [ 1 Joft e Total: 1

7.2.1.3 Upgrade Devices

For convenience, two upgrade modes are provided:

Upgrade Selected: This mode enables you to upgrade a selected AP, and is suitable for a scenario with a few APs to be

upgraded.
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Upgrade All: Selects all the devices in the list, and applies to the status when multiple devices require upgrading, and
implements a quick upgrade with selected networks and version numbers. This mode enables upgrading of all APs in the
list, and is suitable for a scenario with a large number of APs. A network or a firmware version number can be specified to
perform fast upgrades.

® Upgrade Selected

Step 1: Select a network on the left, select a target AP, and click Upgrade.

Ruijie C: MONITORING ~ CONFIGURATION  MAINTENANCE ® 5 e ® o
FR | commonApar... ALL v [ Search Network Q } [ managewe:v.\vork] Take over Network l Unbind Device

& Locs -

P Page [ 1 |of Next
Operation Log
Config Log
Upgrade Log | Device List c -3
MESH Log
. 1 Selected SN, Alias, Description )| Advanced Search v
£5 UPGRADE
Upgrade * Status SN Network  Alias Model Hardware Version Current Version Recommended Version Desci
Firmware @online 1234942570359  cms_ems 333 APT20L 1.00 AP_RGOS 11.1(8)B1P15, Release(06192215) AP_RGOS 11.1(5)B40P6, Release(06150511) 44
@oniine 1234942570016  default 18300 XS-S1930J-13GT2SFP-P 1.00 XS1830J_RGOS 11.4(1)B70P17, Release(08140810)
@oOnine  GIQPIBQDNOST7 °MSCMS 555 RG-MA2610-PE 1.00 MA_1.0(1)B2P1, Release(09151507), Revision(S077)G
@oniine  HIMBOGADDDSg2  default = EG2100-P 200 EG_RGOS 11.9(1)B1153, Release(07242723)
@onine 1234942570061  default test XS-51930J-24GT4SFP/2GT-P 1.00 X$1930J_RGOS 11.4(1)B70P16, Release(08201811) B 3
@ofline  GIPHABX000385 CMS_EMS  MA2810-2 RG-MA2822 200 AP_RGOS 11.9(4)B1801
@ Offline 1234942570015  Iok_ip_test - r=mi XS-$1930J-18GT2SFP-P 1.00 XS1930J_RGOS 11.4(1)B70P15
@ofline  GN12345678901  CMS_EMS  APgSD AP850-I(V2) 1.00 AP_RGOS 11.9(6)51P6
@ofine  GIMQICS018028 °MS_CMS  AP730TR APT30(TR) 1.00 AP_RGOS 11.1(9)B1, Release(04240501)
@ofiine  GIPDIPX0D0D17 Y20 MA2810 AP180(JA) 1.00 AP_RGOS 11.9(4)B1P3, Release(07211112)
First Previous Page [ 1 |oféD Next Last (0~ )Total: 600

Step 2: Select a firmware version.

On the Equipment Upgrade page, you can check the device information and the details of versions, choose a version
(the recommended version is the latest one), enable scheduled upgrade and set retry times if the upgrade fails.

I?Ulj’lé @ MONITORING CONFIGURATION MAINTENANCE e o e ® o
ER | commonApar... ALL v I Search Network Q ] [ Manage Network ] [ Take over N?virk_] l Unbind Device
N
& LOGS Pre Page | 1 of 3 Next
Operation Log
Config Log
Upgrade Log
| Device List c =X
MESH Log
. 1 Selected SN, Alias, Description Q  Advanced Search v
&7 UPGRADE
Upgrade Status SN Network Alias Model Hardware Version Current Version Recommended Version Desci
Firmware @onine 1234942570359  cms_cms 333 APT20-L 1.00 AP_RGOS 11.1(8)B1P15, Release(06192218) AP_RGOS 11.1(5)840P6, Release(06150511) 44
@ online 1234942570016  default 19-300 XS-51930J-18GT2SFP-P 1.00 XS1930J_RGOS 11.4(1)B70P17, Release(09140810)
@onine  G1QPIBQDN0ST7  CMSEMS 555 RG-MA2610-PE 1.00 MA_1.0(1)B2P1, Release(09151507), Revision(S077)G
@onine  HIMBOGADDDSg2  default = EG2100-P 200 EG_RGOS 11.9(1)B1153, Release(07242723)
@ Online 1234942570061  default test XS-51930J-24GTASFP2GT-P 1.00 XS1930J_RGOS 11.4(1)B70P16, Release(03201811) = 3
@ofine  GIPHABX000385 CMS_EMS  MA2810-2 RG-MA2822 200 AP_RGOS 11.9(4)B1801
@ofine 1234942570015 okptest —rgmi XS-51930J-18GT2SFP-P 1.00 XS1930J_RGOS 11.4(1)B70P15
@offine  GN12345678901 CMS_EMS  Apgsp APS50-I(V2) 1.00 AP_RGOS 11.9(6)B1P6
@ofline  GIMQICS015028 °MS_eMS  AP730TR APT30(TR) 1.00 AP_RGOS 11.1(9)B1, Release(04240501)
@ofline  GIPDIPX000017  Y2© MA2810 AP180(JA) 1.00 AP_RGOS 11.9(4)B1P3, Release(07211112)
Fist | Previous Page [ 1 |of6D Next Last (10~ JTotal:600

Step 3: Upgrade the selected APs
® Upgrade All

Step 1: Check the devices list based on a condition, and click Upgrade All.
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EQ | evytest ALL v l Search Network Q ] [ Manage Network H Take over Network [ Unbind Device ]

& L06s -

Pr Page [ 1 |of2 Next
Operation Log
Config Log
Upgrade Log | Device List c #2-2
MESH Log
. 0 Selected SN, Alias, Description Q Advanced Search v/
£ UPGRADE
Upgrade Status . SN Network Alias Model Hardware Version Current Version Re
Firmware @ online 1234942570079 JAPAN_V1.4.1_APART_DISABLE_SUB1/JAPAN V...  19.6831 X5-51930J-43GT4SFP 1.00 XS1930J_RGOS 11.4(1)B70P16, Release(08231211)
@ offiine 1234942570020 defauit - 52910-24GT4SFP-UPH 1.00 529_RGOS 11.4(1)BSS, Release(06192500)
@ offline CALC16Z099929  JAPAN_APART-BRIDGE_20000000000001_5 5 5 5... 3331111 ARR-AP310C 1.00 AP_siros 11.1(8)B1P27, Release(07211720)
@ offline G1QD4PWD35282  MA2810_HOTEL_MAIN Ruijie AP180(JP) 1.00 AP_RGOS 11.9(4)B1P3, Release(08190216)
@ offline 301101001167370  MA2810_APART_ROUTER_MAIN RG-MA2810 1.00 MA_1.0(1)B4, Release(03192714), Revision(3969)G
@ offline G1QP71MO0D810  MA2810_APART_ROUTER_MAIN / MA2310_APART. RG-MA2610-AC RG-MA2610-AC 1.00 MA_1.0(1)B2P1, Release(08203115), Revision(4266)G
@ offine 1234942570060  JAPAN_V1.4.1_APART_DISABLE_MAIN 1930-8 XS-51930J-8GT2SFP-P 1.00 XS1930J_RGOS 11.4(1)B70P16, Release(08231211)
@ offline 1234942570074  JAPAN_V1.4.1_APART_DISABLE_MAIN 18-944 XS-51930J-48GT4SFP 1.00 XS1930J_RGOS 11.4(1)B70P16, Release(08231211)
@ Not Online Yet ~ GIM111KDDD367  default = S1920-24GT4SFP2GT-P 1.30 S1920_RGOS 11.4(1)B41, Release(05161714)
@ Not Online Yet  JAPANAPART02041  JAPAN_APART-BRIDGE_20000000000001_5 ¥ 5 5...  ma2810
First Page [ 1 |of12 Next Last LR

Step 2: Select the version and click Start Upgrade

MONITORING CONFIGLIRATION MAINTENANCF

Upgrade

Check in Maintenance > Log >Upgrade Log
Model: $1920-24GT4SFP/2GT-P  Hardware Version: 1.30  Current Version: S1920_RGOS 11.4(1)B41, Release(05161714)

Upgrade Version: Please select a firmware version.

Upgrade Device: 1

Model: S2910-24GT4SFP-UP-H  Hardware Version: 1.00  Current Version: 529_RGOS 11.4(1)B55, Release(06192500)

Upgrade Version: Please select a firmware version. Select Firmware

Upgrade Device: 1

Model: XS-S1930J-48GT4SFP  Hardware Version: 1.00  Current Version: XS1930J_RGOS 11.4(1)B70P16, Release(08231211)

Upgrade Version: Please select a firmware version. Select Firmware

Upgrade Device: 2

Model: XS-S1930J-8GT2SFP-P  Hardware Version: 1.00  Current Version: XS1930J_RGOS 11.4(1)B70P16, Release(08231211)

Upgrade Version: Please select a firmware version. Select Firmware

Upgrade Device: 1

Model: AIR-AP310C  Hardware Version: 1.00  Current Version: AP_airos 11.1(9)B1P27, Release(07211720)

Set the update criteria and click Start Upgrade, and a message box will pop up. Users can check details in LOGS >
Upgrade Log.
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Message

The upgrade task has been created. Please check

Upgrade Log for details.

MONITORING CONFIGURATION

ER | evytest
| Upgrade Log
B Loes
[ Started at 3 ” Ended at
Operation Log
Config Log
Operator Description Target Version Process Time Result (Success/Failure/Aborted) Action
Upgrade Log -
Ievytesl Upgrade selected2 device(s) XS19_RGOS 11.4(1)B70P16, Release(08231211) o 112 2022-01-11 11:35:11 1/0/0 B o |
MESH Log
evytest  Upgrade selected1 device(s) S19_RGOS 11.4(1)B70P3 O 1/ 1 2022-01-11 11:34:24 0/1:/0 B o
&5 UPGRADE evytest  Upgrade selected1 device(s) XS19_RGOS 11.4(1)B70P16, Release(08231211) O 1/ 1 2021-11-26 12:30:34 1/0/0 B o
Upgrade ' evytest  Upgrade selected1 device(s) XS19_RGOS 11.4(1)BT0P16, Release(08231116) O (1 2021-11-26 12:18:12 1/0/0 B o
Firmware evytest  Upgrade selected1 device(s) XS19_RGOS 11.4(1)B70P16, Release(08231211) I (/1 2021-11-26 12:02:26 1/0/0 B o
evytest  Upgrade selected1 device(s) XS19_B48_RGOS 11.4(1)B70P16, Release(08231211) O 1/ | 2021-11-26 12:02:26 1/0/0 B o
evytest  Upgrade selected1 device(s) XS19_B48_RGOS 11.4(1)B70P16, Release(08231116) I /1 2021-11-26 11:38:00 1/0/0 B o
evytest  Upgrade selected1 device(s) XS19_RGOS 11.4(1)B70P16, Release(08231116) O (/1 2021-11-26 11:28:22 1/0/0 B o
evytest  Upgrade selected1 device(s) MA_1.0(1)B2P1, Release(08202518), Revision(4200)G O 1/ 1 2021-08-26 17:32:27 1/0/0 B o
evytest  Upgrade selected1 device(s) MA_1.0(1)B2P1, Release(08202518), Revision(4200)G I (/1 2021-08-26 17:28:50 1/0/0 B o
Previous Page [ 1 |of6 Next Last (0. JTotal: 52

If the upgrade is successful, log will show Upgrade succeeded.

MONITORING CONFIGURATION MAINTENANCE

Details

SN Upgrade Status Retry Times Started at Ended at Description

4
1234942570079 Succeeded 0 2022-01-11 11:35:11 2022-01-11 11:35:12 Your version is the latest version

1234942570074 Offline 0 = Device is offline

Previous Page [ 1 |of1 ext as (0. JTotar2

Check the results in the Recommend Version of Device List.
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R ALL v [ Search Network Q] [ Mansge Network ] [ E—_. l Untind Devoe
B LoGs | Top Versions. | Firmware Version List Firmware Version Q
Operation Log Firmware Version Devices
Config Log UNKNOWN o
No Version I
Uparade L B o Version nfo MA_1.0(1)82P1, Release(00142717), Revision(5010)G 4
pgrade Log S MA_1.0(1)82P1, Releas.
MESH Log AC_RGOS 11.3(6)81, Re. AC_RGOS 11.0(6)51. Release(07240004) g
N W AP RGOS 11.3(6)81, Re. MA_1.0(1)82P1, Release{00140013), Revision(4030)G 1
B VA_1.0(1)B2P1, Releas... AP_RGOS 11.0(4)B1P3, Release(07211112) 1
£ UPGRADE . cther
' Fre Page [ 1 Jo
Upgrade Next
Firmware
| Device List o 8-
0 Selected SN, Alias, Descripion Q| Advanced Search
status N Alias Model Hardware Version Current Version Recommended Version Description  Action
©ofine  GIMWSO0R000008 H < &_main B3 RBTH  E_qazqaz_12212_gazq WS008 100 AC_RGOS 11.9(8)21, Release(07240604) AC_RGOS 11.9(5)B1, Release(06240613)] Upgrade
© offine yeariong test / 2 P1z0PE apis0PE 1.00 4P_RGOS 11.2(4)81F2, Release(05123019) = Upgrade
@omne  GIPQCDC245468  BUGIDTI013 - RG-MAZE10 1.00 MA_1.0(1)52P1, Release{00142717), Revision(S010/G - Upgrade
@Ofine  GIQPTIMOO040  JP_V1.4.1_APART_ROUTER_MAIN - APIB0-PE 200 4P_RGOS 11.0(¢)B1P6, Release(09122021) - Usgrade
©OfMine  HIMSCOMOOO147 JP_V13.3_hotel_#i\3 BT < &_main_edit Gwww EG2100-P 300 EG_RGOS 11.9(1)B11S2, Release(07242723) - Upgrade
©Ofine  GIQDIPWO26500  180-1830-2022-new year-long test! - AP180UP) 1.00 4P_RGOS 11.0(4)81P3, Release(07211112) - Upgrade
@Ofine  GICHBXWO0D15B  ma-2022-new year-iong test1 - RG-MAZS10 100 MA_1.0(1)82°1, Release(00142717), Revision(5010/G - Upgrade
@Omne  GIQPIBO030  JP_V1.4.1_APART_ROUTER_MAIN - RGMAZ10-PE 1.00 MA_1.0(1)52P1, Release{08212414), Revision(4431)G - Upgrade
@Ofine  GIPDTULO28220  JP_V1.4.1_APART_ROUTER_MAIN - APESO-(V2) 100 AP_RGOS 11.0(8)B1, Release(08130813) - Upgrade
@OMne  GIGPAEI000181  180-1230-2022-new yearfong test1 102018 XS-51304-13GT25FP2 100 XS1030J_ RGOS 11.4(1)870P17, Rekease(09140810) - Upgrade
=) e e ) (= (oot 107

The numbers of devices which have available firmware for upgrade in MAINTENANCE Menu and Upgrade in Navigation

Bar will change accordingly.

RUI]Ie (5] MONITORING CONFIGURATION MAINTENANCE
EQ | evytest ALL v search Netwof| = New firmware available for 1 devices Manage Network H Take over Network [ Unbind Device
W other $1920_RGOS 11.4(1)B41, Release(05161714) 1
& Locs
Operation Log v Page | 1 Jof3 Next
Config Log
Upgrade Log
MESH Log | Device List LS )
£ UPGRADE
0 Selected SN, Alias, Description Q Advanced Search v
Upgrade
SN Network Alias Model Hardware Version Current Version Recommended Version Description
Firmware 4
s 1234942570079  JAPAN_V1.4.1_APART_DISABLE_SUB1/JAPAN_V..  19-6831 XS-$1930J-48GT4SFP 1.00 XS1930J_RGOS 11.4(1)B70P16, Release(08231211) -
3 GIPHB6Y00926B JAPAN_V1.4.1_APART_DISABLE_SUB1/JAPAN_V..  AP680CD AP680(CD) 1.00 AP_RGOS 11.9(4)B2, Release(07150918) =
3 1234042570020  default - 52010-24GT4SFP-UP-H 1.00 $29_RGOS 11.4(1)B55, Release(06192500) -
s CALC162099999 JAPAN_APART-BRIDGE_20000000000001_% 45 % ... 333-1111 AR-AP310C 1.00 AP_airos 11.1(9)B1P27, Release(07211720) - AP210-L123456
3 G1QD4PWO035282 MA2810_HOTEL_MAIN Ruije AP130(JP) 1.00 AP_RGOS 11.9(4)B1P3, Release(08190216) =
7 2 2 s 301101001167370 MA2810_APART_ROUTER_MAIN RG-MA2810 1.00 MA_1.0(1)B4, Release(08192714), Revision(3969)G -
YN

Firmware

7.2.2.1 Version Details

The Version Details list displays the versions of firmware installed on all devices. Click Go To Upgrade in the Action
column to open the MAINTENANCE > UPGRADE > Upgrade page.
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FR ) commonApar... v
Version Details Private Firmware

£ L0GS
Operation Log c ol
Config Log

Upgrade Log

MESH Log Model Current Version Hardware Version  Devices Recommended Version Action
2 UPGRADE APT20-L AP_RGOS 11.1(8)B1P15, Release(06192218) 1.00 1 AP_RGOS 11.1(5)B40PE, Release(06150511) Go To Upgrade
. UNKNOWN UNKNOWN UNKNOWN 588
Upgrade ?
EG2100-P EG_RGOS 11.9(1)811S3, Release(07242723) 2.00 1 - Go To Upgrade
Firmware
APTIO(TR) AP_RGOS 11.1(8)B1, Release(04240501) 1.00 1 - Go To Upgrade
APB50-I(v2) AP_RGOS 11.9(6)81P6 1.00 1 - Go To Upgrade
XS-51930J-18GT2SFP-P XS1930J_RGOS 11.4(1)B70P17, Release(09140810) 1.00 1 - Go To Upgrade
52910-24GT4XS-E UNKNOWN UNKNOWN 1
XS-51930J-18GT25FP-P XS1930J_RGOS 11.4(1)870P15 1.00 1 - Go To Upgrade
RG-MA2610-PE MA_1.0(1)B2P1, Release(09151507), Revision(5077)G 1.00 1 - Go To Upgrade
AP13D(JA) AP_RGOS 11.9(4)B1P3, Release(07211112) 1.00 1 - Go To Upgrade
F P 1 Jof2 Next Last [Ho. JTotal: 13

7.2.2.2 Private Firmware
The Private Firmware list displays the private firmware uploaded by all accounts under a tenant.

MONITORING CONFIGURATION MAINTENAN

Ru

® 0 e © e

Q| commonApar... v/
Version Details Private Firmware
5 LOGS

c 8u-%

Operation Log

Upgrade Log

Firmware Version File File Size (MB) Applicable Model Uploaded at Released at
MESH Log
MA_1.0(1)B4, Relesse(05190515), Revision(3829)G  MA_1.0_1_B4_MA2810_08190515argz 2921  RG-MA2822-100,RG-MA2810-1.00 2021-07-06 02-10:55  2021-07-06 02:08:17
£ UPGRADE MA_1.0(1)B4, Release(05190216), Revision(3627)G  MA_1.0_1_B4_MA2810_08190216targz 2822  RG-MA2822:1.00,RG-MA2810:1.00 2021-07-0302:14:16  2021-07-03 02:14:15
Upgrade ?
] F Y . Total 2
Firmware -

Click Upload Firmware to upload private firmware.
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Upload Firmware

Upload Firmware

File RG-MACC_JP_RC_1.2.1D_Build_48 targz

Description

Click % in the Action column to edit the Description of firmware.

Ruijie &> MONITORING
Edit Description

File MA_1.0_1_B4_MA2810_08190515 targz

Description

Click Delete or " in the Action column to delete private firmware.
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Message

Are you sure you want to delete the firmware?

8 System Settings

8.1 Alarm Settings

Click m in the upper right corner and select Alarm Settings. The Alarm Settings page is displayed for alarm parameter

configuration.
Ruyle (€] MONITORING CONFIGURATION MAINTENANCE
FR | commonApar... \/ Alarm Settings
ALL v default v Search Network Q GMT+8:00)Asia/Hong_k Manage Netwo 50000 12 AN WiFi
' DASHBOARD | contact
& TopoLogy BB Alarms Conflict MESH
O MESH
| Alarm List @ C e -3
& ALARM
0 Selected SN Q  Advanced Search v
® REPORT
Network Network SN Type 4 Level 4 Cleared 4 Content Generated at Cleared on Updated at Action
Voucher o
8 DEVICE First | Previous Page [ 0 Jof0 Next Last (fo< JTotat:0
AP
AC
Switch
Gateway

WiFi Router 28

R CLIENT

Alarm settings are configured by network. If no alarm settings are configured, the global settings are adopted.

On the Alarm Settings page, you can configure to receive alarms or not and in which way. When the Status is enabled,
alarm information is displayed on the Alarm page. Alarms can be pushed via Email only when the Status is enabled. When
the Email Alarm is enabled, alarms will be pushed via Email to the contacts in the Contact List of the network.
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default v [ Search Network Q [ Manage Network ] Take over Network [ Unbind Device
| Alarm Settings c X
Type Status Alarm Threshold Email Alarm

Device goes offiine -«

Device goes online and offline continually - 20 | @

All devices are offline -« -

High channel usage on AP - )

System usage(CPU/memory usage) above threshold -« -

Switch loopback detected (RLDP) -

interface updown rate above threshold.

‘Abnormal network access on gateway -

High packet loss rate on gateway [ ¢

Uplink rate above threshold on gateway - [ ¢

Downlink rate above threshold on gateway - -
| Contact Group List Cc =

Group Description Action
22 12 ]

@ To use the Email Alarm function, click m and select System Settings to preset the account and password

of the SMTP server for sending Emails on the Advanced page via the administrator account.

8.200000JAPAN WiFi

00000JAPAN WiFi is a free Wi-Fi with no requirement for authentication. In disaster, it can be quickly enabled and deployed
to provide Internet access.

00000JAPAN WiFi can be enabled by one click. As long as the layer-1 network is enabled, the devices of this network and
its sub networks will be turned on as well. When the layer-1 network is disabled, the devices will be turned off.

Click n in the upper right corner, and select 00000JAPAN WiFi to open the configuration page.

Ruijie [£5) MONITORING ~ CONFIGURATION  MAINTENANCE ®°n e ® o

Alarm Settings

Note: For the Apartment Network, 00000JAPAN WiFi is not delivered to device in the following scenarios: | 00000JAPAN WiFi
1. Add/move the device Contact

2. When the device is offline, Wi-Fi settings is changed by eWeb/CLI
3. The number of SSIDs has reached the upper limit
4. Wi-Fi is not configured on the device or not synced from the device within 48 hours

| 00000JAPAN WiFi Setting

<
Network Status Scenario Online AP(s) Total AP(s) Action
default OFF Hotel 0 5 ©
yao ON Hotel 0 4 “
yao1 ON Hotel 0 2 4
JAPAN_APART_BRIDGE_20000000000001_S&E . ON Apartment 0 0 4
ON Hotel 0 0 41
OFF Apartment 0 0 “
OFF Hotel 0 4 ©
JAPAN_OTHER_30000000000001_SEEEES=01 OFF Other 0 0 ©
chu_apartment_scenario OFF Apartment 0 2 “
hotel_test ON Hotel 0 0 “
First Previous Page [ 1 |of15 Next Last (10 JTotal: 147
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A
Click L’ in the Action column to edit the 00000JAPAN WiFi setting.

Ruiie & MONITORING ~ CONFIGURATION ~ MAINIENANCE

8.3 Contact

On the Contact page, you can create contact groups, and add contacts to contact groups.

8.3.1 Contact List

Add a contact as the Email recipient.

215



® 5 e ©® e

I?Ull’_lel ) MONITORING CONFIGURATION MAINTENANCE
| Contact List
Name Mobile Email Description Action
2 1212 115279726@qq.com 12 B o
test 134567174511 longljiang@ruijie.com.cm wwww @ o
F Page (0 Jof0 (0. JTotal0
| Contact Group
Group Description Action
222 12 Z o
Firs Page | 1 of 1 Next Total:1
Ruy:eé) MONITORING CONFIGURATION MAINTENANCE L] o e ©® o0
| Contact List
Name Mobile Email Description Action
2 1212 115279726@qq.com 12 @ m
test 134567174511 longlijiang@ruijie.com.cm v @ m
First Prev Page [ 0 |of0 Next Last 10 JTotal: 0
| Contact Group
Group Description Action
222 12 @z w
test sdsdsd @z w
First Previous Page | 1 |of1 Next Last (0a )Total:2

Ruijie (5 MONITORING  CONEIGIHIRATION _ MAINTENANCE
Add/Edit Contact

[22

[ 115279726@qqg.com

Mobile : [ 1212

Description :

8.3.2 Contact Group

Add a group and move the contacts to the group.
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Ru MONITORING  CONFI

| Contact List

Name Mobile Email Description Action
2 1212 115279726@qg.com 12 @ m
test 134567174511 longlijiang@ruijie.com.cm wwww @ m
First Page [ 0 |of0 Next Last ([ 10a JTotal:0
| Contact Group
Group Description Action
222 12 [C)
test sdsdsd [C )

Total: 2

£

First Page [ 1 |of1

Ruyle ( 2 MONITORING CONFIGLRATION MAINTENANCFE

Edit Contact Group

Description

All Contacts
22
test

Contact Group

‘ << Add to Group l

‘ Delete from Group >> ‘
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9 Account

Point to E on the upper right corner, the Account menu is displayed, which includes Account, Sub Account, Account
Role, Access Policy and Logout.

l?u:/’l’enES MONITORING ~ CONFIGURATION  MAINTENANCE

| Contact List

Sub Account
Name Mobile Email Description Act  Account Role
2 1212 115279726@qq.com 12 @ Access Policy
test 134587174511 longljiang@ruijie.com.cm W @ Logout
Add
| Contact Group
Group Description Action
22 12 @ O
Ft | Provow  Poge [T Jor (os JTotl 1
Add

9.1 Account

The Account page is divided into the User Info area and Modify Password area. In the User Info area, you can edit the
basic information of user (Username and Email is not allowed to be changed); In the Modify Password area, you can

change the login password.

Ruiie &S MONITORING ~ CONFIGURATION  MAINTENANCE ® 5 0 ® o
| Userinfo ~
Account [ ]

Email [ )

Country [ v]

Time Zone [ (GMT+9:00)Asia/Tokyo V]

Full Name [ commonApartment1 l
Mobile Number [ 123123131231 l

Company 1231231231
4
Address 1231312313

Help

| Modify Password v
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9.2 Sub Account

7/,
The Sub Account List displays the information of sub accounts. Click % in the Action column to edit the sub account.
i

Click = in the Action column to delete the sub account.
Ruijie [55) MONITORING  CONFIGURATION  MAINTENANCE 5 o ® o
ALL v default v [ Search Network Q ] S [ Manage Network ] [ Take over Network Unbind Device ]
| Sub Account List A AR
Username (Email), Full N¢
Username (Email) Role Network Full Name Mobile Email Web CLI Action
longlijiang202104@163.com Admin \D: jic 104@163.com 13774569251 longlijiang202104@163.com Enable
Fi Previous Page [ 1 Jof1 Next Last (10~ JTotar1

Click Add Sub Account to add a new sub account. Select the network, enter the Email in the Username box and click
Send Code. Enter the security code contained in the Email, set the password, language, full name, expiration date, mobile

and role, and click Save.

Role: Admin owns the permissions to create an account. Employee owns the permissions to edit data. Operator owns
the permissions to print voucher and view account data. Guest owns the permissions to view data.For the custom role,

you can customize its read and write permissions.

Add Sub Account

Ruiie & MONITORING ~ CONFIGURATION

Note: If you have a Cloud account, you can share the network and do not need to add a sub account
(3 Details

Type © New Account Existing Account

Network [ gefaut |-

Username (Email) [ Please enter email ]'

Verification Code sendCose |*

C— )

Language [ English V]

First Name l ] N

Last Name [

]
Mobile [ ] N

webcLl [ Enable v

Role [ Admin (2] ‘I

The existing sub account can be added to the network so that a sub account can manage multiple networks.

219



Ruijie &= MONITORING  CONFIGURATION _ MAINTENANCE
Add Sub Account

Note: If you have a Cloud account, you can share the network and do not need to add a sub account.

(P Details

Type New Account @ Existing Account

Network | defaul

Usemame (Email) [ Please enter email

Role [ Admin

9.3 Account Role

The Role List displays all default roles and custom roles of the tenant.

Ruiie & ITORING  CONFIGURATION  MAINTENA! O @ ® o
Account
| RoleList © et | Role Permission Collapse|  Sub Account
Role Type Description Create Time Creator Action @ LIMONITORING Access Policy
Guest Default Rol 202201-2709:23:39 riment @ SICONFIGURATION Logout
ue: efault Role -01-27 09: ‘commonApartmen & BIMAINTENANCE
Operator Defaut Role 20220127 09:23:39 commonapartment @ [ System
Employee Default Role 20220127 09:23:39 ‘commonApartment
Admin Defaut Role 20220127 09:23:39 commonApartment
testRole Custom ewewew 2022-03-11 11:35:55 commonApartment zaw
Common Custom cee 2022-01-2709:24:39 ‘commonApartment zam
F Page (1 Jot1 Net || Lt (20 Jrotats

Click Add to add a custom role.

Ru,l’fe >) MONITORING  CONFIGIIRATION  MAINTENANCE

Description

Click to edit the role; click & to configure the role permissions.
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| RoleList ©® Common

Role
Guest
Operator
Employes
Admin
hahaha
assac
2eme
testRole

Common

=

Click

MONITORING

MONITORING

CONFIGURATION

INFIGURATION

MAINTENANCE
Edit Role

Common

MAINTENANCE

Role

Type
Default Role
Default Role.
Default Role

Default Role

Description

Custom

Custom

Custom

Custom

Custom

9.4 Access Policy

sadcids

to delete the custom role.

Create Time Creator Action
20220127 09:23:39 commonapartment
20220127 09:23:39 commonapartment
20220127 09:23:39 commonapartment
20220127 09:23:39 commonApariment
2022-03-2118:46:28 commonApartment % o
20220321 18:46:19 commonspartment Za&a
2022-03-21 18:46:14 commonApartment zewm
2022-03-11 113555 commonApartment zew
2022-01-27 09:24:39 ‘commonApartment =@ o
Lot Total: 9

The Access Policy List displays all access policies of the tenant.

Ruijie &>

MONITORING

CONFIGURATION

MAINTENANCE

| Role Permission OSelect all

& CIPermission

“IMONITORING

& _ITOPOLOGY
D Read

D Read

cy
0D Read
00 write
& SIDEVICE
@ AP
DD Read
00 wiite
& SIAC
0D Read
00 wiite

ALL v [ Search Network Q Manage Network ] [ Take over Network [ Unbind Device ]
| Access Policy List c -2
Name

Name IP/IP segment Start Date End Date Repeat on Time Action
jok11-1 10.10.10.5 20220317 2025-03-17 Monday 00:00-23:59 <]
2112123 192.168.2.024 2022-03-16 2025-03-12 Tuesday 00:00-23:59 <]
wawwi11 10.10.10.8 2022-03-16 2025-03-11 Monday 00:00-23:59 <]
testHuge1235 192.168.3.1 20220317 2025-03-10 Friday, Saturday 00:00-23:59 [E<]
1234567 19216825 20220317 2025-03-09 Saturday 00:00-23:59 <]
123456 192.168.2.1 2022-03-09 2025-03-10 Wednesday 00:00-23:59 <]
3333333 10.10.10.5 2022-03-08 - Monday 00:00-23:59 [EAm]
wanfu33077 192.168.33.024 2022-01-27 - Sunday Monday, Tuesday, Wednesday, Thursday, Friday 00:00-00:59, 02:00-04:59, 06:00-09:59, 11:00-16:59, 20:00-23:59 <]
wanfu3308 192.168.27.0124 2022-0216 - Sunday Monday, Tuesday, Wednesday, Thursday, Friday, Saturday 00:00-14:59, 16:00-21:59 s m
wanfu3305 192.168.23.0124 2022-01-24 - Sunday Monday, Tuesday, Wednesday, Thursday, Friday, Saturday 00:00-06:59, 08:00-14:59, 16:00-21:59 |E]

Fist | Pn Page (1 Jof2 Next Last (0. JTota: 12

Click Add to add a new access policy.
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Click

Ruiie &5

Click

E}

MONITORING CONFIGHRATION

IP/IP segment *

Repeat on *

to edit the existing policy.

MONITORING CONFIGIIRATION

IP/IP segment *

Repeaton *

to delete the access policy.

MAINTENANCE

[ Example: 192.168.2.1,192.168.2.0/24

[ 2022044 &) 20250414

Please select the repeated day in a week.

[ 00:00 v] [ 23:59

+Add More

MAINTENANCE

| 2112123

[ 192.168.2.024

[ 20220316 3)-[ 2050312

v][ 2359

+Add More
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Message

Are you sure you want to delete the record?

n

9.5Logout

Click Logout to exit the system and return to the login page.
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10 Unbind Device

Click Unbind Device, enter the device SN to get URL. Configure the ACS URL as the URL on device, and the device will

automatically unbind on Cloud.

Rull’l_e ()] MONITORING CONFIGURATION MAINTENANCE

Unbind Device

Note: Only supported on APs, ACs and switches

Please follow the steps to unbind the device:

1. Enter the device SN to get URL (valid for 24 hours)
2. Configure the device ACS URL as the URL below and ensure the connection between the device and cloud
3. After the device goes online, it will unbind with the tenant automatically (Its ACS URL will be changed back by cloud after the device is added to a network)

o

Description Expired at

No Data

o ot 0

11 Feedback

You can click the Help icon to give feedbacks on the issues you meet or offer suggestions to us.

MONITORING CONFIGURATION MAINTENANCE
Feedback

Title *

Content * Up 0 900 bytes are supported.

Contact
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12 Appendix

12.1 Acronyms and Abbreviations

Acronyms and Full Name

Abbreviations

AP Access Point

AC Access Controller

BOSS Business & Operation Support System
DHCP Dynamic Host Configuration Protocol

DNS Domain Name Server

EAP Extensible Authentication Protocol

EAPOL EAP over LAN

EAP AKA Extensible Authentication Protocol Method for 3rd Generation Authentication and Key Agreement
ESSID Extended Service Set Identification

FTP File Transfer Protocol

HLR/AuC Home Location Register

HTTP Hypertext Transfer Protocol

IMSI International Mobile Subscriber Identification
MSISDN Mobile Subscriber ISDN

NAT Network Address Translation

PAT Port Address Translation

Radius Remote Authentication Dial In User Service
SNMP Simple Network Management Protocol

SSID Service Set Identifier

UDP User Datagram Protocol

VPN Virtual Private Network

WEP Wired Equivalent Privacy

WPA Wi-Fi Protected Access

WAPI Wireless LAN Authentication and Privacy Infrastructure
WLAN Wireless Local Access Network

12.2 Glossary

Term Definition

Cloud Specify the cloud center management end, supports private and public clouds, allows separate
deployment of a system of a private cloud version, and provides cloud services of the public
cloud version.

Network Enable the device grouping for easy management of a large quantity of devices. It is

recommended that networks be added by geographical location or device use.
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12.3 Limitations

No. | Module Description
] Devi Up to 200 devices can be imported each time. To import more than 200 devices,
evice
users need to do it in batches.
Configurations of up to 200 devices can be imported each time. To import
2 Configuration
configurations of over 200 devices, users need to do it in batches.
3 EXCEL template For the Excel template, only the XLS format is supported.
4 SSID SSIDs can be made up of numbers, English letters, and “-*.
In an Excel template for customization, A to Z columns and 1 to 15 rows are
5 Custom excel template
supported.
Account-based policies may fail on some models, such as AP680(CD), where
6 AP they are disabled by default. In this case, users need to batch apply from the
Cloud the web-auth acct-update-interval 1 command to enable those policies.
The Cloud does not support SSIDs containing special characters. If such SSIDs
7 SSID reverse sync are set on end devices, the Cloud will fail to deliver them after they are
synchronized to the Cloud.
In the Apartment Scenario, if the device goes offline after 00000JAPAN Wi-Fi is
enabled, and then goes online after 00000JAPAN Wi-Fi disabled, Cloud will not
8 00000JAPAN WiFi
re-configure the Wi-Fi settings on device. You need to clear 00000JAPAN Wi-Fi
configuration manually.
In non-apartment Scenario, please clear the configuration on devices except
9 AP AP180 before bring them online; otherwise, the configuration on devices may be
conflict with that on Cloud, and the client may not be able to access the Internet.
In non-apartment Scenario, if the working mode (bridge mode or routing mode)
10 AP of AP180 is different from that on Cloud, the client may not be able to access the
Internet.
Only devices connected to the downlink port of the switch can be detected.
11 TOPOLOGY Only access points (excluding MA series access points) and switches can be
displayed in the Topology.
The uplink ports of some switches cannot be shielded in the topology as the
Cloud fails to identify them.
12 TOPOLOGY
Included:
XS-S1930J-8GT2SFP, XS-S1930J-8GT2SFP-P
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XS-S1930J-18GT2SFP, XS-S1930J-18GT2SFP-P
XS-S1930J-24GT4SFP/2GT, XS-S1930J-24GT4SFP/2GT-P

XS-S51930J-48GT4SFP

13 Initial Configuration | The template can only be applied to AP180 series access points in Apartment
Template networks.

14 CLI Command Only for AP and CAP series products.

15 WPA3-SAE Only for MA2610 and MA2810 access points in hotel networks.

16 Device Details-Back Up | Only for apartment networks.

17 Network Management Level 5 subnetwork group is supported.
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