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Preface

Target Audience

This manual is suitable for the following people to read

® Network Engineer
® Technical Extension Staff

® Network Administrator

Technical Support

® Ruijie Networks Website: https://ruijie.co.jp/

® Technical Support Website: https://www.ruijie.co.jp/service

Inquiry&Repair: https://www.ruijie.co.jp/service/post-sales

® Technical Support Email: support_jp@ruijienetworks.com

Conventions

1. Conventions

Symbols Description Example

1. Button names

1. Click <OK>.
Boldface 2. Window names, tab name, field name and menu )
) 2. Click <Download Template>
items.
> Multi-level menus items [System Settings] > [ Administrator ]
2. Signs

The signs used in this document are described as follows:

/ Caution

An alert that calls attention to essential information that if not understood or followed can result in function

failure or performance degradation.

3 Note

An alert that contains additional or supplementary information that if not understood or followed will not lead to

serious consequences.

3. Notes
Some information displayed in this manual (such as product model, description, port types, software interfaces,

etc.) is for reference only. For specific information, please refer to the actual product version used.
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1 Overview

Overview

Ruijie Japan Cloud Service (JaCS) is Ruijie's easy and efficient cloud solutions for Japanese apartments and hotels.

JaCS provides equipment deployment, network monitoring, network optimization and lifecycle management;

enabling customers with simple plug and play deployment and operation and maintenance; meeting the needs for

automatic cloud RF planning and user experience monitoring. At the same time, it provides flexible wireless user

access control features.

1.1

Supported Browsers

Browser Version
Chrome 125.0.6422.61
Safari 10.1
Firefox 126.0

3 Note

It is recommended to use Chrome browser.

1.2 Addresses and Ports to be Permitted

Source | Destination OEIEED
Source IP | Destination Address Protocol | Description | using this
Port Port rule
devicereg.ruijienetworks.
Your com Ruijie Cloud | AP/AC/Switch
network devreg.ruijienetworks.co Any 80,443 TCP Login Server | /Gateway
m
Your cwmpsvr- Any 80443 TCP Ruijie Cloud | AP/AC/Switch
network japan.ruijienetworks.com Server /Gateway
Ruijie cloud
server
establishes a
Your 35.194.101.74
network 34.84.13.46 Any 10000-12000 | TCP tunnel . Gateway
connection
with the
gateway
cwmpsvr Ruijie Cloud
japan.ruijienetworks.com Server
Your devicereg.ruijienetworks. Any 3478, 3479, UDP delivers CLI AP/AC/Switch
network com /Gateway
commands
devreg.ruijienetworks.co .
m to devices
Ruijie Cloud
Your cdn- Any 1 80 443 TCP Authenticatio | STA
network japan.ruijienetworks.com | port
n Server
) AP/ AC/
Your rylog- Any | 80,443 TCP Devicelog | gyitcy
network japan.ruijienetworks.com | port upload
Gateway
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1.3 Supported Models

Overview

Device
Types

Models

AP

RG-AP180(JA)

RG-AP180(JP)

RG-AP180-PE

RG-AP180-AC

RG-AP850-I-JPV2

RG-AP680CD-JP

RG-MA2610-PE

RG-MA2610-AC

RG-MA2810

RG-HA3515-DG

Switch

RG-HS2310-16GH2GT1XS

XS-S1930J-8GT2SFP

XS-51930J-8GT2SFP-P

XS-S1930J-18GT2SFP

XS8-S1930J-18GT2SFP-P

XS-S1930J-24GT4SFP/2GT

XS-S1930J-24GT4SFP/2GT-P

XS-S1930J-48GT4SFP

Gateway

RG-EG2100-P V2

RG-EG3250

RG-EG3230

RG-EG5210-JP

Lite-PON

RG-MT3002

RG-MU3064
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2 Getting Started with JaCS

2.1

The chapter introduces how to start use JaCS, including:

B Reqistering an Account

[ | Logging into JaCS

[ | Resetting Password

Registering an Account

Getting Started with JaCS

JaCS currently only supports account registration via emails. The registration steps are as follows:

1 Use a browser to visit: https://jacs.ruijienetworks.com.

v @ FEEE x 4+

IS > C &5 https://jacs.ruijienetworks.com

2 Click Sign Up to open the Register page.
Signin £

a Username

fa)
= ®

Sign Up Trial Account Forget Password?

3  Enter your Email address, and then click Send Code.


https://jacs.ruijienetworks.com/
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Sign up

R Email Address{Account)

B verification Code Send Code
B Password @
B Confirm Password @

| agree to the User License Agreement and Privacy Policy

Back to sign-in

L Note
One Email address can be registered once only. If the Email address you entered has been registered on

JaCs, the system will prompt “This email is already registered.”

4 Enter the verification code received.

A @163.com

B 123514 Send Code
B Password @B
B Confirm Password @

| agree to the User License Agreement and Privacy Policy

Back to sign-in

3 Note

The verification code is valid for 10 minutes. If you do not receive the verification code, please click Send

Code again after 1 minute.

5 Enterthe password twice in succession.
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A @163.com

1 123514 Send Code
=N @®
S Y @D

| agree to the User License Agreement and Privacy Policy

Back to sign-in

Getting Started with JaCS

L Note

Click < icon on the right side of the password input box to view the password.

Please make sure the two passwords you enter are consistent.

The password must contain three types of the following characters: uppercases, lowercases, digital

numbers and special characters. Spaces are not allowed to be available on the password. The password

length ranges from 8 to 16 characters.

registration.
o
123514 Send Code
[ @
o ST @

| agree to the User License Agreement and Privacy Policy

Signup

Back to sign-in

After the account registration is completed, the user can use the account to log in.

6 Check“l agree to the User License Agreement and Privacy Policy”, and then click Sign up to complete the

O Note

Policy.

The account registration cannot complete if you do not agree to our User License Agreement and Privacy
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2.2 Logging into JaCS

Before logging in, please confirm that you have registered an account. If you have not registered an account before,
please refer to Section 2.1 to complete the account registration first. If you do not want to register an account, you

can click Trial Account on the login page to experience the system.

Ruijie L)

@ Username

fa
-

Sign Up Forget Password?

Privacy Policy | Contact Us
*  ©2014-2024 Ruijie Networks Co.Ltd

If you already have an account, please follow the steps below to log into the system:

1 Use a browser to visit: https://jacs.ruijienetworks.com.

¥ 5 JaCs Cloud x +

<« c (e’_a https://jacs.ruijienetworks.com

2  Enter your email address and password, and click Sign in.

Signin )
@ iwyijin
M wsssensan &
Fil &

Sign Up Trial Account Forget Password?

O Note

After a login error occurs, a slider for verification will appear.
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2.3 Resetting Password

If you forget your password, you can follow the steps below to reset it:

1 ciick Forget Password? to go to the password reset page.
Sign in kA

u Username

]
=

Sign Up Trial Account

2  Enter your email address used for registration.

Forget password

8 Email Address(Account)

B verification Code Send Code
B Password @
B Confirm Password @

Save

Back to sign-in

3 Click Send Code, and enter the verification code received.
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Forget password

A liuyiji

4 verification Code Send Code
B Password @
B Confirm Password 9

Save

Back to sign-in

4  Enter the new password twice and click Save.

Forget password

A liuyijing
& 334440 Reacquire it after 10s

g Save

Back to sign-in

After the password is reset, you can use the new password to log into Ruijie JaCS.
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2.4 Interface Introduction

Ruijie JaCS consists of the following three interfaces:

B Dashboard Interface

B Project Management Interface

B Al Assistant

2.4.1 Dashboard Interface

After successfully logging into the JaCS, you will enter the dashboard interface by default.

() Dashboard

All Projects All Devices Alarms
/ &
0 0 0

(o

My Created(0) My Received(0) My Shared(0)

@ Group Management @ Template Management = 1 Upgrade Policy Q ©COIB

Project Name s Alarms AP Switch G.hn or ‘oNU Gateway Created Time s Actions

Items Description

All Proiects Click All Projects to view all currently created projects. The number displayed under All

g Projects is the total number of currently created projects.

All Devices Click All Devices to view all devices of all projects in the current account. The number displayed
under All Devices is the total number of devices imported.

Alarms Click Alarms to view all warning information. The number displayed below Alarms is the total
number of generated alarms.

H Fullscreen button. If you want exit the full screen mode, press Esc on the keyboard or click E
button.

System language switch button. Click this icon to switch the system language.

& Three languages are supported: Chinese, English, and Japanese.

Click this icon to display more options, including Account, Sub Account, Account Role, Access

Policy and Logout.




User Guide

Getting Started with JaCS

2.4.2 Project Management Interface

After creating a project on the Dashboard interface, a Project menu will appear at the top of the interface. Click the

Project to enter the project management interface. Click the project switch box in the upper left corner to switch

projects.
r_\’mjﬁ'@ D) Dashboard & Project 38 Al Assistant
) 7 . N P N
™ 0 Gateway BT 0 Switch TR 0 AP B 0 Ghn /= 0 ouT
0 Overview Undleared 0
& Devices 2 0 ONU _) oy g
& Client 2
Week ]
Topology ~ Report  Advanced
= RF Planning
‘Wi-Fi Traffic >
9@ Roaming ~@- Uplink Downlink
i Device Config 2
@ Auth & Account >
- Clients >
il Network Details >
8 Alarms Al . 24G: 0
B Logs > 0 ' 56 0
@ Firmware
& Upgrade
Menus Description
. In this interface, you can view the overall status of a project, including device number,
Overview s L - .
topology, alarm statistics, Wi-Fi traffic and clients.
In this interface, you can manage the devices in a project.
Devices JaCS supports managing APs, switches, gateways, G.hn devices, OLT devices and ONU
devices. For specific supported models, refer to Section 1.3.
Client In this interface, you can view the client information in the current project.

Device Config

In this interface, you can configure and manage the initialization configuration template and
device-specific configuration template, and set basic wireless configuration.

Auth & Account

In this interface, you can configure the following authentication types, including voucher
authentication, account authentication (providing account and password management,
configuring limits on speed, traffic, number of terminals and validity period), PPSK ( providing
account and password management and terminal binding), and captive portal (supporting
customized portal pages, including background style, background image customization,
languages, terms, copyright, login button, marketing advertisement, welcome message, login
method, online time, jump page after login, etc.).

Network Details

In this menu page, you can monitor the network information of a project, including channel
distribution and utilization, device statistics, and client statistics.

Alarms In this interface, you can view and manage all alarm information in the current project.
In this interface, you can check logs. Six types of logs are supported, including operation logs,
Logs configuration logs, upgrade logs, Mesh logs, configuration replacement logs, and device-
specific configuration logs.
Policy In this interface, you can set upgrade policies.
Upgrade In this interface, you can upgrade your devices.
Fi In this interface, you can view the existing firmware version in the current project, and upload
irmware

and manage your private firmware.

10
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2.4.3 Al Assistant

Ruijie JaCS carries an Al assistant. You can use the Al assistant to obtain information and configuration steps of

related products.

Ruifie (& Dashboard
All Projects All Devices Alarms J
w/ &
[ ot
1 0 0
My Created(1) My Received(0) My Shared(0)
m @ Group @ Template L Upgrade Policy Q ©OId
Project Name: C Alarms ap Switch G.hn or ony Gateway Created Time C Actions
Testt 0 0/0 0/0 0/0 0/0 0/0 0/0 2025-01-22 15:17:20 g 2 < 8
totalof 1 (1] 10/page

Dashboard Project 88 Al Assistant

Ruijie &

Dr.R(Beta)

Hello, I'm Dr. R, the technical support Al for Ruijie Networks. I'm here to assist you with any questions you have about our products,

including specifications, usage, operation and maintenance, and troubleshooting.
1.Please introduce the features and product specifications of the Glhn telephone line solution.

2How can | deploy devices with JaCS?

3How to set the IP address and gateway for the Ruijie AP-180, including the commands.

4.What are the different types of modulation?

[ Review

Dr.R may also make mistakes. Please verify important information.

11
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3 Project Management

3.1

This chapter introduces how to manage projects on JaCS, including:

B Creating a Project

B Creating Projects in Batches

B Creating a Project Group

m  Editing a Project

B Sharing a Project

[ | Handing over a Project

g Note
° The maximum number of projects/project groups are 21,000. A new project or group cannot be created
under an existing project.

° The maximum level of each project group/project is 5. Each project supports importing up to 6,000 devices.

Creating a Project

Follow the steps below to create a project.

1 Click Dashboard > All Projects to enter the project management interface, and then click Add.

(O Dashboard & Project

All Projects Al Devices Alarms

w e
1 0 0
My Created(1) My Received(0) My Shared(0)
@ Group Management @ Template Management L Upgrade Policy Q ©OoIsB
Project Name Alarms A Switch Ghn our onu Gateway Created Time Actions

Testl 0 0/0 0/0 0/0 0/0 /0 o/0 2025-01-22 15:17:20 a9 £ < 8

totalof 1 [ 1] 10/page

2 Set basic project information.

12
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# Project Name:

Scenarios:

e
e

Apartment Hotel Other

Time Zone: | (GMT+9:00)Asia/Tokyo

Auto Switch Mode:

u'))) . ) (@ JmL')))

Disable Bridge Mode Router Mode

Location:

Items

Description

Project Name

Required.
Set the network name. A maximum of 256 characters are supported.

Scenario

Required.

Defaults: Apartment scenario
Options:

e Apartment

e Hotel

e Others

Note

For hotels and other scenarios, you can set the same SSID and password for all devices
imported to the project. For apartment scenario, you can set a different SSID and
password for each device imported to the project.

Time Zone

Default value: (GMT+9:00)Asia/Tokyo

Auto Switch
Mode

Required.

Defaults: Disabled

Options:

e Disable: Disabling the automatic switching mode function.

e Bridge: After selecting this option, the working modes of the devices imported into
the project will be automatically switched to bridge mode after they go online for the
first time.

e Router: After selecting this option, the working modes of the device imported into the
project will be automatically switched to routing mode when they go online for the first
time.

13
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Type Defaults: Cloud +AP (Manage AP devices through the cloud.)

After binding the geographic location, the number of terminal devices added to the

Bind Location project will be marked and displayed on the Google map.

3 After the "Succeeded" prompt appears, the project is created successfully.

(O] Dashboard @& Projec oo Al Assistant

All Projects All Devices Alarms J
=

w/ &

1 0 0

My Created(2) My Received(0) My Shared(0)

@ Group Management @ Template Management 1. Upgrade Policy Q

Project Name  © Alarms AP Switch G.hn oLT ONU Gateway Created Timq

14
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3.2 Creating Projects in Batches

Follow the steps below to create projects in batches:

1 Click Dashboard > All Projects to go to the project management page, and then click Import.

() Dashboard

All Projects All Devices Alarms

0 0 0

(o

My Created(0) My Received(0) My Shared(0)

@ Group Management @ Template Management 1 Upgrade Policy Q OIS
Project Name < Aarms an Switch Ghn ot oy Gateway Created Time 5 Adtions

2 Click Download Template.
Import 20X

© Download and fill in the template. Up to 200 records can be imported each time.Only suppart importing APs.

Y

11

4. Select a XLSX file & Download Template

Cancel

3 Fillinthe template.

Items Description
. Required.
Project . . .
Specify project names. The length of a project name cannot exceeds 256 characters.
SN Optional.
Specify the SN of the AP devices.
Alias Optional.
Optional.
Room Specify the room number where the AP is located. For example: 301.
Supports entering 1 to 32 characters.
o Optional.
Building Name

Specify the building name. Up to 32 characters can be configured.

15
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Optional.
Remark
Up to 32 characters can be entered.

4 After filling in the template, click Select a XLSX file to upload the template.

X

Import

@ Download and fill in the template. Up to 200 records can be imported each time.Only support importing APs.

X, Select a XLSX file & Download Template

Cancel

5 After the "Succeeded" prompt appears, the batch creation is completed. The created project information will be

displayed in the list below.

Rufie 3 Dashboard

All Projects. All Devices Alsms @
w/ &
. o
1 0 0
My Created(2) My Received(0) My Shared(0)
m © Group Management @ Template Management L Upgrade Policy e} OOISs
Project Name: = Alarms [ Switch Ghn ot ONU Gateway Created Time. Actions
Project_1 0 0/0 0/0 0/0 0/0 0/0 0/0 2025-01-22 15:24:10 a 2 <
Project 2 0 0/0 0/0 0/0 0/0 0/0 /0 2025-01-22 15:24:10 a 2 <
total of 2 10/page
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3.3 Creating a Project Group

Follow the steps below to create a project group:

1 Click Dashboard > All Projects to go to the project management page, and then click Group Management.

Ruiie & [ Dashboard & Project

All Projects. All Devices Alarms
af &

2 0 0

{©

My Created(z) My Received(0) My Shared(0)

@ Template Management L Upgrade Policy Q ©OIS
Project Name: & Alarms Ap Switch Ghn o [ Gateway Created Time s Adtions
Project_1 J 070 o070 0/0 0/0 0/0 0/0 2025-01-22 15:24:10 a2
Project 2 ] 00 oro 0/0 0/0 0/0 0/0 2025-01-22 1524:10 a9 2 < 8

totalof 2 [1] 10/page

2 Click Add Project Group.

Group Management XX

Q
@ au | Subgroups & Projects c
Mame Created Time Type Action
No Data
0 5. | Total:0

3 Entera project group name and click OK.

Add

Group Name Group 1 |

‘ Cancel H oK ]

O Note

The length of a project group name cannot exceed 256 characters.

4 After creating a project, select the project group and click Add Project to add a project to the project group.

17
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| Groups & Projects(2)

@ A

(E=e)

Project Management

Add Project Group [l Add Project

i Group1 & @ 2

S5 Atter setting the basic project information, click Save.

Add Project

Name

Scenario

Time Zone

Auto Switch Mode

Bind Location

Q
| Subgroups & Projects ]
Groups & Projects Q
Name Created Time Type Action
No Data
First Previous Page | 0 of 0 Next Last Total: 0
l Name your project l
Apartment Hotel Other
l (GMT +9:00)Asia/Tokyo VI
o
Disable Bridge Router
l Enter a location name l
Failed to load the map. Please refresh the page.
[ Cancel l Save l

Settings

Description

Project Name

Required.

Set the network name. The length of a project name cannot exceed 256
characters.

Scenario

Required.

18
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Defaults: Apartment
Options:

e Apartment

e Hotel

e Others

O Note

For hotels and other scenarios, you can set the same SSID and password for
all devices imported to the project. For apartment scenario, you can set a
different SSID and password for each device imported to the project.

Time Zone

Defaults: (GMT+9:00)Asia/Tokyo

Automatic switching mode

Required.

Defaults: Disable

Options:

e Disable: Disabling the automatic switching mode function.

e Bridge: After selecting this option, AP devices imported into the project
will automatically switch to bridge mode after they go online for the first
time.

e Router: After selecting this option, AP devices imported into the network
will automatically switch to routing mode when they go online for the first
time.

Type

Defaults: Cloud +AP ( Manage AP devices through the cloud .)

Location Binding

After binding the geographic location, the number of terminal devices added
to the project will be marked and displayed on the Google map.

19
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3.4 Deleting a Project

Follow the steps below to delete a project.

Project Management

CJ Note

e  The project shared with other tenants cannot be deleted.
° If a project has a device bound to it, it cannot be deleted. To delete it, please remove the device from the project

first.

1 Navigate to the Dashboard > All Project > My Created configuration interface, put the mouse in the

Action, and then click Delete.

in the

() Dashboard

All Projects All Devices
-/ &
2 0
My Created(2) My Received(0) My Shared(0)

Py T e —
Project Name s Alarms AP Switch
Project_1 0 /0 0/0
Project 2 0 0/0 0/0

L. Upgrade Policy

G.hn

{©

2  Whenthe message “Are you sure you want to delete this item?” appears, click OK.

My Created(2) ~ My Received(0) My Shared(0)
B2 o cowrmagerent @ Template Management | 1
Project Name C Aarms ap Switch
Project_1 0 0/ 0/0
[ 0/0 0/0

Rugie &

| Assistant

All Projects All Devices
Y &%
2 0
My Created(1) My Received(0) My Shared(0)

YT e ——
Alarms AP Switch

/e 0/0

Upgrade Folicy

G.hn

1. Upgrade Policy

G.hn

/0

20

Q ©COId
oLt oNY Gateway Created Time Actions
0/0 0/0 0/0 2025-01-22 15:24:10 a ¢
10 070 /0 2025-01-22 152410 a 2
total of 2 | 1] 10/ page
Q ©COoIB
oLt oNY Gateway Created Tim Are you sure you want to delete this item?
ancel | ()
10 0/0 0 2025-01-22 15iamunns —— S
10 0/0 /0 2025-01-22 152410 a ¢ <
totalof 2 [ 1] 10/page

(o

2, ©OIB
o ] Gateway Created Time Actions
/0 0/ /0 2025-01-22 1524110 92 1<

totalof 1 [ 1] 10/page
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3.5 Editing a Project

Follow the steps below to modify the information of an existing project.

1 Click the edit icon in the Action column of the project that needs to be modified.

My Created(1) My Received(0) My Shared(0)

@ Group Management @ Template Management L Upgrade Policy Q O©OITE

Project Name Alarms AP Switch G.hn oLT oNU Gateway Created Tim¢ Actions

nt 1 0 0/0 0/0 0/0 0/0 0/0 0/0 2024-11-07 15:¢ <] <

total of 1 ‘Ll 10/ page

2 Atter modifying the information as needed, click OK to save the configuration.
Edit

+ Project Name: | Apartment 1

Scenarios:

=]

i

=

Apartment Hotel Other

Time Zone: | (GMT+2:00)Asia/Tokyo

u-))) - .LJ.’))) ® L)

Disable Bridge Mode Router Mode

Auto Switch Mode:

Location:

= -

3 After the “Succeeded” prompt appears, the operation is completed.

() Dashboard rojec 3 © Succeeded.

All Projects All Devices Alarms J
w e =
1 0 0

My Created(1) My Received(0) My Shared(0)

@ Group Management @ Template Management L Upgrade Policy Q q

Project Name: — Alarms AP Switch G.hn oLT ONU Gateway Created Time

~

Apartment 1 o 0/0 0/0 0/0 0/0 0/0 0/0 2024-11-07 15:40:32 ]

21
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3.6 Sharing a Project

JaCS supports sharing projects with other tenants for joint management. When the specified sharing period expires,

the sharing will be automatically cancelled.

The specific steps are as follows:

1 Click the shareicon = in the Action column of the project to be shared.

Ruiie & ) Dashboard & Project

Al Projects All Devices Alarms o
w/ &
& e

1 0 0
My Created(1) My Received(0) My Shared(0)
© Group Management | @ Template Management L. Upgrade Policy Q ©OIs
Project Name: : Alarms AP Swiitch Ghn o ony Gateway Created Time s Adtions

Test! 0 0/0 o0 /0 0/0 0/0 0/0 2025-01-22 15:24:10 a £ A

totalof 1 [ 1] 10/page

2  Setthe permission and validity period, and then click OK.

Share with XX
Permission: Read & Write (@) Read-only
Only check the project

Validity Period after Acception:  Permanent

Items Description
Defaults: Read &Write
Options:
Permission e Read &Write: The sharing recipient can view and manage the project.

e Read-Only: The sharing recipient can only view the project configuration but cannot
manage the project.

Defaults: Permanent
Validity Period Options: Permanent/1 day/1 week/1 month/1 year/Custom.

after Acception When you select Custom, you need to specify a concert expiration date. For example,
if you set the expiration date to December 31, 2030, the system default validity period
is " December 31, 2030 23:59:59 ".

3 Click Copy to copy the sharing link.

Message »

Please copy and share the following link. The link will be invalid after binding an account.

https://cloudtest-ew.ruijienetworks.com/adming/#/dashboard?shareCode=D216C390C34A411CBBAFI T
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e Successfull

Log into the recipient account.

Ruijie &

Signin

@ i ~""1@163.com

Sign Up Trial Account Forget Password?

Privacy Policy | Contact Us
©2014-2024 Ruijie Networks Co.Ltd

After logging in to the recipient account, paste the shared link copied in the step 4 in the address bar of the
browser and press Enter.

¥ £S5 JaCsCloud x 4+

<« c [o http: 0de=D216C390C34A411CBB4FI196DICO0268 ] & Q

) Dashboard &

In the pop-up window, click Receive.

Message b'e

There is a project to be received. Are you sure you want to receive the project?

Project:

Sharer:

Tenant:

Cancel Receive |

Items Description
Project Displays the shared project name.
Sharer Displays the tenant account to which the shared project belongs.
Tenants Displays the tenant name to which the shared project belongs.

7 After the “The project has been successfully received" prompt appears, the operation is completed.
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@ The project has been successfully received.

Ruifie &

(o

All Projects All Devices
w/ &%
238 2,341 10

My Created(419) My Received(2) My Shared(52)

After successfully accepting the shared project, you can switch accounts in the upper right corner of the interface.

Ruijie (& (2] Dashboard $® Project 3B Al Assistant
Ly lailingyan2000916..[@)]

All Projects All Devices Alams 2 1334 -
w/ & A liuyiing. -
ub Acccount
419 4,132 17 J—
ount Role
‘Access Policy

U Logout

My Created(419) My Received(2) My Shared(52)

If you don’t want the project to be shared with another tenant, you can click Cancel sharing on the My Shared

page to cancel the sharing.

My Created(1) My Received(0) My Shared(1)
Q ©OIe
Project Name Received User Name: Authority Receiving Time Validity Until Adtions
Testt Iailingyan2000@163.com Reading 2025-01-22 153407 2038-01-02 00:59:59 D
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3.7 Handing over a Project

JaCS supports hand over a project to another tenant for management. The specific steps are as follows:

1 Click the handover icon =% in the Action column of the project.

2 Dashboard

Al Projects All Devices Alarms
w & @
. b
1 0 0
My Created(1) My Received(0) My Shared(0)
€ Group Management @ Template Management L Upgrade Policy Q O©OoIs
Project Name: S Aams ap Switch Ghn oLt ONY Gateway Created Time: c Actions
Test! 0 0/0 00 0/0 0/0 0/0 0/0 2025-01-22 1524110 g £ < :

totalof 1 [1] 10/ page

2  Click Other Tenant, then enter the recipient's email address and click OK.
Hand over Project <X
Tip: After the project is handed over to ancther tenant, you can not manage it any more.
Permission: @ Current Tenant Other Tenant

Please enter and select a tenant administrator.

Tenant 1425965

3 When the “Are you sure you want to hand over the project?" message appears, click OK.

Message

Are you sure you want to hand over the project?

4  Atter the "Succeeded to hand over the project” appears, the handover is initiated.

All Projects All Devices Alarms J
< ) o
1 0 0

My Created(1) My Received(0) My Shared(1)

@ Group Management @ Template Management 1 Upgrade Policy Q (
Project Name  © Alarms. AP Switch G.hn oLt OoNU Gateway Created Time
Test1 0 0/0 0/0 0/0 0/0 0/0 0/0 2024-11-07 15:40:32 a2
3 Note

While the recipient has not received the project, the original tenant can still manage the project. Once the project

is received by the recipient tenant, the original tenant cannot manage the project any more.
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After the project handover is initiated, the recipient needs to log in to the system and click the Take Over
Project on the My Created interface to receive the project.

Ruiie &5 ©) Dashboard

&® Project

All Projects Al Devices Alarms

§ <
Y oA A
1 1 0
1
My Created(1) My Received(0) My Shared(0)
© Group Management @ Template Management L Upgrade Policy Q CoIs
Project Name: v Alarms AP Switch G.hn oLt ONU Gateway ‘Created Time Actions
Apartment-test1 [1] on 070 0/0 0r0 0 0/0 2025-01-21 1131012 g ra <
total of 1 1] 10/ page
J Note

The number in the red circle in the upper right corner of the Take Over Project button represents the number
of projects currently waiting to be received.

6 Click Take Over to take over the project. If you do not want to take over the project, please click Refuse.

Take Over Project

Project Name

Test1 liuryijing Take over Refuse

total of 1 10 / page

7  When “Are you sure you want to take over the project” appears, click OK to complete the operation.

Message

Are you sure you want to take over the project?
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4 Device Management

Currently, JaCS supports manage APs, switches, G.hn, OLT, ONU and gateways. For specific supported models,
refer to Section 1.3. Click the device type icon to enter the corresponding management interface.

Ruijie (& () Dashboard @ Project 88 AlAssistant

& Apartment-te.
Total Number of Devices:1

) Overview - - - p- o ol
&% 0 Gateway 0 0 Switch [ IR 5 0 Ghn = 0 ot 2 oonu
& Devices
o= Client
Upgrade Web LI eWeb Import Device O More Q oI
= RFPlanning @ No data selected
© Roaming Project Name Online Status SN MAC Model Hias MGMT IP Egress IP Firmware Vi Actions

Device Config >

@ Auth & Account >

il Metwerk Details >
A Alarms

B Logs >

@ Firmware

& Upgrade

41 AP

This section mainly introduces the AP management interface and management operation steps, including:

B AP Management Interface: Introduces to the AP management interface of JaCS.

B Adding APs : Introduces how to add or batch add APs to an existing project.

B Deleting APs: Introduces how to delete or batch delete APs from a project.

B Moving APs: Introduces how to move an AP from its current project to another project.
B Restarting APs: Introduces how to remotely restart an AP through JaCS.

B Restoring APs to Factory Settings: Introduces how to restore an AP to factory settings through JaCS.

B Delivering Configuration via Web CLI: Introduces how to send configurations to APs via the WEB CLI.

B Accessing the AP's eWeb: Introduces how to use JaCS to create a tunnel to access the WEB GUI of an AP.

B |nitial Configuration Template Management: Introduces how to use the initial configuration template to configure

the AP180 series access points in the project.

B Device-specific Configuration Template Management : Introduces how to use and manage the device-specific

configuration template to configure APs.
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4.1.1 AP Management Interface

After creating a project, click Project > AP to enter its AP management interface.

Ruq'le@) [0) Dashboard @& Project

& Apartment-te...
Total Number of Devices:1

) Overview - - P 2o our
™ 0 Gateway B 0 Switch TN AP =2 0 Ghn = 0 o7 - 0 ONU
= Devices
0+ Client
smart Simplicit Upgrade  WebCLL || eWeb O More Q ©CoId
= RF Planning @ No data selected
® Roaming Project Name: Online Status SN ~  Config Status MAC Model Alias . MGMT IP Egr Actions
Apartment-test1 * Not Online Yet 51234567 INot Synchronized Empty£
3 Device Config >
@ Auth & Account > wotatof 1 [1] 10/p2ge
il Network Details >
8 Alarms
B Llogs N
@ Firmware
@ Upgrade
Items Description
Project Name Displays the names of the projects where APs reside.
SN Displays the serial numbers of APs. Click the SN of an AP to display its detailed information.

Displays the online status of APs on the cloud. The status of the device includes:
Online/Offline/Not Online Yet. Click the filter icon to filter devices by online status.

Note:

o Online: The device is online and communicating with the cloud normally. After the device
is online, it will maintain a connection with the cloud every 3 minutes.

Online Status e Offline: The device has been disconnected from the cloud, but the physical connection

is not affected. If the device fails to connect for three consecutive times, it will change
from the Online state to the Offline state.

o Not Online Yet: The device has never been connected to the cloud. When an AP is
added to a project on the cloud, but is not powered on, its status will also be shown as
“Not Online Yet".

Displays the configuration status of APs. The configuration status includes: Switching
Config Status mode/Not Synchronized/Synchronizing/Synchronized/Synchronize Failed. Click the filter
icon to filter devices according to their configuration status.

MAC Displays the MAC addresses of APs.

Model Displays AP models.

Alias Displays the aliases of APs.

MGMT IP Displays the management IP addresses of APs.
Egress IP Displays the egress IP addresses of APs.
Firmware Version Displays the firmware versions of APs.

Last See On Displays the last online time of the APs.

Delete button is available on the Action column. Click the delete button to remove the device

Actions from the project.
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Button Description
Add button. Click this button to enter the device adding interface.
Upgrade Upgrade button. After selecting the device, click this button to remotely upgrade the device.
\Weh it Web CLI button. Click this button to enter WEB CLI page to deliver configurations to the
device.
eWsb eWeb button. Select an AP, and click this button to can access the eWeb of the device.
O Mors Click this button to display more operation buttons, including move to, delete, reboot, set
initial settings and restore factory settings.
O Automatic refresh switch button. The automatic refresh function is enabled by default. When
it is enabled, the AP device list will automatically refresh once every minute.
C Refresh button. Click this button manually to refresh the AP device list.
T Row height adjustment button. Click this button to adjust the row height.
) Click this button to customize the displayed items in the AP list.

After clicking the SN of a device in the AP list, you can view its details information

Upgrade Web CLT eWeb & More Q O I®
® No data selected
Project Name Online Status SN Config Status MAC Model Alias Actions
ai_home_for_test * Online G1QHIXWO00706 Synchronized 9c2b.a67c.858f RG-MA2810 Al-ETiEL
ai_home_for_test * Online G1QHIXWO01618 Synchronized 9c2b.ab7c.88c2 RG-MA2810 A-FESRL
total of 2 m 10 / page
Device Detail X
AP Info
SN:  G1QHIXWO00706 MAC: 9c2b.a67c.858f MGMT IP: 58.159.14.218 Model: RG-MA2810
Config Status: Synchronized Hardware Version: V2

Firmware Version: MA_1.1(1)B5P6, Release(09190610), Revision{b49a64d3f)
Alias: A-ETE 2
Description: #

ssio: C

Overview Configuration Diagnosis Back up Device Log

| status
@ Online Memory Usage CPU Usage Alarms: 0
® Online Clients: 5 ~ D
® Clients with Weak Signal : 0 B86% 4% / B

| Connectivity Last 24 Hours | Last 7 Days
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Tabs Description

In this tab, you can view the device's statistics, including memory usage, CPU usage,
Overview alarms, connection status with the cloud platform, traffic information, radio frequency
information, client information, etc.

Configuration In this tab, you can set the AP's eWeb password.
Diagnosis In this tab, you can diagnose the device through the Web CLI, tunnels and log collection.
Back up In this tab, you can back up and export the current configuration of the AP.
Device Log In this tab, you can view the logs of the device.
3 Note

The tabs displayed in the Device Detail page vary from different device models. Please subject to the actual tabs

displayed.
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41.2 Adding APs

JaCS provides two ways to add APs to a specific project.
B Adding an AP

B Adding APs in Batches

41.21 Adding an AP

This method is suitable for scenarios where you only need to add a few devices to an existing project. The specific
steps are as follows:

1

Enter the Project interface, select the project where the AP is going to be added, and then click AP to go to
the AP management interface.

2) Dashboard = @ Project € Ao
& Testi —
- = - o Alarm Statistics >
—_‘-nﬁmmny“"— 0 AP =9 0 Ghn & oo

) Overview Uncleared 0

= Devices :_" 0 ONU )
Today 0

& Client

2 Click Add to go to the adding interface.

Ruiie

2) Dashboard & Project

& Testl
Total Number of Devices:0

0 Overview - P . o ol
R 0 Gateway A 0 switch = 0 ap 5% 0 6hn = o or = oom
= Devices
% Client
nplicit Upgrade  WebCLI  eWeb | O More Q oI

= RF Planning @ Nodats selected

@ Roaming Project Name Online Status ~ sn Config Status ~ HAC Model Alias MGHT 1P Egre  Actions
= Device Config >

@ Auth & Account >

#l Network Details >

3 Click Add a Device.

device Add X

Download and fill in the template. Up to 200 records can be imported

0

Click to select devices parsing rule ( Deafult Template )

4

Enter the device's SN (required) and alias (optional). If you need to add multiple APs, click + to add them. After
enter the SN, click OK.
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device Add 20X

75N | Alias| m o+

Batch Import

5 After the "Add Succeeded" appears, the operation is completed. The added device will be displayed in the AP

list.

Message

Add succeeded
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41.2.2 Adding APs in Batches

This method is suitable for the situation where no more than 200 devices need to be imported in batches at one
time.

Follow the steps below to import APs into an existing project in batches for management.

1

Enter the Project interface, select the project where the APs is going to be imported, and then click AP to go
to the AP management interface.

Rufie & (O Dashboar & Project
I & Testt I
™ P - o Alarm Statistics >
- 0 Gnewayﬁ =S 0 AP &F% 0 Ghn e 0 oLT
& overview Undleared o
) onu

= Devices 2 oonw )

Todzy 0

2 Click Add to go to the adding interface.

3

Rujie & (O Dashboar & Project

& Test1
Total Number of Devices:0

[ Overview - - o - our ony.
™ 0 Gateway BT 0 Switch TR0 AP S 0 Ghn == 0 oLT - 0oNu
& Devices
& Client
Upgrade  WebQU  eWeb O More Q ©oiIs
= RF Planning © Nodata selected
® Roaming Project Name. Online Status SN ©  Config Status MAC Model Alias : MGMT IP Egre  Actions

¥ Device Config >

@ Auth & Account >

il Network Details >

Click Download Template. (Up to 200 devices can be imported via the template each time.)
device Add X

Download and fill in the template. Up to 200 records can be imported

T

\

Click to select devices parsing rule { Deafult Template )

Add a Device

Fill in the template, and then click ".xIs™ File to upload the template or your custom template. The imported
device will be displayed in the AP list.
» Introduction to the default batch import template:

If the project scenario is set to hotel or others, the batch import template is as follows:
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A B L D
.1
2
3
Items Description
Required.
SN Enter the SN of the device. The length should range from 6 to 20 characters.
Example: G1PD7PW00060B
Al Optional.
ias
Specify the alias of the device. Up to 64 characters can be entered.
Lati Optional.
atitude Latitude range: - 90° to 90°
Lonai Optional.
ongitude Longitude range: -180° to 180°

If the project scenario is set to the apartment, the batch import template is as follows:

Items Description
Optional.
Model
Enter the product model. For example: RG-AP180-PE
Required.
SN Specify the device SN. The SN length ranges from 6 to 20 characters. For example:
G1PD7PW00060B
Optional.
MAC . :
Specify the MAC address of the device.
PN Optional.
Specify the part number, which can be left blank.
Optional.
ssID The length of the SSID ranges from 4 to 32 characters. The supported characters

include letters, numbers, and special symbols ("_", "-", "." or "@"). When setting
multiple SSIDs, separate them with commas (,), such as: ssid-test1, ssid-test2.

SSID Password

Optional.

The length of the password should range from 8 to 32 characters. The supported
characters include letters, numbers, and special symbols (@!"#<>=[]()._-). When
setting multiple passwords, separate them with commas (,), such as: 8888888rrrrr,
999999ddddd.

Alias Optional.

i
Specify the alias of the device. Up to 64 characters can be configured.
Optional.

Room Specify the room number where the AP is located. For example: 301.
Supports entering 1 to 32 characters.

. Optional.

Building Name . o i
Specify the building name. Up to 32 characters can be configured.

Remark Optional.
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Up to 32 characters can be entered.

» Introduction to the custom batch import template:

To use a custom configuration template, follow these steps to customize a template:

1) Click "Click to select devices parsing rule".

device Add 20X

Download and fill in the template. Up to 200 records can be imported

|

"xls" File Download Template

Click to select devices parsing_rule ( Deafult Template )

Check Name SnPosition  SsidPosition SsidPasswordPosition RoomPosition BuildingNamePosition RemarkPosition Action

Previous 0/0 Next

2) Click (T modify the default parsing rules, or click the Add button to add new rules.

Check Name SnPosition  SsidPesition SsidPasswordPosition RoomPosition  BuildingNamePesition  RemarkPosition Action
] [ ] L] [ ] L] L] L] Mo

Previous 0/0 Mext

Items Description
Name Specifies the template name.
SnPosition Specifies the starting column position of SNs in the template.
SsidPosition Specifies the starting column position of SSIDs in the template.
SsidPasswordPosition Specifies the starting column position of SSID passwords in the template.
RoomPosition Specifies the starting column position of room numbers in the template.
BuildingNamePosition Specifies the starting column position of building names in the template.
RemarkPosition Specifies the starting column position of remarks in the template.

3 Note

° Users can customize the parsing rules in Excel files from columns A1-Z1 and rows 1-15.
e  The custom template format supports .xIs only.
° If an entry is left blank, it will not be imported when the template is uploaded.

3) é—\)flt(er setting the rules, click the save icon. When "Do you want to save the parsing rule" appears, click

Check Name SnPosition  SsidPosition SsidPasswordPosition RoomPosition  BuildingNamePosition = RemarkPosition Action
© ] ] Be

Previous 0/0 Next
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4) After the "The parsing rule added successfully" prompt appears, the rule is added.

Message

The parsing rule added successfully.

5) Create a new blank .xIs file, fill in the relevant information in the corresponding position and save it.
4 A | B , C D
‘Iﬂ 12345667 SSID-TEST admin@ruijie 101

2
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4.1.3 Deleting APs

JaCS provides two ways to delete an imported AP from a specific project.

[ | Deleting a AP

B Deleting APs in Batches

4.1.3.1 Deleting a AP

Follow the steps below to delete an AP from a specific project.

1 onthe Project interface, select the project where the AP resides, and then click AP to enter the AP

management interface.

Ruijie & (3 Dashboard & Project
o W — - - -
R 0 Gateway A 0 Switch = o ap 5 0 Ghn = o or S oow
= Devices
& Client

2 Hang over your cursor on the ¢ icon in the Action column of the AP to be deleted, and then click Delete.

Upgrade Web CLI eWeb O More Q OIS
@ No data selected
Project Name Online Status SN Config Status MAC Model Alias MGMT IP Egr Actions
Test2 = Not Online Yet 125642300 Not Synchronized Empty £ D

totalof 1 [1] 10/ page

3 When the deletion confirmation prompt appears, click OK.

Alias Are you sure you want to delete this device?

cancel ﬂ

Empty £
total of 1 10/ page

4 \When the "Succeeded" prompt appears, the operation is completed.

Ruiie & ") Dashboard @ Project

@ Succeeded.

& Testl
Total Number of Devices:0

1 Overview - == s o our oy
o™ 0 Gateway T 0 Switch TR0 AP B2 0 Ghn == 0 oL 8 0 ONU

= Devices

4.1.3.2 Deleting APs in Batches

Follow the steps below to delete APs in batches:

1 Select the APs to be deleted, click More, and then click Delete.
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® Add Upgrade Web CLI eweb Q OI®
@ 1 records selected  Clear
Move to
Project Name onl D N Config Status MAC Model Alias MGMT IP Egr Actions
Reboot

Test2

Set Initialize Configuration

Restore Factory Settings
totalof 1 [ 1] 10/ page

If you want to delete all APs, you can check the Select All checkbox.

Upgrade | WebCLI | eweb © More Q O©OoIB

@ 6 records selected  Clear

Project Name Online Status SN + Config Status MAC Model Alias % Actions
V2.0.1.51 ® Offline SN35114648790 @D onized 9¢35.1141.1466 RG-MA3511-AC Empty£
V2.0.1.51 © Not Online Yet GN3M57010028 Not Synchronized TEST22
V2.0.1.51 * Not Online Yet Not Synchronized TEST3Z
V2.0.1.51 ® Not Online Yet GN3M5Z010030 Not Synchronized TEST4Z
V2.0.1.51  Not Online Yet Not Synchronized TESTSZ.
V2.0.1_51 ® Not Online Yet GNM5Z1010027 Not Synchronized TEST12

total of & m 10/ page

2 After"Are you sure you want to delete the device?" prompt appears, click OK.

Upgrade | ' @ Are you sure you want to delete? Q

@ 2 records selected  Clear cancel u

Project Name onl  Delete ] T
Reboot

Test2 o b ) Mot Synchronized

Set Initialize Configuration

Restore Factory Settings

Test2 ot hronized

3 After the "Succeeded" prompt appears, the operation is completed.

& Testl
Total Number of Devices:0

) Overview

e onu

- . our
®F ™ 0 Gateway B 0 Switch T g AP B 0 Ghn = o o 0 ONU
= Devices o
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4.1.4 Moving APs

Follow the steps below to move an AP of a project to another project. After moving, all configurations and rules of the
new project will be applied to the AP.

1 Select the AP to be moved.

Upgrade Web OLT eWweb Q More Q O1I@d
© 1records selected  Clear
Project Name Online Status SN Config Status MAC Model Alias MGMT 1P Egn Actions
Test2 Mot Online Yet Mot Synchronized EmptyZ
total of 1 [ 1] 10/ page
2  Click More and select Move to.
[ONY"M upgrade | webCU  eweb O More Q 0OIs
© 1records selected  Clear E
Project Name: onl  Delete N Config Status MAC Model Alias. MGMT IP Egr Actions
Reboot
- 2 ] ) Mot Syndl zed Empty £
e 3 Set Initialize Configuration e met
Restore Factory Settings
totalof 1 | 1] 10/ page

3 Select the new project and click OK to complete the operation.

Select Project S X

| s Testl

s Test2

s Testl '
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4.1.5 Restarting APs
Follow the steps below to restart a AP remotely via JaCS.
1 Select the devices that need to be restarted.

oot verat || O e a

@ 1records selected  Clear

(] Project Name Online Status SN Config Status
Japan Office » Online G1QDAUL003617
Japan Office « Online GIRPSEBO2911C Sunchronize Failed

2 Click More, and then click Reboot.

@ add Upgrade Web CLT O More Q
@ 1 records selected  Clear
Move to
L] Project Name Delete SN Config Status
= Japan Office 1QDAUVG03617
B I Restore Factory Settings
* Online Synchronize Failed

Japan Office

Device Management

OIS
Alias MGMT IP Egn Actions
APO1L 192.168.2.19 22111
APO2-22 1921682113 221.11
tatalo‘z[ 1 ] 10/ page
QOIS
Alias MGMT IP Egr Actions
APOTZ 192168219 22111

0222 1921682113 22111

totalof2 [ 1] 10/page

3  Whenthe operation confirmation box appears, click OK to complete the operation.

Message

Are you sure you want to reboot the device?
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4.1.6 Restoring APs to Factory Settings

Follow the steps below to restore an AP to factory settings. This function is only supported on RG-AP180 series

access points.

1  Select the AP to be restored to factory settings.

[OF N | upgrace | webcu eWeb Q More Q NIS

@ 1 records selected  Clear

" Project Name Online Status SN Config Status MAC Model Alias MGMT IP Eg Actions

00DemofRIRIE  Online 234942572007 00d0.2312.446d AP130-PE Empty 2 192.168.2.13 12
00DemofBERIE + Online G1aHDW00051 EEED nchronize: ecb?.704e.7226 RG-MA2810 6022 192.168.14377 1112

2 Click More, and then click Restore Factory Settings.

@ Add Upgrade Web CLT eweb O More Q 0TS
© 1 records selected  Clear
Move to
L} Project Name onl Delete N Config Status MAC Model Alias MGMT IP Eg Actions
Reboot
DemoFRiE 07 0d0.2312.446d P180- Empty 2 192.168.2.13 2
00DemofFRIE Set Initizkze Configuration 000.2312.446 AP180-PE Empty £ 192.168.2.1 12
00DemoFRIEE 0931 IEE) onize ech9.704e.7236 RG-MA2810 19216814377 111.2

3 When the confirmation box appears, click OK to complete the operation.

Message

Are you sure you want to restore the device to

factory default settings?
cancel n
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4.1.7 Delivering Configuration via Web CLI

Click Web CLI to open the device's Web CLI interface. Web CLI is mainly used to view device configuration
information, diagnose device connectivity, and view device operating status. Also, Web Console provides a function
similar to Telnet, which can remotely connect to the device and manage the device by entering the CLI commands,

which is convenient and easy to use.

Web CLI
SN-C234942572007 Background color: [ Il [ | Clear |
Diagnose  Web Console
Version Please select the target operation on the left
Connectivity = Running Config
Running Status =  Startup Cenfig
o Log

Client =

WLAN . Curmrent Mode

i Current Time
Wireless Secu... >
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4.1.8 Accessing the AP’s eWeb

Follow the steps below to access the AP’s eWeb via JaCS:

1 Select the device and click eWeb.

@ Add Upgrade Web CLI eWeb & More Q

OIT®
@ 1 records selected  Clear
[] Project Name Online Status SN Config Status MAC Model Alias Actions
00DemofBiE!E ® Online €234942572007 00d0,2312.446d AP180-PE Empty £

2 After creating the tunnel, the eWeb interface of the device will automatically open in a new tab. If the eWeb of

the device does not open automatically, you can click click here to jump manually or try to recreate the tunnel.

Tip X

Succeeded to create the tunnel. eWeb system is connected.

If the web

to click here to config.

nfiguratio
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4.1.9 Initial Configuration Template Management

Once an initial configuration template is applied to a project, JaCS will send the configuration in the template to the
APs in the project when they go online for the first time. Currently, this function only supports RG-AP180 series

access points and RG-MA3511 series products.

4.1.9.1 Creating an Initial Configuration Template

Navigate to Dashboard > My Created > Template Management to enter the initial template configuration

management interface. And then follow the steps below to create an initial configuration template:

1 Click Add.

Template Management

| Config Template List@(Th tion templa pplical to A s a i C .3
Template Name status | Latest Update on Description Action
No Data
0 » [ 0. )Total:0

2  Enter the template name (required), template description (optional), select the template status, and then

click Save.
Add
Template Name | Please enter the template name. ‘ *
Description [ Please enter the template description
4
Enabled
L Note

e The template is disabled be default.

e The length of template name cannot exceed 64 bytes, and the length of the description cannot exceed

128 bytes.

3 After saving the template, click Edit to further configure the template.
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Add

@ Save succeeded.

Next, you can configure the detail settings of the template. [© Edit

Cancel

4 Setthe initial template configuration as needed. After the specifying the configuration, click Save.

The initial configuration template consists of the following parts: template basic information, basic
configuration, wireless configuration, security configuration, factory configuration and other configuration

interfaces.

Madify

| Template Info

Template Name | Testl * Description | Please enter the template description. Enabled E

Basic  Wireless Configuration  Security Factory Settings  Others

| Wireless Configuration

WPS @ Encryption Mode @ | Open v

Radio
Radio1(2.4GHz) Radio2(5GHz)
ON/OFF « ON/OFF «
STA Limit@ [ l STA Limit@ [ l
Bandwidth [ I "l Bandwidth [ 20/40/80MHz VI
Channel [ Auto (CH1-11) V] Channel [ Auto (W52+W53+W56) V]

| Network Settings

DNS 1 [ Enter the DNS DNS 2 Enter the DNS

| Security

eWeb Settings
eWeb &

User Name I admin * eWeb Password el

Telnet Settings @
Config Delivery

| Advanced
IPv6 Pass-through CJGI0/T0WAN) [JGi0/2(LAN) [DJSSID

Time Synchronization @
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(1) Template Information
In the template configuration tab, you can modify the template name, template description and template

status. After modifying the information, click Save.

| Template Info

Template Name [ Test * Description | Please enter the template description. Enabled @

(2) Basic Configuration
The Basic configuration tab includes wireless configuration, network settings, security settings and
advanced settings. The specific configuration items are as follows:

Basic Wireless Configuration Security Factory Settings  Others

| Wireless Configuration

wrs @ Encryption Mode @ | Open v
Radio
Radiol (2.4GHz) Radio2(5GHz)
ON/OFF « ON/OFF «
STA Limit@ [ l STA Limit@ [ l
Bandwidth [ 20MHz "l Bandwidth [ 20/40/80MHz -'l
Channel [ Auto (CH1-11) VI Channel [ Auto (W52+W53 +W5E) VI
| Network Settings
DNS 1 [ Enter the DNS DNS 2 Enter the DNS
| Security

eWeb Settings
eWeb @

User Name l admin # eWeb Password W

Telnet Settings @
Config Delivery

| Advanced
IPv6 Pass-through [DGI0/1(WAN) (JGi0/2(LAN) [SSID

Time Synchronization @

Items Description

Wireless Configuration

The WPS is enabled by default.

WPS, or Wi-Fi Protected Setup, is a network security designed to simplify the

process of connecting devices to a secure wireless network. It was developed by

WPS
the Wi-Fi Alliance to make it easier for users to set up and manage their Wi-Fi
networks without needing to remember complex passwords or go through
complicated configuration processes.
Defaults: Open.

Encryption Options:

Open, WPA -PSK, WPA2-PSK, and WPA/WPA2-PSK
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Radio Frequency

Radio frequency switch button. Radio 1 (2.4GHz) and Radio 2 (5GHz) are

ON/OFF enabled by default.
. Optional.
SAT Limit .
Set the limited number of SATs allowed to access the AP. Range: 1-100.
Defaults:
Radio1 (2.4GHz) 20 MHz ;
Radio2 (5GHz) 20/40/80MHz.
Bandwidth 0ptions:
Radio1 (2.4GHz): 20 MHz and 20/40 MHz
Radio2(5GHz): 20 MHz; 40 MHz; 80 MHz; 20/40 MHz; 20/40/80 MHz;
20/40/80/160 MHz
Defaults:
Radio1(2.4GHz) —— Auto (CH1-11) ;
Channel Radio2(5GHz) —— Auto (W52+W53+W56)
Options:
Radio1(2.4GHz): Auto (CH1-11); Auto (CH1-13)
Radio2(5GHz): Auto (W52+W53); Auto (W52); Auto (W52+W53+W56)
Network Settings
DNS 1 Optional.
Set the preferred DNS.
DNS 2 Set the alternative DNS.

Security Settings

eWeb @& The eWeb is enabled by default.
Set the eWeb login account name.
User name .
Defaults: admin
Set the login password for eWeb.
eWeb The password length must range from 8 to 31 characters. The supported
characters include letters, numbers, and special characters (@!*#<>=[]()._-).
Telnet

Config Delivery

Defaults: Disabled.

Itis not recommended to enable this feature. If this feature is enabled and a Telnet
password is configured, the Telnet password will be sent to the device. If this
feature is enabled but a Telnet password is not configured , the Telnet password
configuration of the device will be cleared.

Advanced Settings

IPv6 Pass-through

Defaults: N/A.

You can configure the IPv6 pass-through function to control the device's ability to
forward IPv6 packets. If the IPv6 pass-through function is disabled, the device will
discard received IPv6 packets, thus preventing irrelevant IPv6 packets in the
network from occupying device operating resources and affecting network
performance.

Options: Gi0/1(WAN), Gi0/2(LAN) and SSID

Time

Synchronization

Defaults: Enabled.

When the time synchronization is enabled, the device time can be synchronized
through the NTP protocol so that the device time will be consistent with the time
on the NTP service.
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(3) Wireless Configuration Tab
Basic Wireless Configuration  Security  Factory Settings  Others

Hide SSID @

5G-prior Access

Client Limit@ Range: 1-256 (1-256)

Items Description

Hide SSID Defaults: Disabled.

Defaults: Disabled.

5G-prior Access When the 5G-prior access is enabled, the device preferentially guides clients to
access the 5GHz band.

Optional.

Client Limit Set the limited number of clients that can be connected to each AP (Range: 1-256).
If it is left blank, it means that no number limit.

(4) Security Configuration Tab

Basic Wireless Configuration Security Factory Settings  Others

User Isolation @

Communication Mode (OBroadcast @ Unicast () Multicast

Items Description

Defaults: Disabled
Set user isolation mode.

Currently only supports Layer 2 isolation. When user isolation is enabled, intra-
SSID isolation, inter-SSID isolation, and LAN - WLAN isolation are automatically
enabled by default.

Options:

Inter-SSID: When the inter-SSID isolation is enabled, clients under different SSIDs
will not be able to communicate with each other.

Intra-SSID: When the intra-SSID isolation is enabled, clients under the same SSID
will not be able to communicate with each other.

LAN-WAN: When the LAN-WAN isolation is enabled, clients under the LAN and
SSID will not be able to communicate with each other.

User Isolation

Communication Defaults: Unicast.
Mode Options: Broadcast/Unicast/Multicast

(5) Factory Configuration Tab
The factory settings refer to the configurations kept after the device is restored to factory settings. The

factory settings take effect only after resetting the device by pressing its reset button. After the factory

settings take effect, all global configurations and other configurations will be cleared.

You can use an existing template or click Manage to create a new one. The specific steps are as follows:

a. Click Add to enter the template creation interface.
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Add

| Network Settings

Device Management

(S

Action

Name

Subnet Mask Gateway DNS1 WLAN Planning 2.4G Channel 5G Channel Users

No Data

Name [ * IP I Static IP VI [ e.g. 192.168.1.x *
Subnet Mask [ Subnet Mask, e.g. 255.255.255.0 * Gateway I Gateway address, e.g. 192.168.1.1 *
DNS 1 [ Enter the DNS = DNS 2 I Enter the DNS ]

| wireless Configuration
WPS [ & WPS Button | @ IPv6 Pass-through @
2.4G Channel [ Auto (CH1-11) | * 5G Channel I Auto (W52+W53+W56) v *
2.4G STA Limit [ 30 * 5G STA Limit I 30 *

WLAN Planning

| User settings of eweb

() 24G & 5G in the same WLAN @ 2.4G & 5G in different WLANs

Items Description
Network Settings
Required.
Name .
Specify the template name.
Optional.
IP Specify the IP address. Supports configuring static IP or obtaining IP address
through DHCP.
Subnet Mask Required.
Specify the subnet mask.
DNS 1 Required.
Set the preferred DNS.
DNS 2 Optional.
Set the alternative DNS address.
Wireless Setup
WPS Defaults: Enabled
Defaults: Enabled.
WPS Button .
Used to control whether the WPS button on the device panel works.
IPV6 Pass- Defaults: Enabled.
through
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Defaults: Auto (CH1-11).

2.4G Channel i
Options: Auto (CH1-11) /Auto (CH1-13)
Defaults: Auto (W52+W53+W56).

5G Channel
Options: Auto (W52+W53); Auto (W52); Auto (W52+W53+W56)
Required.

2.4G STA Limit Set the limit number of STAs allowed to access 2.4 GHz.
Defaults: 30
Required.

5G STA Limit Set the limited number of STAs allowed to access 5GHz.

Defaults: 30

WLAN Planning

Defaults: 2.4G and 5G are in different WLANSs.

Options: 2.4G & 5G in the same WLAN; 2.4G & 5G in different WLANSs .

eWeb Account Settings

Username

Defaults: admin.

Password

Set the password for the admin user.

After filling in the required information, click OK to save the factory configuration template.

Add

| Network Settings

Name

DNS 1

WPS

2.4G Channel

2.4G STA Limit

WLAN Planning

Factory Configuration

Name

Wireless Configuration

l TEST - IP DHCP v e.g. 192.168.1.x

l 202.96.128.166 * DNS 2 I Enter the DNS

[ @ WPS Button « IPv6 Pass-through @

l Auto (CH1-11) vl 5G Channel I Auto (W52+W53+W56) v
l 20 * 5G STA Limit I 30

(O 24G & 5G in the same WLAN @ 2.4G & 5G in different WLANs

User Settings of eWeb

User Name | admin ] Password l sesenenee iR

Once a template is created, it will be displayed in the list. Click OK to return to the factory setting page.

Name

Subnet Mask  Gateway DNS 1 WLAN Planning 2.4G Channel 5G Channel

Users

c on-

Action

I TEST

DHCP

20296128166 2.4G & 5G in different WLANs Auto (CH1-11) Auto (W52+W53+W586)

admin

“o |

Pull down the selection box and select the newly created template, and then click Save.
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Modify

| Template Info

Template Name | Testl * Description | Please enter the template description. Enabled

Basic  Wireless Configuration  Security Factory Settings Others

@Select Factory Setting [ TEST -l @ m

Cancel

Cd Note
e  After restoring factory settings, you need to press the device's reset button to make the factory
settings take effect. After the settings take effect, all global configurations and other configurations

will be cleared.

° If you change the factory settings of the template, it will take effect in all projects to which the template

is applied. Only the factory setting template that has not been applied can be deleted.

(6) Other Configuration Tabs
The Other configuration tab supports setting scheduled restarts, managing LED lights, and remotely disabling

or enabling the buttons on the device.

Basic Wireless Configuration  Security  Factory Settings  Others

Periodical Restart «

(O)Simple Policy @ Sophisticated Policy

Date Start Time  00:00 +

LED (O Enabled () Disabled @LED Schedule @

Date I Monday vl Time ‘ 02:00 - 03:00 +

Panel(You can enable or disable buttons on the faceplate in the follows.)

WPS «

Reset «

Power [ @]

Power on Status ‘?Standby @Run
Items Description

Restart the switch in a specific time. This function is disabled by default.

After it is enabled, you can configure the scheduled restart policy. Currently, two types
Periodical of policies are supported, simple policy and complex policy.

Restart Simple policy can specify a fixed time of a day to restart the device. Complex policy can
specify a certain time of day to restart the device every week.

Click the + icon to add multiple time periods.
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LED to turn the LED on at a scheduled time.

Click the + icon to set multiple time periods.

The LED is enabled by default. You can specify a time period from Monday to Sunday

power button, and set the power status.
Panel

state to running.

On the Panel interface, you can turn on or off the device's WPS button, reset button and

Defaults: Turn on the WPS button, reset button, and power button, and set the power

Click the buttons in the Action column to edit, copy and delete a template.

Initial Config Template

| Config Template List® (The configuration template is applicable only to AP180 series access points.)
Add
Template Name Status, Latest Update on
Test Enabled 2024-06-05 11:48:41
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41.9.2 Copying an Initial Configuration Template

Follow the steps below to copy an initial configuration template:

1 Click the © button in the Action column of the template you want to copy.

Initial Config Template

| Config Template List®(The configuration template is applicable only to AP180 series access points. CcC -4
Template Name status‘ Latest Update on Description Action
Test Enabled 2024-06-05 11:48:41 Qe
1 o t 0. | Total:1

2  Enteranew template name (required) and description (optional), then click Save.

Copy
Template Name Test2 I .
Description Please enter the templa

Save Cancel

3 The copied initial configuration template will be displayed in the list. Except for the template name and

description, the other configurations of the copied template are the same as the original one.

Template Management X
| Config Template List@ (The configuration template is applicable only to AP180 series access points. CcC 8~+3
Template Name Statu:‘ Latest Update on Description Action
I Test2 Disabled 2024-09-02 21:06:18 A B O I
Test Disabled 2024-09-02 21:03:43 AT
Tt ‘ Totl:2
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4.1.9.3 Applying an Initial Configuration Template to a Project

Initial configuration templates can only be used for configuring AP180 series access points now. The RG-MA3511
series devices will be supported in the future. When an initial configuration template is applied to a project, the
configuration set in the template will be delivered to all AP180 series access points in this project when they go
online for the first time.

Follow the steps below to apply a template to a project:

1 Clickthe & in the Action column of the template.

Template Management X
| Config Template List®(The configuration template is applicable to AP180 series access points Cc omen
Template Name status | Latest Update on Description Action
Test2 Disabled 2024-09-02 21:06:18 GZ B
Test Disabled 2024-09-02 21:03:43 AKB @
S ‘ (0. )Tota:2

2  Selectthe project and click Save.

Select Project(s)

"
o

v @ AL
) Group 1
2 Test!

= Test2

3 When the confirmation prompt box appears, click OK.

Message

Are you sure you want to modify the applied
project of the template?
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Follow the steps below to apply a template to a specific device:

1

Enter the AP management page.

& Project

Dashboard

Device Management

& default
Total Nurber of Devices:5
& crariew = . w
R 1 Gateway 2 Switch - 4 AP 58 0 Ghn _—
& Devices
& Client
e | () (o ) (0 e a
= RF Planning @ No data selected
® Reaming Project Name. Online Status~ ~ SN - ConfigStatus * MAC
default « Offine G1PDBPWO28735 MotSynchronized  cObBeslensac
# Device Config >
default « Offline GIRP3LMO48296 Not Synchronized 5416.51¢b.58c0
@ Auth & Account *
sonitoring defaut « Offline GIRPBI030323 D 10823425 2480
defautt * Not Orline Vet ASDARSOFF Mot Synchronized

Ml Network Details >

0 or

Model

AP180-AC

AR120-PE

RG-AP180-AC

1 ONU

Alias.

asdis

Empty£

AP180,_jilei £

12345678901234567.

2 Select an AP180 device for which the configuration template should be initialized.

@ Add Upgrade Web CLI eWeb O More

@ 1 records selected  Clear

. Project Name Online Status SN Config Status MAC Model
00DemoFRIEIE « Online €234942572007 synchronized 00d0.2312.446d AP180-PE
ooemofSIRI * Online G1QHEXWOCO! onizer ech9.704e 7336 RG-MA2810
000emofEiRIR  Online G1RQEYBOO0376 7085.c492.d570 AP180-PE
3 Click More, and select Set Initialize Configuration.
BT  Usgede | webcu | eweb | O More | Q
@ 1records selected  Clear
Move to
- Project Name onl Delete N Config Status MAC Model
Reboot
2 5 oo7 Synchronized 2312.446d -
] 00DemoFRIRIA Synchroni 00d0.2312.446¢ AP180-PE
Rests Fact: ethl <
00DemoFRIEtE estore Factory Settings 0981 JEEED Synchronized ecb9.704e.7236 RG-MA2810

4  Select an initial configuration template, and then click OK. To view and

template information, click Detail.

Set Initialize Configuration

* Config Template: | testhotel

AP180V4

Detail

testhotel
mirainet
IPVE-ON
# >+demaf

e (D
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Alias

Empty£

6022

Empty 2

Alias

Empty

modify the initial configuration

$ MGMT 1P

192.168.254

1722093.79

192.168.1.150

MGMT IP

192.168.2.13

192.168.143.77

192.168.2.89

MGMT IP

192168213

192.168.143.77

©OITH
Egr Actions
1203
1203
171
OIS
Eg Actions
2
ma2
2211
OIS
Eg Actions
12

M2
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4.1.9.4 Deleting an Initial Configuration Template

Follow the steps below to delete an initial configuration template:

1 Clickthe T icon in the Action column of the template to be deleted.

Template Management

| Config Template List@(The configuration template is applicable only to AP180 series access

Template Name Status,
Test2 Disabled
Test Disabled

2 When the confirmation box appears, click OK.

Message

Are you sure you want to delete Template
Test2?
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Latest Update on
2024-09-02 21:06:18

2024-09-02 21:03:43

Device Management

o = we
c &-5

:

Description Action

~ze@

AEB B

0. )Total:2
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41.10

Device-Specific Configuration Template Management

Device Management

JaCS supports configuring APs in a project via using a device-specific configuration template. The configurable

items include IP addresses, gateway addresses, DNS, SSIDs and passwords.

3 Note

Up to 200 devices can be configured each time.

The specific steps are as follows:

1 Select the project. And navigate to Device Config > AP Template > Device-specific Config to enter the

device-specific configuration template management interface.

Ruiie &> 0

Dashboard Project 88 Al Assistant

(0] Overview
&= Devices

0= Client

Initial Config Template  Device-specific Config

| Device Config List@

[ Import Config @ Download Template

2 Click Download Template to download the device-specific configuration template.

Initial Config Template  Device-specific Config

| Device Config List®
(% Import Config | 1 Download Template )
N

SN IP Address.

Cc o#-x

Gateway 2.4G ssID 2.4G SSID Password 5G SsID 5G SSID Password Update Time

No Data

o Jafo . ios JTetat0

3 Fill in the template.

TR

Items Description
SN Required.
A SN length ranges from 6 to 32 characters, such as: G1PD7PWO00060B.
IP Address Set the device's IP address and subnet mask. Both the IP address and subnet mask can

Subnet Mark

be left blank. If left blank, the device will obtain the IP address and subnet mask through
DHCP.

Gateway

Optional.

Set the gateway address. If the IP address is set to a static address, you need to fill in
the gateway address.

2.4G SSID

Optional.
If the 2.4G SSID is not specified, the original SSID of the device will be kept. The length

of a SSID ranges from 4 to 32 characters. The supported characters include letters,

numbers, and "@". If you want to set multiple different SSIDs, use commas
(,) to separate them, for example: SSID-test1, SSID-test2. Up to 3 SSIDs can be
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configured.

Note: The SSID is required if the password has been set.

2.4G SSID
Password

Optional.

If the 2.4G SSID password is left blank in the template, clients can access the SSID
without a password. The length of a password ranges from 8 to 32 characters. Letters,
numbers, and special characters (@!"#<>=@])_-) can be contained in a password. If you
need to set multiple different passwords, separate them with commas (,), such as
“88888888rrrrr, 999999ddddd”. A maximum of 3 passwords can be configured. The SSID
and password must correspond to each other in order.

5G SSID

Optional.
If the 5G SSID is not specified, the original SSID of the device will be kept. The length of

a SSID ranges from 4 to 32 characters. Letters, numbers, and special characters ("_",

"t "@") can be contained. If you want to set multiple different SSIDs, separate them
with commas (,) such as “SSID-test1, SSID-test2”. Up to 3 SSIDs can be configured.

5G SSID

Password

Optional.

If the 5G SSID password is left blank in the template, clients can access the SSID without
a password. The password length is 8-32 characters. Letters, numbers, and special
characters (@!"#<>=@)][)_-) can be contained. If you need to set multiple different
passwords, separate them with commas (,), such as “88888888rrrrr, 999999ddddd”. Up
to 3 passwords can be configured. The SSID and password must correspond to each

other in order.

4 Atter filling in the information, click Import Config to import the template. When importing a template, the

system will verify the parameters in the template. The import process will be stopped when one of the

following situations occurs:

(1) The SN in the template is not available in the current project;
(2) The IP address format is incorrect.
(3) The number of SSIDs and the number of passwords are different.

Initial Config Template  Device-specific Config

| Device Config List@

CcC n-%

[< Import Config ® Download Template - ~
SN Q Search

SN IP Address

Gateway 2.4G SSID 2.4G SSID Password 5G ssID 5G SSID Password Update Time

No Data

0 " " 10 JTcIaI:O

After importing, the device configuration will be displayed in the Device Config List, including the device's
SN, the IP address, the 2.4G SSID, the 2.4G SSID password, the 5G SSID, the 5G SSID password, and

update time.

Apartment 1~ | Search Network

Initial Config Template  Device-specific Config

| Device Config List@

S

SN 1P Address

1234561

123265330

Gateway 2.4G 5SID 24 $SID Password 56 551D 5G SSID Password Update Time
S5ID2-256 $5ID2-56 2024-06-05 15:09:52

SSID1-246 $5I01-56 2024-06-05 15:09:52

(g JTotat:2
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This section gives a brief introduction to the switch management interface and operation steps on JaCS, including:

Switch Management Interface: Introduces the switch management interface of JaCS.

Adding Switches: Introduces how to add or batch add switches to an existing project.

Deleting Switches in Batches: Introduces how to delete or batch delete switches from an existing project.

Moving Switches: Introduces how to move a switch from the project it resides to another project.

Restarting Switches: Introduces how to remotely restart an online switch device through JaCS.

Configuration Replacement: Introduces how to synchronize the configuration of an imported switch to a new

switch.

Delivering Configuration via Web CLI: Describes how to use the WEB CLI interface to send configurations to

switch devices.

4.2.1 Switch Management Interface

Click Project > Switch to go to the switch management interface. The switch device list will display the information

of all switches in the current project by default.

& default

@ Project

o <i
Total Number of Devices:8"
- - ) < ot onu
" 1 Gateway T 2 Switch T4 AP =R 0 Ghn == 0 oL - 1 ONU

) Overview
= Devices
& Client
Upgrade  Replace  WebC O More ©oIs
% RF Planning © No data selected
® Roaming Project Name: online Status SN 2 MAC Model Alias MGMT IP Egress IP Firmware\  Actions
default « Offline 1234942540417 00006223376 XS-51930)-18GT2SFP.. 1930-18poe-18e.2 10522572 1121116181 X$1930) RGOS 114
# Device Config  *»
1121212 » Not Online Yet EWQADA123 12345678901234567... £
@ Auth & Account >
totalof 2 1] 10/ page
Items Description

Project Name

Displays the name of the project where the device is located.

Online Status

Displays the online status of the device. The status of the device includes: Online/Offline/Not
Online Yet. Click the filter icon to filter devices by online status.

Displays the SN of the device.

SN Click the SN number of a device to view its details.

Configuration Displays the configuration status of the device.

Status Click the filter icon ¥ to filter the devices by configuration status.
MAC Displays MAC information of the device .

Model Displays device models.

Alias Displays aliases of devices.

MGMT IP Displays the management addresses of devices.

Egress IP Displays egress IP addresses of devices.
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F|rmyvare Displays firmware versions of the devices.
Version
Last See On Displays last online time of devices.
Action Delete button is available in the Action column. Click the delete button to remove the device
from the project.
Buttons Description
© Add Add button. Click this button to enter the device adding interface.
Upgrade Upgrade button.
Configuration replacement button.

Replace You can synchronize the configuration of an old device to a new one of the same model.
After configuration replacement task is created, the configuration of the old device will be
sent to the new one when it is online.

b O Web CLI button. Select the device and click this button to send configuration to the device
through Web CLI.

O More Click this button to display more operation buttons, including: Move, Delete, and Restart.
Automatic refresh button.

«© The automatic refresh button is enabled by default. When it is enabled, the switch device list
will automatically refresh once every minute.

(@] Manual refresh button. Click this button to manually refresh the switch list.

I Row height adjustment button. Click this button to adjust the row height.

B Click this button to customize the displayed items in the switch list.

Q

Search box. Supports searching switches by SN, MAC, or alias.

Click the SN of a switch in the switch list to check its detailed information. The detailed interface consists of port

panel, basic information, device overview, device port, configuration, PoE, diagnosis and downstream devices.

Total Number of Devices:5

.l'—--' 1 Gateway

® Add

@ No data selected

Project Name

Japan Office

Japan Office

Upgrade

Replace

- ™ - .
BT 2 Switch [ Y =% 0 Ghn f== o olT N o onu
Web CLT O More Q 0O I @
oOnline Status SN Config Status MAC Model Alias MGMT IP Egress IP Actions
» Online G1QH555000158 Synchronized ech9.7015.349¢ XS-51930J-8GT2SFP-P Ruijie# 192.168.2.11 221.116.116.90
» Offline G1QHIMKO10455 Not Synchronized ecb9.7015.4644 XS-51930J-8GT2SFP Japanczwtei 192.168.2.83 221.116.116.92

total of 2 10/ page
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Device Detail X
Eluplink and downlink ports can not be selected at the same time. e
L] [ ] '] ¥ % =
1G/10G/25G 10M/100M Shutdown-port Shutdown-5VI Nen-configurable PoE Power Error Blocking Uplink Copper SFP Aliss: Fusfie.#*
13 5 7 Model: X5-51930)-BGT2SEP-P
. @. . SN: G10QH355000158
w 7 .
4 B8 D D MAC: &cb9.7015.34%¢
Firmware Version: X51930) RGOS 11.4(1)B70P18,
[ Select Downlink Ports ] l Deselect ] e
MGMT IP: 192.168.211
Overview Ports Config PoE  Diagnose  Downlink Device PeEmi “
| CPU & Memory Usage | Connectivity Last1Day  Last7 Days

CPU Memory

16:00 20:00 0:00 4:00 8:00 12:00

| Uplink | Speed Summary e -

Avg Speed(Mbps Uplink Downlink
1.2+
0.94
0.6
6:48:2 92020 220935 004942  03:20:50 08:50:06 113011 14021

| Log Record Devicelog  Configlog  Port Log
cow L
e -t
Tunas Thmsdzbosd =é [T

(1) Port Panel
The port panel displays the port type, status and speed. When you hover the mouse over a port, you can view its
port ID, traffic, rate, type and other information of the port.

[ElUplink and downlink ports can not be selected at the same time.

] O i ] C: %
1G/10G/25G 10M/100M Shutdown-port Shutdown-8WI Non-configurable PoE Power Error Blocking Uplink Copper SFP

i

[

o
2

Select Downlink Ports l Deselect
ElUplink and downlink ports can not be selected at the same time.
0 il | ] % %
1G/10G/25G 10M/100M  Shutdown-port Shutdown-5VI Non-configurable PoE Power Error Blocking Uplink Copper SFP

Select Downlink Ports l l Deselect l

Traffic:
Thr

Overview  Ports  Config
Copper

|l s TH - T W PGSR [y PR P
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(2) Switch Information
The switch information table displays alias, model, SN, MAC address, firmware version, management IP and

description. You can click the editicon #  to modify the alias and description of the switch.

Switch Info

Alias: Ruijie #

Model: XS5-51930)-BGT25FP-P

SN: G1QH555000158

MAC: ecb9.7015.349¢

Firmware Version: XS$1930)_RGOS 11.4(1)B70P18,
Release{09200819)

MGMT IP: 192.168.2.11

Description: a

(3) Overview Tab

MGMT IP: 192.168.3.14

Overview  Ports  Config PoE  Diagnose  Downlink Device CesSpton: s

| CPU & Memory Usage | Connectivity last1Day Last7 Days

s P _
10:00 14:00 18:00 22:00 2:00 6:00

| Uplink | Speed Summary e C

Avg Speed(Mbps) Uplink Downlink
012

0.09
0.06

0.03
'

04 ; 7 ; G q ; g 9
12:30:32 14:06:47  16:45:57 19:24:25 22:02:56 00:41:26  03:19:54  05:58:23  08:36:50

| Log Record Device Log  Configlog ~ Port Log
Type‘ Updated at Content
Reboot 2024-06-11 12:27:27  Device First connect to MACC or MACC address change
Upgrade 2024-06-11 12:27:27  Device version from X51930J_RGOS 11.4(1)B70P18, Release(10201612) to version X51930)_RGOS 11.4(1)B70P18, Release(09200915)

Online/Offline 2024-05-29 15:07:07  Device offline. The final time when it sends packets to MACC is: 2024-05-29 14:58:07 (It is an estimated value. The deviation is 1 minute.)
Online/Offline 2024-05-29 10:14:23 Device online
Online/Offline 2024-05-29 10:14:07  Device offline. The final time when it sends packets to MACC is: 2024-05-29 10:05:07 (It is an estimated value. The deviation is 1 minute.)
Online/Offline 2024-05-23 17:36:39  Device online

Online/Offline 2024-05-23 15:21:07  Device offline. The final time when it sends packets to MACC is: 2024-05-23 15:12:07 (It is an estimated value. The deviation is 1 minute.)

Reboot 2024-05-21 18:48:20  Device First connect to MACC or MACC address change
Upgrade 2024-05-21 18:47:58  Device version from X51930J_RGOS 11.4(1)B70P17, Release(09141816) to version X51930)_RGOS 11.4(1)B70P18, Release(10201612)
Reboot 2024-05-21 18:47:57  Device First connect to MACC or MACC address change

® CPU & Memory Usage

Displays the CPU and memory usages of the switch.
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| CPU & Memory Usage

CPU Memory

O

® Connection

Displays the connection status between the switch and the Cloud in the last 1 day or 7 days.

| Connectivity Last 1 Day  Last7 Days
10:00 14:00 18:00 22:00 2:00 6:00
® Uplink

Display uplink information, including port, speed, duplex, uplink/downlink speed, and uplink/downlink traffic.

| Uplink
Port Gi0y2
Speed 1000M
Duplex Full-duplex
Uplink/Downlink Speed@ 3.73Mbps 1
17.24Mbps
Uplink/Downlink Traffic@ 140.05MB 646.31MB

® Speed Summary
Displays the device's uplink and downlink rates in the last 24 hours. Hover the mouse over a time in the chart to

view the device's uplink and downlink rates at that time.
| Speed Summary @ C

Avg Speed(Mbps) Uplink ~ Downlink
0.12

2024-06-12 05:21:24
® Uplink : 0.11

0.09

0.06 Downlink : 0.01

.|
0 JI \ o FA .l. .'_l 0 9 c A I_-
12:30:32 14:06:47 164557 19:24:25  22:02:56 00:41:26 O REAVERURPAEA RS 36:50 11:15:21

® Log Record
Support viewing three types of device logs, including device logs, configuration logs, and port logs. Logs can be

filtered based on log types and time.
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| Log Record [ Device Log  Config Log PortLDgl

Type‘ Updated at Content
Reboot 2024-06-11 12:27:27  Device First connect to MACC or MACC address change
Upgrade 2024-06-11 12:27:27  Device version from X51930J_ RGOS 11.4(1)B70P18, Release(10201612) to version XS1930) RGOS 11.4(1)B70P18, Release(09200915)

Online/Offline 2024-05-29 15:07:07  Device offline. The final time when it sends packets to MACC is: 2024-05-29 14:58:07(It is an estimated value. The deviation is 1 minute.}
Online/Offline 2024-05-29 10:14:23  Device online
Online/Offline 2024-05-29 10:14:07  Device offline. The final time when it sends packets to MACC is: 2024-05-29 10:05:07(It is an estimated value. The deviation is 1 minute.)
Online/Offline 2024-05-23 17:36:39  Device online

Online/Offline 2024-05-23 15:21:07  Device offline. The final time when it sends packets to MACC is: 2024-05-23 15:12:07(lt is an estimated value. The deviation is 1 minute.)

Reboot 2024-05-21 18:48:20  Device First connect to MACC or MACC address change
Upgrade 2024-05-21 18:47:58  Device version from X51930J_ RGOS 11.4(1)B70P17, Release(09141816) to version XS1930) RGOS 11.4(1)B70P18, Release(10201612)
Reboot 2024-05-21 18:47:57  Device First connect to MACC or MACC address change
First Previous Page | 1 of 1 Next Last Total: 10

(4) Ports Tab
® Port Settings

Support setting the port's admin status, duplex mode, speed, description, PoE, port type, and VLAN ID. After

completing the settings, click Save.

ElUplink and downlink ports can not be selected at the same time.

] ] % % Switch Info
1G/10G/25G 10M/100M Shutdown-port Shutdown-SVI Non-configurable PoE Power Error Blocking Uplink Copper SFP Alias: %2 £
@ 3 5 7 Model: X§-51930)-8GT25SFP-P
-= = -. SN: 1234942570099
> 4868 910 MAC: 00d0.£311.2239

Firmware Version:  XS$1930J_RGOS 11.4(1)B70P18,

Select Downlink Ports ] [ Deselect ] [z e DR S
MGMT IP: 192.168.3.14

Overview Ports  Config PoE  Diagnose  Downlink Device DR pios 4

| Port Settings (Port: Gi0/1)
Admin Status ‘ Enabled v ‘ Routed Port Unsupported
Duplex Mode ‘ Auto-negotiation V.‘ Type ‘ Access V.‘
Speed ‘ Auto v.‘ VLAN ID ‘.2 ‘
Description ‘ ‘
PoE-Capable ‘ On v.‘
Media Type: Copper

@
Lo
® Port List

The port list displays the information of all ports of the device, including port ID, management status, port status,
duplex mode, port type, VLAN ID and PoE status. Click the 4 icon of the Admin Status, Port Type and PoE
Status to filter the port information.
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| Port List
C

Port Admin S!atus‘ Status Duplex Mode Port Type‘ VLANID PoE Status‘ Action
Gio/1 Enabled Connected(1000M) Full-duplex Access 2 Off
Giof2 Enabled Disconnected Disconnected Access 2 Off
Gi0f3 Enabled Disconnected Disconnected Access 2 Off
Gi0/4 Enabled Disconnected Disconnected Access 2 Off
Gi0/s Enabled Connected(1000M) Full-duplex - - Off
Gi0/6 Enabled Disconnected Disconnected Access 2 Off
Gi0f7 Enabled Connected(1000M) Full-duplex Access 2 Off
Gi0/8 Enabled Disconnected Disconnected Access 2 Off
Gi0/9 Enabled Disconnected Disconnected Access 1 Unsupported
Gi0/10 Enabled Disconnected Disconnected Access 1 Unsupported

Previous Page 1 of 1 Next [ 10. |Total:10

(5) Configuration Tab
The Configuration tab consists of seven parts, including VLAN List, SVI&DHCP, DHCP Snooping, RLDP, Device

Config, Service List and Configuration Backup List.

® VLAN List
VLAN List displays the current VLAN ID and the corresponding port number. Click Add to add a VLAN ID.

The specific steps are as follows:

1 Click Add.
| VLAN List
Add Cc »-.
VLAN ID Port Action
1 Gi0/9, Gi0/10
2 GIO/1, GIO/2. GIO/3, G074, Gi/6, Gi0/7, GIo/8 ]
Previous Page 1 of 1 Next Last [ 10. ]Total2

2  Enter the VLAN ID.
Two methods are provided for you to add multiple VLAN IDs:

Method 1: Use commas (,) to separate VLAN IDs. Up to 10 VLAN IDs can be created at one time.

Add

VLAN ID: ‘ 34,58 |

| oK H Cancel ‘

Method 2: Use dashes (-) to separate VLAN IDs. This method can be used to create VLANSs in batches without
any quantity limit, as long as the VLAN range is within 1-4094.

Add

VLANID: | 3-6 |

| oK H Cancel ‘

3 Note

Commas and dashes cannot be used together.
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3 After setting the VLAN IDs, click OK. When the "Added succeeded" prompt appears, the operation is completed.
The created VLAN ID will be displayed in the VLAN list. To delete a VLAN ID, click the delete icon in the Action

column.
Message
Add succeeded
| VLAN List
| Add ‘
VLAN ID Port
1 Gi0y/9, Gio/10
2 Gi0/1, Gi0/2, Gi0/3, Gi0/4, Gi0/6, Gi0/7, Gi0/8

® SVI&DHCP
SVI & DHCP list displays the VLAN ID, SVI, and DHCP pool name.

| SvI&DHCP

| Add |

VLAN ID P DHCP Pool Name

No Data
Page 0

Click Add, and configure the VLAN ID, IP and subnet mask, and then click Save.

SVI&DHCP Configuration

cC -

Action

Action

[ ig. |Total:0

VLAN ID [ 1
" | |
Subnet Mask [ L
| Save | | Cancel |

O Note

VLAN ID range is 1-4094.

® DHCP Snooping

DHCP Snooping is disabled by default. After enabling it, select a port and click Save. If the selected port is not

a routing port, the uplink port is selected by default. If the port connected to the DHCP server is not an uplink

port, you need to select it manually.
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| DHCP Snooping
DHCP Snooping Status «
Trust the selected ports (The uplink port is selected by default)

Selected Unselected Non-configurable Uplink Copper SFP

13 5 7

2 4 6 8 910

Tip: The uplink port is selected by default if it is not a layer-3 interface. If the port connecting to the DHCP server is not an uplink port, please select it manually.
Click to select or deselect the port.

‘ Select All H Deselect || Refresh |

Please click Save after configuration.

® R LDP Status
Rapid Link Detection Protocol (RLDP) is a link protocol used to quickly detect Ethernet link faults. After it is
enabled, if a fault is detected, it will handle the fault according to the rule set on the device, including generating
alarm, port shutdown, disabling the SVI where the port is located, etc. The RLDP is disabled by default. It

supports automatic configuration and custom configuration.

Automatic Configuration:

1 Enable RLDP status.

| RLDP

RLDP status @

2 Click Auto Config to use the system default configuration, that is, to perform loop detection on all ports
except uplink ports and unavailable ports, and set the loop fault handling mode to Block and Alarm. For

loops on aggregate ports, the fault handling mode is Alarm and Close.

| RLDP

RLDP Status @

ine Cont L & ] jal
uto Config Warning Warning and Block Warning and Shutdown Shutdown SVI Unavailable Detection Disabled = Uplink Copper SFP

i3 57

2 4 6 8 9 10

Tip: Click to select or deselect the port.
| Select All ‘ ‘ Deselect | | Refresh |

3 Click OK in the confirmation box to complete the operation.

Message

Uplink port of the switch:

Recommended Config: Detect the loop on all
ports except uplink and unavailable ports.
Loop Detection The solution is Warning and
Block (For Aggregate: Warning and Shutdown
)

n| ke ‘
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Custom Configuration:

1 Enable RLDP Status.

| RLDP

RLDP status @

2  Select the port(s) to be detected. If you want to select all ports, click Select All. To cancel the selection,

click Deselect.

| RLDP

RLDP Status @

- a o - &
Warning Warning and Block Warning and Shutdown Shutdown SVI Unavailable Detection Disabled Uplink Copper SFP

S :

2 468 910

Tip: Click to select or deselect the port. Refresh

I Select All ] [ Deselect

Config Port:  Gi0/1,Gi0/3

Type: Loop Detection v Troubleshooting: Detection Disabled v

3  Select a troubleshooting method. Five troubleshooting methods are provided: Detection Disabled,
Warning, Block, Shutdown-port, and Shutdown-SVI.

| RLDP

RLDP Status @

X ] ] ] L]
Warning Warning and Block Warning and Shutdown Shutdown SVI Unavailable Detection Disabled Uplink Copper SFP

1357

2 468 910

Tip: Click to select or deselect the port. [ Seloct Al J [ Deseloct J l Refresh J

Config Port: ~ Gi0/1,Gi0/3

Type: | Loop Detection v Troubleshooting: Detection Disabled v

Save

Detection Disabled

Shutdown-port
Ishutdown-svi

Before setting the troubleshooting method to Warming, make sure that the RLDP alarm has been enabled

in the Alarm Settings interface.

| Alarm Settings O0DOOIAPAN WiFi e}

s e Contact
Device goes offine -
Device goes online and offiine continually 2po % @
All devices are offine )

High channel usage on AP

System usage(CPU/memory usage) above threshold

l Switch loopback detected (RLDP)

interface updown rate above threshold.
Abnormal network access on Qatewdy
High packet lass rate on gateway
Uplink rate above threshold on gateway

Downlink rate above threshold on gateway

Mnutunné

4  After selecting the port(s) and configuring the troubleshooting method, click Save. When the "Save

Succeeded" prompt appears, the operation is completed.
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| RLDP
RLDP Status @
i [ ] & [ ] [ ]
Auto Config Warning Warning and Block Warning and Shutdown Shutdown SVI Unavailable Detection Disabled Uplink Copper SFP
1357

2 46 8 910

ectthe port [ Select All ] [ Deselect l l Refresh ]

Config Port:  Gi0/1,Gi0/3

Type: Loop Detection v Troubleshooting: Detection Disabled v

® Device Configuration
In the Device Configuration interface, you can create a tunnel.
Click Tunnel to enter the tunnel creation interface. Fill in the destination address of the tunnel, select the tunnel

type and port, and then click Create Tunnel.

Tunnel (sN: 1234942570099)

| Create Tunnel Not supported. Please use a remote host.

Remote Host: v| Type:[ TELNET v | Port: Create Tunnel
Local Global

| Tunnel List CcC -
If the tunnel is unavailable, please re-create it or contact us for support.

Type Remote Host Host Port Destination Port Expired at Status Action

eWeb G1QD7PW015856 34.84.13.46 10015 80 2023-12-28 23:34 Disabled -

Telnet G1QD7PWO015856 35.194.101.74 10028 23 2023-12-28 23:34 Abnormal =

eWeb 1234942570046 34.34.13.46 10011 80 2023-08-09 14:44 Abnormal -

Telnet 1234942570046 34.84.13.46 10001 23 2023-06-01 14:17 Disabled -

Previous Page | 1 of 1 Next Last [ _10. JTotal:4

® Service List
Supports configuring account status and login password of the device’s eWeb. The password length is 8-31

characters.
| Service List
Service Admin Status Value
eWeb [ Login Password

| 10. |Totak1

® Configuration Backup List
Supports backing up configuration. The information displayed in the backup list includes configuration file name,

file size, time, mode, MD5 and description.
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| Configuration Backup List

Cc -

Current ]{ Back up

Customize Restore Delete

Compare l File Name

Download ]

File Name File Size Time Mode‘ MDs5 Description Action
1234942570099_1716472923179 1.92K 2024-05-23 23:02:00 Auto 33ed5¢c7c939a15051814439a4f8d2b45 Empty Details
1234942570099_1709561033499 1.68K 2024-03-04 23:02:00 Auto d04f38c8deBBc18fb13447dBa27 cadfl Empty Details
1234942570099_1702994523518 1.57K 2023-12-19 23:02:00 Auto 281¢324c6940e94957 daecd5b8e3d170 Empty Details
1234942570099_1702908063375 1.56K 2023-12-18 23:01:00 Auto d14a0f98a3cddblelfd7e381af31daf7 Empty Details
1234942570099_1702870130799 1.37K 2023-12-18 12:28:43 Auto 3a3f90c45cc0ee9400bae84deceebb3s Empty Details

Page | 1 |ofi Next 10. JTotal:s
Buttons Description
Click this button to display the current configuration of the device. If you want to back up
Current the configuration, click Backup in the Config Details interface. After backup, click C to
refresh the list, and the backed up file will be displayed in the list.
Click this button to back up the current configuration of the device. When the operation
Back up confirmation box appears, click OK. After backup, click C to refresh the list, and the
backed up file will be displayed in the list.
Configuration file customization button.
Customize Select one of the files in the Configuration Backup List, and then click this button to
modify the configuration. After setting the file name and changing the configuration, click
Save to complete the operation.
Configuration file download button.
Download Select a configuration file in the Configuration Backup List, and click Download to
download the configuration file. When the operation confirmation box appears, click OK.
Only one configuration file can be downloaded at a time.
Backup file restore button. Check a configuration file and click Restore to restore the
Restore current configuration file of the device to the selected configuration file. Only one file can
be restored at a time.
Delete button.
Delete Select a configuration file to be deleted, click Delete, and when the operation confirmation
box appears, click OK to delete the configuration file.
Comparison button.
Compare Select two configuration files to be compared and click Compare to compare the two
profiles to find out their differences.
Details Click this button in the Action column to view the detailed configuration of a file.
Click the words in the Description column to modify the profile description.
Description _— H s =]
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(6) PoE
® PoE Settings

Device Management

The PoE statistics are displayed above the PoE list, including total power, current power, and time.

| PoE Port List

[Total Power:125.0 W, Current Power:0.0 W, Time:2024-06-12 16:49:21 ]

C

Port PoE-capable PoE Status‘ Power PD Class Description @
Gio/1 Enable off 00w NA
Gio/2 Enable off 00w NA
Gio/3 Enable off oow NA
Gio/4 Enable off 00w NA
Gio/s Enable off oow NA
Gi0/6 Enable off 00w NA
Gio/7 Enable off oow NA
Gio/8 Enable off 00w NA
First Previous Page 1 of 1 Next Total: 8
To shut down the PoE port at a specific time:
1 Click Add.
| Schedule Policy
Add e
Policy Name Time Period Status Action
RF-TEST Daily(00:00~00:04) Inactive = w
5t Pres Page 1 of 1 Next Last Tota\: 1

2 Setthe policy name and specify the time period.

Schedule Policy Setting

Policy Name [

Time Period [ Daily ..] [ @] a
=+Add More
Items Description
. Required.

Policy Name Set the policy name.

. . Required.
Time Period Set the time period.
Add More Click + Add More to set multiple time periods.

3 Click OK.

Schedule Policy Setting

Policy Name
TEST1

Time Period .
Daily

V] [ 00:00 - 01:30

P

+Add More
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® PoOE Settings
Click 4 in the Action column to modify the priority, maximum power, and power supply stop policy.

| Port PoE Setting

Port Priority Maximum Power Offline Time Policy Action
Gio/1 High 36 Never @
Gi0/2 Critical 18 RF-TEST ®
Gi0/3 Low Never “
Gio/4 Low Never &
Gi0/5 Low Never &
Gi0/6 Low Never (4
Gi0/7 Low Never ©
Gi0/8 Low Never 4
Previous Page 1 of 1 Next Last Tota\‘ 8

® Auto Checking
After the PoE self-check function is enabled, the system will automatically detect the configured ports.
When the PD device is detected to be offline, a trap notification is sent by default; if the reboot-remote-pd

option is configured, it will automatically restart the PD device.

| Auto Checking
Enabled @ C
svi Ping Interval Time(s)  Retry Times Check Failure Action PD Info Action
VLANZ 10 1 Nothing & =
VLAN1 10 1 Nothing = =

Previous Page 1 of 1 Mext Last Tolal‘ 2

(7) Diagnose
Supports port fault detection. The specific steps are as follows:
1 Selectthe type.

Overview  Ports  Config PoE  Diagnose  Downlink Device Descieuon 4

| Fault Diagnosis

Type PoE Power Supply vice

PoE Power Supply

Port SFP Port
Line Detection

] ()
Disabled Enabled Abnormal Mot Supported Uplink Copper SFP

~ -
~ll-
-l
- -~

Diagnose Deep Diagnosis

Items Description

PoE Power Supply Used to detect whether the PoE power supply is normal.
SFP Port Used to detect whether the SFP port is normal.

Line Detection Used to detect whether the line detection is normal.

2  Selectthe port to be diagnosed on the panel.
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Overview Ports  Config PoE  Diagnose  Downlink Device Description:

| Fault Diagnosis

Type PoE Power Supply ve

Port Gio/1

L) & L &
Disabled Enabled Abnormal Not Supported

Device Management

Uplink Copper SFP

35
]
[ L]
6

2 4

7
[
L

8 910

3 Selectthe diagnosis type: normal diagnosis or deep diagnosis.

| Fault Diagnosis

Type PoE Power Supply v|C

Port Gio/1

[ ] [ ] L
Disabled Enabled Abnormal Not Supported

Uplink Copper SFP

Procedure History>>

Items Description

Di The cloud server sends CLI commands to collect switch information, and the
iagnose

diagnosis is performed on the cloud server.

Deep Diagnose
server.

Diagnostics are performed on the switch and the results are reported to the cloud

4 Waiting for the diagnosis result.

Port Gy

& & o a
Dissbled Enabled Abrormal Net Supported Upiink Copper SFP

i35 7

.
2468 910

Disgnose | | Deep Diagnosis

Procedure

Fartoryes
18:41:13 Complete,
Result: No exceplion detected,
Suggestion: Please contact our after-sales personnel
18:41:07 Diagnosing.
18:4107 Port Gio/1 Starting..
i History> > H H 7
Click Y>> to display the historical records.
History C Procedure>>
Status Result Advice PoE-capable PoE Status PD Class Voltage Remaining Power Start at
Complete  No exception detected Please contact our after-sales personnel Enable off N/A 0.0v 1250w 2024-06-12 18:41:09
Page 1 of [ 10. JTotak1
(8) Downlink Device
Display the downlink device information of the switch.
Overview Ports Config PoE  Diagnose  Downlink Device Description: s
| Downlink Device List
Cc -

Port SN Status MAC Management IP Description

Gi0j2 Abnormal ecb9.7012.671e 192.168.2.18 Ruijie Gigabit Ethernet Switch(XS-51930J-18GT2SFP-P) By Ruijie Networks

Gi0fs G1RP5EB02911C Online 7085.c488.fd7f 192.168.2.113 Ruijie AP880-AR (802.11a/n/ac/ax and 802.11b/g/n/ax) By Ruijie Networks.

Gio/8 G1QD4UU003617 Online 300d 9e88.ab20 192.168.2.19 Ruijie AP850-1(V2) (802.11a/n/ac/ax and 802.11b/g/n/ax) By Ruijie Networks.
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4.2.2 Adding Switches

JaCS provides two ways to add APs to a specific project.

B Adding a Switch

B Adding Switches in Batches

4.2.2.1 Adding a Switch

If there are only a few devices that needs to be imported, you can refer to the following steps to quickly add them to

an existing project:

1 Click Add a Device.

Add

Download and fill in the template.Up to 200 records can be imported

Add a Device | Close ‘

2  Enter the device's SN (required) and alias (optional). The length of the SN ranges from 6 to 20 characters, and

the length of an alias cannot exceed 64 characters. To add more SNs, click +; to delete a SN, click

Add
7SN [ | Alias[ ] ]
2SN [ l Alias [ ] i
2SN [ I Alias[ ] mw +
‘: Batch Import | | QK ‘ | Close ‘

3 After filling in the information, click OK. When the "Add succeeded" prompt appears, click X to close the prompt
box and complete the operation. The added device will be displayed in the switch list.

Message (]

Add succeeded
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4.2.2.2 Adding Switches in Batches

Device Management

JaCS supports adding switches in batches, which is suitable for scenarios where no more than 200 devices need to

be added at a time. The specific steps are as follows:

1 Selectthe project.

5 Project

Total Number of Devices:0

) overview

R 0 Gateway B 0 Switch =5 g ap = 0o =2 o or 2 oow

& Devices
& Client
Smart Simplicity Upgrade | Replace  WebCLI O More Q

= RF Planning ®) o deta selecked

© Roaming Project Name Online Status sn s mac Hodel Alias s meuTIe Egress 1P

i Device Config

@ Auth & Account >

fonitoring

i Notwndk Dataite >

2  Click Add.
Total Number of Devices:0
S 3 A & oLt ony.

T 0 Gateway TR 0 Switch ™ 0 AP &5 0 Ghn f= 0 o o oon
Upgrade Replace Web CLI O More Q

@ No data selected

Project Name Online Status SN = MAC Model Alias = MGMT IP Egress IP

3 Click Download Template to download the template.
Add

Download and fill in the template.Up to 200 records can be imported

Add 2 Device

Firmware Vi Actions

Firmware V Actions

4  Filinthe template. The SN is required, while the alias is optional. Up to 200 devices can be imported at a time.

A B
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5 Click ".xIs" File to upload the template.

Add

Download and fill in the template.Up to 200 records can be imported

&
L
e -
Add a Device

Organize New folder B @ @
4 Downlosds # % Name Date modified .
Documents LA Today (1)

Pict * -
(= Pictures Template_46553_ 2024061220334 2024/6/12 18:33
I This PC »* ——
P ~ Yesterda
Ehra * Y
EELRE . ilingyan2000@163.com_7412 20247611 17:21

emplate_7011_20240611123402 2024/6/11 11:34

20240314-FFREF SEK OEMIE
o ernplate 7010_20240611123331 2004/6/11 11:33
S1620/FEEEE RS emplate_51225_20240611114148 2024/6/11 10:41
h-CN-EE32 B Template_51224_20240611113816 2024/6/11 10:38
pra— v et lang-i25 8 2024/6/11 16:00
AR 2024/6/11 11:21
@ OneDrive
> Last week (9)
8 This PC !
i v < >
File name: | Template_46553_20240612203334 v | [Microsoft Office Excel 97-2003 |
| open | | concel |

6 When the "Import Succeeded" prompt appears, click X to close the prompt box and complete the operation.

The imported device will be displayed in the switch list.

Message D

Import succeeded
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4.2.3 Deleting Switches in Batches

To delete switches from a project in batches.

1 Select the switch to be deleted.

RN  Upgrade Replace Web CLI Q More Q 0

1=l
&

@ 2records selected  Clear

Project Name Online Status SN Config Status MAC Model Alias MGMT IP Egress IP Actions
Test2 & Not Online Yet Not Synchronized Empty2
Test2 « Not Online Yet Not Synchronized Empty£
totalof 2 El 10/ page
2 Click More, and then click Delete.
® add Upgrade Replace Web CLL O More Q OIS
@ 1 records selected  Clear
Move to
Project Name Online statusEN Config Status MAC Model Alias MGMT IP Egress IP Actions
Reboot
Test2 « Not Online ¥ 456679 Not Synchronized Empty 2

total of 1 [ 1] 10/page

3 Click OK in the operation confirmation box.

Upgrade Replace Are you sure you want to delete? | Q
@ 2records selected  Clear cancel ﬂ
Project Name Online Status ~ Delete SN Config Status
Reboot
Test2 ® Not Onling ¥ 23312 Not Synchronized
Test2 = Not Online Vet 123456679 Not Synchronized

4  After the "Succeeded" prompt appears, the devices are deleted.

Total Number of Devices:0

21 2z 70 1 ot onu
@™ 0 Gateway I 0 Switch BTN 0 AP =" 0 Ghn = 0 OLT - 0 ONU
Upgrade Replace Web CLT O More Q [ @]

@ No data selected

Project Name Online Status SN MAC Model Alias MGMT IP Egress IP Firmware

In addition to the above deletion methods, users can also delete devices one by one through the Delete button

in the Action column.

Total Number of Devices:2

o onu

=% 1 Gateway R 1 Switch R 0 AP & 0 Ghn = oo S oow

Upgrade  Replace  WebCLI O More Q OI®
@ No data selected
Project Name Online Status  © SN Config Status MAC Model Alias MGMT IP [Egress IP Actions

Test2 ® Not Online Yet 1223312 Not Synchronized Empty £

total of 1 [_1] 10/ page
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4.2.4 Moving Switches

To move a switch from the project it resides to another project for management:

1  Select the switch you want to move to another project.

Upgrade Replace web CLI O More Q OIS
@ 1records selected  Clear
Project Name Online Status SN Config Status MAC Model Alias MGMT IP Egress IP Actions
Test2 ® Not Online vet 1223312 Mot Synchronized Empty £

total of 1 10/ page

2 Click More and then click Move to.

Upgrade Replacs Web CLI O More Q O 1T &
@ 1 records selected  Clear :
Project Name Online Status ~ Delete SN Config Status MAC Model Alias MGMT IP Egress [P Actions
Reboot
Test2 ® Not Online? 23312 Mot Synchronized Empty £

total of 1 10/ page

3 Selectanew project and click OK.

Select Project HoX

[ & Testl I

Cancel n

4  When the operation confirmation box appears, click OK.

Message

Are you sure you want to maove the device to the

project Test1
cancel n
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4.2.5 Restarting Switches

To restart an online switch remotely through JaCS:

1 Select the switch to be restarted.

Total Number of Devices:5

B 1 Gateway R 2 switch
® Add Upgrade Replace Web CLI

@ 1 records selected  Clear

Online Status

L] Project Name
Japan Office » Online
Japan Office » Offline

O More

SN

G1QH555000

G1QHIMKO10455

2 Click More and then click Reboot.

@ Add Upgrade Replace Web CUI
© 1 records selected  Clear
- Project Name Online Status
Japan Office « Online
Japan Office ¢ Offline

O More

Move to

Delete SN

$55000158

G1QHOMKO010455

= 0 6

Config Status © MAC
ech9.7015.349¢

Not Synchronized ecbd.7015.4644

o

Config Status MAC

ecb9.7015.349¢

Not Synchronized ecb9.7015.4644

our
fie== 0 ol

Model
XS-51930)-8GT2SFP-P

X5-51930)-8GT25FP

Model
XS5-51930)-8GT25FP-P

X§-51930)-8GT25FP

0 ONU

Alias
Ruijie 2.

Japanoffice .

Alias
Ruijie 2.

Japancffice 2

3 Click OK in the operation confirmation box, and wait for the device to restart.

Message

Are you sure you want to reboot the device?

“
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0OIB
MGMT IP Egress IP Actions
152168211 22111611690
192.168.2.83 221.116.116.92
totalof2 1] 10/ page
OI®B
MGMT IP Egress IP Actions
1921682.11 221.116.116.80

192.168.2.83 221.116.116.92

totalof 2 | 1] 10/ page
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4.2.6 Configuration Replacement

The configuration replacement function can synchronize the configuration of an old or faulty device to a new device of
the same model. After the configuration replacement task is complete, the JaCS will send the configuration of the old
device to the new one when it goes online. In this way, users do not need to manually configure the new device again,
help to improve O&M efficiency.

O Note

Switch configuration replacement can only be performed between switches of the same model.

The specific steps are as follows:

1 Selectan existing device and click Replace.

Total Number of Devices:5

= . o
R 1 Gatewsy B 2 Switch = 2 ap &5 0 Ghn = 0 orr 2 oomu
Upgrade - Web CLL O More Q OI

@ 1records selected  Clear

L] Project Name Online Status SN Config Status MAC Model Alias MGMT 1P Egress IP Actions
lapan Office » Online G1QH555000158 Synchronized ech9.7015.349¢ X5-51930J-8GT2SFP-P Ruijie# 192.168.2.11 221.116.116.90
Japan Office = Offline G10HSMK010455 Not Synchronized €cb9.7015.4644 X5-51930J-8GT2SFP Japanoffice £ 192.168.2.83 221.116.116.92

total of 2 [ 1] 10/ page

2 Enter the SN and MAC address of the new device. Please make sure that the SN and MAC of the new device
match each other.

Replace < X

| Device List

[“Batch Import ® Download Template

Replaced Device SN New Device SN New Device MAC Config File@

| G1QH555000158 ] | Enter SN | [ Please enter the MAC. \ [ ]

3 Click Select Config File and select the configuration file of the existing device, and then click OK.

Replace

| Device List

@ Download Template

Replaced Device SN New Device SN New Device MAC Config File@

| 1224942570009 | | 1234042570002 | | 00d0.f822.3350 \ \ \

Click Current, you can view the current device configuration; click Backup, you can to back up the current device
configuration.
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Select Config File

Back up

l Current

File Name
- 1234942570099 _1716472923179
1234942570099_1709561033499
1234942570099 _1702994523518
1234942570099 _1702908063375

1234942570099 _1702870130799

of 1

4 After selecting the configuration file, click OK.

Replace

| Device List

[<Batch Import ® Download Template

Replaced Device SN New Device SN

Time
2024-05-23 23:02:00
2024-03-04 23:02:00
2023-12-19 23:02:00
2023-12-18 23:01:00

2023-12-18 12:28:43

New Device MAC

File Name

Mode
|

Auto

Auto

Auto

Auto

Auto

Device Management

oo S

Description
Empty
Empty
Empty
Empty

Empty

Action

Details
Details
Details
Details

Details

Total: 5

Config File@

‘. 1234942570099 | ‘ 1234942570092 |

‘ 00d0.f822.3350

| | 1234942570099 17164 \

5  After the "Submit Succeeded" prompt appears, click X to close the box and complete the operation.

Message

©

Submit succeeded.

If you need to replace configuration in batches, you can follow the steps below:

1

Click Replace.

| Switch List

[ Add ][ Web CLI H More « ] 0 Selected

New firmware available for 5 devices

Online status SN MAC Alias. MGMT IP
© Online 1234042570099 00d0.f811.2239 e 192.168.3.14
@ Online 1234942570301  00d0f822.336a  1930-8-131 10522465
@ offline 1234942570020 00d0.f822.33d0 swe 10.52.25.226
@ offline 1234942570023 oodof822.33ds  2910-sw 10.52.24.108
@ offline 1234942570068 00d0.f822.3378 Empty 10.52.24.48
@ offline 1234942570088  00d0.f822.3380 1930)-48GT-2  192.168.3.48
@ offline 1234942570100 00do.f811.2235 test 10.52.24.96
@ offline 1234042573329 00d0.f822.3390 Ruijie 192.168.2.2
@ offline G1PHC1Z006575 c0bB8.e6a0.0c0d  S2910-TEST  192.168.2.160
@ offline G150769002690  {074.8dc8.8d88 S29-TEST 192.168.2.2

Egress IP
112.5.139.96
140.22474123
10.52.25.226
192.168.1.6
0.00.0
1121111179
1121116182
10.52.24.66
140.22474123

140.224.74.123

Last Seen On

2024-05-29 14:58:07

2024-04-24 16:44:07

2024-05-28 12:54:07

2022-11-01 10:30:07

Network

JS-TEST-APART
V1.4.5.2 FIEBIIBEET A b_JAPANT
v1.5.3-test

V1.452 test

V1.5.1-EG-TOPO1

2023-12-19 11:39:07
2023-03-06 16:43:37
2024-05-30 16:51:07
2023-06-2113:37:07  default

2023-10-12 11:30:07

1930J-UPGRADE
V1.45.3_upgrade sw

V1.5.4-TEST

JS-TEST-APART

Auto Refresh: @ ) C

Model
XS-51930J-8GT2SFP-P
X5-51930J-8GT25FP
§2010-24GT4SFP-UP-H
52910-24GT4SFP-UP-H
XS-51930J-8GT2SFP-P
X5-51930-48GTASFP
X5-51930J-8GT25FP-P
XS-51930J-18GT2SFP-P
$2010-24GT4XS-E

$2910-24GT4XS-E

=z
[

74 P

SN, Alias, Description

Q

Firmware Version
X$1930)_RGOS 11.4(1)B70P18, Rel:
X$1930)_RGOS 11.4(1)B70P18, Rel:
529 RGOS 11.4{1)B74P1, Release(0
5§29 RGOS 11.4(1)B74P1, Release(l
X$1930)_RGOS 11.4(1)B70P18, Rel:
X$1930)_RGOS 11.4(1)B70P18, Rel:
X$1930)_RGOS 11.4(1)B70P17, Ral.
X$1930)_RGOS 11.4(1)B70P18, @

Help
529 RGOS 11.4(1)B74P6

$29_RGOS 11.4(1)B74P1

2  Click Download Template to download the template.
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Replace woX

| Device List

[<Batch Import ® Download Template

Replaced Device SN New Device SN New Device MAC Config File@

l l [ Enter SN ] [ Please enter the MAC. l I l

3 Fillinthe template. You can fill in up to 200 items at a time.

A E C
1| ReplacedDeviceSN
2
3
4
Items Description

Replaced Device SN Enter the SN of the existing device .

New Device SN Enter the SN of the new device .

MAC Enter the MAC address of the new device.

4 Ciick Batch Import to import the filled template.

Replace
| Device List
® Download Template
Replaced Device SN New Device SN New Device MAC Config File@
No Data
@ Open x
4 ‘ s This PC » Downloads w & 2 Search Downloads
Organize * MNew folder £z~ [H e
"~ Neme Date modified
7+ Quick access
[ Desktop -* ~ Today (2)
* Downloads » |_ /] Device Replacement Ternplate20240612 202952 2024/6/12 20:33
o Template_46533_20240612203334 2024/6/1219:45
Documents b g ) Template D o
=) Pictures -+ > Yesterday (10)
[ This PC - > Last week (11)
R #1> Last month (48)
—FEER R *

> Earlier this year (45
20240314-FEHEFSEK OEMIA ek

seugEEganEsy 0 Along time ago (297)
zh-CN-FR3Z
e

v o€

3

File name: | Device_Replacement_Template20240612_202952 v| |El:’i-isbt1¢ V|

[Copen ) | comcat |

5 selectthe configuration file for your new switches and click OK.
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Replace

| Device List

[£Batch Import # Download Template

Replaced Device SN New Device SN

New Device MAC

Device Management

Config File@

| 1234942570099 | 12364652202

| oodo.822.3250

| 1234942570099 17181 \

‘: 1234942570301 | ‘ 12364652202

| oodo.1832.3350

| 1234042570301 17118 |

6 After the "Submit Succeeded" prompt appears, click X to complete the operation.

Message

Submit succeeded.

83



User Guide Device Management

4.2.7 Delivering Configuration via Web CLI

Ruijie JaCS supports managing switches via Web CLI. Select the switch to be managed and click Web CLI. Commonly

used CLI commands are provided on the left side of the Web CLI page. Click a command or enter a command manually

to send the relevant configuration to the device.

Uparade Replace : O Mare OI®

@ 1 records selected  Clea

L] Project Name Online Status SN Config Status MAC Model Alias MGMT IP Egress IP Actions
° Japan Office G1QH555000158 ecb9.7015.349¢ X5-51930)-8GT25FP-| Ruijie 2 192.168.2.11 221.116.116.90
se apanofiice £ 92168283 22111611692

Web CLI

Background color: [ ] | Clear |

SMN:G1QH555000158
Diagnose  Web Console

Version Please select the target operation on the left
Connectivity = Running Config
Running Status = Startup Config

Leg

Current Time
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4.3 Gateway

Device Management

This section gives a brief introduction to the gateway management interface and operation steps on the JaCsS,

including:

B Adding Gateways: Introduce how to add or batch add gateways to an existing project.

B Deleting Gateways: Introduce how to delete or batch delete gateways from a project.

Restarting Gateways: Introduce how to restart an online gateway remotely via the JaCS.

to achieve more monitoring and management functions.

4.3.1 Gateway Management Interface

Gateway Managament Interface: Introduce the gateway management interface of the JaCS.

Moving Gateways : Introduce how to move a gateway from the project it resides to another one.

Delivering Configuration via Web CLI: Introduce how to use the WEB CLI interface to deliver configurations to
gateways.

Accessing the Gateway’s eWeb : Introduces how to access the gateway's eWeb through the JaCS.

Creating a Tunnel: Introduces how to create a Web-based tunnel to access the eWeb system of the gateway

Click Project > Gateway to go to the gateway management interface. After selecting a specific project, you can
manage the gateway devices in this project.

Rujie &>

& Project 88 Al Assistant

& Testl

71 Overview

- e -
@5 ® 0 Gateway B 0 Switch TR 0 AP =% 0 Ghn

Total Number of Devices:0

= oo S oowu
&= Devices
& Client
Upgrade Web CLI eWeb Import Device O More Q [ ol QNN

= RF Planning @ No data selected

@ Roaming Project Name Online Status s MAC Model Mias . MGHT 1P Egress IP Firmware Vi Actions
% Device Config >

@ Auth & Account >

il Network Details »

Items Description

Project Name

Displays the name of the project where the gateway is located.

Online Status

Displays the online status of the gateway.
The online status of the device includes: Online/Offline/Not Online Yet.
Click the filter icon * to filter devices by online status.

Displays SNs of gateways.

SN Click the SN number of a gateway, you can view its detailed information.
MAC Displays MAC addresses of gateways.

Model Displays the models of gateways.

Alias Displays the aliases of gateways.

MGMT IP Displays the management addresses of gateways.

Egress IP Displays egress IP addresses of gateways.
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Firmware Version Displays firmware versions of gateways.

Last See On Displays the last online time of gateways.

Actions Click the Delete icon in the Action column, you can remove the gateway from the project.
Button Description
Add button. Click this button to go to the device adding interface.

Upgrade Upgrade button. After selecting the device, click this button to remotely upgrade the device.

Web CLI button. Click this button to enter WEB CLI page to deliver configurations to the

Web CLL

device.

eWeb eWeb button. Select an gateway, and click this button to can access its eWeb.

Import Device Batch import gateway button. Click this button to add gateways in batches to a project.

8 More Click this button to display more operation buttons, including Move to, Delete, and Restart.
) Refresh button. Click this button manually to refresh the gateway list.

1 Row height adjustment button. Click this button to adjust the row height.
@3 Click this button to customize the displayed items in the gateway list.
e Automatic refresh switch button. The automatic refresh function is enabled by default. When

it is enabled, the gateway device list will automatically refresh once every minute.

e Ja Search box. Supports searching gateways according to their SN, MAC addresses, and
aliases.

Click the SN of a gateway in the gateway list to enter its detailed information interface. The detailed interface consists

of the following tabs: port panel, basic information, device overview, WAN, LAN, configuration, alarm, and tunnel.

Total Number of Devices:13

-'—- 2 Gateway n‘— 5 Switch -"5)‘- 4 AP .;%,._ 1 Ghn ,..."L 1 otr 2 oow
Unauthorized
Upgrade Web CLI elveb Import Device O More Q [ ol oINS
0 nNo data selected
Project Name Online Status SN MAC Model Alias MGMT IP Egress IP Firmware' Actions

TOPOLOGY-TEST * Online 00d0.fa22.366e EG5210-JP Empty 2 10.52.24.66 112.5.139.96 EG_RGOS 11.9(6)B1:

total of 1 10/ page

(1) Port Panel

i & | | 3 = 0 & %
WAN LAN Disconnected Disabled PPPoE Static [P DHCP PoE Abnormal Copper SFP

O WANAAND  LANI Lanz LAz

W

(2) Basic Information
The basic information tab displays the alias, the model, the SN, the MAC address, the firmware version, the

management IP and the description of the gateway. Click the edit icon # next to the alias, description and

management password to edit them.
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Basic

Alias:

MGMT Password:
Model:

SN:

MAC:

Firmware Version:

MGMT IP:

Description:

(3)

Overview  WAN

| CPU & Memory Usage

_
EEEEEE f
EG5210-1P
E187360129622
00d8.2d1a.3c32

EG_RGOS 11.9(6)B13P4, Release{0924

0912)
221.116.116.90
s

Overview Tab

LAN Alarm

Config

| Device Status

Tunnel

| Connectivity

Device Management

Last 24 Hours  Last 7 Days
CPU Usage Memory Usage Online Status Online
Sessions 1] 16:00 20:00 0:00 4:00 8:00 12:00
Today= =
2024-06-13 Speed Summary 2024-06-13 Client Summary
-0 Uplink ()~ Downlink
Maximum SpeedMbps) Q- Uplink Q- DovmEal Clients
12 12
09 09
06 06
0.3 03
—————— ——— Hour —— ¢ ——— Hour
2 4 6 8 10 12 14 16 18 20 22 2 4 6 8 10 12 14 16 18 20 22
2024-06-13 CPU/Memory Summary 2024-06-13 Session Summary
O CPU O M
Percentage (%) . S Session
40 12
304 09
20 06
ey
PR e
104
0 Hour T T T T T 5 5 v T T T Hour
2 4 & & 1 12 14 16 18 20 22 2 468 0 a2 e e 20 2
| Top 10 Applications by Traffic | Top 10 Users by Traffic
No. Application Traffic No. Username Traffic
| Log Record Device Log  Config Log
-
.
Type, Updated at Content
Reboot 2024-06-13 11:01:28 Device First connect to MACC or MACC address change
Online/Offline 2024-06-13 11:00:52 Device goes online for the first time
First Previou Page | 1 of 1 Ne: Last Total: 2
Items Description

CPU & Memory Usage

Displays CPU and memory usage.
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Device Management

Device Status

Displays device status including device online status, number of online clients,
and number of sessions.

Connectivity

Displays the connection status between the gateway and the cloud in the last 24
hours or 7 days.

Speed Summary

Displays the device's uplink/downlink rate statistics for a certain day in the last 1
to 3 days. By default, the statistics for the current day are displayed. Hover the
mouse over a certain time to view the information at that time.

Client Summary

Displays the client statistics of a certain day in the last 1 to 3 days. By default, the
statistics of the current day are displayed.

CPU/Memory Summary

Displays the CPU and memory statistics of the device for a certain day in the last
1 to 3 days. By default, the statistics for the current day are displayed.

Session Summary

Displays the session statistics of the device for a certain day in the last 1 to 3
days. By default, the statistics for the current day are displayed.

Top 10 Applications by
Traffic

Top 10 applications by downlink traffic are displayed.

Top 10 Users by Traffic

Top 10 users by downlink traffic are displayed.

Log Record

Supports viewing device logs and operation logs.

(4) WAN

Select a WAN port to view its port information and the rate statistics in a specific time period (today/week/month).

Hover the mouse to a certain time, you can view the rate information at that time.

Overview  WAN LAN  Config

Basic
IP: 19216832
Subnet Mask: 255255.255.0

Description:  --

(5) LAN

Description: e

Alarm Tunnel

Today= | Week= Month-

Speed Summary E]

2024-06-13 Speed Summary

Maximum Speed{Mbps) Uplink -7~ Downlink
1.2
0.9
0.6
0.3
0 T T T T T ; ; : - Hour
0 2 4 ] 8 10 12 14 16 18 20 22
Port Status(Only daily summary is supported) E]

Select a LAN port to display the corresponding information of its switch port, routing port, and sub-interface.
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Basic

fFesy 5
& . & = & (I / L MGMT Password: ~ *#+== #
WAN LAN Disconnected Disabled PPPoE Static [P DHCP PoE Abnormal Copper SFP

Madel: EG5210-JP

WAN/LAND | LANT LANZ LAN3
SN: 1234942570048

WAND W
kol b b i -

Firmware Version: EG_RGOS 11.9(6)B18, Release(1116021
8)

MGMT IP: 192.168.3.2

Description: e
Overview  WAN  LAN  Config  Alarm  Tunnel

| Port LAN 1 ~| (This port belongs to Gi0/4)

Switch Port (LAN 1) Subinterface (Gi0/4)

Duplex: - Name ] VLAN

Speed: -- No Data

Routed Port (Gio/4) bage | 0 of0 [ 10- )Totak0

IP: 192.168.1.1
Subnet Mask: 255.255.255.0

LAN: LAN O,LAN 1,LAN
ZLAN 3

Description:  --

(6) Configuration Tab
In this tab, you can back up the gateway configuration. The information displayed in the backup list includes the

configuration file name, file size, backup time, mode, MD5 and description.

| Configuration Backup List

[ Current I Back up ] [ Download I I Restore l I Delete [ Compare
e -
-+
File Name File size Time Mode‘ MD5 Description Action
1234542570048 1718244362983 5.87K 2024-06-12 11:06:00 Auto 709fe3d14c2264980a25e674b756463d Empty Details
1234542570048 1718244060195 5.54K 2024-06-13 11:00:52 Auto ddcfcb29a637f429e131fealacf7a494 Empty Details
Page 1 of 1 lext Last Total: 2
Button Description

Click the Current button to display the current configuration of the device. Click the Backup
Current on the current device configuration interface, you can back up the configuration. After the
backup, click © to refresh the list, and the backed up file will be displayed in the list.

Configuration backup button. Click the Backup, and click OK in the operation confirmation
Back up box to back up the current device configuration. After the backup, click C to refresh the list,
and the backed up file will be displayed in the list.

Download button. Select the configuration file to be exported, click Download, and then click

Download OK in the operation confirmation box. Only one configuration file can be downloaded at a time.
Backup file restore button. Select a configuration file and click Restore to restore the current
Restore configuration file of the device to the selected configuration file. Only one file can be restored
at a time.
Delete button. Select the configuration file to be deleted, click Delete, and when the operation
Delete . ) .
confirmation box appears, click OK.
c Profile comparison button. Select two configuration files to be compared and click Compare
ompare ) .
to compare them to figure out their differences.
Details Click the Details in the Action column to view the detailed information.
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Device Management

Description

Description

=]

a

369e0afbf6c12dcics test1 Details

Click the words in the description column to modify the description.

(7) PoE (Only for PoE Gateways)

The PoE tab displays the information of ports, physical ports, PoE-capable status, PoE status, power, and PD classes.

& & ] B

B S
WAN LAN Disconnected Disabled PPPoE Static IP Di

normal Copper SFP

Lanz Land Lang

LANIVENT  LAN3 Lans LT

Basic

Alias® -

MGMT Password: =+ rs

Model: EG2100-F

SN H1MBOGADDDEE2
MAC 30053242 6432

Firmware Version: EG_RGOS 11.9(1)B1183, Release(07242
723)

MGMT IP: 192.168.21.13
Description: ra
Overview  WAN LAN Config PoE Alarm Tunnel
Port Physical Port PoE-capable PoE Status Power PD Class
port0 Gi0io Disable Off 0.0w Unknown
port1 LAN 1 Enable Off 0.0w Unknown
port2 LAN 2 Enable On 41w 3
port3 LAN 3 Enable off 0.0wW Unknown
portd LAN 4 Enable off aow Unknown
ports LAN 5 Enable Off 0.0w Unknown
portg LAN 6 Enable Off 0.0w Unknown
port? LANT Enable off 0.0wW Unknown
Eie = Page L Total: 8

(8) Alarm

In this tab, you can set alarm conditions, including sending alarms based on the number of times of exceeding the

bandwidth thresholds, the number of ping failures, and the packet loss rate within a certain period of time.

If you want to send an alarm based on the number of times of exceeding the bandwidth thresholds, make sure that

"Uplink rate above threshold on gateway " and "Downlink rate above threshold on gateway " in the Alarm

Settings interface are enabled before configuration. If you want to configure an alarm based on the number of ping

failures, make sure that "Abnormal network access on gateway" in the Alarm Settings interface is enabled before

configuration.

| Alarm Settings

Device goes offiine
Device goes online and offline continually

Al devices are offine

High channel usage on AP

System usage(CPU/memory usage) above threshold
Switch loopback detected (RLDP)

interface updown rate above threshold.

Abnormal network access on gateway

High packet loss rate on gateway

Uplink rate above threshold on gateway

Downlink rate above threshold on gateway

e Q@ 7
00000JAPAN WiFi fe)
Contact
Alarm Threshold
»po % @

® Sending Alarms based on the Number of Times of Exceeding the Bandwidth Threshold

By default, the system sets the upstream bandwidth to 1000 M, the downstream bandwidth to 1000 M, the

threshold to 80%, and the number of times of exceeding the thresholds to 5. That is, when the bandwidth

exceeds 80% of the total bandwidth for 5 times, an alarm will be generated. After modifying as needed,

remember to click Save to save the configuration.
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d Note
Threshold range: 1-100%; frequency range: 1-6 times.
Description: ra
Overview WAN LAN  Config  Alarm  Tunnel
| Alarm To configure alarm settings, click here. To apply the configuration to other devices, click here.
Type Rule
Threshold @ Egress Channel Width
Di1 Uplink Channel Width | 1000 § M Downlink Channel Width M

If the bandwidth exceeds % of threshold for times, the alarm is sent.

Port Status/Packet Loss Speed Test:

® Sending Alarms Based on the Number of Ping Failures and Packet Loss Rate within a Certain Period

The specific steps are as follows:

1) Enable the Test.
2) Set the domain name or IP address. Up to 3 domain names or IP addresses can be entered.
3) Set the number of Ping test failures. The supported number range is 1-10 times.

4) Set the packet loss rate threshold and the number of times within 5 minutes. (Threshold range: 1-100 %;
number range: 1-100 times.)

5) Click Save to complete the operation.

. . Description: &
Overview WAN LAN  Config  Alarm  Tunnel
| Alarm To configure alarm settings, click here. To apply the configuration to other devices, click here.
Type Rule
Threshold @ Egress Channel Width
Dil Uplink Channel Width 1000 = M Downlink Channel Width | 1000 M

If the bandwidth exceeds 90 % of threshold for 5 times, the alarm is sent.

Port Status/Packet Loss Speed Test: @

Domain or IP Address www.baidu.com

If the Ping test failed for| 3  times, the alarm is sent.

If the packet loss speed exceeds = 50 | % of threshold for 3 times in 5 mins, the alarm is sent.

(9) Tunnels Tab
In this tab, you can create a tunnel. The tunnel types supported by JaCS are Telnet, eWeb, and SSH. Different

devices support different types of tunnels. Please refer to the actual device. After selecting the type of tunnel

you want to create, click Create Tunnel. The created tunnel will be displayed in the tunnel list.
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Overview

WAN  LAN  Config

| Create Tunnel

Alarm  Tunnel

Type: l eWeb VI l Create Tunnel
| Tunnel List
Type Host Port Destination Device
eWeb 35.194.101.74 10207 Local
eWeb 35.194.101.74 10059 Local
eWeb 35.194.101.74 10051 Local
eWeb 35.194.101.74 10050 Local
Telnet 34.8412.46 10047 Local
Telnet 34841346 10046 Local
First Previous Page 1 of 1 MNe

Destination Port
80
80
80
80

vescrnpuion:

Expired at
2024-06-13 19:01
2023-11-20 21:23
2023-11-20 16:08
2023-11-20 16:07
2023-11-20 15:56

2023-11-20 15:42

Device Management

Status Action
Connecting

Disabled

Disabled
Abnormal

Disabled

Disabled

Total: 6

Q Note

A tenant can create up to 10 tunnels, and up to 5 tunnels can be created for a device. When the number of

created tunnels has reached the limit, please close unused tunnels and try again.
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4.3.2 Adding Gateways

JaCS provides two ways to add gateways to a specific project.

®  Adding a Gateway

B Adding Gateways in Batches

4.3.2.1 Adding a Gateway

Follow the steps below to add the gateway to a project.

1 Selectthe project to which the gateway need to be added.

2] Dashboard & Project

Total Number of Devices:8

0 Overview

@ 1 Gateway A 2 Switch e 5 0 Ghn = 0 our o IR
= Devices
0+ Client
Upgrade Web QLI eWeb Import Device O More Q @©OIs
= RF Planning © No data selected
® Roaming Project Name Online Status = SN s MAC Model Hias s MGMT TP Egress IP Firmware\  Actions
default o Not Online Vet GWTESTI2333 Empty 2
¥ Device Config >
totalof 1 [ 1] 10/page
@® Auth & Account >
2  Click Add.
Total Number of Devices:8
- - i wan P our onu
™ 1 Gateway T 2 Switch TR 4 AP B2 0 Ghn = 0 OLT 1 ONU
Upgrade Web CLI eWeb Import Device O More Q [ oI}
@ No data selected
Project Name Online Status SN MAC Model Alias MGMT IP Egress IP Firmware\ Actions
default « Not Online Yet GWTEST12333 Empty 2

total of 1 [ 1] 10/page

3  Enterthe SN (required) and alias (optional). Only one gateway can be added in this interface.

Add woX

SN | MACC140412024 l Alias[

4 Atter filling in the information, click OK. When the "Add succeeded" prompt appears, click X to close the prompt

box and complete the operation.

Message D

Add succeeded
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4.3.2.2 Adding Gateways in Batches

Follow the steps below to add gateways to a project in batched.

1  Selectthe project.

& Project

& default
Total Mumber of Devices:8

) Overview - -
% 1 Gateway BN 2 Switch -8 4 e =59 0 Ghn == oor S 1o
& Devices
o= Client
Smart Simplicity Upgrade  WebCLI  eWeb  ImportDevice O More Q ©oOoIs
= RE Planning @ Mo data selected
® Rosming Project Name Online Status SN s MAC Model Alias D MGMT 1P Egress IP Firmware  Actions
default » Not Online Vet GWIEST12333 Empty £
% Device Config >
totalof 1 [ 1] 10/page
@ Auth & Account > =
2 Click Import Device.
Total Number of Devices:8
e - o o our anu
5 ® 1 Gateway T 2 Switch =TS 4 AP 5 0 Ghn == 0 o o0 10w
® Add Upgrade Web aLI eWeb Import Device O More Q OIS
@ No data selected
Project Name Online Status SN s MAC Model Alias = MGMT IP Egress IP Firmware! Actions
default * Not Online Yet GWTEST12333 Empty 2

total of 1 [ 1] 10/page

3 Click Download Template to download the template.

Download and fill in the template.Up to 200 records can be imported

4 Fill in the template. SN is required, while the alias is optional. Up to 200 devices can be imported into a project

each time.

| A B
.1
2
3

Items Description

SN Required. The length of a SN should range from 6 to 21 characters.

Alias Optional. The length of an alias should range from 1 to 64 characters.

5 Click ".xIsx " File to upload the template.

94




User Guide Device Management

Add
Download and fill in the template.Up to 200 records can be imported
w
@ Open X
o & > TisPC > Downlosds > v o O Search Downloads

Organize »  Newfolder =+ ™ @

2 30 Objects A Nome Date modified Tpe Size -

— Desktop ~ Today (1)

;] 2::::': (T Tempiate 55022 2025012012215 ) 2025/1/2011:28 Microsoft Office E... 0K8

B Music . Last week (7)

File name: | Template_55042_2 159 | | Microsoft Office Excel $7-2003. ~

Open [ Caneel

6 When the "Import Succeeded" prompt appears, click X to close the prompt box. The imported device will be
displayed in the gateway list.

Message D

Import succeeded
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4.3.3 Deleting Gateways

Follow the steps below to batch remove gateways from a project:

1  Selectthe gateways you want to delete. Multiple selections are supported.

Authorized Unauthorized

Upgrade Web CLI eweb Import Davice O more Q ©OoIT

@ 1 records selected  Clear

Project Name Online Status SN MAC Model Alias MGMT IP Egress IP Firmware ' Actions

TOPOLOGY-TEST ® Online

00d0.f822.366€ EG5210-JP Empty £ 10.52.24.66 112.5.139.96 EG_RGOS 11.9(6)B12

total of 1 E 10 / page

2 Click More, and then click Delete.

Authorized Unauthorized

Upgrade Web CLI eWeb Import Device O More Q ©OoI

@ 1 records selected  Clear

Move to

Project Name Online Status §  Reboot MAC Model Alias MGMT IP Egress IP Firmware ' Actions
Tunnel

TOPOLOGY-TEST ® Online 12349 D oodo.fs22.366e EG5210-1P Empty £ 10.52.24.66 112.5.139.96 EG_RGOS 11.9(6)B12

total of 1 10/ page

3 Click OK in the operation confirmation box to complete the operation.

Message

Are you sure you want to delete the device?

In addition to the above deletion methods, you can also delete devices through the Delete button in the Action

column of the gateway list.

@ No data selected
Project Name Online Status SN Config Status MAC Model Alias MGl Actions

Japan Office ® Online E187360129622 Synchronized 00d8.2d1a.3c32 EG5210-JP EmptyZ 221.11

Delete

total of 1 [1] 10/ page
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4.3.4 Moving Gateways

Follow the steps below to move a gateway to another project.

1 Inthe gateway list, select the gateway you want to move.

Authorized Unauthorized
Upgrade Web CLI eWeb Import Device O More Q

0 1records selected  Clear
Project Name Online Status SN MAC Model Alias

* Online E187360129622 00d8.2d1a.3c32 EG5210-JP Empty£

Japan Office

2 Click More, and then click Move to.

Authorized Unauthorized
Upgrade Web CLL eWeb Import Device O More Q
@ 1 records selected  Clear E

Project Name Online Status §  Reboot MAC Model Alias
Tunnel
Online E187. - Empty £
Japan Office ® Orline E1873 Delete 0ods.2d1a.3¢32 EG5210-JP Empty £
3 Selectanew project and click OK.
A X

Select Project

| |—§; 00DemofRIEE

4 Whenthe operation confirmation box appears, click OK.

Message

Are you sure you want to move the device to the

project ai_home_for_test
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MGMT IP Egress IP Firmware ' Actions

221.116.116.90 22111611690 EG_RGOS 11.9(8)B1:

totalof 1 1] 10/ page

MGMT IP Egress IP Firmware' Actions

221.118.116.90 221.116.11690  EG_ RGOS 11.9(6)B1Z

total of 1 10/ page
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4.3.5 Restarting Gateways

Follow the steps below to remotely restart the gateway.

1 Select the gateway to be restarted.
Unauthorized

Upgrade Web CLI eWeb Import Device O More Q

OOy
@ 1 records selected  Clear
Project Name Online Status SN MAC Model Alias MGMT 1P Egress IP Firmware' Actions
Japan Office * Online E187360128522 00d8.2d1a.3c32 EGS210-IP Empty 2 22111611690 22111611690  EG_RGOS 11.9(6)B1:

total of 1 10/ page

2 Click More, and then select Reboot.
Unauthorized

Upgrade Web CLI eWieb Import Device O More Q

©OoITB
@ 1 records selected  Clear
Move to
Project Name Online Status ] D MAC Model Alias MGMT IP Egress IP Firmware' Actions
Tunnel
Japan Office * Online EISTE e 006i8.2d1a.3c32 EG5210-JP Empty 2. 22111611650 22111611690  EG_RGOS 11.9(6)B1:

3 Click OK in the operation confirmation box, and wait for the device to restart.

Message

Are you sure you want to reboot the device?

“
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4.3.6 Delivering Configuration via Web CLI

Ruijie JaCS supports configuring gateways via Web CLI. Select the gateway to be managed and click Web CLI.
Commonly used CLI commands are provided on the left side of the Web CLI page. Click a command or enter a

command manually to send the relevant configuration to the device.

Authorized Unauthorized

Upgrade D eWeb Import Device O More O©OIS

© 1records selected  Clea

Project Name Online Status SN MAC Model Alias MGMT IP Egress IP Firmware' Actions
7 0ods.2d1a.3c32 EG5210-)P Empty £ 221.1161 22
Web CLI
SM:E187360129622 Background color:

Diagnose Web Console

\ersion Please select the target operation on the left
Connectivity > Running Config
Running Status = Startup Config
Client - Log

Current Time
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4.3.7 Accessing the Gateway’s eWeb

Device Management

Ruijie JaCS supports accessing the eWeb interface of a gateway through a tunnel.

The specific steps are as follows:

1

Select the gateway.

PREE  Unautnorized

m Upgrade Web CLT eieb Import Device 0 More Q O©OIS
© 1 records selected  Clear
= Project Name Online Status = SN HAC Hodel Alias S HGMTIP Egress IP Firmware Version Last Seen On Actions
(-] Japan Otfice * Online E187360129622 000824123632 £G5210.7 Empty2. 22111611690 22111611690  £G_RGOS 119(6)81374, Release(09
totalof1 [1] 10/ poge
2 Click eWeb.
Authorized Unauthorized
Upgrade Web CLT Import Device & More Q © 0T @
@ 1 records selected  Clear
Project Name Online Status = SN = MAC Model Alias = MGMT IP Egress Actions
Japan Office # Online E187360129622 00d8.2d1a.3c32 EG5210-IP EmptyZ 221.116.116.90 221.116.1

3 After creating the tunnel, the eWeb interface of the device will automatically open

total of 1 [1] 10/ page

in a new tab.

T U.y'e Q sz © 0-Duols Hizdmin ~
oy ‘f;ﬂ\*-bf‘ SAFhE—LN-Y
= 195-Fr- A FIH AR
00 £35-71-3%
T Mhi-tup MR- RDOWN cpu: 2
WAND LAN3 A5 -8 ©
& o - e
T ' FIAARM: 2024-06-13 18:37:54
EGS5210-1P EG_RGOS 11.9(6)B18,
Jo-Fe-h Release(11160218) k#
o8-z [#ax_v| o [N AEE M FOREEY -2 0.00Mbps
AEIO-Fr—b| FoEEs v
1.00M5ps
0.50M5ps
0.60Mbps
0.40Mbps
0.20M5p3
0.00Mbps
7:40 7:45 17:50 17:55 18:00 1 18:10 18:15 18:20 18:25 8:30 18:35
SOO-BERORER W/ALIEEE
BEOGFIHR TOP10 A% o e BEGTH) J0- TOP10 Fo gt B
5%y Y J0- Yo
UPNSALIST o) (EBE%) EOAEE TOMER cEAEE 77 Ak ]

If the eWEB does not open automatically, you can click "here" to jump to the eWEB or try to re-create the tunnel.

Tip

® Succeeded to create the tunnel. eWeb
system is connected.

If the browser can not access the eWeb system:

1. please allow the browser to pop up
windows.

2. please check if the proxy is turned on.
3. If the web configuration page does not

open automatically, pleaso config.
[ Or click here to re-create the tunnel. ]
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4.3.8 Creating a Tunnel

Device Management

Users can create a Web-based tunnel to access the gateway's eWeb system to achieve more monitoring and

management functions.

O Note

If there is any security system present in the network, such as a firewall, traffic to destination TCP ports 10000-12000

should be allowed.

Follow the steps below to create a tunnel:

1

Select a gateway.

Unauthorized

@ 1 records selected  Clear

Web CLT

Project Name

Japan Office

Click More, and then click Tunnel.

Unauthorized
@ Add Upgrade

@ 1records selected  Clear

Web CLT

Project Name

Japan Office

Import Device

Online Status

eWeb

Online Status

Import Device

& More

MAC

00d8.2d1a.3c32

8 More

Move to

s Reboot

MAC

Cmer)

Delete

00d8.2d1a.3c32

Q
Model Alias
EG5210-JP Empty 2
Q
Model Alias
EGS210-1P Empty#

MGMT 1P

221.116.116.90

221.116.116.90

MGMT IP

Egress Actions

221.116.1

total of 1 [ 1] 10/ page

Egress Actions

221.116.1

total of 1 10 / page

Select a tunnel type, and click Create Tunnel. Different products support different tunnel types.

Tunnel

| Create Tunnel

Type:| ssH

V‘ Create Tunnel

SSH

TELNET
WEB

| Tunnel List

f the tunnel is unavailable, please re-create it or contact us for support.

Type Host
eWeb 34.84.13.406
eWeb 34.84.13.40
eWeb 35.194.101.74
eWeb 35.194.101.74
eWeb 34.84.13.406

Port

10028

10299

10225

10035

10011

Destination Device

Local
Local
Local
Local

Local

Destination Port
80
80
a0
80

80

101

Expired at
2024-11-13 21:46
2024-11-12 1407
2024-11-11 18:15
2024-10-24 14:18

2024-10-18 20:06

Status

Connecting

Disabled
Disabled
Disabled

Disabled

Local Glabal

Cc on-

Action
Disable GO
Re-create
Re-create
Re-create

Re-create

Cancel
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4.3.9 Configuring Dynamic DNS

To configure the dynamic DNS:

1 Selecta project, and navigate to Device Config > Dynamic DNS to go to the configuration page.

() Dashboan D Project sistant
& overview e
&= Devices
& Client L] P DNS p ch:
Enable DDNS (@ (I Dissbled
= RF Planrng
@ Roamin m
@ Auth &Acmum Basic
Monitorin AP Template
2 Select an online device.
Select the device(Online): | 1234942570046 ~
Q
SN Online Status. MAC Alias Model MGMT IP
1234942570046 « Online 00d0.f822.366 Empty EG5210-JP 10.52.24.66

(3] | 10/0u0e

3 Configuring the DDNS information, and then click Save.

DDNS

© Automatically updste your DNS host each time when its public IP sddress changes.

Enable DONS ®: [ @R
* Domain: cloudtest116 | ruijiedans.net copy | @
Intemet: ® 1Pva
Mapto: @ PublicIP
w”: 112513996

1 have read and agreed 1o the User Agreement

Items Description

Enable

DDNS Whether to enable DDNS.

Domain Specify a domain name address (the length of an address ranges from 1 to 32 character.)
Internet The IPv4 is set by default.

Map to Mapped to a public IP address by default.

IP Displays the public IP address.
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4.4 G.hn Devices

This section gives a brief introduction to the management interface and operation steps of the G.hn device RG-
HS2310-16GH2GT1XS on the JaCS, including:

B G.hn Management Interface: Introduce the G.hn management interface on the JaCS.

B Basic Operation: Introduce the basic operations for managing the G.hn device.

4.4.1 G.hn Management Interface

Navigate to Project > G.hn to enter the G.hn device management interface. The G.hn device list is the same as the

switch list, please refer to 4.2.1 Switch Management Interface .

& default
Total Number of Devices:8
) Overview zi e a « our onu
™ 1 Gateway T 2 Switch T 4 AP =" 0 Ghn e 0 o - 1 ONU
= Devices
6% Client
Upgrade  Replace  Web CLI Q More Q ©oiIs
= RF Planning @ No data selected
© Roaming Project Name Online Status SN MAC Model Alias HGHT 1P Egress IP Firmware Vi Actions

¥ Device Config >

@ Auth & Account >

il Network Details >

Click the SN in a G.hn device list to go to its detailed information interface. The details interface of a G.hn device is

similar to that of a switch. For details, see Section 4.2.1. Only the DM topology tab is introduced here.

Upgrade Replace Web CLT 2 More Q O I®
® No data selected
Project Name Online Status SN MAC Model Alias MGMT IP Egress IP Firmware Actions
Cloud2.0_S2FAH"EEL ... s Offline G1509H9023523 d431.2749.12ec RG-H52310-16GH2G... Si2 10.52.25.73 10.52.25.73 HS2310_RGO!
Cloud2.0_S2FAHTEHEL ... * Not Online Yet 914GHNO004 test004 £
Cloud2.0_S2RAMEHEL . * Not Online et 914GHMNO00S test005 £
Cloud2.0_S2FAAEHS L « Not Online Yat 914GHNOD06 test006#.
Cloud2.0_S2FAn"EHEL ... & Not Online Yat 914GHNO0O7 test007 £
Cloud2.0_S2FAHTEHEL ... & Not Online Yet 914GHNO00S test008£
Cloud2.0_S2FAHTEHEL ... * Not Online Yet 914GHN0009 test009 £
Cloud2.0_S2RAMEHEL . * Not Online Yt 914GHNO010 test010£
Cloud2.0_S2RAAEHE L « Not Online Yet 914GHNOD11

Cloud2.0_S2FALEHEL ..

Not Online Yet 914GHN0012 test0122

DM Topology tab displays the topology information of the main telephone line unit (RG- HS2310-16GH2GT1XS)
and the child telephone line unit (RG-HA3515-DG).
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ElUplink and downlink ports can not be selected at the same time. G.hn interfaces cannot be configured.
G.hn Device Info

o ] ]
1G/10G 10M/100M Shutdown-port Shutdown-SVI Non-configurable Blacking Uplink Copper SFP Alias: Hs-1 4
1357 9111215 Model: RG-HS2310-16GH2GT1XS
owm TeeTEEEE BN
171819 2 4 6 8 1012 1416 MaC TERET IS
Firmware Version: ~HS2310_RGOS 11.4(1)B90
MGMT IP: 10.51.194.147
Overview  Ports  Config Diagnose DM Topology PesEEIEE &
Topology List
Q Refresh | Download

=]

4.4.2 Basic Operations

The operations for G.hn devices, such as device addition, device deletion, configuration replacement, device restart,
device movement, and WEB CLI, are similar to switch operations. Please refer to operations introduced in the Section
4.2 Switch.
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4.50LT

This section gives a brief introduction to the management interface and operation steps of OLT (Optical Line Terminal)
on the JaCS, including:

B OLT Management Interface: Introduces the OLT management interface.

B Adding OLTs: Introduces how to add or batch add OLTs to an existing project.

B Deleting OLTs: Introduces how to delete or batch delete the OLT(s) from a project.
B Moving OLTs: Introduces how to move the OLT(s) to another project.

B Upgrading OLTs: Introduces how to remotely upgrade the OLT(s) through the JaCS.

B Restarting OLTs: Introduces how to remotely restart an online OLT through the JaCS.

B Configuration Replacement: Introduces how to synchronize the configuration of an imported OLT to a new one.

[ | Creating a Tunnel: Introduces how to create a tunnel.

O Note
Now, the supported OLT is RG-MT3002.

4.5.1 OLT Management Interface

Click Project > OLT to enter the OLT management interface. Click the SN of an OLT in the list to view its detailed
information.

Ruijie & (O Dashboard & Project 88 Al Assistant

& default
Total Number of Devices:8

[ Overview

= H 1 Gateway o 2 Switch -4 ap =5 0 Ghn = 0 or S 10w
= Devices
o+ Client
CEN  ugade  Replace O More Q ©aoITH
= RF Planning P
@ Roaming Project Name Online Status SN MAC Hodel Alias MGHMTIP Egress IP Firmware Vi Actions
= DeviceConfig >
@ Auth & Account >
il Network Details >
& Alarms
B Logs >
@ Firmware
& Upgrade
Items Description
Project Name Displays the name of the project where the OLT is located.

Displays the online status of the OLT. The online status of the device includes:

Online Status Online/Offline/Not Online Yet. Click the filter icon to filter the OLTs by online status.

SN Displays the SNs of OLTs. Click the SN of an OLT to view its details information.
MAC Displays MAC addresses of OLTs.
Model Displays OLT models.
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Alias Displays the aliases of OLTs.
MGMT IP Displays the management addresses of OLTs.
Egress IP Displays the egress IP addresses of OLTs.

Firmware Version

Displays the firmware versions of OLTs.

Last See On Displays the last online time of OLTs.
Action Action column. Click the Delete button in the Action column to remove the device from the
project.
Button Description
Add button. Click this button to go to the adding interface.
Upgrade Upgrade button. After selecting the device, click this button to remotely upgrade the device.
Configuration replacement Button. You can synchronize the configuration of the old device to
Replace a new device of the same model. After configuration, when the new device is online, the
configuration of the old device will be sent to it automatically.
P Click this button to display more operation buttons, including Move to, Delete, Restart, and

Tunnel.

Refresh button. Click this button manually to refresh the OLT device list.

Automatic refresh button. When it is enabled, the OLT device list will automatically refresh
once every minute.

Row height adjustment button. Click this button to adjust the row height.

Click this button to customize the displayed items in the OLT list.

Search box. Supports searching an OLT by its MAC, SN, or alias.

Click the SN of a OLT device to go to device detail page.

Ruijie L‘)

& Lite-PON

Total Number of Devices:68

) Overview

B 4 Gateway

& Devices

0+ Client

Smart Simplicity ® Add

= RF Planning

@ Roaming

@ No data selected

sx o . our on
T 1 Switch T 0 AP 5 0 Ghn | 7 o - 56 ONU
Upgrade  Replace O More Q ©OoIB
Project Name Online Status = SN s MAC Model Alias MGMT IP Egress IP Firmware!  Actions
Lite-PON + Online 0748 RG-MT3002 an-kenny £ 1921681251  117.17384173  MF13.1.185P2.Be
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Device Detail AX

OLT Info
SN: 301605000000025 MAC: 074.8dfd.2e58 MGMT IP: 192.168.1.251 Model: RG-MT3002
Hardware Version: v1.00
Firmware Version: MF1_3.1_1_B5P2_Beta, Release(12131615), Revision{3c6d844b6)
Alias: 4A-kenny #

Description: - #

Overview Back up

Status
Memory Usage CPU Usage
~
34% 13%
Chip Info c

MiniOLT_1 MiniOLT_2

SN: B0835W00105 Physical Link: Connected Temperature: 61.03°C Manufacturer: KT

Firmware Version: v2.0.13731b-33042501-FTTR-0002-00005

Ethernet Module Info &
SN: HC2203230020 Manufacturer: OEM Firmware Version: 1.0
| Downlink Device List c

©

I®
@ No data selected
Chip SN GPONSN 1P Address MAC Status Cloud Status Network Status Actions:
MiniOLT_1 301606000000026 RITC8D400023 192.168.1.225 FO:74:80:40:00:23 Online Online On [E Reboot
MiniOLT_2 301606444488150 RITCBDFDOBAC 192.168.1.137 FO:74:80:FDi0B:4C Online Online On [E Reboot

total of 2 10/ page

(1) OLT Information

The OLT infor displays the device’s SN, MAC address, MGMT IP address, model, hardware version, firmware
version, alias and description.

| oLTinfe

SN: 301505000000025 MAC: f074.8dfd.2e58 MGMT IP: 192.168.1.251 Model: RG-MT3002
Hardware Version: 1.00

Firmware Version: MF1_3.1_1_B5P2_Beta, Release(12131615), Revision{3c6d844b6)

Alias: 44-kenny #

Description: - #

(2) Overview Tab

The Overview tab consists of four parts: Status, Chip Information, Ethernet Module Information and
Download Device List.
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Overview Back up

Status

Memory Usage

o)

Chip Info

MINOLT 1 MiniOLT_2

SN: B1737TM00009

Firmware Version: v2.0.13T31b-33042501-FTTR-0003-00002
Ethernet Module Info
SN: 9CZ01Q2100005

| Downlink Device List

Network Status

@ 1 records selected  Clear
Chip SN

MiniOLT_2 F5AF1478

CPU Usage

Physical Link: Not Connected

Manufacturer:

RITCF5AF1478

10%

Temperature: 73.70 °C

Ccloud Firmware Version: 1.0

GPONSN IP Address MAC Status

192.168.150.128 28:D0:FS:AF:14:78 Online

Device Management

C
Manufacturer: KT
<
&)
O IR
Cloud Status Network Status Actions
Online On El  Reboot

total of 1 10/ page

In the Download Device List, you can change the network status of its downlink devices.

To change the network status of its downlink devices:

1 Select a downlink device, and then click Network Status.

| Downlink Device List
© 1 records selected  Clear
Chip SN

MiniOLT_2 FSAF1478

2 Change the status and click OK.

Network Status

(3) Back up Tab

Overview Back up

Configuration Backup List

Back Up Restore Delete

@ No data selected

File Name

301605000000009_1735612231324.cfg

RITCFSAF1478

108

GPONSN IP Address MAC Status Cloud Status Network Status Actions
192.168.150.128 28:D0:FS:AF:14:78 Online Online On [E Reboot
total of 1 10/ page
X
i n
©OITB
File Size Time MD5 Actions
41.43K 2024-12-31 11:30:32 c5079e7be95095c07bdaldb152b34f5f Detail

total of 1 10/ page
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Button Description
Back Up Click this button to back up the configuration of the OLT device.
Select a backup configuration file and then click this button to restore the device to the
Restore . .
selected configuration backuped.
Delete Select a configuration file and then click Delete to delete it.
Details Click Details in the Action column to view the details of the configuration.

4.5.2 Adding OLTs

JaCS provides two ways to add optical line terminals to a specific project.

®  Addingan OLT

B Adding OLT in Batches

4.5.2.1 Adding an OLT

Follow the steps below to manually add an OLT to an existing project. This method is suitable for adding a small
number of OLTs:

1 In the OLT management interface, click + Add.

Total Number of Devices:1

) onl

e =3 ~ oLT
TR 0 Gateway T 0 Switch [ W =F% 0 Ghn == 1 owr 25 oon

[C. ] Upgrade Replace B More Q O©Oo1ITs
@ No data selected
Project Name Online Status SN MAC Model Alias MGMT IP Egress Actions

Test1 * Not Online Yet 1223312 Empty £

total of 1 m 10/ page

2 Click Add a Device.

Add

Download and fill in the template.Up to 200 records can be imported

Add a Device
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3 Enter the SN (required) and Alias (optional). The length of the SN should be between 6 and 20 characters, and

the length of an alias cannot exceed 64 characters. Click ' to delete the filled SN, and click + to add more

7SN [ l Alias l i
2SN [ l Alias [ l i
3SN [ l Alias [ l m +

4 Atter filling in the information, click OK. When the "Add succeeded" prompt appears, click X to close the prompt
box. The added device will be displayed in the OLT list.

Message (]

Add succeeded

4.5.2.2 Adding OLTs in Batches

Follow the steps below to add OLT devices to a specified project in batches.

1 Selectthe project.

Ruiie &= (] Dashboard & Project 38 Al Assistant
& Lite-PON
Total Number of Devices:68
) Overview - o
™ 4 Gateway It 1 Switch
& Devices . ) )
2  Click Add.
Total Number of Devices:0
- - Gy " ot ony
@™ 0 Gateway BT 0 Switch TR AP =5 0 Ghn == 0 oiT _ 0 oNu

Upgrade Replace e More Q OO1T.
@ No data selected
= MAC Model Alias — MGMT IP Egress Actions

Project Name Online Status SN

3 Click Download Template to download the template.
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device Add X
Download and fill in the template.Up to 200 records can be imported
—

4 Filinthe template. SN is required, while the alias is optional. Up to 200 devices can be imported each time.

A B

5 Click ".xIs" File to upload the completed document.

device Add X
Download and fill in the template.Up to 200 records can be imported
T
[ 1
ider =~ @ @
~

£ "~ Name v Date modified ™
- ~ Today (1)
- l%] Template_7232 2024092418491 2024/9/24 ‘I?:l‘
- > Yesterday (1) v
A v <

>

2 name: | Template_7232_20240324184041 v | [Microsoft Office Excel 67-2003. v

[ Open ] | Cancel |

6  When the "Import succeeded" prompt appears, click X to close the prompt box. The imported devices will be
displayed in the OLT list.

Message D

Import succeeded
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4.5.3 Deleting OLTs

Device Management

Follow the steps below to delete the OLT(s) from an existing project.

1 Select the OLTs to be deleted.

Total Mumber of Devices:2

& 0 Gateway B 0 Switch =m0 AP

Upgrade Replace O More Q

@ 2 records selected  Clear

Project Name Online Status SN MAC
Testl « ot Online et 12233120
Testl « Not Cnline Yet 12365420

2 Click More, and then click Delete.

Upgrade Replace || O More |

Q,
© 2 records selected ~ Clear
Move to
Project Name 1 Reboot v SN MAC
Tunnel
Testl

Testl » Not Online Yet

=% 0 Ghn

o onu
== 2 OT 0 ONU
Alias MGMT 1P Egress IP
Empty 2.
Empty #.
Alias MGMT IP Egress IP
Empty £
Empty £

O©OoId

Firmware' Actions

total of 2 10/ page

Firmware ' Actions

total of 2 E 10/ page

3 Click OK in the operation confirmation box. When the "Succeeded" prompt appears, the operation is completed.

Upgrade Replace O More

@ 2records selected  Clear

Are you sure you want to delete?

Project Nan cancel ﬂ SN
Test1 » Mot Online Yet 12233120
Test1 * Mot Online yet 12365420

In addition to the above deletion method, users can also hover the mouse over the

Q

MAC

of the OLT to be deleted, and then click Delete to delete the device.

® add Upgrade Replace Q More Q

@ No data selected

Project Name Online Status SN MAC
Test1 * Not Online Yet 122331201
Test1 * Not Online Yet 122

112

Alias MGMT IP Egress IP
Empty£

EmptyZ

icon in the Action column

Firmware' Actions

totalof 2 [ 1] 10/page
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4.5.4 Moving OLTs

Follow the steps below to moving the OLT(s) to another project.

1 Select the OLT that needs to be moved.

Total Number of Devices:1

i .- . $o
#TH 0 Gateway B 0 Switch == 0 AP =% 0 Ghn

Upgrade Replace @ More Q

© 1 records selected  Clear

Project Name

Test * Not Online Yet 1223312011

2 Click More, and then click Move to.

Upgrade Replace B More Q
© 1 recordsselected  Clear
Project Name i Reboot 4 SN . MAC
Tunnel
Test1 1223312011
Delete
3 Selectanew project and click OK.
Select Project s X
I & 1121212 I

4  Whenthe operation confirmation box appears, click OK.

Message

Are you sure you want to mowve the device to the

project 1121212
cancel n

113

Online Status SN MAC Model

Model

oLT
== 1 oLT

Alias

EmptyZ

Alias

Empty £

Device Management

O
F 0 ONU

MGMT IP Egress Actions

totalof 1 [ 1] 10/ page

©OoITB

MGMT IP Egress Actions

total of 1 [ 1] 10/ page
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4.5.5 Upgrading OLTs

Follow the steps below to remotely upgrade the OLT(s) via the JaCS.

1 Select the device to be upgraded, and then click Upgrade.

Total Number of Devices:68

St
TR 0 AP

TR 4 Gateway BT 1 Switch

© 1 recoffifselected  Clear
u Project Name Online Status SN
Lite-PON * Online 301605000000025

a

LE
B 0 Ghn

MAC

074.8did.2e58

our ony
== 7 o

Model

RG-MT3002 4A-kenny 2

2 Click Select Firmware to select a firmware version.

Device Upgrade

Check in Project > Monitoring >Logs >Upgrade

SN:

5 Model:

Upgrade Version: Please select a firmware version.

Upgrade Device: 1

Scheduled Upgrade

Advanced Settings v

3 After selecting the firmware version, click OK.

Select Firmware

Cloud Firmware Private Firmware

Please select a firmware.

Firmware Version
. MF1_3.1_1_B5P1, Release{11181406), Revision(71585d525)
MF1 3.1 1 B5P1, Release(11172306), Revision(34bee2376)
MF1_3.1_1_B5P1, Release{11172106), Revision(22edacbbd)
MF1_3.1_1_B5P1, Release{11160706), Revision(87eed49abd}
MF1_3.1_1_B5P1, Release(11160911), Revision(a9ddcdc66)

MF1_3.1_1_B5P1, Release{11152907), Revision(a583d38d2)

Hardware Version:

Current Version: |V

_1_B5P2 Beta, Release(12

File Size (MB) Applicable Model
31.32 RG-MT3002:V1.00
a7 RG-MT3002:V1.00
31.20 RG-MT3002:V1.00
3359 RG-MT3002:V1.00
33.60 RG-MT3002:v1.00
33.56 RG-MT3002:V1.00

MGMT IP

192.168.1.251

Device Management

56 ONU
©OoIS
Egress IP Firmware Version Actions.
11717384173 MF1_3.1_1_BSP2_Beta, Release(12.
20X

Firmware Version, Applicable Mc

Released at Description
2024-06-14 16:05:46
2024-05-23 10:33:31
2024-05-22 11:11:01
2024-04-12 11:17:52
2024-04-09 14:03:55

2024-04-03 14:18:04

4 Ciick start Upgrade to create an upgrade task.
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Device Upgrade 2 X
Check in Project > Monitoring >Logs >Upgrade Log
SN: 201605000000025  Model: RG-MT3002  Hardware Version: V1.00  Current Version: MF1_3 2131615
Upgrade Version: MF1 3.1 1 BSP1, Release(11181406), Revision(71585d525)  Firmware Details v
Upgrade Device: 1
Scheduled Upgrade

Advanced Settings v

If you need to upgrade the device at a specific time, you need to check Scheduled Upgrade, and then set the

upgrade time. After that, click Start Upgrade. The default number of upgrade attempts is 5.

X

Device Upgrade :

Check in Project > M

SN: 201€

Upgrade Version: MF1_3.1_1_BSP1, Release(11181406), Revision(71585d525)  Firmware Details v

Upgrade Device: 1

Hardware Version: V1.00  Current Version: MF1 2.1 1 BSP2 Beta, Release(12131615

Scheduled Upgrade

Start Date 2025/01/22 & Time Range |00 v]:[00 v|to[23 v]:[50 v|

Advanced Settings ~

Max Retry Ti
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4.5.6 Restarting OLTs

Follow the steps below to remotely restart the OLT through the JaCS.

1 Select the OLT to be restarted.

Total Number of Devices:2

1 = Gai) o our
T 0 Gateway A0 0 Switch T 0 AP £ 0 Ghn fe== 2 oIr S8 oonu
Upgrade Replace O More Q oIS
@ 1 records selected  Clear
L] Project Name Online Status SN 0 MAC Model Alias MGMT IP Egress IP Firmware' Actions
Testt « Not Gniline Vet Empty £
Test1 * Not Online Yet 1223312011 Empty 2
total of 2 10/ page
2 Ciick More, and select Reboot.
Upgrade || Replace | O More Q ©Cois
@ 1 records selected  Clear
Move to
MGMT 1P Egress IP Firmware' Actions

[ Project Name ! G ¥ SN O MAC Model Alias

Tunnel
201 Empty £

s Test1
8 Delete

Empty £

Testl ® Not Orlline Yet 1223312011

3 Click OK in the operation confirmation box, and wait for the device to restart.

Message

Are you sure you want to reboot the device?

“
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4.5.7 Configuration Replacement

The configuration replacement function can synchronize the configuration of an old or faulty device to a new device of
the same model. After the configuration replacement task is complete, Ruijie JaCS will send the configuration of the
old device to the new one when it goes online. In this way, users do not need to manually configure the new device

again, helping improving operation and maintenance efficiency.

3 Note

The configuration replacement is only applicable to the OLTs of the same model.

The specific steps are as follows:

1 Selectan existing device and click Replace.

Total Number of Devices:1006

1. =2 oz
#5H 198 Gateway #7201 Switch =R 4 AP =5 199 Ghn £ 202 our 28 202 onu

Upgrade Q More Q 0O &
® 1 records selected  Clear
- Project Name Online Status SN MAC Model Alias MGMT IP Egress IP Firmware Actions

Cloud2.0_S2RASEEL. *On 2840.4566.c927 RG-MT3002

192.168.150.127 112513996  MF1_3.1_185P1, R

2 Enter the SN and MAC address of the new device. Please make sure that the SN and MAC of the new device
match each other.

Replace woX

| Device List

[Batch Import ¥ Download Template

Replaced Device SN New Deviee SN New Device MAC Cenfig File

[ 301605000000009 | [ 1234942570092 || oodossa23350 | |

3 Click Select Config File and select the configuration file of the existing device. After selecting, click OK.

Select Config File

File Name Time Action
e 301605000000009_1726736765797.cfg 2024-09-19 18:06:13 Details
Previous Page 1 of 1 Mext Last Tolal: 1

In the Select Config File interface, click Backup to back up the current device configuration.

4 After selecting the configuration file, click OK.
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Replace

| Device List

[“Batch Import ¥ Download Template

Replaced Device SN

New Device SN

New Device MAC

Device Management

Config File

[ 301605000000009

l I 1234942570092

[ 00d0.f822.3350

[ 301605000000009_172 l

5 Afterthe prompt message appears, click X to complete the operation.

To replace the configuration of OLTs in batches:

1

3

Message

Submit succeeded.

Click Replace.

Replace

® Add Upgrade O More Q NIs
@ o data selected
Project Name Online Status SN = MAC Model Alias = MGMT IP Egress IP Firmware Actions
Cloud2.0_SZRAMEHEL ... * Online 301605000000009 2800.566.c027 RG-MT3002 12343678912345678.. £ 192168150127 1125.138.96  MF1.3.1.1.85P1, R
Cloud2.0_S2RA4SHEL .. « Not Orline Yet 1234942570092 Empty 2
Cloud2.0_ SPRAAEHEL .. * Not Online Vet 222222 1930-482.
Cloud2.0_S2RAAEMEL... * Not Orline vet 9140170001 test001£
Cloud2.0_S2FAATEHEL .. » Not Online Vet 9140LT0002 test002#
Cloud2.0_SRAAEAEL .. * Not Orline Yet 9140LT0003 test003 £
Cloud2.0_ S2ZRAMEHEL ... « Not Orline Vet 9140LT0004 test004 2.
Cloud2.0_ SZRAMEHEL * Not Online Vet 9140170005 test005 2.
2 Click Download Template to download the template.
X
| Device List
[¥Batch Import ® Download Template
Replaced Device SN New Device SN New Device MAC Config File@
l [ Enter SN [ Please enter the MAC. l [ I select Config File
Fill in the template. Up to 200 devices can be imported each time.
A E C

W L3 B b
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Items Description

Replaced Device SN Enter the SN of the existing device.

New Device SN Enter the SN of the new device.

M AC Enter the MAC address of the new device.

4 Ciick Batch Import to import the filled template.

Replace

| Device List

[<Batch Import ¥ Download Template

Replaced Device SN New Device SN New Device MAC Config File@

No Data

ol MName Date modn‘i;d

~ Today (2)

' Ei Device Replacement Template20240612 202952 ' 2024/6/12 20:33

Template_46553_20240612203334 2024/6/12 19:45
> Yesterday (10)

> Last week (11)
> Last month (48)

i I T T T

> Earlier this year (45)
> Along time ago (297)

(]

v >

Device Replacement Template20240612_202952 v| |t v|

I Open I | Cancel |

5 selectthe configuration files for your devices and click OK.

Replace
| Device List
Replaced Device SN New Device SN New Device MAC Config File@
| 1234042570099 | | 12364652202 | | oodo.822.2250 | | 1234942570099 17131 \
I 1234942570301 ] | 12264652202 | | oodo.ez2.2250 | I 1234942570301 17118 ]

6  After the "Submit succeeded " prompt appears, click X to close the prompt box.

Message D

Submit succeeded.
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4.5.8 Creating a Tunnel

Follow the steps below to create a tunnel. Before creating a tunnel, make sure the device is online:

1 Select the device.

ALL(3040)  Gateway(214)  Switch(234)  AP(1105)  G.hn(401)  OLT(217)  ONU(869)

Upgrade  Replace O More ©OIB
@ 1 records selected  Clear

L] Project Name Online Status SN MAC Model Alias MGMT IP Egress IP Firmware Version Last Actions
Lite-PON » Offline 00aa bb01.2340 RG-MT3002 1012 19216846157  117.139216.184 MF1_3.1.1.B5P1, Release(1119291 202407

2  Click More, and then click Tunnel.

Upgrade Replace \ O More \ Q ©COoITd
@ 1records selected  Clear
Move to
L] Project Name ! Reboot ¥ SN MAC Model Alias MGMT IP Egress IP Firmware Actions
Cloud2.0_S2RABEIEL .. 1234942570092 Empty £
Delete
Cloud2.0 SRALTEEL . = Not Online Yet 1830-43#
3 Select a tunnel type and click Create Tunnel.
: X

Tunnel

| Create Tunnel

Type:‘ SSH v|| Create Tunnel
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4.6 ONU

This section gives a brief introduction to the management interface and operation steps of ONU (Optical Network Unit)

on the JaCS, including:

B ONU Management Interface: Introduces the ONU management interface of the JaCS.

B Adding ONUs: Introduces how to add or batch add the ONU(s) to an existing project.

B Deleting ONUs: Introduces how to delete or batch delete the ONU(s) from an existing project.
B Moving ONUs: Introduces how to move the ONU(s) to another project.

B Upgrading ONUs : Introduces how to remotely upgrade the ONU(s) through the JaCS.

B Restarting ONUs: Introduces how to remotely restart the online ONU(s) through the JaCS.

O Note
Currently, the supported ONU model is RG-MU3064.

4.6.1 ONU Management Interface

Click Project > ONU to go to the ONU management interface. Click the SN of an ONU, you can view its detailed

information.

Ruifie & (3 Dashboard & Project 88 Al Assistant

& Testl
Total Number of Devices:0

[ Overview - - P 12 ot onu
@™ 0 Gateway BT 0 Switch TR 0 AP B 0 Ghn =™ o our ~ 0 oNU
& Devices
& Client
eweb  Upgrade B More Q O©OId

% RF Planning © No data selected

© Roaming Project Name Online Status SN MAC Model Alias MGMT 1P Egress 1 Actions.
 Device Config  »

@ Auth & Account »

il Network Details »
Items Description
Project Name Displays the name of the project where the ONU is located.

Displays the online status of the ONU. The online status of the device includes:

Online Status Online/Offline/Not Online Yet. Click the filter icon to filter devices by online status.

SN Displays the SN of the device. Click the SN number of an ONU to view its details.
MAC Displays the MAC addresses of ONUs.

Model Displays ONU models.

Alias Displays the aliases of ONUs.

MGMT IP Displays the management addresses of ONUs.

Egress IP Displays the egress IP addresses of ONUs.

Firmware Version | Displays the firmware version information of the ONU.

Last See On Displays the last online time of the ONU.
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Actions Hover the cursor over the in the Action column. When the Delete button appears, click it
to remove the device from the project.
Button Description
© Add Add button. Click this button to enter the adding interface.
eWeb eWeb button. Select an ONU, and click this button to can access its eWeb.
Upgrade Upgrade button. After selecting the ONU, click this button to remotely upgrade the device.
O More Click this button to display more operation buttons, including: Move to, Delete, and Reboot.

Refresh button. Click this button manually to refresh the ONU list.

Automatic refresh switch button. The automatic refresh function is enabled by default. When
it is enabled, the ONU device list will automatically refresh once every minute.

Row height adjustment button. Click this button to adjust the row height.

Click this button to customize the displayed items in the ONU list.

Search box. Supports searching an ONU by its SN, MAC, or alias.

Click the SN of a ONU device to go to the Device Detail page. The Device Detail page contains four parts: Device

Information, Overview, Tunnel and Back up.

Ruijie (<

() Dashboard &

Project

& Lite-PON

Total Number of Devices:68

) overview

P
@ 4 Gateway

& Devices
o< Client
Smart Simplicity

= RF Planning
@ Roaming

Configuration

# Device Config >

Device Detail

Info
SN: 301606444488150

Hardware Version: V1.00

e

@ No data selected

5= o . our
B 1 Switch T 0 AP = 0 Ghn = 7 our 56 ONU

Upgrade 8 More Q

Online Status ™ SN & Model Alias & MGMT IP

30160600000...

Project Name MAC

Lite-PON f074.8d4 RG-MU3064 Empty#£ 192.168.1.225 17173,

MAC: f074.8dfd.Obdc MGMT IP: 192.168.1.137 Model: RG-MU3064

‘GPON SN: RJTCS8DFDOBAC

Firmware Version: MF3_3.1_1_B5P2_Beta, Release(12131607), Revision(d98b04781)

Alias: jwx_3064 Z

Description: - #
Reset SSID Information

Overview Tunnel Back up

)

| Traffic Summary

Status

Memory Usage

Traffic(M8)
6

]

CPU Usage Alarms: 1

16%

1o

Downlink

-8~ Uplink
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(1) Device Information

The device information displays the device’s SN, MAC address, MGMT IP address, model, hardware version,
firmware version, alias and description. To reset the device SSID, click Reset SSID Information.

Device Detail

Info

SN: 301606444488150 MAC: f074.8dfd.Obdc MGMT IP: 192.168.1.137

Model: RG-MU3064
Hardware Version: V1.00

GPON SN: R/TCSDFDOBAC
Firmware Version: MF3_3.1_1_B5P2 Beta, Release(12131607), Revision(d98b04781)
Alias: jwx_3064 #

Description: - #

Reset SSID Information

(2) Overview Tab

The Overview tab consists of three parts: Status, Traffic Summary and SSID List.

® Status

Displays the memory and CPU usages and the number of alarms.

| status

Memory Usage CPU Usage

~
37% 15%

® Traffic Summary

Alarms : 1

(©

Displays the traffic statistics in the last 24 hours or 7 days. Hover your cursor at a time to check its uplink
and downlink traffic.

| Traffic Summary

Last 24 Hours Last 7 Days

-8~ Uglink Dawnlink
Traffie(MB)
140
120
100
80
50
0
20 2025-01-16 15:00:00
0 Uplink:3.367 | SN . s -
2025-01-16 12:40- (ETERIRIR [onlink:124.008 1716 19:00:00 2025-01-16 22:10:00 2025-01-17 01:20:00 2025-01-17 04:30:00 2025-01-17 07:40:00 2025-01-17 10:50:00
® SSID List
Displays the SSID information of the device.
| sSID List(Number of Online Terminals: 0)
O©COIB
SSID Password Is the SSID usable RF Type ‘Channel Encryption Method Auto Channel Power
+ CMCC-zAtD @ YES 246 1 AES Enable 100%
+ CMCC-ZAtD-56 s g YES 56 64 AES Enable 100%

® Tunnel

Click Create Tunnel to go to the Tunnel page. Select a tunnel type and then click Create Tunnel to create
a tunnel for the device.
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Overview Tunnel Back up

| Tunnel

Create Tunnel

Device Management

Tunnel (301606444488150) X
| Create Tunnel
Typezl SSH vl I Create Tunnel I
Lol
| Tunnel List C -
If the tunnel is unavailable, L’HFB‘P re-create it or contact us for support.
Type Host Port Destination Device Destination Port Expired at Status Action
eWeb 35.194.101.74 10146 Local 80 2024-10-11 1945 Abnormal Re-create
eWeb 35.194.101.74 10075 Local 80 2024-10-08 20:37 Abnormal Re-create
eWeb 35.194.101.74 10194 Local 80 2024-07-30 13:37 Abnormal Re-create
SSH 35.194,101.74 10193 Local 2024-07-3013:35 Abnormal Re-create
aWeh 35.194.101.74 1ma1 lacal A0 2024-07-29 19:55 Abnormal Re-create
‘Cancel
(3) Back up Tab
Qverview Tunnel Back up
Configuration Backup List
Back Up Restore Delete ©OTH
©® No data selected
File Name: File Size Time MD5 Actions
301606444488150_1722244845488.cfg 48.13K 2024-07-29 18:20:48 4834627771edfc97c40a5917794fb370 Detail
total of 1 10/ page
Button Description
Back Up Click this button to back up the configuration of the OLT device.
Restore Select a backup configuration file and then click this button to restore the device to the
selected configuration backuped.
Delete Select a configuration file and then click Delete to delete it.
Details Click Details in the Action column to view the details of the configuration.
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4.6.2 Add ONUs

JaCS provides two ways to add optical network units to a specific project.

B Adding an ONU

B Adding ONUs in Batches

4.6.2.1 Adding an ONU
Follow the steps below to add an ONU. This method is suitable to add a small number of ONUs.

1 Click Add in the ONU management interface.

Total Number of Devices:3

H I s L oLT
9 1 Gateway TR 1 Switch [ IR =ER 0 Ghn =" o or 28 oonw

eWeb Upgrade & More Q ©OITSs

© No data selected

Project Name Online Status SN MAC Model Alias MGMT IP Egress 1 Actions

2 Click Add a Device.

device Add

Download and fill in the template. Up to 200 records can be imported

A |
Q7
N
Add a Device

3 Enter the device's SN (required) and Alias (optional). The length of a SN should be between 6 and 20 characters,

and the length of an alias cannot exceed 64 characters. Click I to delete the filled SN, and click * to add
more SNs .
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7SN I ] Alias ] [}
2SN I ] Alias I ] (]
son| | i EE

4 After filling in the information, click OK. When the "Add succeeded" prompt appears, click X to close the prompt
box. The added device will be displayed in the ONU list.

Message (4]

Add succeeded

4.6.2.2 Adding ONUs in Batches

To add ONUs in batches:

1 Selectthe project.

|& default
Total Number of Devices:3

) Overview e = qar - our
TR 1 Gateway BT 2 Switch T 4 AP B 0 Ghn == o o 1 ONU
&= Devices
& Client
[Nl eweb  Upgrede B More Q ©O1Is
F RF Planning ® No dsta selected
@ Roaming Project Name Online Status = SN $ MAC Model Alias 3 MGMT 1P Egress  Actions
Canfiguration
default # Not Online Yet 15566220 wwi123333@%_2
£ Device Config  »
2  Click Add.
Total Number of Devices:8
zi- =z G [N oLt ony
™ 1 Gateway T 2 Switch BT 4 AP =" 0 Ghn =" 0 OLT 1 ONU
@ Add eWeb Upgrade B More Q [ oo}
© No data selected
Project Name Online Status SN MAC Model Alias MGMT IP Egress Actions
default * Not Online Yet 15566220 wwi123333@#_2

total of 1 10/ page

3 Click Download Template to download the template.
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device Add

Download and fill in the template. Up to 200 records can be imported

*xls" File Download Template

Fill in the template. SN is required while the alias is optional. Up to 200 devices can be imported each time.

A B

5 Click ".xIs" File to upload the template.

Add

Download and fill in the template.Up to 200 records can be imported

Download Template

Add a Device

« « 4 & 5 ThisPC > Downloads > ) O Search Downloads
Organize v New folder Bz 1 @
= s pe A Name Date modified :
3 30 Objects  Today (1)
I Desktop er 2024/9/25 15:45
5] Documents Yesterday (1)
Download:
+ 2 Earlier this week (1)
b Music
S Last week (5)
B videos Earlier this month (8)
= R Last month (8)
= Local Disk (D) i
Earlier this year (115)
& Network

v o<

File name: | Template 7232 20240925164525

>
v| [ Microsoft Ofice Excel 972003 ~

=

6 When the "Import succeeded" prompt appears, the operation is complete. The imported devices will be
displayed in the ONU list.

Message

o

Import succeeded
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4.6.3 Deleting ONUs
Follow the steps below to delete the ONU(s) from a project.

1 Select the ONU device to be deleted.

Upgrade O More Q

O©OoITR
@ 2 records selected  Clear
Project Name Online Status SN MAC Model Alias MGMT IP [Egress IP Firmware' Actions
default « Not Online Yet 15620240 Empty 2.
g default # Not Online Yet ASDFASDF12...

asdfasdfas222 £

total of 2 10/ page

2 Click More, and then click Delete.

Upgrade ‘ O More ‘ Q

[ SHORNNRC]
@ 2records selected  C
Move to
Project Nar ~ Reboot e Status SN MAC Model Alias MGMT IP Egress IP Firmware® Actions
default st Online Yet 15620240 Empty2
default s NotOnlineYet ~ ASDFASDF12..

asdfasdfas2224

3 Click OK in the operation confirmation box. When the "Succeeded" prompt appears, the operation is completed.

Upgrade © More Q

OO
O 2 records Are you sure you want to delete?
cancel m
broject mam - wnime stas SN MAC Model Alias MGMT IP Egress IP Firmware' Actions
default *not Online Yet 15620240 Empty#
default * Not Online Vet ASDFASDF12..

asdfasdfasz222

& Test1
Total Number of Devices:0
D Overview e - Gan e oLt onu.
@™ 0 Gateway TR 0 Switch =TR 0 AP E=FN 0 Ghn == o0 owr 0 ONU
& Devices

In addition to the above deletion method, you also can hover the cursor over the
of the ONU to be deleted and click Delete to delete it.

icon in the Action column

@ No data selected

Project Name Online Status SN MAC

Model Alias MGMT IP Egress IP Firmware ' Actions

default « Not Online Vet 15366220 Empty 2

Del
total of 1 1] 10/ page
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4.6.4 Moving ONUs

Follow the steps below to move the ONU(s) to another project.

1 Select the ONU to be moved in the ONU list.

Total Number of Devices:8

ony.

e s ) < our
#5TH 1 Gateway 0 3 Switch [ W £ 0 Ghn == 0 oT o0 10w
Upgrade Q More Q
@ 1records selected  Clear
Project Name Online Status SN MAC Model Alias MGMT IP Egress IP
default ® Not Orline Yet ASDFASDF12... asdfasdfas2224
2 Click More, and click Move to.
e 5 ot a
@ 1 records selected €
Project Nar ~ Reboot \e Status SN MAC Model Alias MGMT IP Egress IP
Delete
default st Online vet ASDFASDF12... asdfasdfas2224

3 Select a new project, and then click OK.

Select Project

Ifzs 121212 I

4 Whenthe operation confirmation box appears, click OK.

Message

Are you sure you want to move the device to the

project 1121212
cancel n
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4.6.5 Upgrading ONUs

Follow the steps below to upgrade an online ONU.

1 Select the device to be upgraded, and click Upgrade.

eWeb B More
@ 1records selected  Clear
[ Project Name Online Status SN
Lite-PON # Online 30160600000...
Lite-PON O @ 30160600000.

MAC

f074.8dfd.073b

f074.8dfd.0ab4

2 Click Select Firmware to select a firmware version.

Device Upgrade

Check in Project > Monitoring >Logs »Upgrade Log

)64 Hardware Version: \V1.00

2

Upgrade Version: Please select a firmware version.
Upgrade Device: 1

Scheduled Upgrade

Advanced Settings v

3 After selecting the firmware version, click OK.

Select Firmware

Cloud Firmware Private Firmware

Please select a firmware.

Firmware Version File Size (MB)

MF3_3.1_1_B5P1, Release(11181406), Revision(acce7630b) 31.46

MF3_3.1_1_B5P1, Release(11172306), Revision(ffc645464) 31.44
MF3_3.1_1_B5P1, Release(11172106), Revision(deac5a581) 31.44
MF3_3.1_1_B5P1, Release(11160911), Revision(04bed0711) 34.84
MF3_3.1_1_B5P1, Release(11160120), Revision(a63007efa) 34.83

Current Version: MF2

Model Alias
RG-MU3064 30160600000011212
RG-MU3064 3016060000001312

~
=]
Y
~
=
@

1, Release(11

Applicable Model

RG-MU3064:V1.00

RG-MU3064:V1.00

RG-MU3064:V1.00

RG-MU3064:V1.00

RG-MU3064:V1.00

Device Management

MGMT 1P

192.168.51.128

192.168.51.166

Egres Actions

117.139.2

117.139.2

Firmware Version, Applicable Mc

Released at
2024-06-14 16:07:51
2024-05-23 10:32:31
2024-05-22 11:10:08
2024-04-09 14:07:25

2024-04-03 14:16:10

Description

First Previous Page 1

4 Click Start Upgrade to create an upgrade task.

Device Upgrade

SN: 0 2 Model: Hardware Version: V

Upgrade Version: MF3 3. 5P1, Releasel
Upgrade Device: 1

Scheduled Upgrade

Advanced Settings

Current Version: M

Firmware Details ~
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If you need to upgrade the device at a specific time, you need to check Scheduled Upgrade, and set the upgrade
time. After that, click Start Upgrade. The default number of upgrade attempts is 5.

Device Upgrade 2oX

SN: 30 Hardware Version: V1.00  Current Version: MF3_3.1_1_B5P1, Release(11230412), Re...

Firmware Details v Select Firmware

Upgrade Version: MF3_3.1_1_B5P1, Release(11181406), Revision(acc

Upgrade Device: 1

Scheduled Upgrade

Start Date 2024/11/14 3 Time Range : to H

Advanced Settings ~

Max Retry Times: El
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4.6.6 Restarting ONUs

Follow the steps below to remotely restart the ONU(s) through the JaCS.

1 Select the ONU device to be restarted.

Total Number of Devices:40

=2 =z a0 e ony
@™ 0 Gateway T 1 Switch BTS00 AP Er® 0 Ghn

oLt
== 7 oLT 32 ONU

eweb Upgrade © More Q [ oNe!

I
@ 1records selected  Clear
(] Project Name Online Status SN MAC Model Alias MGMT IP Egres Actions
Lite-PON * Online 30160600000... f074.8dfd.073b RG-MU3064 3016060000001121£ 19216851128 117.139.2
2 Click More and then select Reboot.
® Add eWeb Upgrade | © More | Q [ o @RS
@ 1 records selected  Clear
Move to
(] Project Name SN MAC Model Alias MGMT IP Egres Actions
Delete
Lite-PON 30160600000. 074.8d7d.073b RG-MU3064 3016060000001121£ 19216851128  117.139.2

3 Click OK in the operation confirmation box, and wait for the device to restart.

Message

Are you sure you want to reboot the device?

“
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5 Basic Wireless Configuration

5.1 Wireless Configuration for Apartment Project

This section introduces how to set wireless configuration in an apartment-based project:

[ | Setting the SSID and Password

B Sending Configurations to APs through Web CLI

5.1.1 Setting SSIDs and Passwords

This section mainly introduces how to set the SSID and password of the AP:

B Manually Setting SSIDs and Passwords

B Automatically Configuring SSID and Pssword

[ | Synchronizing the SSID and the Password

B Delivering Configuration via the Web CLI

Cd Note

This function is only applicable when the project scenario is set to the apartment.

5.1.1.1 Manually Setting SSIDs and Passwords

Follow the steps below to set the SSID and the password of the AP:

1 ciick Project to go to the project management interface, and then select the project.

(O Dashboard @@ Project 88 Al Assistant
z1- = w P Alarm Statistics >
T 0 Gateway T 0 Switch T 0 AP =" 0 Ghn
) Overview Uncleared 0
) our

& Devices | 0 oLT 0 ONU

== e Today 0
& Client =

2  Click Device Config > Basic to enter the configuration interface.

(3 Dashboard & Project 88 Al Assistant

& Testl

@ 0 Gateway T 0 Switch
(@ Overview
& Devices = o our 2 oonw
& Client

Topology ~ Report  Advanced

2= RF Planning
® Roaming
= Device Config >

® Auth & Account » W AP Template

Wil Network Details »
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Dashboard ~ & Project
& Test
| Wireless Configuration
) Overview
l Import Config I Auto $8ID Config H More + l 0 Selected
= Devices
Online Status N Aliss Config Status Project Room
o< Client
No Data
Smart Simplicity
[]
= RF Planning
@ Roaming | Advanced Settings(Optional)
¥ Device Config >
Model Description
@ Auth & Account > No Data

Monitoring

AutoRefresh: @ @ C ¢ 31 -

SN, Room, Building Name, Remark Q

Building Name Remark Action

Tota 0

Action

Totat 0

3 Click Import Config to manually configure the SSID and the password. After the device is connected to the

cloud, the configuration will be delivered to the device directly.

| Wireless Configuration

Import Config Auto SSID Config 0 Selected

©Online slalus‘ SN Alias Config stalus‘ Network
€ Not Online Vet 2234942571001 Empty Not Synchronized ©0lap00001
Page | 1 of 1

Import Config

Download and fill in the template. Up to 200 records can be imported

Click to select devices parsing rule ( Deafult Template )

M

AutoRefresh: @0 C ¢ 8% - X
SN, Room, Building ID, UserID  Q

Building ID User ID Action

]

Total: 1

Close

4  Ciick Download Template to use the system default template for configuration or use a custom configuration

template.
» Introduction to the system default template:

Item Description

Optional.

Model
Enter product models. For example: AP520-I

Required.

G1PD7PWO00060B

SN Enter SNs. The length of a SN should range from 6 to 20 characters. For example:

Optional.

MAC )
Enter MAC addresses of devices.
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PN Enter part numbers. This field can be ignored.
Required.

ssID Enter SSIDs. A SSID is 4 to 32 characters and supports letters, numbers, and
special symbols ("_", "-", "." or "@"). When setting multiple SSIDs, separate them

with commas(,), such as “ssid-test1, ssid-test”.

SSID Password

Required.

Set passwords. A password is 8 to 32 characters and supports letters, numbers and
special symbols (@!*#<>=[]()._-) . When setting multiple passwords, separate them
with commas(,), such as “8888888rrrrr , 999999ddddd”.

Alias Optional. Up to 64 characters are supported.
Optional.

Room Specify the room number where the AP is located. Support 1-32 characters. For
example: 301.

o Optional.

Building Name . o
Specify the building name. Supports up to 32 characters.
Optional.

Remark .
Up to 32 characters is supported.

O Note

Up to 200 devices can be configured by using the template each time.

»  Introduction to the Customized Template:

If you do not want to use the default template, you can customize the template by the following steps:

1) Click "Click to select devices parsing rule".

Import Config

(0 A |

Download and fill in the template. Up to 200 records can be imported

Check Name

L] 123 Al

2) Click + Add to add a new parsing rule.

Check Name SnPosition SsidPosition SsidPasswordPosition RoomPosition  BuildingNamePosition = RemarkPosition Action
‘3’ L] ] L] ] L] L] ] e
Previous 0/0 Mext
Items Description
Name Specify the template name.
SnPosition Specify the column where the SNs are located in the template.
SsidPasswordPosition Specify the column where the SSID passwords are located in the template.
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RoomPosition Specifies the column where the room numbers are located in the template.

Specifies the column in the template where the building names are located in

BuildingNamePosition the template.

RemarkPosition Specifies the column where the remarks are located in the template.

[ Note
° Users can customize the parsing rules in Excel files from columns A1 to Z1 and rows 1 to 15.

e  The custom template format only supports .xIs documents, and documents other than this format
cannot be parsed.

° If an entry is left blank, it will not be imported.

3) After setting the rules, click the save icon. When "Do you want to save the parsing rule" appears, click OK.

Check Name SnPosition  SsidPosition SsidPasswordPosition RoomPosition  BuildingNamePosition = RemarkPosition Action
B L] L] ®Eo

Previous 0/0 Next

4) After the prompt "The parsing rule added successfully " appears, the rule is added successfully.

Message

The parsing rule added successfully.

5) Create a new .xIs document, and fill in the relevant information in the corresponding position.
| fiy [ B [ C D
1 j‘ 12345667 SSID-TEST admini@ruijie 101
2

5 Click “.xIs” File to upload the default template or custom template.
Import Config

Download and fill in the template. Up to 200 records can be imported

Q

Dovmload Template

Click to select devices parsing_rule ( Customization )

© Add

Check Name SnPosition  SsidPosition SsidPasswordPosition RoomPosition  BuildingNamePosition  RemarkPosition Action

-] Customizatio Al B1 c1 D1 GO
n

Previous /1 MNext
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114 EEE bt in | e
al Mame Date modified Type Size
Customization 2024/5/2911:40 Microsoft Office E... 25KB
-
-
v
ime: | Customization v| [ Microsoft Office Excel 97-2003 |
I Open I | Cancel ‘

6 Afterthe "Operation successful" prompt appears, the operation is finished.

Message

Operation succeeded

After the configuration is completed, a link "Click to view detailed configuration information" will appear on

the interface. Click the link to jump to the configuration log interface.

| Wireless Configuration AutoRefresh: @ @ C ¢ 32 - X
[ Import Config ‘ Auto SSID Config H More - ] 0 Selected SN, Room, Buildin me, Remark Q
X
Online Status SN Alias Click here for detail configuration status Room Building Name Remark Action
/)

© Not Online Yet 123265330 Empty iis] ey aimalaelairae e e 201 1 1}

@ Not Online Yet 1234561 Empty Mot ynchronized Apartment 1 202 2 @

© Not Online et 2569871 Empty Mot Synchronized Apartment 1 1]
e £) [ s o= Jotat3

In addition, after the configuration is completed, you can hover the mouse over the SN of the device to view the

configured SSID, password, and RF supported by the device.

| Wireless Configuration AutoRefresh: @ & C ¢ 32 - X
Import Config Auto SSID Config More - | O Selected SN, Room, Building Name, Remark Q
Online status N Alias Config Status Network Room Building Name: Remark Action
@ Not Online Yet 123265330 — — : Apartment 1 201 1 - o
@ Not Online Yet 1234561 e D Bl Agartment 1 202 2 i
© nNot Online Yet 2560871 SSID-TEST  admin@ruijie 24G &56G Apartment 1 o
- — o o3
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5.1.1.2 Automatically Configuring SSIDs and Passwords

Follow the steps below to automatically configure SSIDs and passwords:

1 Select a device or several devices to be configured, and then click Auto SSID Config.

| Wireless Configuration AutoRefresh: @ ) @ C ¢ 3% - ¥

Auto SSID Config 2 Selected N, F ding Name, Remark Q
el Online Status , SN Alias Config Status Network Room Building Name Remark Action

© Not Online Yet 123265330 Empty Not Synchronized Apartment 1 201 1 1]

© Not Online Yet 1234561 Empty ot Synchronized Apartment 1 202 2 ]

© Not Online Yet 2569871 Empty

-]

ot Synchronized Apartment 1

1 . ws - )Totak:3

2 Select "Only regenerate passwords" or "Regenerate SSIDs and passwords".

Auto SSID Config

Download and fill in the template. Up to 200 records can be imported

No file selected

Only regenerate passwords (The devices must have been imported S5I1D and password before)
[ Regenerate 55IDs and passwords
Click to select devices parsing rule ( Deafult Template )

Items Description

When this option is selected, only passwords will be automatically regenerated
Only regenerate passwords | for devices. Make sure that the devices have been configured with SSIDs and
passwords before, otherwise, the password cannot be automatically generated.

When this option is selected, both SSIDs and passwords will be regenerated
automatically for devices. Up to 4 SSIDs can be configured each device (the
default value is 1).

Regenerate SSIDs and
passwords

3 Atter setting the regeneration type, click OK. When the "Operation succeeded" prompt appears, the setting is
completed.

Message

Dperation succeeded

After the configuration is completed, a link "Click to view detailed configuration information" will appear on

the interface. Click the link to jump to the configuration log interface.
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| Wireless Configuration AutoRefresh: @) & C ¢ 22 - X

[ Import Config H Auto SSID Config ] I More + ] 0 Selected

SN, Room, Building Name, Remark Q
X
Online status, N Alias Click here for detail configuration status Room Building Mame Remark Action
© Not Online Yet 123265330 Empty T SFemrERe 201 1 i
@ Not Online Vet 1234561 Empty Not Synchronized Apartment 1 202 H ]
© Not Online Yet 2569871 Empty Mot Synchrenized Apartment 1 ]
Page [ 1 of 1 e Total: 3

In addition, after the configuration is completed, you can hover the mouse over the SN of a device to view its
configured SSID, password, and supported RF.

| Wireless Configuration AutoRefresh: @ & C ¢ 32 - ¥

[ Import Config H Auto SSID Config H More ~ ] 0 Selected

SN, Room, Building Name, Remark Q

Online Status SN Alias Config Status, Network Room Building Name Remark

Action
@ Not Online vet 123265330 = —— — Apartment 1 200 1 ]
© Not Online Yet 1234561 s PRcoword I SUpor RE Apartment 1 202 2 i
@ Not Online Yet 2560871 SSID-TFnjbn  qb7bADby 24G &56 Apartment 1 =
Page | 1 of (0. )Totak:3
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5.1.1.3 Synchronizing SSIDs and Passwords

Ruijie JaCS supports acquiring the device SSIDs. Up to 100 devices can be selected at a time. After synchronization

is completed, hover the mouse over the SN of a device to display its SSID and password.

1  Select the online devices that you want to know the SSID and password, and then select More > Sync SSID.

| Wireless Configuration ~ New firmware available for 2 devices AutoRefresh: @ & C ¢ 82 - 3
l Import Config l Auto SSID Config H More + ] 1 Selected SN, Room, Building Name, Remark Q
. Sync SSID ) ) i =
Online Status N Alias Config Status | Network Room Building Name Remark Action
@ Online G1QD7PWO325621 AP180-specify - i}
@ Offline 1234567690ABC Empty Sz AP180-specify @
@ offline €234942572007 Empty Gt AP180-specify -
@ Offline G1QD7PW033038 Empty Synchronized AP180-specify -
Previou Page | 1 of 1 Jext [ 0. |Total:4
2 Click X to close the window and wait for the SSID and password to be synchronized.
Message
Sychronizing SSID(s). Please refresh the page to
check later.
3 clickthe  icon to refresh the list.
| wireless Configuration  New firmware available for 2 devices Auto Refresh: @ ) © @ [ .
Impert Config H Auto SSID Config ] [ More l 1 Selected SN, Room, Building Name, Remark Q
Online Status SN Alias Config Status | Network Room Building Name Remark Action
@ Cnline G10D7PWO036621 Empty Synchronized AP180-specify 0}
@ Offline 1234567890ABC Empty AP180-specify =
@ Offline €234942572007 Empty AP180-specify 0]
@ Offline G1QD7PW033038 Empty Symchronized AP180-specify i
Page 1 of Nex . Total: 4
4  Hover the mouse over the SN of a device to view its SSID and password.
| wireless Configuration  New firmware available for 2 devices AutoRefresh: @) & C & 82 - ¥
[ Import Config J l Auto SSID Config J l More + ] 1 Selected SN, Room, Building Name, Remark Q
Online smul‘ SN Alias Config smus‘ Network Room Building Name Remark Action
© Online G1QD7PWO036621 AP180-specify o
SSID Password Supported RF B _
@ Offline 1234567890ABC AP180-specify ]
© Offline c23a0a2572007  ZONE_HOTEL ruijie123 246G & 56 AP180-specify &
@ offline GI1QD7PW033038 ZONE_HOTEL-5G  ruijie123 24G & 5G AP180-specify - - w

1 of - - [C10. JTotak: 4
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5.1.2 Sending Configuration to APs through Web CLI

Ruijie JaCS supports sending configurations to APs through Web CLI.

1 Navigate to Project > Device Config > Basics > Advanced Setting and click + CLI Command.

AutoRefresh: @ O C 2 32 - %

| wireless Configuration
SN, Room, Building Name, Remark Q

[ Import Config I Auto SSID Config I More + ] 1 Selected

online s’tatus‘ SN Alias Config stalus‘ Network Room Building Name Remark Action

@ Not Online Yet 155662200 Empty Mot Synchronized Test1 - - - i
Page [(1 Jof1 Total: 1

| Advanced Settings(Optional)

© CLI Command [ Deliver Configuration c
Model Description Action
No Data

Page [0 Jof [ 0. JTetako

2 Specify the device model, description and enter CLI commands. If you select “All", the system will send the

configuration to all online APs in the current project.

Command
Model | ALL ]
Description | |
Command
A
[ 0K ] I Cancel
Items Description
Required.
Model Defaults: ALL.
Select the device model (only supports sending configuration to online devices.)
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o Required.
Description
Defaults: N/A.
Command Enter the CLI commands.

3 Atter entering the CLI command, click OK. Then, click Deliver Configuration to deliver the configuration to the

specified device model.

| Wireless Canfiguration AutoRefresh: @ @ C 2 3~ ¥
0 Selected SN, Room, Building Name, Remark Q
Online Status SN Alias Config Status | Network Room Building Name Remark Action
@ Not Online Yet 155662200 Empty Not Synchronized Test1 - - - m
Page | 1 of 1 Next Last Total: 1

| Advanced Settings(Optional)

© CLI Command [ Deliver Configuration ]

Model Description Action

No Data

bage [ 0 Jol0 - Total:0
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5.2 Wireless Configuration for Non-Apartment Projects

3 Note

The following operations are applicable only to the project with the scenario set to "Hotel" or "Other".

Click Project, select a non-apartment project, and then click Device Config > Basic to enter the enter the wireless

configuration interface. The wireless configuration consists of three parts: "Wireless Settings", "Security Features",

and "Advanced Settings".

Ruiie & 2] Dashboard = @ Project
) Overview
& Devices | wireless Configuration
& Client ssipe
WLAN 1D ssio
LSRN 1 Hotell
= RF Planni
1
@ Roaming
Radio

Device Config > O Gatews O Wireles
@ Auth & Account > Dyname »

AP Template

Encryption Mode Hidden Fe

Gpen No

Radio2(SGHz) @
ON/OFF a

] STA Limit 32

Ruiie (= [0 Dashboard & Project
& Hotell
)
) Overview
& Devices | Wireless Configuration -
& Client sSID&
WLAN D ssiD Encryption Mode Hidden Forward Mode Radio Auth Mode Action
Smart Simplicity 1 Hotell Open No Bridge 12 Auth Disabled o
= RF Plannin:
9 1 ot Y (0. Jotal: 1
@ Roaming
onfiguration Radio
£ Device Config > Radio1(24GHz) @ Radio2(5GHz) @ Radio3 @ (24GHz or 5GHz) @ Scan () Access
ON/OFE « ON/OFF « ON/OFE
@ Auth & Account >
STA Limi st i STh Limit
Monitoring
il Network Details >
& Alarms | Security bl
B Logs > eWeb Settings
eWeb
Tabs Description

Wireless Configuration

Supports configuring SSIDs and radios.

Security

and wireless intrusion detection.

Supports configuring Web passwords, Telnet passwords, client isolation,

Advanced Settings (Optional)

Supports configuring scheduled shutdown of RF, adding whitelists, and
issuing configurations to APs through the Web CLI.
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5.2.1 Adding SSIDs

Follow the steps below to add a SSID:

1

Click * icon.

Ruifie &

(O Dashboard & Project

Basic Wireless Configuration

& Hotell

) overview

& Devices . .
| Wireless Configuration

o< Client
ssioe)
Smart Simplicity WLAN ID ssio Encryption Mode Hidden Forward Mode
1 Hotell Open No Bridge
= RF Planning
X 1
@ Roaming
Configuration .
Radio

= Device Config

Radio1(2.4GHz) @ Radio2(5GHz) @

Radio Auth Mode Action

12 Auth Disabled Ea

(0. JTotak1
@ Scan

Radio3 @ (2.4GHz or 5GHz) ) Access

2 Specifying the parameters according to the actual needs, and then click OK.

SSID

WLAN ID [ 1 Hidden

SSID [ I Forward Mode @

Encryption Mode [ Open VLAN ID

Radio

5G-Prior Access @

Speed Limit per Client
Speed Limit by SSID @

Auth

[

I Bridge

B l

Radio1(2.4GHz) ® Radio2(5GHz)

Radio3 @ (2.4GHz or 5GHz)

3 The added SSID will be displayed in the list. If you do not need to modify it, click Save to save the configuration.

After the configuration is saved, the configuration will be sent to the APs in

| Wireless Configuration

the project after they go online.

A

SSID O
WLAN ID ssip Encryption Mode Hidden Forward Mode Radio Auth Mode Action
1 myWIFI Open No Bridge 12 Auth Disabled o
brevious|  Page [ 1 Jof1 (o JTotak:1

Introduction to the configuration items in SSID setting page.

Items Description
Required.
WLAN ID Select a WLAN ID. SSID and WLAN ID must correspond one to one.

ID range: 1-16.

WLAN ID is only specified when adding a SSID. Once it is set, it cannot be changed. WLAN
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Required.
Hidden Set whether to hide the SSID.
Defaults: No. If you need to hidden the SSID, set it to "Yes".
Required.
ssID Set the SSID name. Up to 32 characters are supported. Letters, numbers, spaces,
underscores (_), hyphens (-), periods (.), and @ can be contained. If a SSID name contains

spaces, its length cannot exceed 30 characters .

Required.

Configure the forwarding mode of the AP.

Defaults: Bridge.

Options:

Forward e NAT: The AP assigns the IP address to the client.
Mode e Bride: The IP address is assigned to the client by the AP's uplink device.

[d Note

RG- MA2810, RG-MA2610-PE, and RG-MA2610-AC only support setting forwarding mode

globally. Therefore, if the forwarding mode of one SSID is changed, the forwarding modes of

other SSIDs will be changed synchronously.

Required.

Defaults: Open

Options:

e Open: Allows any device to connect to the network without authentication.

e WPA-PSK: WPA-PSK is a security standard for networks. It uses a pre-shared key for
encryption. Users are required to enter a pre-shared key before connecting to the network.
This is an old Wi-Fi security standard that has been replaced by more secure protocols.

e WPA2-PSK: WPA2-PSK is a more secure encryption standard that uses a pre-shared key
for encryption. It is one of the most widely used Wi-Fi security protocols and provides
stronger security than WPA-PSK.

o WPA/WPA2-PSK: WPA/WPA2-PSK allows devices that support both WPA and WPA2 to

. connect to the network. This setting is often used to provide service to devices that are
lI\EAr;caré/ptlon compatible with different security standards.

e WPA3-PERSONAL: WPA3-PERSONAL is the latest Wi-Fi security standard launched by
the Wi-Fi Alliance, providing stronger encryption and authentication mechanisms to defend
against attacks.

o WPA2/WPA3-PERSONAL: WPA2/WPA3-PERSONAL allows devices that support both
WPA2 and WPAS3 to connect to the network. It has been gradually migrated to the more
secure standard WPAS3.

e WPA2-ENTERPRISE (802.1X): WPA2-ENTERPRISE uses the 802.1X authentication
protocol and requires a dedicated authentication server to verify the user's identity. It is
usually used in enterprise-level networks. It provides personalized user authentication and
features stronger security.

e PPSK: PPSK means that each terminal device is bound to a unique Wi-Fi account and key.
After selecting the PPSK mode, you need to configure your account in Project > Auth &
Account > PPSK.

Configure a VLAN ID.

VLAN ID This field is only required when the forwarding mode is configured as "Bridge".
The VLAN ID range is 1-4094.
Required.
Radio Defaults: Radio1(2.4GHz) and Radio2(5GHz).
Options: Radio1(2.4GHz) , Radio2(5GHz) , Radio 3 (2.4GHz or 5GHz)
Defaults: Disabled
5G -Prior After it is enabled, when the SSID of a dual-band AP is associated with Radio 1 and Radio 2 ,
Access clients that support dual-band will access the 5 GHz band first to reduce the load on the 2.4
GHz band so as to improve user experience.
Speeq Limit Set the speed limit based on client.
per Client

145



User Guide Basic Wireless Configuration

Defaults: Disabled.
If this function is enabled, set the uplink and downlink speed limits.

Set the speed limit based on SSIDs.

Speed Limit .
by SSID Defaults: Disabled.
If this function is enabled, set the uplink and downlink speed limits.
Defaults: Disabled.
After it is enabled, clients will be redirected to the designated portal for authentication when
they access the network. Only authenticated clients can access the Internet.
Two authentication methods are supported:
Auth ® External Portal: After it is set, users connected to the network will be redirected to the
u

external authentication server for authentication. Only authenticated users can access the
Internet normally.

® Captive Portal: After it is set, users connected to the network will be redirected to the
mandatory authentication webpage for authentication. Only authenticated users can
access the Internet normally. (For specific operation steps, please refer to the following
text).

If the encryption mode is configured as " WPA2-Enterprise (802.1x) ", the following interface will appear:

| SSID

WLAN ID [ 3 VI Hidden I No "I

SSID [ 1 ] Forward Mode @ I NAT VI

"NAT Address Pool Configuration”

Encryption Mode I WPA2-Enterprise(802.1X) v] Radio Radio1(24GHz) [ Radio2(5GHz)
Radio2 @ (2.4GHz or 5GHz)
Primary Server I --Select a server-- vl ®
Jitter Prevention
Advanced Settings Advanced Settings

5G-Prior Access @

Speed Limit per Client

Speed Limit by SSID @

Items Description

Select the primary server.

Click the + icon to set up the Radius server. When the server is set, you need to
configure the server name (required), server address (required), authentication port,
accounting port and key (required).

L Note

If the authentication port and accounting port are left blank, they are set to 1812 and
1813 by default.

Primary Server

Defaults: Disabled

After it is enabled, you need to set the anti-jitter duration (0-600s). During the anti-
jitter period, the client will not go offline. The default anti-jitter duration of the AP is 2
seconds. If the AP version is too low, it may not support the anti-jitter function.

Jitter Prevention

Click Advance Settings to enter the advanced settings page, which supports
Addition Settings configuring NAS IP address (available in NAT environment) and accounting update
interval (unit: minutes).

146



User Guide Basic Wireless Configuration

If the forward mode is configured as NAT, you can click the "NAT Address Pool Configuration" link below to
configure the address pool. After selecting the address pool configuration type, click the corresponding blue

font to configure it. After configuration, click Save.

| SSID

WLAN ID l 3 VI Hidden

No "]

SSID [ l Forward Mode @ [ MNAT VI

I‘NAT Address Pool Configuration” l

Encryption Mode | Open vl Radio Radio(2.4GHz) ® Radio?(5GHz)

Radio3 @ (2.4GHz or 5GHz)
5G-Prior Access @
Speed Limit per Client

Speed Limit by SSID @

Auth

| NAT Address Pool Configuration

@ Common Address Pool Configuration (Recommended)
Use the current address pool or the default address pool (192.168.23.0/24), Click here to configure the address pool. v

() NAT Roaming Address Pool Configuration (Cloud will allocate different address poals for different APs. The AP must support L2 roaming. Please select this option
when all APs in the network are dual-radio APs. )

By default, it is auto allocated by server. (Range: 10.233.0.0/24-10.254.254.0/24), Click here to customize the address pool. v

Save Cancel

Items Description

After selecting this option, the address pool (192.168.23.0/24) is used
by default. If you need to change it, click "Click here to configure the
address pool" to configure the IP address and mask.

Command Address Pool
Configuration (Recommended )

After selecting this option, the default address is assigned by the server
NAT Roaming Address Pool (10.233.0.0/24-10.254.254.0/24). If you need to change it, please click
Configuration "Click here to customize the address pool." and set the start address
and end address.

By default, the authentication function of SSID is disabled. After the authentication function is enabled, you can

choose to set a captive portal or an external portal.

If you select captive portal, the following configuration items will appear:
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Auth @ B

Mode [ Captive Portal vl

Seamless Online @

[om J

Please select a portal or add a new portal.

test

AP _speed limit

Voucher Login

Items

Description

Seamless Online

It is disabled by default. When it is enabled, once a client passes the authentication it
does not need to authenticate again within the specified period.

Supported time periods: 1 day/1 month/1 year/permanent.

Portal Selection

Required. You can select an existing authentication portal. If you want to create a new
portal, click "or add a new portal". For the steps to add a captive portal, see "5.3
Configuring Captive Portal".

If you choose the external portal, the following interface will appear:

Auth

Mode

Portal Server URL @

Portal IP @

Portal Port

Gateway ID

Seamless Online

Idle Client Timeout

g =

[ External Portal V]

[ ]
[ ]

[ Optional ]

[ Optional ]

Enable(Available only when supported by Auth server)

Inactive Client Auto Offline (Opticrr‘la\}A

In S (1~65535)minutes, client with traffic cost less than S (0~4294967294Bytes) will be kicked

off.

Items

Description

Portal Server IP

Required.

After it is set, unauthenticated users will be redirected to this URL for authentication
before they can access the Internet.

Required.
Portal IP L

Set the IP address of the authentication portal .
Portal Port Specify the portal port.
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Gateway ID Specify the gateway ID.

Defaults: Disabled. When it is enabled, once a user passes authentication for the first

Seamless Online time, there is no need to authenticate again.

Defaults: Enabled. When it is enabled, clients with traffic less than the set value (0-

Idle Client Timeout | 4 504 967,204 bytes) will be forced offline within the specified time (1-65.535 minutes).

5.2.2 RF Configuration

In the Radio interface, you can configure the radio frequency of the AP. After configuration, click the Save button in

the upper right corner of the interface to save.

The configuration items are described as follows:

Radio
Radio1(2.4GHz) @ Radio2(5GHz) @ Radio3 @ (2.4GHz or 5GHz) @ Scan () Access
ON/OFF « ON/OFF « ON/OFF

Items Description

ON/OFF* By default, Radio1 (2.4GHz) and Radio2 (5GHz) are turned on.

Set the number of clients that can access each frequency band (range: 1-100). If this field is left
blank, there is no limit on the number of clients.

STA Limit If the devices that access the Radio 1 (2.4GHz) or Radio 2 (5GHz) need to be set with different
limited number of clients, you need to go to the "Advance Settings (Optional)" interface and use
the CLI command to set them separately.

This configuration item is only available for Radio 3 (2.4GHz or 5GHz). After selecting this item,
Scan Radio 3 is used to collect RF information around the AP, but STAs are not allowed to access
the AP.

This configuration item is only available for Radio 3 (2.4GHz or 5GHz). After selecting this item,

Access Radio 3 is used to provide wireless signals and allow STAs to access the AP.
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5.2.3 Security Configuration

On the security configuration page, you can set the eWeb password, Telnet, client isolation, wireless intrusion

detection, etc. After configuration, you need to click the Save button in the upper right corner of the interface to save,

otherwise the configuration will not take effect.

eWeb Settings
eWeb @

Password Tip: The password 1o log in to the AP eWeb.

Telnet Settings
Telnet @

Password Tip: The password to log in to the AP by telnet.

Client Isolation

AP-based Client Isolation (Clients on the same AP are isolated)

AP&SSID-based Client Isolation (Clients on the same AP with the same SSID are isolated)

Wireless Intrusion Detection @

DDOS Attack Detection
Flooding Attack Detection
AP Spoof Attack Detection

Weak IV Attack Detection

Clients will be in the blacklist for :] seconds(Optional. Range:60-86400. Default: 300)

Items Description
Defaults: Disabled.

eWeb When it is enabled, you can set the Web login password for accessing the AP’s eWeb.
When the password is not configured, the system will not send the password to the AP.
Defaults: Disabled.

Telnet When it is enabled, you can set a Telnet password. The password cannot be left empty

and its length must be between 8 and 25 characters.

Client Isolation

With the feature enabled, clients will be isolated without affecting the network access to
ensure that the clients cannot communicate with each other so as to ensure security. You
can choose to isolate the clients based on APs or AP&SSID.

AP-based Client Isolation: Disabled by default. When it is enabled, all Layer 2 clients
connected to the same AP cannot communicate with each other.

AP&SSID-based Client Isolation: Disabled by default. When it is enabled, clients connected
to the same AP and the same SSID cannot communicate with each other.

Wireless Intrusion
Detection

Disabled by default.

Supports four types of attack detection: DDOS attack detection, flood attack detection, AP
spoofing attack detection, and weak |V attack detection. If this function is enabled, at least
one of the above four detection modes must be enabled.

Clients detected to have attack actions will be added to the dynamic blacklist, and their
messages will be discarded. Supports setting the duration of the client in the blacklist. The
supported duration range is 60-86,400 seconds , and the default value is 300 seconds.
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On this Advanced Settings interface, you can configure AP radio scheduling, whitelists, and CLI commands. After

configuration, you need to click the Save button in the upper right corner of the interface to save the configuration,

otherwise the configuration will not take effect.

| Advanced Settings(Optional)

AP RF Scheduling

RF Shutdown Scheduling @

Period

Start Time I This day "H 23~ :
End Time [ Mextaay NIEEREE
Whitelist © Facebook
Address Deseription Action
baidu.com.cn AT
1 (5. JTetal: 1 Help
CLI Command @
Model Description Action
AP180-AC 1 (EANT]
RG-MA2810 tast (EANT |
1 1. )Tota:2
Items Description

RF Shutdown Schedule

Defaults: Disabled.

When RF scheduling is disabled, the AP will broadcast the SSID. When it is
enabled, you need to configure the time for Wi-Fi to be enabled and disabled. The
maximum supported time period is 24 hours.

Whitelist

Set up whitelist websites and websites that can be accessed directly without identity
verification.

Click © to set up a whitelist. After configuring the domain name (required) and
description (optional), click OK to complfte the operation. To remove or edit a

website in the whitelist, click [ and U in the Action column to perform the
corresponding operation.

CLI Command

Click @ to enter the CLI configuration interface. In this interface, you can set the
commands to be sent to the AP. To remove or edit the existing CLI commands,
click @ and T in the Action column.
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5.2.5 Binding AP location

In the Layout interface, you can bind an AP in a specific project to a specific location. The specific steps are as follows:

1 After selecting a non-apartment project, click Network Details > Layout to go to the configuration interface.

& Hotell

) Overview
- .
Devices | Wireless Configuration
&< Client ssiD @
art Simplicity WLAN 1D ssiD
1 Hotell
= RF Plann
7 1
® Roaming|
Configuration )
Radio
= ce Cfi >
Device Cgfig Radio1(2.4GHz) @
@ Auth & Alount » ON/OFF «

ring STA Limit -
il Network Details » Report

8 Alarms \ Mesh

Upgrade eWeb

@ Firmware Telnet Settings

2  Click Config Layout.

R’u:_-’Te@) () Dashboard Al Assistant
& Hotel
| Layout
D Overview
Layout : [ N ] [ﬂ Config Layoutl T Remove Device
@& Devices

3 Click Add Layout to add a layout.

Config Layout

Name Action

test BoT

4 After setting the layout name, layout type, and image, click Save.

Add/Edit Layout

Layout Source @ Local Layout O Map

Select

Please select a picture in the format of gif, jpg, jpeg, bmp or png. The size of the picture cannot

exceed SM.
(=]
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Items

Description

Layout Name

Required.

Set the layout name. You can enter up to 18 characters. The following character
types are supported: letters, numbers, and underscores (_).

Layout Source

Defaults: Local Layout.

Options:

e Local Layout: Local layout can be used to bind the location of indoor APs.
e Map: Map layout can be used to bind the location of outdoor APs.

Select

Click Select to upload a picture if you set the loayout source to local layout. You
can upload a picture in the format of GIF, JPG, JEPG, BMP or PNG. The size of
a single picture cannot exceed 5M.

Bind Location

If you set the layout source to Map, you need to specify the location to be bound.

5 Whenthe "Operation succeeded " appears, the setting is completed. Then, you can pull down the layout selection
box to select the newly created layout.

Message

Operation succeeded

| Layout

Lo

© Config Layout [ Remove Device

Unbound Device List
SN1234942570046  Type: GATEWAY

52910-TEST
SNGIPHC12006575  Type: SWITCH

SNHIMBOGAOODA92  Type: GATEWAY

6  Select the device you want to bind from the unbound device list on the right and drag it to the target location.
After dragging it in, a red dot will appear to mark the device. If you need to change the device location, place the
mouse on the red dot and drag it to another location.

[
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After the device is bound, you can unbind it in the following way:

Method: Select the device to be unbound, and then click Remove Device. When the prompt appears, click OK

to complete the operation.

| Layout

Unbound Device List

50 100 150 200 260 0 350 400 450 500 550 600 650 700 730 800 650 %0 950 1000 1050 1100 1150

5$2910-TEST
SNGTPHC1Z006575  Type: SWITCH

SNH1MBOGAOG08S2 Typer GATEWAY

154



User Guide Basic Wireless Configuration

5.2.6 Radio Frequency Planning

Radio planning can adjust the channels and power of APs in the same area network, thereby optimizing the channel
allocation and power of APs. Reasonable radio configuration planning can reduce channel interference, improve
channel utilization, and enhance the overall performance and capacity of the wireless network. Click Project > RF
Planning to enter the radio planning settings interface, which consists of three parts: Radio Settings, Smart RRM,

and Manual Planning.

5.2.6.1 RF Settings

| Radio Settings

Country/Region Japan(JP) v

RF1(2.4G) Default Channel Width --Please select -- v

RF2(5G) Default Channel Width —-Please select - v

RF2(5G) Default Channel Width --Please select -- v

| Save ‘
Items Description
Country/Region Defaults: Japan(JP)

Defaults: N/A

RF1(2.4G) Default Channel Width .
Options: 20 MHz/40 MHz

Defaults: N/A

RF2(5G) Default Channel Width .
Options: 20 MHZ/40 MHz/80 MHZ/160 MHZ

Defaults: N/A
Options: 20 MHZ/40 MHz/80 MHZ/160 MHZ

RF3(5G) Default Channel Width Note: For Ruijie devices, RF3 is used to support the 5G 11ax (Wi-Fi 6)
standard, which means it can deliver higher bandwidth and better
performance.

5.2.6.2 Automatic RF Planning

The automatic RF planning function allows the cloud to calculate the optimal channel configurations and power values
for APs by using the radio resource management (RRM) algorithm according to RF information collected by each AP.
Optimal recommended configurations can be applied to the APs.

The entire process of the automatic RF planning includes three parts:
® The cloud triggers APs to scan and upload RF information.

® The cloud calculates the optimal recommended configurations.

® The optimal recommended configurations are applied to the APs.
The automatic RF planning supports network-based planning only.

The AP RF channel optimization algorithm staggers RF channels of neighboring APs respectively based on the 2.4
GHz frequency band and the 5 GHz frequency band while ensuring as much as possible that original configurations
are unchanged. To reach optimal power, the AP power optimization algorithm automatically increases or decreases

the RF power for an AP according to the co-channel interference.
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On Smart RRM page, the APs of a network can be triggered to scan the RF, display recommended RF configurations

calculated after scanning, and save the recommended RF configurations to APs.

| Smart RRM & Custom Channel [l Recent RF Scan History (8 Schedule Settings
Scan Mode: ) Quick Scan @ Deep Scan
The WiFi service won't be interrupted during The result will cover almost all WiFi interference.
scanning process. The WiFi service will be interrupted during scanning
The scanning result may not include all interference. process(disconnect and reconnect).
Synchronize to Device :
‘ Scan Now |
Items Description
Defaults: Deep Scan
Options:
e Quick Scan: This mode enables APs to provide the Wi-Fi service properly during
scanning. However, data acquired in this mode is not as accurate as that in the
Deep Scan mode. This mode is applied when it is expected that the current network
Scan Mode is not affected.

e Deep Scan: This mode is also referred to as the enhanced mode, and causes
wireless clients to go offline at the beginning and ending of the scanning. Data
acquired in this mode is more accurate than that in the Quick Scan mode, and the
automatic RF planning based on the data is more accurate. This mode shall be
applied if you can accept that the clients go offline during the scanning.

Defaults: Disabled. When it is enabled, the RF scan results will be automatically
pushed to the AP.

The push types including:
e Synchronize recommended channels
e Synchronize recommended channels and power

Synchronize to device .
y e Synchronize recommended power of current channel

[ If an AP has been bound to a location and has been synchronized with RF
configurations of the location. This operation will remove the RF synchronization
between the location and the AP, and push the selected recommended
optimization configurations to the AP.

® Click Custom Channel to enter the configuration interface. This function is disabled by default. When enabled,
you can customize the 2.4 GHz and 5 GHz channels. After setting the channel according to the actual situation,

click Save to complete the configuration.

| Smart RRM Custom Channel

Custom Channel [ ¢
2.4GHz :
‘ 1 2 3 4 5 6 7 8 9 10 " 12 13
5GHz:
36 40 44 48 52 56 60 b4 100 104 108 112 116 120 124 128 132 136 140

® Click Recent RF Scan History to view the historical records of automatic RF scanning and planning. Each
record displays the information obtained each time it is triggered, including the automatic RF scan trigger time,
RRM analysis start time, update time, scan mode, status (Initializing/Scanning/RRM analysis/Finish/Failure),

application status, results, and other information.
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| Smart RRM » Recent RF Scan History FLp. E

Triggered at RRM Analysis at Updated at Scan Mode status Apply Task Result Action

No Data

® Click Schedule Settings to start the RF automatic scan at a scheduled time. The scheduled scan function is
disabled by default. After enabling it, you need to select the scan mode, set the time, and choose whether to

synchronize the results to the device. And then click Save to complete the operation.

| Smart RRM » Schedule Settings

Status a
Scan Mode : () Quick Scan @ @ Deep Scan @

The WiFi service won't be interrupted during scanning process. The result will cover almost all WiFi interference.

The scanning result may not include all interference. The WiFi service will be interrupted during scanning processidisconnect and

reconnect).
Time: 23:00
Monday Tuesday Wednesday Thursday Friday Saturday Sunday

Synchronize to Device : [ ¢
Action : Synchronize recommended channel v

Save
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5.2.6.3 Manual RF Planning

On the manual RF planning page, the Radio Select drop-down list above the diagram lets you select an RF type
(2.4 GHz/5 GHz) to display. The number inside the location icon indicates the current channel, and a range
displayed when the cursor stays on the location icon indicates a power percentage.

You can click a location icon to display the RF channel and power configurations on the right. If the location is
bound to an AP, the SN of the bound AP is also displayed.

| Manual Planning

List  Layout Layout: | Local Layout v Radio Select:| 2.4G v| {3 Batch Config

Configure Detail

SN: G1KD14GC00081
Country: China(CN)

Radio 1(2.4Ghz)
Channel:

E ')
TX Power:
[100 % |

Radio 2(5Ghz)

Channel:

E v
TX Power:

(100 % |

Radio 3(5Ghz)

Channel:

[ Not Configured ']
TX Power:
[ o |

d Note

The RF channel or power data is not displayed during configuration.

To perform manual RF planning, set the RF configurations of a location in one of the following ways:
° Configure one location

Click a location icon, enter configurations on the right, and click Apply.
e  Configure locations in batches

This function is used to configure the RF channel and power for a large batch of locations, and is suitable for

a scenario with many locations on a network.

Click Batch Config above the location diagram to uniformly select the radio and configure the power

percentage for all locations on a project.

Batch Config

[ Radio 1(24G)

[

158



User Guide

Basic Wireless Configuration

If you need to synchronize the RF configuration of the corresponding location to the bound AP, click Apply
above the location diagram to synchronize the RF configurations of the corresponding location to the bound

AP. If you need to perform batch operations, click each location continuously and then click Apply.

]
After the synchronization is successful, Ea is displayed in the lower right corner. At this point, the

configurations of the location are synchronized to the bound AP.

Cd Note

If an unbind operation is performed, RF synchronization configuration will be removed from the AP.
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5.2.7 Roaming

Ruijie JaCS supports configuring the roaming function for a project with the scenario set to the Hotel or Other. With
the roaming function enabled, users can achieve zero roaming within the Wi-Fi coverage area. The specific steps are

as follows:

1 Click Project > Roaming to go to the wireless configuration interface.

Ruiie &5

(2 Dashboard & Project

& Testl

@ COverview
= Devices
= Client

Smart Simplicity

= RF Planning

& Roaming

2 Enable L3 roaming and L2 InVLAN Tunnel Forwarding as needed. L2 InVLAN forwarding mode and L3

roaming are disabled by default. These two roaming modes can be enabled at the same time.

Hotel
Roaming Settings
L3 Roaming: L2 InVLAN Tunnel Forwarding:

With roaming function enabled, users can achieve zero-handoff roaming within the WiFi coverage area. Example:

Before L3 Roaming
Floor 2, VLAN 20 Floor 2, VLAN 20
=I:U= L:ﬂ
E e 7=
IS Floor 1, VLAN 10 L —_ Floor 1, VLAN 10
Before L2 InVLAN Tunnel Forwarding

Bedroom, VLAN 20 Bedroom, VLAN 20

02 Ny 1A ‘Wwoor] BUAF
02 NYIA ‘woor] BUAR
3

9 B
i
=

O Note

The SSID signal must be consistent, otherwise roaming may fail.

L2 roaming is suitable for small or medium-sized networks, especially offices, schools, or small businesses.
It is recommended to be performed if all devices are in the same subnet and do not need to move across
subnets. L3 roaming is suitable for large enterprises, campus networks, or places that require wide
coverage. It is recommended to be performed if devices need to move between different subnets.
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5.3 Configuring Captive Portal

Ruijie JaCS supports configuring network WEB authentication for projects with the scenario set to Hotel or Other.

The specific steps are as follows:

1 Aafter selecting the project to be configured, click Device Config > Basic to enter the SSID creation interface.

Ruijie &5 Project B8 Al Assistant

& Hotell

@ Overview

&= Devices . .
| Wireless Canfiguration

o= Client

SSID ©
Smart Simplicity WLAN ID ssio Encryption N
1 Hotell Open
= RF Planni
. First Previous Page | 1 of 1 Ne
& Roaming
Configuration .
Radio
2 Device Config * O Gateway QO Wireless

@ Auth & Account > Dynamic D‘
Monitoring AP Template

2 Click the + next to SSID to create an SSID. Or click to |#i edit an existing SSID.

(O Dashboard @& Project
& Hotelt
® o
- .
Devices | wireless Configuration ~
[+=] i
&< Client SSI
Smart Simplicity WLAN ID SsID Enrryptinn Mode Hidden Forward Mode Radio Auth Mode Action
1 Hotell Open No Bridge 12 Auth Dissbled [T
= RF Planning
" Previo 1 of 1 Next ast (io. JTotak:1
® Roaming
Configuration
N Radio
& vice Confi
Device Config  » Radiol(2.4GHz) @ Radio2(5GHz) @ Radio3 @ (24GHz or 5GHz) @ Scan () Access
@ Auth & Account > ON/OFF « ON/OFF « ON/OFF

3 Turn on the authentication button, select Captive Portal as the authentication mode, and then click or add a new
portal to create a captive portal.

Speea LMt Dy >>IU @

Auth | @ e

Mode l Captive Portal "I

Seamless Online @ @ 1 Day v

Please select a portalfpr add a new portal.
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4 Set up the captive portal according to your actual needs.

| Captive Portal » Add

Name [ ]W

Description [

Login Options One-click Login Voucher Account

Access Duration (Min)@ Unlimited v

Show Balance Page @

Post-login URL@ [

Items Description
Name Required. Set the captive authentication portal name.
Description Optional. Enter the description. Up to 200 characters are supported.

. . Defaults: One-clink Login
Login Options . . . . L
Options: One -click Login, Voucher, Account. (Multiple selection is supported.)

Defaults: Disabled.

Show Balance Page When this featgre !s enapled, the.duration, number of ’Fimeg, or datg available after
portal authentication will be displayed. This function is invalid for gateway
authentication.

Post-login URL Set the URL. It must start with http or https, such as https://www.google.com.

Customize the authentication portal interface. There are two types of interface settings: "Basic Settings" and
"Advanced Settings".

Basic settings interface:

Portal Page @

Basic Advanced
Desktop Reset Style

Logo Picture @ Default Logo Upload
Background © Image Solid Color
Background Image @ Default Image Upload
Languages English X +
Voucher Login
Welcome Message O Text Image
Access Code
Text 60 characters remaining
Marketing Message 60 characters remaining

Terms & Conditions

Note: This is only a preview image. The actual effects vary with devices at different resolutions.

Copyright 60 characters remaining

[ ]
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Items

Description

Login Picture

Set the logo to be displayed on the login interface. If no logo image is uploaded, the system
logo will be used by default. Supported image formats: tif, pjp, jfif, ico, tiff, gif, svg, xbm, jxI,
jpeg, svgz, jpg, webp, png, bmp, pjpeg and avif.

Back ground

Set the background image for the login interface. The default setting image is used. If you
need to customize the background image, click Upload to upload a new one. If you need
to set a solid color background, click Solid Color and select the background color.

Languages

Set the language of the authentication interface and the information displayed on the
authentication interface. Support setting welcome message, marketing information, terms
and permissions, as well as copyright information.

Currently, up to three languages can be set each time. User can switch the language using
the language switch icon in the upper right corner of the authentication interface.

Advanced settings interface:

Portal Page @

Basic Advanced

m Desktop Reset Style

Logo Position Iml
Background Mask Color IWI-
Background Mask Opacity l.il 0
Welcome Message Text Color [W] o e
Welcome Message Text Size 24 v
Button Color [W] I
Button Text Color W
Link Color [W
Text Color in Box W
Note: This is only a preview image. The actual effects vary with devices at different resolutions.
| oK ‘ ‘ Cancel |
Items Description
Set the logo position on the authentication page.
Log Position Defaults: upper.

Options: Upper/Middle/Lower

Background Mask Color

Set the background mask color.
Defaults: #a2a2a2

Background Mask Color

Set the background mask transparency.

Defaults: 30
Welcome Message Text Set the welcome message text color.
Color Defaults: #fffff

Welcome Message Text Size

Set the font size of the welcome message text.
Defaults: 24

Button Color

Set the button color.
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Defaults: #0066ff

Set the button text color.

Button Text Color
Defaults: #fffff

Set the link color.

Link Color
Defaults: #fffff

Set the color of the text in the box.

Text Color in Box
Default: #fffff

5 After configuring the authentication interface, you can preview the it on the right. If you need to reset the interface,

click Reset Style. Otherwise, click Save directly.

Portal Page @

Basic Advanced
Desktop Reset Style

ogo Picture @ Default Logo Upload
Background © Image Solid Color
Background Image @ Default Image Upload
Languages English X  Japanese X o
Voucher Login
Welcome Message O Text Image
Access Code
Text 60 characters remaining
Marketing Message 60 characters remaining

Terms & Conditions

Note: This is only a preview image. The actual effects vary with devices at different resolutions.

4

Copyright 60 characters remaining

]

6 After creating a new Captive Portal, you need to select the portal interface and click OK to complete the operation.

Mode I Captive Portal "J

Please select a portal or add a new portal

Test

i
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Click Auth&Account > Captive Portal to enter the Captive Portal management interface. All created Captive

Portals will be displayed here. Click 4 and 0 i the upper left corner of the authentication portal to edit and
delete it. If you need to synchronize the captive authentication portal to the EG product, click Synchronize. If the
portal has been associated with an SSID or has been used in an EG product, you must cancel the association
before deleting it.

(3 Dashboard @& Project 88 2

& Hotell
| cCaptive Portal
) Overview
= Devices
o Client ®a
Test
= RF Planning Applied S5
Not associated with SSID
@ Roaming Net f

reated
2025-01-22 18:55:36
Description

it

Device Config >

@ Auth & Account >
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5.4 Configuring Voucher Authentication

Voucher authentication is a simple portal authentication. Voucher authentication on Ruijie JaCS allows you to create
access codes to guest for passing authentication and accessing wireless network. The number of concurrent users,

network access duration and network speed limit and fees can be customized and offered to your guests.

The specific configuration steps are as follows:

1 Sselectthe project to be configured, and click Device Config > Basic.

nu.fr.:-é; [ Dashboard & Project B8 AlAs
| Wireless Configuration N
@ Overview SSID @
WLAN ID $SID Encryption Mode Hidden Forward Mode Radio Auth Mode Action
S Devicss Hotell Open No Bridge 12 Auth Disabled @
0+ Client
1 - . 0. JTotal:1
= RF Plannin Radio
@ Roaming Radio1(2.4GHz) @ Radio2(5GHz) @ Radio3 @ (24GHz or 5GHz) @ Scan () Access
ON/OFF « ONJOFF « ON/OFF
£ Device c‘m,‘g O Wireles STA Limit 32 STA Limit 32
Monitoring AP Template

2 Click @ to add a new SSID or click 4 icon to edit an existing SSID. Enable the authentication function, and

set the authentication mode to Captive Portal.

Speed Limit per Client
Speed Limit by SSID @

Auth

Mode I l Captive Portal he II

Seamless Online @ @ [ 1 Day "l

Please select a portal or add a new portal.

Test

3 Click "or add a new portal", and fill in the basic portal information, including name, description, login options
(remember to select Voucher in the login options), and authentication address, etc., and click Save to save the

portal settings. For detailed introduction to the items in the captive portal setting page, refers to the Section 5.3.
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| Captive Portal » Add

Name

Description

Login Options

Show Balance Page @

Post-login URL@

Portal Page @

[ TestVoucher

Basic Wireless Configuration

One-click Login Voucher

Account

Basic Advanced

Logo Picture @

Background

Background Image @

Default Logo Upload

© Image Solid Color

Default Image Upload

Languages English x +

Welcome Message

Text

O Text Image

60 characters remaining

|

|

Marketing Message

60 characters remaining

|

l

Terms & Conditions

Copyright

60 characters remaining

[

I

Desktop Reset Style

Voucher Login

Access Code

Note: This is anly a preview image. The actual effects vary with devices ot different resclutions.

4 After setting the authentication interface, check the portal and click OK to complete the setting.

Please select a portal or add a new portal.

TestVoucher

Voucher Login

Access Code

5 Click Voucher to go to the voucher management interface.
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Ruijie (= Project

& Hotell
& | Voucher

Overview

I Print Voucher H Manage Package @ I l More ~ ] @ Total Vouchers: 0 @ Activated Vouchers: 0 @ Depleted Vouchers @ : 0
& Devices
&< Client
Voucher Code Alias Package Name Price  Period Created at Expired at Devices Bind MAC

Smart Simplicity No Data

- .

¥ RF Planning o B Page | 0 of0 e

@ Roaming

Configuration

evice Config >

I @ Auth & Account > I O Accounts

O Authentication

Monitaring -‘l Voucher I Captive Portal

il Network Details > Account

& Alarms PPSK

Basic Wireless Configuration

Voucher Code, Alias, Package Name, MA(Q,  Advanced Search v

Data Usage Download Speed Upload Speed Status |

(e o

Click Manage Package to enter the management interface, click Add Package to add a package and then

click OK.

| Voucher

[ Print Voucher ] [ Manage Package @ I [ More = ] @ Total Vouchers: 0 @ Activated Vouchers: 0 @ Depleted Vouchers @ : 0

Voucher Code Alias

First Previous Page 0

Package Name Price

Period Created at Expired at Devices Bind MAC

No Data

of 0 Next Last

Add Package

Package Name [

Description l

Price [

Concurrent Devices [ 3

Bind MAC 2]

Period l 30 Minutes

Data Quota [ 100 MB

Download Speed [ Unlimited

Upload Speed l Unlimited

Ce -

Voucher Code, Alias, Package Name, MA(Q  Advanced Search v

Data Usage Download speed Upload Speed status

=y

Items

Description

Package Name

Required.

Enter a package name. Up to 32 characters is supported. Numbers, letters, and

underscores are supported to be contained.

Description

Optional.
Set the description of the voucher.

Price

Optional.

Set the charge price. Support entering a price with two decimal places, and the

maximum value is 100,000,000.00.

Concurrent Devices

Set the number of concurrent clients. The default value is 3.
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Options: Unlimited /1/2/3/4/5/6/7/8/9

Bind MAC

Defaults: Disabled.

When it is enabled, the voucher code used by a device will be bound with its MAC
address.

Period

Set the validity period. During this validity period, the client is allowed to use the code
to access the network.

Defaults: 30 minutes.

Options: Unlimited/30 minutes/1 hour/2 hours/1 day/2 days/1 week/2 weeks/30
days/Custom.

Data Quota

Set the data quota.
Defaults: 100MB.
Options: Unlimited/ 100M/200M/500M/1G/2G/Custom

Download Speed

Set download speed limit.
Defaults: Unlimited.
Options: Unlimited/256 Kbps/512 Kbps/1 Mbps/2 Mbps/5 Mbps/10 Mbps/Custom

Upload Speed

Set the upload speed limit.
Defaults: Unlimited.
Options: Unlimited/ 256 Kbps/512 Kbps/1 Mbps/2 Mbps/5 Mbps/10 Mbps/Custom

7 After configuration, the package will be displayed in the list. Click Voucher to return to the voucher management

interface.

| Manage Package

Add Package

Package Name

speed testvoucher

cae-:
Package Name Q
Description Price Concurrent Devices Bind MAC Period Data Quota Download Speed Upload Speed Action
3 No 30 Minutes 100 M8 Unlirnited Unlimited Za
Tota: 1

8 Click Print Voucher to enter the voucher printing interface. The printing interface supports printing single or

multiple vouchers.

Print a single voucher:

| Voucher > Print Voucher

Single Voucher

Package speed_testvoucher v

Print Method Print in 1 Column (A4) v

Items Description
Alias Up to 20 characters are supported.
Package Select the voucher package you want to print.

Print Method

Defaults: Printin 1 Column (A4).
Options: Printin 1 Column (A4)/Print on POS Receipt

Print multiple vouchers:
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| Voucher > Print Voucher

Multiple Vouchers

Basic Wireless Configuration

Print Method Print in 1 Column (A4) v

Items Description
Required.

Quantity Set the number of packages to be printed. A maximum of 100 packages can be
printed at a time.

Package Select the voucher package you want to print.

. Defaults: Printin 1 Column (A4).

Print Method ) e . .

Options: Print in 1 Column (A4) / Print on POS Receipt

9 After setting, click Print and a preview of the voucher will appear. After confirmation, click Print (the interface

here is a preview of printing multiple vouchers).

200431 112

Voucher Code: vsivdi FTED 134
Concurrent Devices: 3
Bind MAC: Mo
Period: 30 Minutes - -
Data Quota: 100 M8 BRI TENL ®¥ Microsoft Printta POF 7
Download Speed:  Unlimited
Upload Speed:  Unlimited
Voucher Code:  phussS E =5 -
Concurrent Devices: 3
Bind MAC: Mo
Period: 30 Minutes
Data Quota: 100 MB =R HE T
Download Speed:  Unlimited
Upload Speed:  Unlimited
e pore) -
BERE v

After printing, the voucher codes can be distributed to users, so that they can use the codes to pass

authentication and access the network. If you need to reprint a previous voucher package, you can search for

the previously printed

and then click Print to

voucher by voucher code, alias, voucher name, or bound MAC address, and select it,

print it again.

170



User Guide Basic Wireless Configuration

| Voucher  Print Voucher

a

)I pkuss5 Ci

Voucher Code Alias  Package Name  Price

. kuss5 - speed_testvoucher

@,

Reprint Voucher

10a Total: 1

Print Method Print in 1 Column (A4) M

All printed voucher package will be displayed in the Voucher list. When the MAC binding is enabled on a
package, you can bind a device’s MAC address with the voucher code. When the voucher status is activated or

exhausted, you can click G in the Bind MAC column to unbind the MAC address.

Click More to delete the selected print records, or change the print method.

| Voucher C -
[ Print Voucher i Manage Package @ ] @ Total Vouchers: 11 @ Activated Vouchers: 0 @ Depleted Vouchers @ :6 Voucher Code, Alias, Package Name, MA(Q  Advanced Searc,
Voucher Code Delete Price Period Created at Expired at Devices Bind MAC Data Usage Download Speed  Upload Speed Status |
nSgbhj Printin 1 Calumn (A4) 30 Days 2023-11-06 17:20:26 B o2 No 0MB/100 MB Unlimited Unlimited Not Activa

Tratij Printin 2 Columns (A4) 30 Days 2023-11-06 17:20:26 - o2 No 0 ME/100 MB Unlimited Unlimited Not Activa

THjafq Print on POS Receipt 30 Days 2023-11-06 17:20:26 - 053 No 0 MB/100 MB Unlimited Unlimited Not Activa

doe276 test speed test - 30Minutes  2023-01-3113:45:58  2023-01-3114:23:55 o2 No 5 MB/100 MB 64 Kbps. 2040 Mbps Depleter

nBrénn testS speed test5 - 30Minutes  2023-01-31 134529 2023-01-3114:21:53 e No 1 ME/100 MB 5 Mbps 512 Kbps Deplete:

qg82aw test256  speed test256kb - 30Minutes  2023-01-311345:17  2023-01-3114:1836 03 No 1 MB/100 MB 256 Kbps 256 Kbps Depleter

visb2s - voucher 20000 30 Minutes  2023-01-1114:01:20  2023-01-11 14:35:49 o2 No 0MB/100 MB Unlimited Unlimited Depleter

4pmys2 - voucher 20000 30 Minutes  2023-01-11 14:01:20 = 0/3 No 0 MB/100 MB Unlimited Unlimited Not Activa

mazwnx3 - voucher 20000 30 Minutes  2023-01-1114:01:20  2023-01-3114:17:22 03 No 23 MB/100 MB Unlimited Unlimited Depleter

2d55ad - voucher 20000 30 Minutes  2023-01-1114:01:20  2023-01-1115:32:48 073 No 0MB/100 MB Unlimited Unlimited Deplete:

- 1 of 2 Next Last Tota
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5.5 Configuring Account Authentication

After the account authentication function is configured, the client needs to enter a valid account and password before

accessing the Internet. It supports configuring the number of concurrent clients, time period, and traffic limit.

The specific steps are as follows:

1 Selectthe project to be configured, and click Device Config > Basic.

Project 38 Al

& Hotell | Wireless Configuration

D Overview SSID©
WLAN 1D sSID Encryption Mode Hidden Forward Mode Radio Auth Mode Action
= Devices . =
1 Hotell Open No Bridge 12 Auth Disabled za
0= Client
1 N 10 Total: 1
= RF Planning Radio
® Roaming Radiol(2.4GHz) @ Radio2(5GHz) @ Radio3 @ (24GHz or 5GHz) @ Scan () Access
Configuratio ON/OFF « ON/OFF « ON/OFF
Z DevicaConfig > eless STA Limit [ 32 STA Limit 32 I

AP Template

2 Click® to add a new SSID, or click “ 1o edit a SSID. Enable the authentication function for the SSID, and set
the authentication mode to Captive Portal.

Speed Limit per Client
Speed Limit by SSID @

Auth

Mode l Captive Portal "l

Seamless Online @ @ [ 1 Day V]

Please select a portal or add a new portal.

Test

(=] Ore-click Login

3 Click “or add a new portal” to create a new portal. In captive portal setting page, fill in the basic portal information,
and check Account in the login options, set the portal page as needed, and then click OK.
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| Captive Portal » Add

MName |

TestAccount

Basic Wireless Configuration

Drescription |

Login Options

Show Balance Page@

One-click Login

Access Duration (Min)@&

sl _

Post-login URLE

Portal Page @

Basic Advanced

Background

Background Image &

Languages English
Account Login

Tide = Show

Default Loge Upload
Q@ Image Solid Color

Default Image Upload

® +

Reset

&

=]

characters remaining

Account Placeholder

6

=]

characters remaining

Password Placeholder

2

=

characters remaining

Login Button

2

=1

characters remaining

Switching Button

B

=

characters remaining

4 After setting up the portal authentication

Please select a portal or add a new portal.

TestAccount

Account Login

Account

TestVoucher

Voucher Login

Access Code

Reszet Style

Account Login

Account

Mote: This is only & preview image. The actual effects vary with devices at different resokitions,

test

interface, select the portal, click OK to apply to the SSID.

AP_speed limit

Voucher Login

Access Code

(@ One-chck Login

(o e

5 Click Auth & Account > Account to enter the account authentication configuration interface.
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& Hotelt
| Account C e -
) Overview
[ Add Account l Manage Profile l [ More ~ ] @ Total Account: 0 @ Activated Accounts: 0 @ Depleted Accounts @ :0 Account Q
& Devices
Account Alias Password Profile Name Period Created at Expired at Devices Data Usage Download Speed Upload Speed Mui‘ Action
o< Client
No Data
Smart Simplicity
Page [ 0 |of0 Next (0. JTotak0

= RF Planning

@ Roaming

£ Device Config  »

@ Auth & Account » O

tication

i ; Voucher Captive Portal
4 Alarms PPSK

6 click Manage Profile, and click Add profile to add a profile.

| Account Ce o~
[ Add Account I Manage Profile I l More ~ l @ Total Account: 0 @ Activated Accounts: 0 @ Depleted Accounts @ : 0 Account Q
Account Alias Password Profile Name Period Created at Expired at Devices Data Usage Downlead Speed Upload Speed Status‘ Action
No Data

Previous Page [ © of 0 Next Last [ ig. ]Totako

| Account > Manage Profile Cc -
- Profile Name Q
Profile Name Description Concurrent Devices Period Data Quota Download Speed Upload Speed Action
No Data

o

First Previous Page | 0 of 0 Next Last [ 0. |Total:

7 Filinthe profile information, and the click OK.

Add Profile

Profile Name

Description

Concurrent Devices

3 V}O

Period [ 30 Minutes V}
Data Quota [ 100 MB v}o
Download Speed [ Unlimited V} 2]
Upload Speed [ Unlimited V} 2]
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Items Description
Required.
Profile Name Enter a profile name. The supported name length is up to 32 characters. Numbers,

letters, and underscores can be contained.

L Optional.
Description
Up to 28 characters are supported.

Set the number of concurrent devices.
Concurrent Devices | Defaults: 3.
Options: Unlimited/1/2/3/4/5/6/7/8/9

Set the validity period. During this validity period, the client is allowed to use the account
and password to access the network.

Period Defaults: 30 minutes.

Options: Unlimited/30 minutes/1 hour/2 hours/1 day/2 days/1 week/2 weeks/30
days/Custom.

Set the traffic quota.
Data Quota Defaults: 100MB.
Options: Unlimited/100M/200M/500M/1G/2G/Custom

Set download speed limit.
Download Speed Defaults: Unlimited
Options: Unlimited/256 Kbps /512 Kbps /1 Mbps/2 Mbps/5 Mbps/10 Mbps/ Custom

Set the upload speed limit.
Upload Speed Defaults: Unlimited.
Options: Unlimited/ 256 Kbps /512 Kbps /1 Mbps/2 Mbps/5 Mbps/10 Mbps/ Custom

8 After configuring the profile, click Account to return to the account management interface.

| Manage Profile
Add Profile

Profile Name Description C

account_1M

9 Click Add Account to set account information. You can set account information in batches or for a single account.

Batch settings:

1) Select a profile.
Add Account

Step 1: Select the profile.

Profile speed_account e

Step 2: Download and fill in the template.Up to 200 records can be imported
Account and Password fi re required. Alias field is optiona

Please enter less than 32 characters, consisting of letters, numbers or underscores.

Add an Account [ Cancel
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2) Click Download Template to download and fill in the template. You can configure up to 200 account information
at a time.

Items Description
Required.
Account
Set the account name.
Required.
Password .
A password can be up to 32 characters and can contain letters, numbers, and underscores.
) Optional.
Alias .
Set an alias.

3) After filling in the template, click ".xIs" File to upload the template. After the prompt appears, the configuration
is completed.

Message

Succeeded to import 3 accounts.

To create a single account:

1) Click Add an Account.

Add Account

Step 1: Select the profile.

Profile account_1M v

Step 2: Download and fill in the template.Up to 200 records can be imported
Account and Password fields are required. Alias field is optional.
Please enter less than 32 characters, consisting of letters, numbers or underscores.

Add an Account

2) After setting the account information, click Save.
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Add Account

| Batch Import ‘ | Save ‘ ‘ Cancel ‘
Items Description
Required.
Account
Set the account name.
Required.
Password .
A password can be up to 32 characters and contain letters, numbers, and underscores.
) Required.
Profile )
Select a profile.
Optional.
Alias Set an alias. The alias should be between 2 and 32 characters and contain letters, numbers,

and underscores.

After the import is successful, the account information will be displayed in the account list. If you need to edit

the account information, you can click the (7 icon in the Action column to edit it; if you need to delete the

account information, you can click ' to delete it.

| Account Ce -3
[ Add Account w | Manage Profile w I More ~ ‘ @ Total Account: 8 @ Activated Accounts: 0 @ Depleted Accounts @ : 4 Account Q
Account Alias Password Profile Name  Period Created at Expired at Devices  Data Usage  Download Speed Upload Speed  Status Action
Accountd - ®F s gpeed account 30 Minutes  2024-05-31 14:38:07 - 0/3 0 MB/100 MB Unlimited Unlimited  Not Activated | [£
Account2 -  **%  speed account 30 Minutes  2024-05-31 14:38:07 - 073 0 MB/100 MB Unlimited Unlimited  Not Activated “ m
Account! - ¥ s gpeed account 30 Minutes  2024-05-31 14:38:07 - 0/3 0 MB/100 MB Unlimited Unlimited  Not Activated [
accountd - FHE W account 1M 1 Day 2024-05-10 14:47:50 - 0/3 11 MB/Unlimited 1 Mbps 1 Mbps Not Activated 4 m
testbd - W~ account 64kb 30 Minutes 2023-01-3113:3543  2023-01-3114:05:56  1/3 14 MB/100 MB 64 Kbps 64 Kbps Depleted “ m
testS - s accountSM 30 Minutes 2023-01-3111:3342  2023-01-3112:04:46 073 7 MB/100 MB 5 Mbps 512 Kbps Depleted Z m
test - no_limit 30 Minutes  2023-01-3111:02:22  2023-01-3113:39:28  0/3 52 MB/100 MB Unlimited Unlimited Depleted F m
test256 - *HE w0 account_256kb 30 Minutes  2023-01-3111:02:09  2023-01-31 114515 073 3 MB/100 MB 256 Kbps 256 Kbps Depleted B @

With the account authentication enabled, clients will be required to enter the account name and password,

and the click Login to access the network when they connect to the SSID.

Account Login

fAccount

Password
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5.6 Configuring PPSK

PPSK combines the advantages of PSK and 802.1x. It prevents the network from being stolen. Each terminal device
is bound with a unique WiFi account and key so that the key will not be shared. This can also be called “One Client,
One Password”.

The main tasks of the PPSK administrator are:

® Log in to Ruijie JaCS and deploy the network, so that APs can access the Ruijie JaCS.

®  Set the authentication mode of SSID to PPSK (the administrator can configure it directly).

® On the PPSK Configuration page, an enterprise can enable the PPSK function and choose the network.
®  Open account for staffs in batches.

Staffs can connect to the SSID with a unique WiFi key allocated by the administrator to access the Internet.

The specific configuration steps are as follows:

1 Selectthe project to be configured, and click Device Config > Basic.

Ruiie & [0 Dashboard & Project B8 Al Assistant
& Hotell
® ounien
= Devices | Wireless Configuration ~
& Client ssID @
WLAN ID SSID EMryp‘Iiun Mode Hidden Forward Mode Radio ‘Auth Mode Action
1 Hotel1 Open No Bridge 12 Auth Disabled (EAT}
= RF Planning
1 (0. )Total:1
® Roaming L
Radio
# Device Config > Radio(2.4GHz) @ Radio2(5GHz) @ Radio3 @ (24GHz or 5GHz) @ Scan ) Access
@ Auth & Account > ONJOFF « ON/OFF « ONJOFF

2 cClick © toadd anew SSID orclick the ' to modify an existing SSID. In the SSID configuration page, set the
encryption mode of the SSID PPSK, and then click OK.

| SSID
WLAN ID [ 2 VI Hidden I No “l
SSID [ SSID-TEST I Forward Mode @ I Bridge VI
Encryption Mode I PPSK vl VLAN ID [ 1 I

Radio Radio1(2.4GHz) Radio2(5GHz)
Radio3 @ (2.4GHz or 5GHz)

5G-Prior Access @
Speed Limit per Client
Speed Limit by SSID @

Auth mn
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3 Afterthe configuring the SSID, click Auth&Account > PPSK to enter the PPSK configuration interface.

Ruijgie & (O Dashboard & Project 88
& Hotell

| ppsk
([ Overview

0seiectea pccount Glent ¢
& Devices

Account Client MAC WiFi Key Created at Action

o Client

Loading...Please wait.

F RF Planning
® Roaming
figuration

£ Device Config >

D Auth & Account »

4 Click Add Account to enter the creation interface.

| PPsk C 2z -~
0 Selected Account Client MAC
Account Client MAC WiFi Key Created at Action
No Data
First Previous Page | 0 of 0 Next Last TOTB“O

B Creating account in batches:
1) Click Download Template to download the batch configuration template.

2) After filling in the account information in the template, click “.xls” File to upload the template.

Add Account

Download and fill in the template.Up to 500 records can be imported

Add Account

B Create a single account:

1) Click Add Account.
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Add Account

Download and fill in the template.Up to 500 records can be imported

Add Account

2) Enter the account name (up to 32 characters can be entered), and then click OK. To add multiple
accounts, click + to add them.

Add Account

Account: mw +

3) When the "Add operation succeeded" prompt appears, the operation is completed. The added account
will be displayed in the PPSK list.

Message

Add operation succeeded

5 Enter the MAC address, and then click Bind to bind the MAC address. If the MAC address is not bound, the
configuration will not take effect on any client.
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| ppsk
Account Client MAC WiFi Key
ppsktest] FormatFEffLifif m vaiba4sp
Page | 1 of 1

Click in the Action column to view the synchronization log of PPSK.

PPSK Synchronize Log

@ Synced: 0 @ Syncing: 0 @ Unsupported: 2 @ Failed: 0

SN Status
G1PDEPWO28735 NOT_COMFIG_SSID
G1RP3LMO48296 NOT_CONFIG_SSID
First Previous Page 1 of 1 Mext La

181
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Ce -1

Client MAC

Created at Action
2023-04-19 15:59:02 o
(iox JTotat
Update Time

2023-04-19 15:59:01

2023-04-19 15:59:02

(oo Jotal:2
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6 Device Upgrade

Ruijie JaCS supports online upgrade of device firmware. Administrators can easily manage firmware versions on
the project, upgrade devices or view firmware versions through the JaCS.

Q) Dashboard

& default
- Devices | Top Versions | Firmware Version List Firmware Versior Q
& Client Firmware Version Device
UNKNOWN 6
Smart Simplicit No Version Inf
mart Simplic 8 No Version Info AP_RGOS 11.9(4)B1P5, Release(09151815) 2
B XS1930 RGOS 11.4(1B...
= RF Planning AP_RGOS 11.96081P5, . XS1930)_RGOS 11.4(1)B70P18, Release(09200915) 1
0 MA_1.3(1)B10, Release... MA_1.3(1)B10, Release(12130915), Revision(5c5819668) 1
@ Roaming
Page f1
Configuration o (7 o
3 Device Config »
@ Auth & Account »
| Device List Cc n-
Monitoring
0 Selected SN, Alias, Description (Q Advanced Search v
il Network Details »
status, SN Project Alias Model Hardware Version Current Version
£ Alarms
Offiine 1234942580A17  default  1930-18poe-18e XS-51930)-18GT2SFP-P vi XS1930) RGOS 11.4(1)B70P18, Rele:
i defaul e ¥ I
B Logs N @ Offline GIPDBPWO28735  default  asdf AP180-AC 200 AP_RGOS 11.9(4)B1PS, Release(C
@ Offline GIRP3LM048206  default AP180-PE 200 AP_RGOS 11.9(4)B1P5, Release(C
Upgrade
@ Offline GIRPBXX030323  default  AP180ilei RG-AP180-AC va MA_1.3(1)B10, Release(12130915), Revi
) j %
@ Firmware @ Not Online Yet 15566220 default  ww123333@#_
& U 4 @ Not Online Yet ASDAASDFF default 234
> Upgrade

@ Not Online Yet  ASDFASDF1233222  default  asdfesdfas222

Modules Description

Top Version Displays the top 5 firmware versions in the current project.

. . . Displays the firmware versions available in the project and the number of devices to which
Firmware Version List ) . .
the firmware version can be applied.

. . Displays the device information in the current project. You can perform online firmware
Device List o
upgrades on the device in this interface.
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6.1 Upgrading Devices

Device Upgrade

Follow the steps below to upgrade a small number of devices:

1 Select the device to be upgraded, and then click Upgrade.

| Device List Cc -
Upgrade Upgrade All | 1 Selected SN, Alias, Descrif Advanced Search v
Stalus‘ SN Pr\:\je:l Alias Model Hardware Version Current Version Recommended Version Des:
®0nline  GIOHSSS000158  Japan Office  Ruijie XS-§1930J-8GT25FP-P 1.00 X51930)_RGOS 11.4(1)B70P18, Release(09200819)  XS1930J RGOS 11.4(1)B70P18, Release(10201612)
@online  G1QDAUU003617  Japan Office  APO1 APB50-1(V2) 1.00 AP_RGOS 11.9(6)W3B13, Release(10211903) AP_RGOS 11.9(6)B1, Release(08130813) Hotspe
@oOnline  E187360129622  Japan Office - EG5210-JP 1.00 EG_RGOS 11.9(6)B13P4, Release(09240912)
@Online  GIRPSEBO2911C  Japan Office  APD2 APBBO-AR 1.00 AP_RGOS 11.9(6)\W1B2, Release(09160213)
e Offline GI1QHIMKO10455 Japan Office  Japanoffice XS-51930J-8GT2SFP 1.00 X$1930J_RGOS 11.4(1)B70P18, Release(09231020)  XS1930) RGOS 11.4{1)B70P18, Release(10201612)
2 Select the firmware version, and set a scheduled upgrade time if it is needed.
Upgrade
Check in Project > Monitoring >Logs >Upgrade Log
SN: G1QH5SS Model: X5-519 8GT2SFP-P Hardware Version: 1.00  Current Version: X51930)_RGOS 11.4(1)B70P18, Release(0...

Upgrade Version: X51930) RGOS 11.4(1)B70P18, Release(10201612)  Firmware Details

Upgrade Device: 1

Scheduled Upgrade
Start Date 2024/11/14

Advanced Settings v

Select Firmware

Cloud Firmware Private Firmware

o TimeRange:To:

Start Upgrade

Selected Cloud Firmware: X$1930)_RGOS 11.4(1)B70P18, Release(10201612) Firmware Version. Release Note
Firmware Version File Size (MB) Applicable Model Released at Release Note
XS1930J_RGOS 11.4(1)B70P18, Release(10201612) 22.21 DG-S1930K-8GP25-120W:V1,NBS2028G-E-... 2023-12-1117:29:17  Release reason: solve the problem that the ...
e Page | 1 of 1 ext Last Total: 1

Items Description
If the system has a recommended firmware version, it will be selected by default
Upgrade Version and displayed here. If there is no recommended version, you need to click

Select Firmware and select the version you need.

Firmware Details

Click Firmware Details to display the information of the selected firmware
version.

Scheduled Upgrade

Scheduled upgrade function. This function is disabled by default. After enabling
it, you need to set the time period, so that the system will upgrade devices one
by one from the start time. The upgrade interval for each device is equal to the
set time period divided by the number of devices.

Max Retry Times

After clicking Advanced Settings, you can set the number of upgrade retries.
The default number of retries is 5.
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3 Atter selecting the firmware version for upgrading, click Start Upgrade.

Upgrade

Check in Maintenance > Log >Upgrade Log

SN: G234942575183  Model: RG-AP850-1-JPVZ  Hardware Version: 1.00  Current Version: AP_RGOS 11.9(6)B1P652, Release(082013...

Upgrade Version: AP_RGOS 11.9(6)W3B1, Release(11160200)  Firmware Details

Upgrade Device: 1

Scheduled Upgrade

Start Date [2024/06/14 5 Time Range : to :

Advanced Settings

Start Upgrade

4  When the prompt appears, click X to close the prompt box to complete the upgrade task creation.
Message

The upgrade task has been created. Please

check Upgrade Log for details.

After the operation task is created, you can click Logs > Upgrade Log to go to the upgrade log interface. The
created upgrade task will be displayed in the log list. Click the three buttons in the Action column to view, cancel,

and retry the upgrade task.

| Upgrade Log c n-%
3) (aeas =

Operater Deseription Target Version Process Time Result (Suceess/Failure/Aborted) | Action

I alert("test’)  Upgrade selected 1 device(s) AP_RGOS 11.5(6)W3B1, Release(11160200) o1 2024-06-14 18:29:20 0/0/0 BB o |
alert{"test’)  Upgrade selected 1 device(s) AP_RGOS 11.59(6)B1P6S2, Release{08201318) 171 15:49:48 1/0,0 BB c
alert("test’)  Upgrade selected 1 device(s) MA_1.3(1)B11, Release(11181211), Revision(1c7#7b3¢5) O 1/ 1 2024-06-12 12:30:45. 1,0/0 E 6 c
alert("test”)  Upgrade selected 1 device(s) AP_RGOS 11.9(4)81P7, Release(09151815) E— 1/ 1 2022-06-11 1201:07 1/,0/0 5]
alert(‘test’)  Upgrade selected 1 device(s) MA_1.3(1)810P1, Release(11180714), 171 2024-06-07 16:35:06. 1/0/0 @ L
slert(‘test’)  Upgrade selected 1 device(s) AP_RGOS 11.9(4)61P5, Release(09151615) — /1 2028-05-27 16:39:32 1/0/0 BB e
alert("test’)  Upgrade selected 1 device(s) AP_RGOS 11.5(4)81P5, Release(09151815) — 1/ 1 2024-05-27 15:48:10 0/0/1 BB e
alert{*test”)  Upgrade selected 1 device(s) H52310_ RGOS 11.4{1)B90, Release(11152116) O 1/ 1 2024-03-25 10:57:29 1/,0/0 BB c
alert(*test)  Upgrade selected 1 device(s) EG_RGOS 11.9(6)813P4, Release(09240622) 1”1 15:06:30 1,0,0 E 6 c
alert("test”)  Upgrade selected 1 device(s) MA_1.3(1)B8P1, Release(11142512), 171 2024-02-27 12:00:58 1,0/,0 |6 c

Page [ 1 of 22 Next Last Total: 218

Buttons Description
B Click this icon to view the details of an upgrade task.

s |

z Click this icon to cancel an upgrade task.

L Click this icon to try an upgrade again.
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6.1.1 Upgrading Devices in Batches

To upgrade all devices in the project:

1 Selectthe project where the devices reside.

& Lite-PON
- pevices | Top Versions | Firmware Version List Firmware Version Q
& Client Firmware Version Devices
MF3 311 B5P2 Bets, Release(12131607), Revision(d98b04781) 56
Smart W MF3 3118592 Beta, . UNKNOWN i
B No Version Info
= RF Planning 519301 ROG MF1_3.11_BSP2 Beta, Release(12131615), Revision(3c6d844b5) 2
[ VIERRE. o Version Info ¥51930) RGOS 11.4(1)B70P18, Release(10201612) 1
@ Roaming I other MF1_3.1_1_BSP1, Release(11172306), Revision(34bee2376) 1
age il Next
£ Device Config >
@ Auth & Account >
| Device List Cc -
0 Selected SN, Alias, Description Q Advanced Search v
ifl Network Details »
Status | SN Project Alias  Model  Hardware Version Current Version Recommended Version Description  Action
& Alarms
©@online  301606000000131  Lite-PON - RG-MU3064 1.00 MF3_3.1_1_85P2_Beta, Release(12131607), Revision(d98b04781) - Upgrade
® Logs 5 ©O0nline  301606000000141  Lite-PON - RG-MU3064 1.00 MF3_3.1_1_B5P2 Beta, Release(12131607), Revision(d08b04781) - Upgrade
©oOnline  301606000000160  Lite-PON - RG-MU3064 1.00 MF3_3.1_1_B5P2_Beta, Release(12131607), Revision(d98604781) - Upgrade
Upgrade
: ©Online  301606000000144  Lite-PON - RG-MU3064 1.00 MF3_3.1_1_B5P2_Beta, Release(12131607), Revision(d98b04781) - Upgrade
@ Firmware ©o0nline  301606000000139  Lite-PON - RG-MU3084 1.00 M3 3.1_1_B5P2_ Bets, Release(12131607), Revision(d98b04781) - Upgrade
® Online. 301606000000153 Lite-PON - RG-MU3064 1.00 MF3_3.1_1_BSP2 Beta, Release(12131607), Revision(d98b04781) - Upgrade
4 Upgrade
©oOniine  301606000000132 Lite-PON - RG-MU3064 100 MF3_3.1_1_B5P2_Beta, Release(12131607), Revision(d98b04781) - Upgrade
2  Click Upgrade All.
| Device List CcC n-
0 Selected SN, Alias, Description  Advanced Search ~
status SN Project  Alias Model Hardware Version Current Version ded Version Descripti; Action
@ online 301606000000131  Lite-PON - RG-MU3064 1.00 MF3_3.1_1_BSP2 Beta, Release(12131607), Revision(d98b04781) - Upgrade
@ online 301606000000141  Lite-PON - RG-MU3064 1.00 MF3_3.1_1_BSP2_Beta, Release(12131607), Revision(d98b04781) - Upgrade
@ online 301606000000160  Lite-PON - RG-MU3064 1.00 MF3_3.1_1_B5P2_Beta, Release(12131607), Revision(d98b04781) - Upgrade
@ online 301606000000144  Lite-PON - RG-MU3064 1.00 MF3_3.1_1 B5P2_Beta, Release(12131607), Revision(d98b04781) - Upgrade
@ online 301606000000139  Lite-PON - RG-MU3064 1.00 MF3_3.1_1_B5P2 Beta, Release(12131607), Revision(d98b04781) - Upgrade
@ online 301606000000153  Lite-PON - RG-MU3064 1.00 MF3_3.1_1_B5P2_Beta, Release(12131607), Revision(d98b04781) = Upgrade
@ online 301606000000132  Lite-PON - RG-MU3064 1.00 MF3_3.1_1 B5P2_Beta, Release(12131607), Revision(d98b04781) - Upgrade
@ online 301606000000112  Lite-PON - RG-MU3064 1.00 MF3 3.1 1 _BSP2 Beta, Release(12131607), Revision(d98b04781) - Upgrade
@ Online 301606000000122  Lite-PON - RG-MU3064 1.00 MF3_3.1_1_B5P2_Beta, Release(12131607), Revision(d98b04781) - Upgrade
@ online 301606000000130  Lite-PON - RG-MU3064 1.00 MF3_3.1_1 B5P2_Beta, Release(12131607), Revision(d98b04781) - Upgrade

3 Select the firmware versions for the devices, and set the scheduled upgrade and upgrade retry times as needed.
If the device is offline, the upgrade task will be executed after the device goes online.

Upgrade

Check in Project > Monitoring >Logs >Upgrade Log

SN: 1234942570061 Model: XS-51930)-24GTASFPR..  Hardware Version: 1.00  Current Version: X51930) RGOS 11.4(1)B70P18, Release(1...

Upgrade Version: Please select a firmware version. Select Firmware

Upgrade Device: 1

SN: 301605000000888 Model: RG-MT3002  Hardware Version: V1.00  Current Version: MF1_3.1 1 B5P1, Release(11152314), Re...

Upgrade Version: Please select a firmware version. Select Firmware

Upgrade Device: 1

SN: 201605000000888  Model: RG-MT3002  Hardware Version: V1.00  Current Version:

MIF1_3.1_1_B5P1, Release(111

314), Re...

Upgrade Version: Please select a firmware version. Select

Upgrade Device: 1

185



User Guide Device Upgrade

Items Description

If the system has a recommended firmware version, it will be selected by default
Upgrade Version and displayed here. If there is no recommended version, you need to click
Select Firmware to select the version you need.

Click the Firmware Details to display the information of the selected firmware

Firmware Details .
version.

Scheduled upgrade function. This function is disabled by default. After enabling

Scheduled Upgrade it, you need to set the time period.

After clicking Advanced Settings, you can set the number of upgrade retries.

Max Retry Times The default number of retries is 5.

4 After selecting the firmware, click Start Upgrade.

SN: 201605000000087  Model: RG-MT3002  Hardware Version: V1.00  Current Version: MF1_3.1_1_B5P1_Beta, Release(11242506...

Upgrade Version: MF1_3.1_1_B5P1, Release(11181406), Revision(71585d525)  Firmware Details ~ Select Firmware

Upgrade Device: 1

SN: G1TT5B7000176  Model: RG-MT3002  Hardware Version: 1.00  Current Version: MF1_3.1_1_B5P2 Beta, Release(12131615...

Upgrade Version: MF1_3.1_1_B5P1_Beta, Release(11242315), Revision(65071ce59) Firmware Details v Select Firmware

Upgrade Device: 1

SN: 201605000000025  Model: RG-MT3002  Hardware Version: V1.00  Current Version: MF1_3.1_1_B5P2 Beta, Release(12131615...

Upgrade Version: MF1_3.1_1_B5P1, Release(11181406), Revision(71585d525)  Firmware Details v Select Firmware

Upgrade Device: 1

SN: G1TT6B1000193,301606... Model: RG-MU3064  Hardware Version: 1.00  Current Version: MF3_3.1_1_B5P2_Beta, Release(12131607...

Upgrade Version: MF3_3.1_1_B5P2_Beta, Release(12131607), Revision(d98b04781)  Firmware Details v Select Firmware

Upgrade Device: 54

SN: 201606444488150,3016.. Model: RG-MU3064  Hardware Version: V1.00  Current Version: MF3_3.1_1_B5P2_Beta, Release(12121607...

Upgrade Version: MF3_3.1_1_B5P1, Release(11181406), Revision(acce7630b)  Firmware Details v Select Firmware

Upgrade Device: 2

Scheduled Upgrade
Advanced Settings v

5 Whenthe prompt appears, click X to close the prompt box to complete the upgrade task creation.

Message

The upgrade task has been created. Please

check Upgrade Log for details.

After the upgrade task is created, you can click Logs > Upgrade Log to go to the upgrade log interface. The
created upgrade task will be displayed in the log list. Three buttons are available in the Action column for you

to view, cancel, and retry the upgrade task.
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| Upgrade Log c oo
Operator Deseription Target Version Process Time Result (Success/Failura/ Absrted) Action
alert{test)  Upgrade selectad 1 deviesls) 529 RGOS 114(1)87071, Relaasa(06192610) o/ 2024.06-14 124437 07070 BEC
slerttest)  Upgrade selectad 1 davieals) EG RGOS 1.9(6)B1304, Releass(10142718) o1 2024.-06-14 184437 0/0/0 EBGo
alect(test)  Upgrade selected 1 devicels) £G RGOS 119(6181394, Release(10142718) o1 2024-06-14 18:44:36 0/0/0 BB C
slert(test) 1 devicels) EG RGOS 11901181153, Release(07242723) o1 20240514 184436 0,00 BGc
aleri(test)  Upgrade selected 1 devicels) AP RGOS 11.9(5)W3B1, Releasel11160200) — /1 2024.06-14 182929 17070 BB6Cc
aleri(test)  Upgrade selected 1 device(s) AP RGOS 11.96)B1PES2. Release(08201318) — /1 2024.06-14 154848 17070 B6C
alert(test)  Uporade selected 1 devicals) MA_13(T)811, Release(11181211), Revisien{177b3<5) — 2024.06-12 123045 1,070 BGc
alert("test) Upgrade selected 1 device(s) AP_RGOS 115(4)B1F7, Release(02151815) 1/ 1 2024-06-11 120107 17070 BBc
alerttest)  Upgrade selected 1 devicels) MA_13(1B10P1, Release(11180714), Revision(7d14e0d8a) — i/ 2024-06-07 16:3906 17070 BGc
alert{test’)  Upgrade selected 1 devicels) AP_RGOS 11948175, Release(09151415) — i/ 2024.05-27 16:3932 17070 BGo
Page | 1 23 Nest Last (- JTotak 222
Buttons Description

E

Click this button to view the upgrade task details, including the upgrade results, and
the description of the failure.

r

Click this button to cancel the upgrade task.

Click this button to try the upgrade again.
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6.1.2 Setting Upgrade Policies

Device Upgrade

Ruijie JaCS supports creating upgrade policies for MA series access points, AP180 series access point and RG-

HA3515-DG. This function allows you to upgrade the devices of these models in a project at specific time.

4 Note

e Subaccounts do not support creating upgrade policies.

e Upgrade policies cannot be applied to devices in a shared project.

1 ciick Upgrade Policy in the Dashboard interface.

() Dashboard

@ Project 3B

All Projects All Devices Alarms
w/ &
419 4,132 17
My Created(419) My Received(1) My Shared(52)
© Group Management @ Template Management
Project Name v Alarms AP Switch
1234567890@-_#=/. 0/0 0/0

2 Click Add to enter the policy adding interface.

| Upgrade Policy List

Policy Name
V1.5.2-TEST
V1.5.2-CONFIRM
V1487 R b123
V1.5.1-TEST

V1.4.8-TEST3

Page

Model
RG-MA2810
AP1800A)
AP180-PE
AP1800P)

AP180-AC

1 of 1

Number of Version(s)

@
35)
@

(12

1 Upgrade Policy

G.hn

0/0

A

Status

Scheduled Time

00:50

06:30

11:50

21:50

04:30

©0OIg
Gateway Created Tim Actions
070 2025-01-1417 ¢ Z < ¥
20 ¢
Policy Name Q
Created Time Action
2023-09-14 10:36:38 L EAT)
2023-05-30 15:24:55 AW
2023-05-30 11:42:52 & T
2023-05-30 11:27:28 L £/
2023-05-30 15:30:28 &0
(Cape JTetals

3 Setthe policy name, the project to which the policy applies, the model, and the scheduled time.

Add
Policy Name | * \T) Tips
T 1. Please select the project to which the upgrads policy is applied.
Project | ¥ g 2. Please select the device model, and select firmware for different
hardware and software of devices.
3. Please specify a specific time in a day to make upgrade policy
Model | Select a device model. v [* take effect. Then, JaCS will upgrade the firmware of devices at the
time you set.
Scheduled Time [o0 v 50 vp
| Version List (0If the current version is the same as the target version, it will be ignored when you save the configurations
Hardware Version Current Version Target Version
No Data
Items Description
Required.
Policy Name Set the upgrade policy name. The length of a policy name should range from 1 to 64
characters. Numbers, letters, spaces, and special symbols (-, _, ,#,/,.,[],(),=,:,+tor@)
are supported.
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Required.

Project Clickthe 0 icon to select the project where the device resides. Click 2 toselecta project
set in an existing policy.
Required.

Model Select the device model to which the upgrade policy is applied. Only supports MA series
access points, AP180 series access points and RG-HA3515-DG. After selecting a model,
the upgrade policy will be applied to all devices of this model in the project.

Scheduled Required.

Time Set the time for scheduled upgrade.

Required.
Version List Select the firmware version. The version displayed in the Target Version column is the

recommended version. If you do not want the recommended version, you can click the ©
icon to modify it.

4 Atter configuring the policy, click OK.

5

6

Add

Policy Name

Network

Model

Scheduled Time

[ TesT * T
i) Tips
1. Please select the network to which the upgrade policy is applied.
l outdoorhotel2V1.47 3o b 7—4 SEEIRS e 2. Please select the device model, and select firmware for different
hardware and software of devices.
3. Please specify a specific time in a day to make upgrade policy
I AP180-AC v take effect. Then, JaCS will upgrade the firmware of devices at the

time you set.

| Version List (If the current version is the same as the target version, it will be ignored when you save the configurations

Hardware Version

1.00

200
300
200
300
200
200
200
300

200

Current Version Target Version
AP_RGOS 11.9(4)B1P3, Release(081393016) AP RGOS 11.9(4)B1P5, Release(09151815) @
AP_RGOS 11.8(4)B1P5, Releas=(08242912) AP RGOS 11.9{4)B1P5, Release(09151815) &2 [4
AP RGOS 11.8(4)B1P5, Releas=(08242812) AP_RGOS 11.9(4)B1P7, Release(09151815) £ [4
AP RGOS 11.9(4)B1P5, Release(09151815) AP_RGOS 11.9(4)B1P5, Release(09151815) E2 [4
AP_RGOS 11.9(4)B1P5, Release(09151815) AP_RGOS 11.9(4)B1P7, Releas=(09151815) £2 (4
AP_RGOS 11.9(4)B1P6, Release(09162204) AP RGOS 11.9(4)B1P5, Release(09151815) oD 4
AP_RGOS 11.9(4)B1P6, Release(09200918) AP RGOS 11.9(4)B1P5, Release(09151815) @
AP_RGOS 11.8(4)B1P7, Releas=(09151815) AP RGOS 11.9{4)B1P5, Release(09151815) &2 [4
AP RGOS 11.8(4)B1P7, Releas=(09151815) AP_RGOS 11.9(4)B1P7, Release(09151815) £ [4
AP RGOS 11.9(4)B1P8, Release(09151815) AP_RGOS 11.9(4)B1P5, Release(09151815) £ [4

When the operation confirmation prompt appears, click OK.

Message

Are you sure you want to save the policy?

=B -

When the "Success" prompt appears, click X to close the prompt box and complete the operation.

Message

Success
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Once an upgrade policy is created, it appears in the upgrade policy list and is disabled by default. When
enabled, JaCS will upgrade the devices in the specified project at the scheduled time, following the policy's

configured settings.

om that set in the policy

) Ties
e seting an upgrade policy for a device madel, 155 willupgrads the
| Upgrade Policy List 20 c
[aa Qearch
Policy Name Model Number of Version(s) Status. Scheduled Time Created Time Actien
TEST AP180-AC 0050 2024-06-14 154210 Al
V148 TESTZ11Z APIZ0UA) 37 « 0930 2023-05-31 103624 AR D
V148 TEST AF180(F) 12) -« 1500 2023-05-31 103441 24
0. | Tota:3
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6.1.3 Firmware Management

Click Project to go to the project interface. After selecting a project, click Firmware to manage the firmware in the

specified project. The firmware management interface consists of two parts: Version Details and Private Firmware.

Version Details  Private Firmware
) Overview
- .
Devices Cc u.
& Ch
& Client a
Smart Simj
S Model Current Version Hardware Version  Devices Recommended Version Action
= RF Planning AP180-PE AP_RGOS 11.9(4)B1P5, Release(09151815) 300 3 AP_RGOS 11.9(4)81P7, Release(09151815) Go To Upgrade
RG-MA2610-PE MA_10(1)B2P1, Release(09151507), Revision(5077)G 1.00 2 MA_1.0(1)B2P1, Release(09212313), Revision(5215)G Go To Upgrade
® Roamin
9 RG-HA515-DG MA_1.3(1)B9P2, Release(11132617), Revision(1b2556fac) v 1 MA_1.3(1)B9P1, Release(10222414), Revision(9c360d32f) Go To Upgrade
RG-MA2610-PE MA_1.3(1)B5P9, Release(10151720), Revision(aB980da77) 2,00 1 MA_1.3(1)BBP1, Release(11142512), Revision(d4da55e40) Go To Upgrade
RG-MA2610-PE MA_1.3(1)B5P9, Release(10152410), Revision(f41cbdfd2) 200 1 MA_1.3(1)B8P1, Release(11142512), Revision(d4daS5e40) Go To Upgrade
>
XS-§1930)-24GTASFP/2GT-P X51930)_RGOS 11.4(1)B70P18, Release(09200417) 1.00 1 XS1930)_RGOS 11.4(1)B70P18, Release(10201612) Go To Upgrade
@ Auth & Accoiht > X5-§19301-18GT25FP-P X51930) RGOS 11.4(1)B70P18, Release(09222713) 120 1 XS1930) RGOS 11.4(1)B70P18, Release(10201612) Go To Upgrade
XS-51930J-18GT2SFP-P XS1930)_RGOS 11.4(1)BT0P18, Release(09231020) 120 1 XS1930)_RGOS 11.4(1)B70P18, Release(10201612) Go To Upgrade
Monitori
RG-MA2610-AC MA_1.1(1)B5P6, Release(09183016), Revision(2f9fbec1b) 2.00 1 MA_1.3(1)88P1, Release(11142512), Revision(dddaS5e40) Go To Upgrade
il Network Detflls » AP100P) AP_RGOS 11.9(4)B1P6, Release(09200918) 1.00 1 AP_RGOS 11.9(4]81P5, Release(09151815) Go To Upgrade
& Aarms . T Jers ) (= (o ot 74
B Logs »

Version Details displays the firmware versions installed on all devices in this project. Click Go To Upgrade in the

pgrade

Action column to go to the upgrade interface. For detailed upgrade steps, please refer to_Section 6.1.

Version Details  Private Firmware

(S -
Q
Model Current Version Hardware Version Devices Recommended Version Action

AP180-PE AP_RGOS 11.9(4)B1PS, Relesse(09151815) 300 3 AP_RGOS 11.9(4)B1P7, Release(09151815) Go To Upgrade
RG-MA2610-PE MA_1.0(1)B2P1, Release{09151507), Revision(5077)G 1.00 2 MA_1.0(1)B2P1, Release{09212313), Revision(5215)G Go To Upgrade
RG-HA3515-DG MA_1.3(1)89P2, Release(11132617), Revision(1b2556fac) Vi 1 MA_1.3(1)B9P1, Release(10222414), Revision(Sc360d32f) Go To Upgrade
RG-MA2610-PE MA_1.3(1)B5P9, Release(10151720), Revision(a8980da77) 200 1 MA_1.3(1)B8P1, Release(11142512), Revision(d4da55e40) Go To Upgrade
RG-MA2610-PE MA_1.3(1)B5P9, Release(10152410), Revision(fd1cbdfd2) 200 1 MA_1.3(1)B8P1, Release(11142512), Revision(d4da55e40) Go To Upgrade
X5-51930)-24GT4SFP/2GT-P 519301 RGOS 11.4(1)BTOP18, Release(09200417) 100 1 X51930) RGOS 11.4(1)B70P18, Release(10201612) Go To Upgrade

Go To Upgrade

XS-$1930)-18GT2SFP-P X$1930J RGOS 11.4(1)B70P18, Release(09222713) 120 1 X$1930J RGOS 11.4(1)B70P18, Release(10201612)
XS-$1930J-18GT2SFP-P X$1930) RGOS 11.4{1)B70P18, Release(09231020) 1.20 1 X$1930J_RGOS 11.4(1)B70P18, Release(10201612) Go To Upgrade
RG-MA2610-AC MA_1.1(1)BSP6, Release(09183016), Revision(2f9fbec1b) 2.00 1 MA_1.3(1)B8P1, Release(11142512), Revision(d4daS5e40) Go To Upgrade
AP180UP) AP_RGOS 11.9(4)B1P6, Release(09200918) 1.00 1 AP_RGOS 11.9(4)B1PS, Release(09151815) Go To Upgrade

Total: 74

Private Firmware list displays the private firmware uploaded by all accounts under the tenant.

Version Details  Private Firmware

Cc -

a
Firmware Version File File Size (MB) Applicable Model Uploaded at Rele
MF3_3.1_1_BSP1, Release(11221306), Revision(c83fec7f6) MF3_3.1_1_BSP1_11221306_c83fecTfbtangz 3134 RG-MU3064:1.00 2024-11-27 145158 202417
MF3_3.1_1_85P1, Release(11232712), Revision(f7662¢76b) MF3_3.1_1_BSP1_11232712_f7662e76b.targz 3134 RG-MU3064:1.00 2024-11-27 14:40:45  2024-1
MA_1.0(1)B2P1, Release(09212313), Revision(5215)G  MA_1.0_1_B2P1_MA2610_09212313 targz 2981 RG-MAZ610-PE:1 00RG-MA2610-AC:1.00,  2024-11-1410:07:37  2022-0¢
MA_1.0{1)B2P1, Release(09212313), Revision(5215)G MA_1.0_2_B2P1_MA2810_09212313 targz 2981 RG-MA2810:1.00, 2024-07-29 14:38:13  2022-0¢
AP_RGOS 11.9(6)W3B13, Release(10211903) 8501v2_RGOS11.9_6_W3B13_52X4-04_10211903 install.bin 2677 AP850-1(V2):1.00,0G-APB50-AX6800:1.00, 2024-06-17 15:47:41  2023-0¢
AP_RGOS 11.9(4)B1P7, Release(09151815) AP_RGOS11.9_4 B1P7_$2X2-27 09151815 install_1_bin 2412 AP180-AC:3.00,AP180-PE=3.00 2024-03-27 14:48:08  2024-0:
AP_RGOS 11.9(4)B1P7, Release(08151815) AP_RGOS11.9_4_B1P7_$2X2-27 09151815 install.bin 241 AP180-AC:3.00,AP180-PE=2.00 2024-03-14 155742 2023-0¢
AP_RGOS 11.9(4)81P8, Release(09151815) APV3_WPA2 RGOS119_4_B1PB_S2X2-27 09151815 install 1_bin 2415 AP180-AC:3.00,AP180-PE=3.00 2024-03-14 1411831 2023-1;

AP_RGOS 11.9(4)81P8, Release(09151815) AP_RGOS11.9_4_B1P8_52X2-25_09151815_install.bin 21.87 AP180-AC:2.00,AP180-AC:3.00,AP180-PE:..  2024-03-13 13:49:09  2024-0:
MA_1.3(1)B5P9, Releass(10200118), Revision(396d57638)  MA 1.3_1_B5PO_MA2810_10200118argz 3039 RG-MA2810:V2, 2024-02-07 10:23:41  2024-0:
F Previous 1 of 2 Next Last Total: 20
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6.1.3.1 Uploading Private Firmware Versions

Follow the steps below to upload your local private firmware versions to the JaCS:

1 ciick Upload Firmware to go to the upload interface.

Version Details  Private Firmware

c -

Upload Firmm 0 Selected Q
Firmware Version File File Size (MB) Applicable Model Uploaded at Rele
MA_1.0(1)B2P1, Release(09212313), Revision(5215)G  MA_1.0_1_B2P1_MA2610_09212313 targz 2981 RG-MA2610-PE:1.00RG-MA2610-AC=1.00,  2024-11-14 10:07:37  2022-09
MA_1.0(1)B2P1, Release(09212313), Revision(5215)G MA_1.0_2 B2P1_MA2810_09212313.targz 2081 RG-MA2810:1.00, 2024-07-29 14:38:13  2022-09
AP_RGOS 11.9(6)W3B13, Release(10211903) 8501V2_RGOS11.9_6_W3B13_$2X4-04_10211903 installbin 2677 AP850-1(V2):x1.00,DG-APB50-AXE80021.00,...  2024-06-17 15:47:41  2023-09
AP_RGOS 11.9(4)B1P7, Release(09151815) AP_RGOS11.9_4_B1P7_S52X2-27_09151815 jnstall_1_bin 2412 AP180-AC=3.00,AP180-PE:3.00 2024-03-27 14:48:08  2024-03
AP_RGOS 11.9(4)B1P7, Release(09151815) AP_RGOS11.9_4_B1P7_S2X2-27_09151815 install bin 2411 AP180-AC:3.00,AP180-PE:3.00 2024-03-14 15:57:42  2023-06
AP_RGOS 11.9(4)B1P8, Release(09151815) APV3 WPA2 RGOS11.9 4 B1P8 $2X2-27 09151815 install 1_bin 2415 AP180-AC:3.00 AP180-PE:3.00 2024-03-14 14:18:31  2023-12
AP_RGOS 11.9(4)B1P8, Release(09151815) AP_RGOS11.9_4_B1P8 §2X2-25 09151815 installbin 2187 AP180-AC:200,AP180-AC:3.00AP180-PEz..  2024-03-13 13:49:09 2024-03
M_1.3(1)B5PS, Release(10200118), Revision(996d57698)  MA_1.3_1_BSP9_MA2810_10200118.targz 3039 RG-MA2810:V2, 2024-02-07 10:23:41  2024-02
AP_RGOS 11.9(6)W3B1, Release(10201120) AP_RGOS11.9_6_ W381_S2X2-30_10201120 installbin 2625 APGBO(CD):A.00 2023-10-1710:23:43  2023-08
AP_RGOS 11.9(6)W388, Release(10173116) AP_RGOS11.9_6_W388_S2X4-04_10173116 ins 2665  APB50-I(V2):1.00,0G-APBS0-AX6800:1.00,..  2023-09-05 13:57:02 2023-05

Pre Page | 1 of 2 Next Last (o JTotal: 18

2 Click 'tar.gz’ or ".bin’ File and select the firmware version to be uploaded.

Upload Firmware

targz’ or ' bin’ File

> ThisPC » Desktop » Firmware v | D 2 Search Firmware
MNew folder + [ e
s e Mame Date medified Type Size
frs # | Hs2310 R6011.4(1)BI0_ 11173019 install..._2004/6/6 16:49 BIN File 35411 KE)
» —
»
FEERE A
File name: | H52310_RGOS11.4(1)890_11173019_install.bin v\ |Frasis v|

I Open ] | Cancel ‘

3 Click Import to upload the firmware version. You can add description information for the firmware version (up

to 255 characters can be entered.)
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Upload Firmware

File HS2310_RGOS11.4(1)B90_11173019_install.bin

Description

Import

4  Wait for the firmware version to be uploaded.
Upload Firmware

Uploading...Please wait.

Device Upgrade

5 When the “Upload firmware succeeded” prompt appears, click X to close the prompt box to complete the

operation.

Message

Upload firmware succeeded

Once a firmware has been uploaded, it is displays in the Private Firmware list.

Version Details  Private Firmware

2q test ma3s1 upgrade

AP180 V41 upgrade test

PNT-NR ERAREE

Firmware Version File File Size (MB) Applicable Model Uploaded at Released at
[ H52310_RGOS 11.4{1)B30, Release(11173019) HS2310_RGOS11.4_1_B90_11173019_install bin 3458  GAM:1.00RG-HS2310-16GH2GTIXS:1.00R.. 2024-06-17 11:43:44  2024-06-17 11:43:43
AP_RGOS 11.9(6)W3B1, Release(11160200) AP_RGOS11.9 6 W3B1_52X4-04_11160200 install bin 2658 APB50-1(V2):1.00,DG-AP850-AX6800:1.00,..  2024-06-1417:22:25  2024-04-01 23:31:56
MA_1.3(1)B11, Release(11181211), Revision(1c7f7b3c5)  MA_1.3_1_B11_MA3511_11181211 targz 35.59 RG-MA3511-PE:V1, RG-MA3S11-AC:V1, 2024-06-1211:29:12  2024-06-12 11:28:11
MA_13(1)B10P1, Release{11180714), Revisicn(7d14e0d8a) MA_1.3_1 B10P1_AP180 11180714 targz 2852 RG-AP180-PE-V4 RG-AP180-AC:V4, 2024-06-07 15:33:14  2024-06-07 15:3313
X51930) RGOS 11.4(1)B70P18, Release(10201612) X51930) RGOS11.4_1_B70P18_10201612 install_1_bin 2221 DG-51930K-8GP25-120W=V 1 NBS2028G-E-.  2024-05-21 1003:42  2023-11-15 16:02:49
HS2310_RGOS 11.4{1)B90, Release(11152116) HS2310_ RGOS11.4_1_B0_11152116_install bin 3440  GAM:1.00RG-HS2310-16GH2GT1XS:1.00R.. 2024-03-2509:55:16 2024-03-25 08:55:16
MA 1.3(1)B8P1, Release(11142512), Revision(d4da55e40)  MA 1.3 1 BSP1_MA2810_11142512targz 2968 RG-MA2B10:V2, 2024-02-27 110006 2024-02-27 11:00:05
AP_RGOS 11.9(4)B1P8, Release(09151515) AP_RGOS11.9_4 B1PB_52X2-08 09151815 installbin 2187 AP180{JA)=1.00 AP180{JA)=1.01 APTSOJA)...  2024-02-23 11:17:10  2024-02-20 21:22:27
MA _1.3(1)B5PS, Releass(10200118), Revision(996d57698)  MA_1.3 2 B5PS_ MA2810_10200118targz 30.39 RG-MA2810:V2, 2024-02-07 10:22:24  2024-02-07 10:22:23
HS2310_RGOS 11.4{1)B90, Release{11140218) HS2310_RGOS11.4_1_BS0_11140218 install bin 3461 GAM:1.00RG-H 1XS:1.00R. 100621 10:06:20

Page | 1 of9 Next Last
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6.1.3.2 Deleting Private Firmware Versions

To remove a private firmware version from the JaCS:

1  Select the firmware version to be deleted. Multiple selections are supported. If you need to select all, check the

Select all checkbox.

Version Details Private Firmware

Select all checkbox

Firmware Version File File Size (MB) Applicable Model Uploaded at Rel

MF3_3.1_1_B5P1, Relesse(11221306), Revision(c83fecTf6)  MF3_3.1_1_B5P1_11221306_cB3fec7f6.targz 3134 RG-MU3064:1.00 2024-11-27 14:51:58  2024-11
MF3_3.1_1_B5P1, Release(11232712), Revision({7662e76b) MF3_3.1_1_BSP1_11232712 {7662e76b.tar.gz 3134 RG-MU306421.00 2024-11-27 14:40:45  2024-17
MA_1.0(1)B2P1, Release(09212313), Revision(5215)G MA_1.0_1_B2P1_MA2610_09212313.targz 2981 RG-MA2610-PE:1.00,RG-MA2610-AC::1.00, 2024-11-1410:07:37  2022-0¢
MA_1.0(1)B2P1, Release(09212313), Revision(5215)G  MA_1.0_2 B2P1_MA2810_09212313.targz 2981 RG-MA2810::1.00, 2024-07-29 143813 2022-0¢
AP_RGOS 11.9(6)W3B13, Release(10211503) B50IVZ_RGOS11.9_6_ W3B13_S2X4-04_10211903 install bin 2677 APBS0-1{V2):1.00,DG-APBS0-AX5B00:1.00,..  2024-06-17 15:47:41  2023-0¢
AP_RGOS 11.9(4)B1P7, Release(09151815) AP_RGOS11.9_4 B1P7_S2X2-27 09151815 install_1_bin 2412 AP180-AC:3.00, AP180-PE=3.00 2024-03-27 14:48:08  2024-0¢
AP_RGOS 11.9(4)B1P7, Release(09151815) AP_RGOS11.9_4_B1P7_S2X2-27_09151815_installbin 241 AP180-AC:3.00, AP180-PE:3.00 2024-03-14 15:57:42  2023-0¢
AP_RGOS 11.9(4)B1P8, Release(09151815) APV3_WPA2 RGOS11.9_4_B1P8_S2X2-27_09151815_install_1_bin 2415 AP180-AC:3.00,AP180-PE:3.00 2024-03-14 141831 2023-1:
AP_RGOS 11.9(4)B198, Release(09151815) AP_RGOS11.9_4_B1P8_52X2-25 09151815 installbin 2187 AP180-AC:2.00, AP180-AC:3.00,AP180-PE: . 2024-03-13 13:49:09  2024-0%
MA_1.3(1)B5P0, Release(10200118), Revision(096d57698) MA_1.3_1_B5PO_MA2810_10200118.targz 3039 RG-MAZB10:v2, 2024-02-07 10:23:41  2024-0;
o Page | 1 Jof2 Next Last Total: 20

2  Click Delete.

Version Details Private Firmware

Firmware Version File File Size (MB) Applicable Model Uploaded at Released ot Deseription
HS52310_RGOS 11.4(1)B30, Release(11173019) H52310_ RGOS11.4_1_B90_11173019_install bin 3458 GAM:1.00,RG-HS2310-16GH2GTIXS-1.00R..  2024-06-17 114344 2024-06-17 11:43.43
AP_RGOS 11.9()W3B1, Release(11160200) AP_RGOS11.9.6 W3B1S2X4-04 11160200 installbin 2658 APSSO-K(V2)-1.00,0G-APBS0-AXEB00:100, .  2024-06-14 172225  2024-04.01 23:31:56
MA_1.3(1)B11, Release(11181211), Revision{1c7f7b3¢5) MA_1.3 1 B11_MA3511_11181211.targz 3559 RG-MA3511-PE:V1,RG-MAIS11-AC:V1, 2024-06-1211:29:12  2024-06-12 112911 zq test ma3511 upgrade
MA_13(1)810P1, Release(11180714), Revision(7d14¢0d83) MA_1.3_1_B10P1_AP180_11180714targz 2858 RG-AP180-PE:V4RG-APIB0-ACVA, 2024-06-0715:33:14  2024-06-07 15:3313  AP180 V41 upgrade test
X51930) RGOS 11.4(1)E70P18, Release(10201612) XS1930) RGOS11.4_1_B70P18_10201612_install_1_bin 20 DG-51930K-8GP25-120W:V1 NBS2028G-E-. 2024-05-21 100342 2023-11-15 16:0249
HS2310_RGOS 11.4(1)850, Release(11152116) HS2310_RGOS11.4.1_630_11152116 installbin 3440 GAM:LOORG-HS2310-16GHIGTINS:1.00R.. 2024-03-250955:16 2024-03-25 095516 PI17-ME-EXamEE
MA_13(1)88P1, Release(11142512), Revision(dadassed0)  MA_1.3.1_BSP1_MA2810 11142512 targz 2968 RG-MA28102, 2024-02-27 11,0006 2024-02-27 11:00:05
AP RGOS 11.3(4)81P8, Releas=(09151815) AP_RGOS11.9_4 B1PS 522-08 09151815 installbin 2187 APISOUA)1.O0APISOUAYIOTAFISOUA):..  2024-02-23 111710 2024-02-2021:2227
MA_1.3(1)B5P9, Release(10200118), Revision(996d57638) MA_1.3 2 BSP3 MA2810_10200118 targz 3039 RG-MA2810.-V2, 2024-02-07 102224  2024-02-07 10:2223
HS2310_RGOS 11.4(1)890, Release(11140218) HS2310_RGOS11.4.1_890_11140218 install bin 3461 GAM:1.00RG-HS2310-16GH2GTIXS:100R . 2024-02-06 100621  2024-02-06 10:06:20
1 oF Next Last 10 Total: 90

3 When the confirmation prompt appears, click OK.

Message

Are you sure you want to delete the firmware?

4  When the “Firmware is deleted” prompt appears, click X to close the prompt box and complete the operation.

Message

Firmware is deleted
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7 Operation and Maintenance

7.1 Viewing Network Topology

Ruijie JaCS supports viewing the network topology of some devices in the project. The topology interface displays
the topology of the downlink devices of an online device in the current project. It enables the diagnosis of all online
devices within the project and generates comprehensive diagnostic reports.

EQ Note

Ruijie JaCS currently only supports displaying the topology of the following models: RG-EG5210-JP, RG-HS2310-
16GH2GT1XS, RG-MT3002 and RG-MU3064.

The specific steps are as follows:

1 click Project, and the select the project where the device is located.

Ruiie & (O Dashboard | @ Project 88 Al Assistant

1 == ox
—'—‘ 1 Gateway BT 2 Switch TS 3 AP I’l;'— 0 G-hn
[0 Overview

= Devices = o or S oonu

&2 Client

2 Click Overview > Topology to go to the topology interface. Select the device you want to view. After selecting,
the topology of the device will be displayed below.

zie == Gu o Alarm Statistics. N
@™ 1 Gateway BT 2 Switch T 2 AP =" 0 Ghn
) i Uncleared 0
oLt oy
s 0 OLT 0 ONU )
— Today 0
o
Week 0
Topology ~ Report  Advanced
Current Device |E187360129622(EG5210-JP) EEN Refresh | Downlosd Wi-Fi Traffic >

-8~ Uplink Downlink

Clients >

!
] =™
—z=

@

" (60

All
14

Different colors in the topology represent different link states.

® Green means the device is functioning normally.

® Red indicates the device is offline or disconnected from the switch.

® Orange means the device is not connected to the cloud or belongs to another account.

Click a device image, you can view its detailed information.
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Topology  Report | Details
; ElUplink and downlink ports can not be selected at the same time.
Current Device 123454 & & s ® Switch Info
1G/10G/25G 10M/100M Shutdown-port Shutdown-SWI  PoE Power Emor Blocking Uplink Alias: Ruijie #
]
Mon-configurable Copper SFP Model X5-51930)-18GT25FP-P
135 7 9 111315 17 SM: 1234942573329
MAC: 00d0.f822.3390
(@0 Firmware X51930J_RGOS
b Version: 11.4(1)B70P18,
Release(10201612)
Select Downlink Ports I Deselect MGMT 1P 19216826
Urirxrmn B
wmzizasa  Overview  Ports  Config  PoE  Diagnose  Downlink Device Description: &

| CPU & Memory Usage | Connectivity Last1Day  Last7 Days

@ @ 15:00 19:00 23:00 3:00 7:00 11:00

| Uplink | Speed Summary Gioj1 v| @ C

Update Time: 2024-09-2:
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Operation and Maintenance

7.1.1 Refreshing Topology

Click Refresh to refresh the downlink topology of the device. The refresh interval should be greater than 10 minutes,

otherwise a prompt will appear indicating frequent operations. The topology update is triggered when the switch is
selected for the first time.

Topology Report Advanced
Current Device = 1234942573329(Ruijie) - HEN Download
Puijie
- 7 T - ~
GO/ (Gurz) Gi0/3 Gife
TD)
an Unkncwn
13456;;9:43( echd.7039.4c7h
+
Search Q qr
Update Time: 2024-09-23 21:00:06(Finish)
To refresh the topology regularly:
1 Click Advance to go to the setting page.
Topology ~ Report  Advanced
| Topology Refresh Sehedule
Enablc Interval Time | 3 Effective period | 18:00 v|| 2350 v
| Network Diagnosis
2  Enable the schedule refresh function.
Topology ~ Report  Advanced
| Topology Refresh Schedule
Interval Time | 2 Effective period | 00:00 v|-[ 239 v =3
| Network Diagnosis
To avoid risks, please start the diagnosis.

3 Set the refresh interval and effective time period, and then click Save.

3 Note

The minimum interval time supported is 2 hours, and the maximum interval time supported is 23 hours.
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Topology Report Advanced

| Topology Refresh Schedule
Enable @ Interval Time | 3 Effective period 18:00 A ‘ --‘ 2359 b

| Network Diagnosis

4 After the "Operation succeeded" prompt appears, click X to close the prompt box and complete the operation.

Message D

Operation succeeded
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7.1.2 Viewing Port Information

Click a port icon in the topology, you can view its detailed information. The port information includes: port ID, port
status, speed, upstream and downstream traffic, throughput, upstream and downstream packet rates, and port types.

Topology Report Advanced

Current Device = 1234942573329(Ruijie) - HEDB Refresh | Download

Ruijie

pn
(G0s)

il
(Gion)

Speed 1000M

Traffic 310.23KB ' 26.50KB
- Throughput 8.2TKbps ~ 0.71Kbps

Uniknown

123456730AE QI 677 * 108 £cb370334T0

Media Type Copper

Line Detection _

Search (o} ar

Update Time: 2024-08-23 21:00:06(Finish)

3 Note

RG-HS2310-16GH2GT1XS is connected to RG-HA3515-DG through the G.hn port via a telephone line. The G.hn
port is displayed as Ghnx/x on the page. Clicking a G.hn port number will display the detailed information of the port.
The speed displayed in the Speed item is the actual downlink speed. The speed of other devices is displayed as
100M/1000M.
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7.1.3 Physical Link Detection

In the topology, hover the cursor over a port to view its detailed information. In the detailed information box, click
Detect to initiate link detection. Do not perform any operations during the detection process. The possible outcomes

are: link normal, link fault, or no link.

3 Note
The physical link detection function is not available for RG-EG5210-JP.

Topology Report Advanced

Current Device  G1QH555000158(Ruijie) - B BB | Refresh | Download

Giy/3
P
5 1000M
)

Tralffic T7591KB ° 3156M8
BN . EEE 3 Throughput (bps ' 97.14Kbps -
Ruijie [EUERIE  Packets 6378 7 8949 APO
Media Type Copper

Line Detection et

(Giwrs) i
W P —

Urnown 2 AE L

5416.51cbA9%c GIROEYBO017C GIROEYBO0030 G1ROEYEDD03TE Search Qa —

Update Time: 2024-04=11-17-48-23(Fintshy

Message

Line is normal.

After the detection is completed, you can view the operation log in Operation Log interface.

| Operation Log @ o o,
[ Started at ol ] [ Ended at o ]
Time Operator 'I'ypeA Description Rewh‘ Result Description Action

I 2024-11-14 21:00:30 tokyo test Diagnose Perform cable detection on Port [Gi0/3] of Switch [G1QHS555000158]. Success Cable is normal.
2024-11-14 20:37:37 tokyo_test Login Log in successfully Success 0 B
2024-11-14 19:05:10 tokyo_test Login Log in successfully Success OK. B
2024-11-14 18:50:17 tokyo_test Login Log in successfully Success OK.
2024-11-1417:54:41 tokyo_test Login Log in successfully Suecess 0 B
2024-11-14 17:40:42 tokyo test Tunnel Manage device [G1QHBXWO000981] on eWeb. Success OK.
2024-11-14 17:40:24 tokyo_test Login Log in successfully Success oK. B8
2024-11-14 17:25:25 tokyo_test Login Log in successfully Success OK. B
2024-11-14 17:24:57 tokyo_test Login Log in successfully Success 0
2024-11-1416:20:31 tokyo_test Login Log in successfully Suecess OK. B

First Previous Page [ 1 of 1303 Next Last Total: 13027
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7.1.4 Exporting Topology Diagram
Click Download to export the current topology diagram.

Topology Report Advanced

Current Device = 1234942573329(Ruijie) A HE B Refresh

Ruifie
o e =, ==,
(Gio/) Gi/z) (Ging) (Giose)

—
LWan)
Unknown H P Unknown ] Unknown
00d0.2212446d 12345678904BC 20049243 10fc ech8.7039.4c7h

7.1.5 Network Diagnostics

Follow the steps below to diagnose the network:

1 Click Advanced to go to the setting page.

Topology Report Advanced

| Topology Refresh Schedule

Enable Interval Time | 2 Effective period | 00:00 V|——| 23:59 A

| Metwork Diagnasis

To avoid risks, please start the diagnosis.

2  Click Start Diagnosis to start diagnosis.

Topology ~ Report  Advanced

| Topology Refresh Schedule

Enable Interval Time | 2 Effective period 00:00 V|——| 2359 hd

| Network Diagnosis

To avoid risks, please start the diagnosis.

3 waitfor diagnosis results.

Diagnosing...0%

If no risk is detected, the following interface will be displayed:

201



User Guide

Pass

@ Layer 2 and 3 Connectivity

@ Link Status

Close

i

Operation and Maintenance

If a risk is detected, the following interface will be displayed. Click View More to view the details and the

recommended handling methods.

risks to be fixed
You can fix it according to suggestion.Diagnose again
1) Link Status

1 devices at Risk
® Negotiation Speed and Duplex Mode Test.

1) Layer 2 and 3 Connectivity

Address pool and VLAN Test.
VLAN & DHCP address pool risk is detected.

Traffic Monitoring.

| Devices to be Fixed(1) ~

SN:1234942570099

Minimize

1 devices to be fixed
View More

3 devices to be fixed
View More

atRisk  Suggestion

Details:Port [Gi0/1,Gi0/2,Gi0/5,Gi0/7] the ridp loop detection function is not turned

on.

Suggestion:lt is recommended that port [Gi0/1,Gi0/2,Gi0/5,Gi0/7] enable the rldp

loop detection function.
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7.2 Mesh

On the Project interface, click Network Details > Mesh to enter the Mesh management interface. The Mesh network

management interface includes three parts: Mesh Network, Basic Information and Mesh Topology.

MESH Network [ G1QHEXWO00069E '] [1ad

| Basic Info

MESH Network G1QHEXWO0089B # Master G1QHEXWO00698 Repeater Number 1 Master Status  Online

Sync Repeater to Cloud @ ' @ Update Time  2025-01-22 10:05:29

| MESH Topology G Instruction The MESH Network has changed. Please click 1= for details. %
+

100%

Select the specified Mesh network in the Mesh Network box. If you want to export the Mesh network report, click
to export it.

MESH Network [ G1QHEXWO00638 -

Basic Info displays basic information of the Mesh network. Click # next to the Mesh network to modify the Mesh
network name. After the Sync Repeater to Cloud is disabled, the device may not be synchronized to the cloud.

Therefore, you cannot view some Mesh network information, such as device model, SN, or link status.

| Basic Info
MESH Network GTQHEXWO00069B & Master GT1QHB6XWO00069B Repeater Number 1 Master Status  Online
Sync Repeaterto Cloud @i ' @ Update Time 2025-01-22 10:05:29

The Mesh topology interface displays the current Mesh topology, including device and client information. If the topology

changes, a prompt "The MESH Network has changed. Please click here for details " will appear. Click "here" to go to
the Mesh log page.

| MESH Topology C Instruction The MESH Network has changed Please ciic

+
100%
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Click a device icon to view its detailed information.

Device Details

| Device Info

| client List

P
10.19.111.108
10.19.111.103
10.19.111.100

10.19.111.102

Role Master

MAC c470.abofe624

Model

Alias

MAC
50A0.05E6.FFF2
0035.FF12.0F63

TADAOTEE.AT4T

3631 F2D6.EF3E

RG-MAZE10

&

S5ID
SSID-JSNFIN
SSID-JSMFIN

SEID-JIMFIM_Wi-Fis

SSID-JSNFIN

RS51

-39

A7

-50
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SM o G1QHEXWO0DESE

IP Address 192.168.1.52
&
Band Online Time Action
5G 2025-01-20 11:53:57 &
ZAG 2025-01-18 04:02:25 E
ZAG 2025-01-20 23:22:04 E
5G 2025-01-20 16:36:07 =]

e st



User Guide

7.3 Alarm Management

Operation and Maintenance

In the project management interface, click Alarms to enter the alarm management interface. In this interface, you can

view the alarm information in the current project. An alarm can be searched based on the AP’s serial number, alarm

type, alarm level, and alarm occurrence time.

() Dashboard

@

Project B8 Al Assistant

) Overview | Alarm List @

- Devices [aree

o< Client Project

Lite-PON 301605

Lite-PON  GITT6I

= RF Planning

® Roaming

= Device Config >

@ Auth & Account »

il Network Details >

B Logs >

@ Firmware

Type

Device goes offline

Device goes offline and
online continually.

All devices are offline

High channel usage on
AP

System
usage(CPU/memory
usage) above threshold

Switch loopback
detected (RLDP)

Abnormal network
access on gateway

High packet loss speed
on gateway

Lite-PON 301

0 Selected

605

Type,

25 Device goes offline

87 Device goes offline

1

Status
The AP is offline.

The times of the AP going
online or offline within two
hours exceeds the default
threshold.

All APs in the project are
offline.

The RF channel utilization
exceeds 80%.

The CPU or memory usage
of the AP/switch/gateway
exceeds the threshold.

A loop occurs on the
switch.

The gateway port was
unable to successfully ping
the specified domain or IP
address multiple times.

The packet loss rate on the
gateway exceeds the
threshold.

205

The RX power of lite-pon is lower than the threshold value

Ce -
Q Advanced Search v
Lave\‘ Clllrtd‘ Content Generated at Cleared on Updated at Action
Major No 2025-01-22 18:57:07 2025-01-22 18:57:07
Major No RANEET-24dbm  2025-01-02 18:47:42 2025-01-03 12:21:32 m
Major No 2025-01-02 124607 2025-01-02 12:4607 [
10. Total:3

The AP is disconnected from the cloud or is powered
off.

The connection between the AP and the JaCS is
unstable, or the AP has a firmware or hardware
failure.

N/A

The RF channel utilization is too high and the
interference is strong. It is recommended to change
the channel.

For APs, the default thresholds for CPU usage and
memory usage are both 85%.

For switches, the default threshold for CPU usage is
50%, and the default threshold for memory usage is
65%.

For gateways, the default threshold for CPU usage
is 50%, and the default threshold for memory usage
is 65%.

Custom values are not supported.

N/A

When the number of ping test failures reaches the
specified number, an alarm will be issued. The
number of times and domains/IP addresses can be
manually configured.

When the packet loss rate exceeds the threshold
multiple times within 5 minutes, an alarm is
generated. The number of times and the threshold
can be manually configured.
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Uplink speed above
threshold on gateway

Downlink speed above
threshold on gateway

Imported MAC, SSID
and/or password
checks

The RX power of lite-
pon is higher than the
threshold value

The RX power of lite-
pon is lower than the
threshold value

The TX power of lite-
pon is higher than the
threshold value

The TX power of lite-
pon is lower than the
threshold value

The uplink rate exceeds
the threshold multiple
times.

The downlink rate exceeds
the threshold multiple
times.

Importing devices.

The RX power is higher than
the threshold value.

The RX power is lower than
the threshold value.

The TX power exceeds the
threshold value.

The TX power is lower than
the threshold value.

Operation and Maintenance

When the uplink rate exceeds the threshold multiple
times, an alarm is generated. The threshold, number
of times, and percentage can be manually
configured.

When the downlink rate exceeds the threshold
multiple times, an alarm is generated. The threshold,
number of times, and percentage can be manually
configured.

When the imported MAC is inconsistent with the
actual MAC, or the SSID/password is changed, an
alarm is generated.

Once the RX power exceeds the threshold value, an
alarm is generated.

Once the RX power is lower than the threshold
value, an alarm is generated.

Once the TX power exceeds the threshold value, an
alarm is generated.

Once the TX power is lower than the threshold value,
an alarm is generated.

The Alarm List shows the all alarms of the current project. To ignore generated alarms:

1  Select the alarm to be ignored, and then click Ignore Alarm.

| Alarm List @

Project SN
00DemofERE
00DemoiiEE

00DemofE&EE

2 When the operation confirmation box appears, click OK.

Message

301605000000008

G3TK5Z1010038

G1QHIMK019887

1‘ype‘ Leuel‘
Device goes offline Major
Device goes offline Major

Device goes offline Major

Are you sure you want to clear the alarm?

n

3 After successfully ignoring the alarm, click X to close the prompt box and complete the operation.

Message

O

1 alarm is cleared successfully

To clear the alarm in the list:

206

Cleared
4
No 2024-11-14 18:21:08
Ne 2024-11-06 14:41:07

No 2024-10-23 15:17:08

Q Advanced Search

Content Generated at Cleared on Updated at Action

=]

2024-11-14 18:21:08
2024-11-06 14:41:07 ]
w

2024-10-23 15:17:08

| 10. |Total:3
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1 Click the & in the Action column of the alarm to be cleared.

| Alarm List @ C o o
)y Advanced Search ~

0 Selected SN Q

Project SN Type, Level Cleared, Content Generated at Cleared on Updated at Action
00DemoFIRE 301605000000008 Device goes offline Major No 2024-11-14.18:21:08 - 2024-11-14 18:21:08
00DemoFIEER G3TK5Z1010038 Device goes offline Major No 2024-11-06 14:41:07 - 2024-11-06 14:41:07 )
00DemoFiEE G1QHIMKO19887 Device goes offline Major No 2024-10-23 15:17:08 - 2024-10-23 15:17:08 ]

e | 1 of 1 Total: 3

2 When the confirmation box appears, click OK.

Message

Are you sure you want to clear the alarm?

3 After successfully clearing the alarm, click X to close the prompt box and complete the operation.

Message D

1 alarm is cleared successfully
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7.3.1 Alarm Condition Settings

Operation and Maintenance

Click and select Alarm Settings to go to the alarm interface. If the alarm conditions are not configured, the global

settings are used.

Users can click the switch in Status to enable the corresponding alarm condition according to actual needs.

(A Dashboard

@ Project

88 Al Assistant

| Alarm Settings

Type
Device goes offline

Device goes online and offline continually

All devices are offiine

High channel usage on AP

System usage{CPU/memory usage) above threshold
Switch loopback detected (RLDP)

interface updown rate above threshold.

Abnormal network access on gateway

High packet loss rate on gateway

Uplink rate above threshold on gateway

Downlink rate above threshold on gateway

Alarm Threshold Email Alarm

)% @

" MIE

Conditions

Description

Device goes offline

Defaults: Enabled.
An alarm will be generated, when a device in the project goes offline.

Device goes online and offline continually

Defaults: Enabled.

An alarm will be generated, when a device in the project is constantly
going online and offline. When it is enabled, you can set the threshold
(the default value is 20%).

All devices are offline

Defaults: Disabled.
An alarm will be generated when all devices in the project go offline.

High channel usage on AP

Defaults: Enabled.
An alarm will be generated when the channel usage of AP is too high.

System usage(CPU/memory usage) above
threshold

Defaults: Disabled.

An alarm will be generated, when the system usage (CPU/memory
usage) is higher than the threshold.

Switch loopback detected (RLDP)

Defaults: Disabled.

interface updown rate above threshold.

Defaults: Disabled.

Abnormal network access on gateway

Defaults: Enabled.

High packet loss rate on gateway

Defaults: Enabled.

An alarm is generated when the packet loss rate of the gateway is
high.

Uplink rate above threshold on gateway

Defaults: Enabled.

An alarm is generated when the uplink rate of the gateway exceeds
the threshold.

Downlink rate above threshold on gateway

Defaults: Disabled.

An alarm is generated when the downlink rate of the gateway
exceeds the threshold.

7.3.2 Sending Alarms via Email

On the alarm settings page, you can set whether to send alarms via email. Alarms can only be sent via email when

the alarm status is turned on. When email alarm function is enabled, the alarm will be sent via Email to contacts in the

contact group.

208



User Guide Operation and Maintenance

The Contact Group List displays the contact groups used for receiving alarm.

Ruijie &5

| Alarm Settings C
Type Status Alarm Threshold Email Alarm
Device goes offline -« o
Device goes online and offline continually -« 20 | @

All devices are offiine

High channel usage on AP -«
System usage(CPU/memory usage) above threshold

Switch loopback detected (RLDP)

interface updow rate above threshold.

Abnormal network access on gateway

AR

High packet loss rate on gateway
Uplink rate above threshold on gateway

Downlink rate above threshold on gateway.

| Contact Group List e}

Group Description Action

No Data

Page | 0 of ext st [ 0. JTotato

Follow the steps below to sending a specific alarm to the mailbox:

1 Inthealarm setting page, turn on an alarm generation condition as needed.

| Alarm Settings C

Alarm Threshold Email Alarm
Device goes offine -
Device goes onlive s CHikye contaemlly Ao ] @
All devices are offline -

High channel usage on AP

System usage(CPU/memory usage) above threshold
Switch loopback detected (RLDP)

interface updown rate above threshold.

Abnormal network access on gateway

High packet loss rate on gateway

Uplink rate above threshold on gateway

LLLLLLLLLIOE

Downlink rate above threshold on gateway

2 Enable email alarm function.

| Alarm Settings C

Alarm Threshold Email Alarm

i
g
H

Device goes offline 2
Device goes online and offline continually ,@ % @
All devices are offline -

High channel usage on AP

System usage(CPU/memory usage) above threshold
Switch loopback detected (RLDP)

interface updown rate above threshold.

Abnormal network access on gateway

High packet loss rate on gateway

Uplink rate sbove threshold on gateway

Downlink rate above threshold on gateway

3 Click and select Contact.
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Ruiie & B D d & Project B8

Alarm Settings

| Contact List 0CDOOJAPAN WiFi
Name Mobile Email Deseription
test 123345 lailingya y test @ b
page | 0 i ex " 10. | Total:0
| Contact Group
Group Description Action
V1.5.5-TEST test [
Page | 1 of 1 " N (0. )Total:1
Add
4  Click Add in Contact List to enter the contact setting page.
| Contact List
Name Mobile Email Description Action
No Data
o o . L (0. JTotat0

5 Specify the name, email address, mobile phone number and description, and then click Save.

Add/Edit Contact

Name : l Liu l-
Email : | { l-
Mobile [ ]
)

Description : TEST

Concel ]

6  When the "Added succeeded"” prompt appears, click X to close the prompt box and complete the operation. The
created contact will be displayed in the Contact List.

Message
Add succeeded
| Contact List
Name Mobile Email Description Action
L™ 1 Cen TEST @

|
0 of " Last 10 Total: 0

Add ‘

7 Click Add in Contact Group to create a contact group.
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| Contact Group
Group Deseription Action

test test

| 1 i 0. )Totak:1

8 After setting the contact group name and description, click Save. The name and description are required.

Add Group
Name Test
Description For test only

9  After the “Add succeeded” prompt appears, click X to close the prompt box.

Meszage D

Add succeeded

10 The created contact group will be displayed in the list. Click the - in the Action column of the contact group
to add a contact to the contact group.
| Contact Group
- Group T Description oi‘

; . . Total: 1

11 The contact information that has been created will be displayed in the All Contacts list. Select the contact you
want to add and click Add to Group to add it.

Edit Contact Group

Name Test

Description For test only

Contact Group All Contacts
Liu

<< Add to Group
Delete from Group >>

anes
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12 After adding, click Save. When the “Update succeeded” prompt appears, click X to close the prompt box.

Message D

Update Succeeded

1 3 After creating the contact and adding it to the contact group, return to the alarm setting interface. In the Contact
List, click Add.

| Alarm Settings. (e]
Type Status Alarm Threshold Email Alarm

Device goes offline - - -

Device goes online and offline continually -« s20 J% @

Al devices are offline -« -

High channel usage on AP a

System usage(CPU/memory usage) above threshold [ ¢

Switch loopback detected (RLDP) -«

interface updown rate above threshold. -«

Abnormal network access on gateway -«

High packet loss rate on gateway [ ¢

Uplink rate above threshold on gateway -«

Downlink rate sbove threshold on gateway -
| Contact Group List e]

Group Description Action
No Data
[) t 0. |Totali0

14 select the contact group you need and click Add Group.

Add Group

Group Description

Test For test only

1 5 Atter the “Add succeeded” prompt appears, click X to close the prompt box and complete the operation.

Message D

Add succeeded

The added contact group will be displayed in the Contact Group List. After the contact group is added, when

the device reaches the alarm condition, the alarm will be sent to the email address of the contacts in the contact

group.

O Note
If you enable email alarm function but do not add a contact group in the Contact Group List, you will not be

able to receive alarms via emails.
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7.4 Network Report

Click Project > Network Details > Report to go to the network report management interface. This interface consists of

three parts: Summary, Device, and Client.

E  Summary:

Ruiie & [ Dashboard

@ Project 88 Al Assistant

& Japan Office

Summary Device Client Last 24 Hours v =
) Overview
&= Devices | wiFi Traffic Summary
&= Client
Uplink Downlink
Traffic (MB)
800
= RF Planning 50
400
® Roaming 200
0 “ - T T T
Configuration 01-2215:2000  01-2217:5000  01-2220:2000  01-22225000  01-2301:2000  01-23035000  01-230620:00  01-230850:00  01-23 11:20:00  01-2313:50:00

3 Device Config >

@ Auth & Account »

| Channel Distribution and Usage @

il Network Details »

246 _—

A Alarms

B Logs > 56 e
Upgrade

¢ Upgrade - -
Items Description

WiFi Traffic Summary

Displays wireless traffic data for the last 24 hours/last 7 days/last 30 days/custom time
period. Hover the cursor over a time to view the uplink and downlink rates at that time.

Channel Distribution and
Usage

Displays channel distribution and usage of the selected project. Click a channel to view
its detailed information. The channel usage is graded as:

e Idle: 0% to 59%;
e Busy: 60% to 79%;
e Overloaded: 80% to 100%

SSIDs by Client

Displays ranking information of the number of clients connected to the selected network
by SSID in the last 24 hours/last7 days/last 30 days /custom time period

SSIDs by Traffic

Displays the SSIDs ranked by client number of the selected project in the past 24
hours/last 7 days/last 30 days/custom time period.

RSSI Statistics

Displays the real-time wireless signal strength of the selected project during the specific
period. The signal intensity is defined as:

(1) Weak: RSSI <-80dB;

(2) Medium: -80dB < RSSI<-70dB;
(3) Strong: RSSI > -70dB.
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(A Dashboard

Operation and Maintenance

@ Project

& Japan Office

. Summary Device Client BAES 24 Hours v @
(D) Overview —_—
= Devices | Device Summary Device Activity @
£ Client
Device Total  Online  Offfine  Not Online Yet Inactive () Medium [ Active
Smart Simplicity Device:
AP El 2 1 0 3
i o
S T — - e 1 R
i
® Roaming M Ghn 0 0 [ [} 05
Configuration W Gatewsy 1 1 o o 2025-01-16 2025-01-18 2025-01-20 2025-01-22
= ONU 0 0 0 0
# Device Config »
m o 0 0 0 0
@ Auth & Account »
Manitoring
| Top 10 Devices by Client | Top 10 Devices by Traffic
il Network Details >
& Alarms Ranking SN Alias Clients Traffic Ranking sN Allias Traffic Clients
1 GIRPSEBO2911C  APQZ 19 5416 1 GIRPSEBO2911C  ApO2 s+ [ 19
B Logs > 2 G1QD4UU003617 APO1 ERN | 370M 2 G1QD4UU003617 APO1 a7oM | 3
Upgrade
@ Upgrade
Items Description

Device Summary

Displays the online status of devices in the project during a specific period.

AP Activity

Displays the AP activity of the selected project during the specific period. The chart does
not support searching data in the last 24 hours. AP activity is evaluated based on the
number of active clients accessing the AP in a day. APs not associated with any clients are
not calculated.

(1) Inactive: <5 active clients
(2) Medium: 5-9 active customers

(3) 210 active clients.

Top 10 APs by Client

Displays the top 10 APs ranked by client number of the selected project during the specific
period.

Top 10 APs by Traffic

Displays the top 10 APs ranked by traffic of the selected project during the specific period.

Firmware Version

Displays the proportion of firmware versions of the selected project during the specific
period.

Hardware Version

Displays the proportion of hardware versions of the selected project during the specific
period.

PoE Utilization

Displays the numbers of PoE switches above and below the selected utilization percentage.

PoE Power Summary

Displays the power summary of the entire PoE device, including the total power and used
power.
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() Dashboard @& Project 88 Al Assistant

& Japan Office

) Overview
= Devices
&< Client
= RF Planning

@ Roaming

¥ Device Config >

@ Auth & Account »

il Network Details »

Summary Device Client Last 24 Hours v &3] =

| WiFi Client Summary

Clients

0
01-2215:20:00  01-2217:40:00  01-2220:00:00  01-22 22:20:00  01-2300:40:00  01-2303:00:00  01-2305:20:00  01-23 07:40:00  01-2310:00:00  01-231220:00  01-23 14:40:00

| WiFi Client Activity @

Insctive Minirma Low (@) Medium (@ High @) Extreme
Users
& Alarms 0
25
20
B Logs > 15
° I
: — — e [ ESSS
ol —
2025-01-16 2025-01-17 2025-01-18 2025-01-19 2025-01-20 2025-01-21 2025-01-22
& Upgrade
Items Description

WiFi Client Summary

This chart shows the client summary of the selected project during the specific period.
Hover the cursor over a moment to view the number of clients at that moment.

WiFi Client Activity

This chart shows the client activity of the selected project during the specific period. The
chart does not support searching data in the last 24 hours.

(1) Inactive: <100KB traffic

(2) Minimal: Any time and 100KB traffic
(3) Low: 1h/d and 500K traffic

(4) Medium: 2h/d time and 2M traffic
(5) High: 4h/d time and 5MB traffic

(6) Extreme: 8h/d time and 10MB traffic

2.4G/5G Clients

This chart shows the proportion of STAs using 2.4G/5G of the selected project during
the specific period.

Traffic

Top 10 WiFi Clients by Displays the top 10 clients ranked by traffic of the selected network during the specific

period.

Captive Portal

This chart shows the numbers and proportions of different portal authentication methods
in the selected project. The statistics are refreshed every hour. Now 3 authentication
methods (one-click, voucher and account) are supported.

Experience

This chart shows the experience status during the specified time and collects data every
5 minutes. You can switch between 2.4GHz and 5 GHz. Hover your cursor over a specific
time to view the experience status at that time.

(1) Excellent: HDV and online game are available.

(2) Good: Communication application, Web page and VolIP are available.

(3) Poor: Go offline frequently or hard to go online.

(4) Inactive: Checks whether the client is inactive based on traffic and power usage.

Score: Take the parameters of client delay, client packet loss, signal strength and so on
as the reference, and then use the SVM algorithm to get the score.
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7.4.1 Exporting a Network Report

Follow the steps below to export a network report:

1 Selectthe project.

Summary Device Client Lo v || @ | =
) overview —_—
= Devices | wiFi Traffic Summary
o< Client
Uplink Downlink

Traffic (MB)

800
= RF Planning L

400 1
@ Roaming 200

01-2215:20:00 01-22 17:50:00 01-22 20:20:00 01-22 22:50:00 01-22 01:20:00 01-23 03:50:00 01-23 06:20:00 01-22 08:50:00 01-232 11:20:00 01-23 12:50:00

£ Device Config >

@ Auth & Account »

| Channel Distribution and Usage @

il Network Details »
24G . —

& Alarms

B Logs 3 56 _____,
Upgrade

@ Upgrade

2 Click ! and select the format. Supported formats include: CSV and PDF.

& Japan Office

Summary Device Client Last 24 Hours
) Overview —_—
&= Devices | WiFi Traffic Summary
& Client
Uplink Downlink
Smart § f Traffic (M8)
mart Simplicity
800
= RF Planning 500
2004}
@ Roaming 200

01-22 15:20:00 01-22 17:50:00 01-22 20:20:00 01-22 22:50:00 01-23 01:20:00 01-23 03:5000 01-23 06:20:00 01-23 08:50:00 01-23 11:20:00 01-23 13:50:00

% Device Config >

@ Auth & Account »

| Channel Distribution and Usage @

Network Details »
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7.4.2 Sending Network Report to a Specified Mailbox

To send a network report to a specific Email address:

1 Selectthe project and go to the Network Details interface, and click = in the network client interface.

© Project

& lapan Office

a Summary Device Client Last 24 Hours v @
Overview

& Devices

| WiFi Traffic Summary

&< Client
Uplink Downlink
Traffic (MB)
800
= RF Planning b
400
@ Roaming 200

0
01-22 15:20:00 01-22 17:50:00 01-22 20:20:00 01-22 22:50:00 01-23 01:20:00 01-23 03:50:00 01-23 06:20:00 01-23 08:50:00 01-23 11:20:00 01-23 13:50:00

¥ Device Config >

@ Auth & Account >

I | Channel Distribution and Usage @

il Network Details >
24G | —
4 Alarms

B Logs > 56 (N N S —

2 Select the report format and enter the email address. Click the + next to the email address to add more Email
addresses. Up to 3 addresses are supported.

Email Setting

Send Email  Delivery Plan

Send As @csv (O PDF

Email l

3 After filling in the information, click OK.

Email Setting

Send Email  Delivery Plan

Send As QOcsv @ PDF

Email 14259€ ) ] +

4  When the “Succeeded to send the Email” prompt appears, click X to close the prompt box and complete the
operation.
Message

Succeeded to send the Email.
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7.4.3 Sending Network Reports to a Specified Mailboxes Regularly

Follow the steps below to send network reports to your mailbox at a specific time:

1 Selecta project and then click

@ Project

& Japan Office

Summary Device Client

@ Overview
& Devices | WiFi Traffic Summary
&< Client
Traffic (ME)
800
= RF Planning 500
400
@ Roaming 208.00

Last 24 Hours v | @

Uplink Downlink

01-23 00:20:00
® Uplink : 0.497
® Downlink : 0.500

01-22 15:20:00 01-22 17:50:00

£ Device Config >

@ Auth & Account »

01-22 20:20:00 01-22 22:5(f8 2000 01-23 03:50:00 01-23 06:20:00 01-23 08:50:00 01-23 11:20:00 01-2313:50:00

| Channel Distribution and Usage @

2  Switchto the Delivery Plan interface. Enable the scheduled delivery function, select the report format, enter the

email address, and set the scheduled delivery time, then click OK.

Email Setting

Send Email Delivery Plan

Enable [ ¢
Send As [JCSV  (Report Contents: Summary Device Client)
O PDF
Email [ l +
Send At [ Every Month VH Select Day(Default:1 v H Select Time(Default:23:00~23:5¢ VI

The mail is sent on the last day of a month if the set value exceeds the number of

days it has. For example, the report is set to be sent on the 30th every month, then

it is sent on the last day in Feb..

3 Note
® Click the + next to the email
supported.

address to add multiple email addresses. Up to 3 email addresses are

e If the report document format is set to CSV, you can select the report content. If it is set to PDF, the entire

content will be sent by default.

3 After the “Succeeded” prompt appears, click X to close the prompt box and complete the operation.

Message

Succeeded

O
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In the Project interface, click Client to go to the client interface. In this interface, you can view the client information

in a project. Click the MAC address of a client in the client list to view its detailed information.

& Japan Office

| Client List @

C e -
[ Overview
Online Clients ~  Advanced Search v
& Devices
" MAC SN ssiD RSSI Device Alias  Band  Traffic (MB) Manufacturer Online Time Last Seen On
192.168.2.57 9cb7.0d3e41f5 G1QD4UU003617 -34 APO1 246 3.528 Liteon 2025-01-23 13:11:04
Client Details
| Client Info
Alias: # Status : Online MAC: 9cb7.0d3e.41f5
Online Time : 2025-01-23 13:11:04 Offline Time : Uptime: 2h 7m 30s
IP: 192.168.257 Terminal : Others 0S: Windows
Manufacturer: Liteon SN: G1QD4UU003617 Ap Alias: APO1
SSID: Ruijie-internal
| Experience @
Traffic(MB)
4
3
2
1
1 T |
01:00:00 15:17:54
-O- Delay Pkt Loss Speed RSSI Uplink () Downlink
Delay(ms) Plt Loss Speed(%)
10+ 100
8 80
6 60
44 40
24 20
1. 0
01:00:00 01:57:25 0257:25 0357:25 0457:25 0%57:25 06:57:25 07:57:25 O0&57:25 0%57:25 10:57:25  11:57:25  12:57:25  13:57:25  1457:25
RSS! Speed(Mbps)
120 o o - P — > 150
e
100+ ~_\I.)__...____._\/——”—* 120
80 £
60
404 60
20 30
0 0
01:00:00 01:57:25 0257:25 035725 045725 0557:25 06:57:25 07:57:25 085725 095725 10:57:25  11:57:25 125725 135725 145725
| Online/Offline Record CcC -
2025-01-23 o
SN Alias P SSID RSSI  Band  Traffic(MB) Online Time Last Seen On Updated at
G10D4UU003617 APO1 192.168.257 Ruijie-internal 34 246G 3528 2025-01-23 13:11:04 - 2025-01-23 15:17:54
G1QD4UU003617 APO1 192.168.257 Ruijie-internal 246 56.062 2025-01-23 00:44:57 2025-01-23 13:11:03 2025-01-23 13:11:51
(<] 192.168. iji | 246 1.550 2025-01-23 00:02:53 2025-01-23 00:50:04 2025-01-23 00:50:55
G1QD4UU003617 APOT 192.168.2.57 Ruijie-internal 246 0.025 2025-01-23 00:00:13 2025-01-23 00:03:51 2025-01-23 00:04:34
G1QD4UU003617 APOT 192.168.257 Ruijie-internal 246 278.293 2025-01-22 12:25:31 2025-01-23 00:00:11 2025-01-23 00:00:34
. pege (1 Jof . Total: 5
| Roaming Record c ®-
Roam-in AP SN Source AP SN Roam-out AP SN ssiD Created at Uploaded at
No Data
page | 0 of € Total: 0
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7.6 Viewing Logs
O&M personnel can view user’s operation records in the JaCS. JaCS supports six types of log types, including:

B Operation Logs

B Configuration Logs

| | Upgrade Logs
m MESHLogs
[ | Replace Logs

B Setting Logs

7.6.1 Viewing Operation Logs

Click Logs > Operation Log to view all operation logs in the current project, including operation time, operator,

operation type, operation description, result, and result description.

Ruijie & [ Dashboard

& Japan Office

| Operation Log @ C o=
@ overview
& Devices
0 Client " - - .
Time Operator Type, Description Result Result Description Action
Smart Simplicity 2025-01-23 15:10:10 tokyo_test Login Log in successfully Success 0 ]
2025-01-23 1121:56 tokyo_test Tunnel  Create tunnel of (webl] type for device [G1RP3LMO045305). Success oK. B
= RF Planning 2025-01-23 11:11:50 tokya_test Login  Login successfully Success oK. ]
® Roaming 2025-01-22 20:21:12 tokyo_test Login Log in successfully Success 0
2025-01-22 19:22:31 tokyo_test Login  Login successhully Success 0 B
c
2025-01-22 19:07:38 tokyo_test Login  Login successhully Success o B
£ Device Config > 2025-01-22 18:07:20 tokyo_test Login Log in successfully Success 0
2025-01-22 19:07:14 tokyo_test Login  Login successfully Success 0 B
@ Auth & Account » 2025-01-22 18:59:57 tokyo_test Login Log in successtully Success 0 B
fonitc 2025-01-22 17:29:25 tokyo_test Login Log in successfully Success [
il Network Details » F Previo Page [ 1 Next Last [ i0._Totak:13375
A Alarms
B Logs >
Click in the Action column to view the log details.
Details

Time: 2024-09-04 18:23:43

User: tokyo_test

Type : Device

Description : Delete the unauthorized device [AH45622604883].
Result: Success

Result Description : Delete succeeded

Supports filtering logs based on time periods.
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| Operation Log @

at gl|| Ended at
Time Operator 1ype‘ Description Result‘ Result Description Action
2024-11-15 17:02:23 tokyo_test Login Log in successfully Success OK.
2024-11-15 16:38:49 tokyo_test Login Log in successfully Success OK.
2024-11-15 16:09:09 tokyo_test Device Add device [G1TTSB7000079] to project [1 LitsPON]. Success OK.
2024-11-15 16:08:21 tokyo_test Login Log in successfully Success OK.
2024-11-15 16:02:31 tokyo_test Login Log in successfully Success OK.
2024-11-15 15:54:49 tokyo_test Login Log in successfully Success OK.
2024-11-15 15:26:19 tokyo_test Login Log in successfully Success 0
2024-11-15 15:24:38 tokyo_test Login Log in successfully Success 0
2024-11-15 14:38:33 tokyo_test Login Log in successfully Success OK.
2024-11-15 11:4%:12 tokyo_test Login Log in successfully Success OK.

1 Jefr2om Next Last Total: 13007
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7.6.2 Viewing Configuration Logs
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Click Logs > Config Log to go to the configuration log interface. The configuration log interface is divided into two

parts: Action View and Device View, which shows different viewing dimensions. Action View is based on the
operation type, and Device View is based on the device SN.

Action View

The Activity View displays the latest record by default. Click + to view more information about the log.

| Config Log
=¢) =
Action View Device View
| Action View C B~
nlmi‘ Operation w‘ Started at Ended at Devices I!ml!‘ Description
+  Complete Update full 51D 2023-12-13 20:18:35 2023-12-13 201856 Total/Offline/Not Online Vet: 1/0/0 ﬁ‘“;;’::';'”"’ UOI ey Configuration: [SSID Settings]

. i =) (= ot 1630
| Action View cC n-2
5[ :
shhu‘ ‘Operation Iype‘ Started at Ended at Devices mul!‘ Description
= Complets Update full SSID 2023-12-13 20:18:35 2023-12-12 201856 Total/Ofline/Not Online Yet: 1/0/0 Is:::;"::‘:‘;' 1‘“" G Configuration: [S51D Settings]
SN J 3] | ey e
Ne. £N Building Name Room ID Remark MAC Network  Mew SSID New SSID Password Started at Ended at Old s5ID Old SSID Password  Result,  Action
1 GIQDTPWO25557 ecb9.7039.80c5  Eason_apart 001  test123 Ruijie123 2023-12-1320:18:35  2023-12-13 20:18:56 . Succeeded B
~
] 1 1 Mext Last

([ ya ]Total:u =)

Help

If you need to export an operation log, click 2 to export the it. The imported configuration file is shown below:

1 [SSID and Passwerd Change Form (Output)

e o

ech9.7039.8fc5

Eason_apart_001

test123 Ruijie123

Configuring SSID and password for offline devices

202312/1307:18 | 202312/1307:18

Succeeded

Suppose the operator changes the SSIDs and passwords of two rooms and exports the result.

| Action View
Il
st Oneration Type- . Started at Ended at Dwvies Resuit Description

- Connplete [rev— proape—— 20098 1558 18 TSNt O Vot 000 et oy Contg: JANFRN.TEST 717

+ Comoee Upse e m10218 188817 2210218 184818 Tt et O Yo 000 e o Contg: JANPRNTEST_ 709 )

+ Complete Aosiy mrsiaee e 221020 188510 Ttal Ot ot O Vet 000 s b i oo Group rama: JANPANTEST_7 A

- Compie Upaa i 550 210210 153408 ot et Oriew Vet 522 iy Contguraton: [SSID SusngaMEV.

J [ J [ ”

S BuldingNameResm  Remark wac Netwark New $50 Stared at Ended st ot $508 Ot Passwords Ressk  Acion
el sl ot S ooy AU SR SO aTR4GLD SaRST reey RN SSIDONIR SSIDMMTHY TRAGLD BYST Newroios 8
oizy | SO0 10 0T G074 SOWUET | SOSANSSORMMSSONSISS  ydsebewdtesrimes | NS EIGI SOANNSOSMMSONEI0  yojsgssoseaises  fos ©

o = = S T— 35100 B SS0LHEA Tractall Fandia roiovri gl il SSIDaraVSSOLMHEA Toasa Fantiett =] &
3 B 3 = o T R SO e e
B ST S e B B = | &
a = 3 a oo — &
seooe, T EncanTeava o 153408 153024 EDcRR/TGR VM SSID.AZWEX ewnci2ds
o g  snose iy b B iy i T e ey pens ©
e D T SRTI e - rareos s @
Pae 1 (o=
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Although there are offline devices waiting for SSID and password configuration, the overall configuration is
completed. The operator can export result and send new SSIDs/passwords to the tenant. When the offline devices

go online, the new SSIDs and passwords will be synchronized to the devices automatically.

Al B | C | 2] | E | F G H | J K L M
SSID and Password Change Form (Output)
5000000000001 101 180000000000 0017.2E9A.DICCIGE_20000000000-bhY 3rR,SSID-MiTR4GLD, BiNY5t5 2021 02/16 15:34 2021 02/16 15:34)-bhY3rR, SSID-MiTR4GLID.BiNY5ts  Never online
" 2_"5000000000001 " 103 " 180000000000 0017.2E9C 4AB2)GE _20000000000-1R8nfm, SSID-tHE-AefFq.eL N6Fend, 2021 02/ :41 2021 02/ :41)-rRBnfm. SSID-tHKAefF g eLNEFend Failed
5000000000001 104 1000000000012 0017.2E9C.7CTAIGE 20000000000-gjneYB, SSID-bri'nebbaf?.FandJeJr 2021 02/ :34 2021 02/ :34)-ejneYB, SSID-brt'nebbaf7. FandeJt Offling I
" 4 5000000000001 " 102 © 180000000000 _0017.2E9C FBIDIGE _2000000000C77777.SSID-00C111111,PASS222: 2021 02/ :34 2021 02/ :34 -mHa5|F SSID-eeTqaQRyL MUBDRA __ Succeeded
5 " 1500000000002 0074. 1192.2bd4 JGE_2000000000(22, SSID-QAZWSXsx1234444 gazws 2021 02/ :34 2021 02/ :34 Offline
6 10000-1 3000 1500000000001 300d.9ee8.71ea JGE_200000000022, SSID-QAZWSXsx1234444, gazws 2021 02/ 234 2021 02/ :3922, SSID-EDCRFVsx1234444 hhhhht Failed
" 7 "5000000000002 " 102 " 1500000000003 JGE_2000000000¢-77777,SSID-00C1 11111, PASS222: 2021 02/16 15:34 2021 02/16 15:34  SSID-nFLMtA d5DTmang Never onling
"8 "1500000000002 c0bB.e67¢.d679 JGE_2000000000(22,SSID-QAZWSXsx 1234444, qazws 2021 02/16 15:34 2021 0216 15:34  SSID-trarYM h4aTQf35 Succeeded

[ | Device View

In the Device View interface, you can view the configuration log according to the device's SN. Click in the

Action column to view the push status of each configuration item.

| Config Log

Eo

Action View Device View
| Device View CcC -
SN  Advanced Search ~
Device SN Operation Type Started at Ended at Slatus‘ Action
GIRPSEB02911C Configuration fails and re-configure 2024-11-15 00:00:02 2024-11-15 00:35:41 Failed
G1RP3EB02911C Update template 2024-11-14 15:08:28 2024-11-14 15:08:29 Failed
G1QD4UU003817 Update template 2024-11-1415:08:28 2024-11-14 13:08:30 Succeeded
G1RP3EB02911C Update template 2024-11-14 15:08:16 2024-11-14 153:08:16 Failed
G1QD4UU003817 Update template 2024-11-14 15:08:16 2024-11-14 153:08:18 Succeeded
G1QD4UU003817 Configure channel power 2024-11-1415:04:43 2024-11-14 13:04:44 Succeeded
G1QD4UU003817 Configure channel power 2024-11-1415:04:16 2024-11-14 130417 Succeeded
GIRPSEBO2911C Configuration fails and re-configure 2024-11-14 00:00:02 2024-11-14 00:35:52 Failed
301606444488150 Initial online of the device 2024-11-13 17:51:29 2024-11-13 17:51:29 Succeeded
G1QPB36004595 Update full SSID 2024-11-13 16:10:28 2024-11-13 16:10:40 Succeeded
- 1 Nest Last (0. |Total: 598

Config Execution List

o 3 | n
Config Item Started at Ended at Online Status‘ Message
Telnet Login 2024-11-15 2024-11-15 s ded S
Settings(Apply All) 00:00 00:00:04 e e
CWMP Interval 2024-11-15 2024-11-13 Succeeded Success
Settings(Apply All) 00:00 00:00:05
NAT Address Pool 2024-11-15 2024-11-15 . . . . .
Settings{Apply All 00:00 o Succeeded  You do not need to deliver the address pool configuration to the SSID which does not support NAT forwarding mode.
- 2024-11-15 2024-11-15
SSID Settings(Apply All) 00:00 00:00:16 Succeeded Success
$SID Rate Limit 2024-11-15 2024-11-13 5 ded B
Settings(Apply All) 00:00 00:00:18 g Heesss
. B 2024-11-15 2024-11-13
5G-Prior Access{Apply All) 00:00 00:00:19 Succeeded Success
802.1x Radius Server 2024-11-15 2024-11-13
Settings(Apply All 00:00 00:00:19 Nt needed Nt nesded
SSID Auth Settings(Apply ~ 2024-11-15  2024-11-15
Al 00:00 00:00:22 Succeeded Success
Wireless Location 2024-11-15 2024-11-13 Succeeded Success
Settings(Apply All 00:00 00:00:25
Wireless Security 2024-11-15 2024-11-15 Succeeded Success
Settings(Apply All) 00:00 00:00:26
E - 1 Next Last [ 0. |Total2s
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7.6.3 Viewing Upgrade Logs

Operation and Maintenance

Click Logs > Upgrade Log to go to upgrade log interface. Here, you can track the upgrade results.

| Upgrade Log

‘Operator Description

tokyo_test  Upgrade selected 1 device(s)
tokyo_test  Upgrade selected 1 device(s)
tokyo_test  Upgrade selected 1 device(s)
tokyo_test  Upgrade selected 1 device(s)
tokyo_test  Upgrade selected 1 device(s)
tokyo_test  Upgrade selected 1 device(s)
tokyo test  Upgrade selected 1 device(s)
tokyo_test  Upgrade selected 1 device(s)
tokyo_test  Upgrade selected 1 device(s)
tokyo_test  Upgrade selected 1 device(s)

Proviows Page | 1

Target Version
MA_1.3(1)B8P1, Release{11142512), Revision{ddda55e40)

MA_1.0(1)82P1,

12313),

MA_1.3(1)88P1, Release(11142512),

AP_RGOS 11.9(4)B1P7, Release(09151815)
AP_RGOS 11.9(4)B1P7, Release(09151815)
AP_RGOS 11.9(4)B1PS, Release(09151815)
AP_RGOS 11.9(4)B1P7, Release(09151815)
AP_RGOS 11.9(4)81P7, Release(09151815)

[ Started at

5

[ Ended at

Time
2024-11-1410:35:44
2024-07-29 15:52:37

2024-05-28 18:01:17

18:01:7

2024-04-1017:3013

AP_RGOS 11.9(4)B1P8, ase( 1815)

XS1930J RGOS 11.4(1)B70P18, Release{10201612)

Next Last

14:32:49
2024-03-14 17:02:05
2024-03-14 16:58:14
2024-03-14 16:25:16

2024-03-13 19:54:00

In the upgrade log operation column, three buttons are provided:

Result (success/Failure/Aborted)

1,070
1,00
1/010
1/0/0
1,070
1,070
1,070
1,070
1,070
1,00

Action
(=] 2]
(=] 2]
a@ o]
B Bc
&8 e]
BBc
BBe
BBEec
=] =
=] Q

Total: 37

Buttons

Description

B

Click this icon to view the details of the upgrade task.

(&

Click this icon to abandon the upgrade task.

c

Click this icon to try the upgrade again.

You can filter logs by setting a time period, or click 4 the icon in the lower left corner of the Result column to filter

logs based on upgrade results.

| Upgrade Log

Operator Description

tokyo _test  Upgrade selected 1 device(s)
tokyo_test  Upgrade selected 1 device(s)
tokya_test  Upgrade selected 1 device(s)
tokyo_test  Upgrade selected 1 device(s)
tokya_test  Upgrade selected 1 device(s)
tokyo_test  Upgrade selected 1 device(s)
tokya_test  Upgrade selected 1 device(s)
tokyo_test  Upgrade selected 1 device(s)
tokyo_test  Upgrade selected 1 device(s)
tokyo_test  Upgrade selected 1 device(s)

Previous Page | 1
Upgrade Log

Operator Description
tokyo_test  Upgrade selected 1 device(s)
tokyo_test  Upgrade selected 1 device(s)
tokyo_test  Upgrade selected 1 device(s)
tokyo_test  Upgrade selected 1 device(s)
tokyo_test  Upgrade selected 1 device(s)
tokyo_test  Upgrade selected 1 device(s)
tokyo_test  Upgrade selected 1 device(s)
tokyo_test  Upgrade selected 1 device(s)
tokyo_test  Upgrade selected 1 device(s)
tokyo_test  Upgrade selected 1 device(s)

Target Version

MA _1.3(1)B8P1, Release(11142512),

Process

MA_1.0(1)B2P1, Release(09212313), Revision(5215)G

MA_1.3(1)B8P1, Release(11142512), ision(ddd,

O 1/ 1

[ Started at

o II Ended at

Time

2024-11-14 10:35:44

2024-07-2915:52:37

AP_RGOS 11.9(4)B1P7, Release(09151815)
AP_RGOS 11.9(4)B1P7, Release(09151815)
AP_RGOS 11.9(4)B1PS, Release(09151815)
AP_RGOS 11.9(4)B1P7, Release(09151815)
AP_RGOS 11.9(4)B1F7, Release(09151815)

AP_RGOS 11.9(4)B1P8, Release(09151815)

N 1/ 1

O 1/ 1

24 8 18:01:17
2024-05-28 18:01:17
2024-04-1017:30:13

14:32:49

O 1/ 1

2024-03-14 17:02:05

1/ |

X$1930)_RGOS 11.4(1)B70P18, Release(10201612) 1/ 1
of 4 Next Last
Target Version Process
MA _1.3(1)B8P1, Release(11142512), 55e40) /1

MA_1.0(1)B2P1, Release(09212313), Revision(5215)G

MA_1.3(1)B8P1, Release(11142512),

5540)
AP_RGOS 11.9(4)81P7, Release(09151815)
AP_RGOS 11.9(4)B1P7, Release(09151815)
AP_RGOS 11.9(4)B1PS, Release(09151315)
AP_RGOS 11.9(4)B1P7, Release(09151815)
AP_RGOS 11.9(4)B1P7, Release(09151815)
AP_RGOS 11.9(4)81P8, Release(09151815)

XS1930J RGOS 11.4(1)B70P18, Release(10201612)

of 4

16:58:14

2024-03-14 16:25:16

2024-03-13 19:54:00

Result (success/Failure/Aborted) |

1/070
1,070
1,070
1,040
1,070
1/0/0
1,070
1/0/0
1,040
1/0/0

Action

BRBec
& e
BEce
& e
[= el
-] <}
BGEce
@ (e}
BREe
@ =]

&l

] B B & & & B 8

&

&l

Total: 37

Started at n“ Ended at
Time Result [Su::es:lF:ilure]Abode‘ Action
2024-11-14 10:35:44 1/0¢/ al v B Bc
2024-07-29 155237 170/ success BRe
2024-05-28 18:01:17 1/0/|  railure BEc
2024-05-28 18:01:17 1/0/| Aborted BBc
2024-04-10 17:30:13 1/0/% EBRBec
2024-04-04 14:32:49 1,070 B Bc
2024-03-14 17:0205 1/0/0 BBEc
2024-03-14 16:58:14 1/0/0 BBEec
2024-03-14 16:25:16 1,070 B Bc
2024-03-13 19:54:00 1/0/0 BRBc
(0. JTotal:37
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7.6.4 Viewing Mesh Logs

Click Logs > Mesh Log to go the mesh log interface. In this interface, you can view all Mesh-related log information,

including operation type, MAC information, Mesh network, etc.

| MESH Log (SR .

MAC, MESH Network Started at £

Ended at a

Operation Type MAC MESH Network Created Time Content
Device online <cb8.704¢.75a6 GTRUB1400014B 2024-11-14 13:55:48 Frif A [SN:GTOQHEXWO000981 | ETARG-MA2810] &4 v ¥ 2 sy b T—H TA LS V=% B
Device online 1082.3dc0.c6bb G1RUB1400014B 2024-11-14 13:55:48 T4 A [SN:G1RUB1400014B | T /L:RG-AP180-PE] at A 5 ¥ 2 Ay bT—0 THYFA Vs d
Network is disconnected 2cb9.704e 7236 GTRUB1400014B 2024-11-14 13:50:49 Fri4 2 [SN:G1QHBXWO00981 | ETARG-MA2810] (FA v 2 Fv FT—H THERERTIET
Network is disconnected 1082.3dc0.c6bb GTRUB1400014B 2024-11-14 13:50:49 Fri1 A [SN:GTRUB14000148 | €T /LRG-AP180-PE] (34 v ¥ 2 &y hT—0 THHEhTIEST
Device offline 1082.3d34.e2dc 11A1D11000060 2024-11-13 15:57:07 T /54 Z [SN:JORUBT6000951 | ET/L:RG-MA2810] [F A ¥ 2 Fu RI—4TFIF1 Y TT
Device offline 105£0281.2066 J11A1D11000060 2024-11-13 15:57:07 Tri4 A [SNJ1A1D11000060 | T A:RG-AP1B0-PE] £+ % ¥ 2 ®w bT—5TH IS4 ¥ TF
Device online 1082.3d34.e2dc J11A1D11000060 2024-11-13 13:10:18 Fri4 Z [SN:JORUBTE000951 | EFJLRG-MA2810] £t A v &2 %o hT—2 TH VT4 VI=h 3
Device online 105£.0281.2066 J11A1D11000060 2024-11-13 13:10:18 F294 A [SNJ1ATD11000060 | ET /M:RG-AP180-PE] £ 4 v ¥ 2 Ay FI— 5 THY T #1283
Device offline 1082.3d34.e2dc J11A1D11000060 2024-11-13 09:35:07 T 454 2 [SN:JORUBT6000951 | ET/L:RG-MA2B10] [FA % ¥ 2 Ry RI—4TFI 51V TT
Device offline 105£0281.2066 J11A1D11000060 2024-11-13 09:35:07 Tri4 A [SNJ1ATD11000060 | T A:RG-AP1B0-PE] £+ % ¥ 2 ®w bT—5THT 4 ¥ TF
Previous Page | 1 of 11 Next Last Total: 108

7.6.5 Viewing Replace Logs

Click Logs > Replace Log to go to the configuration replacement log interface. The log list displays the device's SN

number, status, project, IP address, start time, end time, and creation time.
Five status are available in the Status column:

Failed: The configuration of the old device failed to be applied to the new device.
Success: The configuration of the old device has been applied to the new device.
Waiting: Waiting for a new device to come online.

Replacing: Configuration replacement is in progress.

vV V V V V

Abort: Configuration replacement task is terminated.

Click the 4 icon on the lower right corner of Status column to filter the logs according to the replacement status, or

filter the operation logs according to the device's SN and operation time period.

| Replacement Log List C e -
SN Started at G| | Ended at o @
Replaced Device SN New Device SN MAC Stalus‘ Retry Times Config File Created Time Begin Time End Time Description

G1RP45Z00626A  G1KDB21052501 5869.6cc3ledf  Success a G1RP4SZ00626A_1667570463468.txt  2022-11-15 17:04:24  2022-11-15 17:04:25  2022-11-15 17:06:21  Configuration replacement suc
G1RP45Z00626A  G1KDB21052501 5869.6cc3ledf  Success [} IP_192 168 110_22ixt 2022-11-15 16:32:45  2022-11-15 16:52:45  2022-11-15 16:54:56  Configuration replacement suc
G1RPASZ00626A  G1KDB21052501 5869.6ccS.1cdf  Success [} G1RP45Z00626A _1667570463468.¢  2022-11-1516:12:38  2022-11-15 16:12:39  2022-11-15 16:14:48  Configuration replacement suc
G1RP4SZ00626A  G1KDB21052501 5869.6cc5.1cdf  Success o] G1RP4SZ00626A_1667570463468 .t 2022-11-1515:57:09  2022-11-1515:57:10  2022-11-15 15:50:08  Configuration replacement suc
GIRP4SZ00626A  GIKDB21052501 5869.6ccSlcdf  Success a G1RP4SZ00626A_1667570463468.xt  2022-11-15 15:48:57  2022-11-15 15:48:57  2022-11-1515:51:05  Configuration replacement suc

oeviows]  Poge 1 Jof (on_JTotal:s

If the replacement status is "Waiting" and you need to terminate the configuration replacement task, you can click

the l& icon in the Action column. After the confirmation prompt appears, click OK.

225



User Guide

7.6.6 Viewing Setting Logs

Click Logs > Setting Logs to go to the setting log interface. The setting log interface displays the device-specific
configuration logs. The log list displays the batch number, SN, status, project, IP address, start time, end time, creation

time, and description. The log can be filtered by status, batch number, and time period. Click € in the Action column

to jump to the eWeb interface of the device.

| Device-specific Config Log List

NO.

20240527174851294

20240527104314390

20240527104139684

20240515185810749

20240515182110666

20240515181215912

20240515181127409

20240515180402194

20240515172809636

20240515172601445

SN
G1RQ6YB0O00309
G1RQGYBO0D309
G1RQEYBO0D309
G1RQEYBOOD376
1234567890ABC
G1RQ6YBOD0376
G1RQ6YBO00376
1234567890ABC
G1RQ6YBO00376

G1RQ6YBO00376

Status
4
Success
Success
Success
Success
Success
Success
Success
Success
Success

Success

Project
00DemoFEE
00DemoFIES
00DemoFIES
00DemoFIER
00DemoFER
00DemoFFEE
00DemoFEEE
00DemoFEEE
00DemoREE

00DemoFRER

Next Last

IP Address

192.168.2.65

192.168.2.62
192.168.3.21
192.168.2.62
192.168.2.62
192.168.3.21
192.168.2.62

192.168.2.62

226

v

Begin Time
2024-05-27 16:48:51
2024-05-27 09:43:14
2024-05-27 09:41:40
2024-05-15 17:38:11
2024-05-1517:21:11
2024-05-1517:12:16
2024-05-15 17:11:27
2024-05-15 17:04:02
2024-05-15 16:28:10

2024-05-15 16:26:01

Operation and Maintenance

C o2 n-

Ended at

o

End Time

2024-05-27 16:49:04

2024-03-27 09:43:27

2024-03-27 09:41:54

2024-03-15 17:38:29

2024-03-1317:21:28

2024-05-15 17:12:29

2024-05-15 17:11:40

2024-05-15 17:04:18

2024-05-15 16:28:26

2024-05-15 16:26:14

Created Time

2024-05-27 16:48:51

2024-03-27 09:43:14

2024-03-27 09:41:40

2024-03-15 17:58:11

2024-03-1517:21:11

2024-05-1517:12:16

2024-05-15 17:11:27

2024-05-15 17:04:02

2024-05-15 16:28:10

2024-05-15 16:26:01

Description
Success
Success
Success
Success
Success
Success
Success
Success
Success

Success

10 =

Action

Q@

£$£ 82888

Total: 28
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8 System Settings

8.1 Switching the System Language

Currently, Ruijie JaCS supports three languages: Simplified Chinese, English, and Japanese. The system language

follows the browser language by default.

To switch the system language, click the icon and then select the language you need.

Ruijie & ) Dashboard @@ Project 88 Al Assistant
[Cieties
All Projects All Devices Alarms Englich
w/ & 4
- e B
25 57 12

My Created(25) My Received(5) My Shared(8)

@ Add & Group it @ Template L Upgrade Policy Q O©OI®s
Project Name B Alarms AP Switch G.hn oLt oNY Gateway Created Tim Actions
test111 0 o/0 0/0 0/0 0/0 0/0 0/0 2025-01-22 16 ¢ £ < 3
AP&80 0 0/0 0/0 0/0 0/0 0/0 0/0 2025-01-09 16 <] Z <
2025-01-Test 7 0/3 0/3 0/0 0/0 0/0 0/0 2025-01-09 12 < 2z <
=L 0 0/0 0/0 0/0 0/0 0/0 0/0 2024-12-1817 ] F < o
Brd_E_test ] /0 0/0 0/0 0/0 0/0 0/0 2024-12-09 14 ¢ s <
20241203 2 0 o/0 0/0 0/0 /0 0/0 0/0 2024-12-03 15 <] Fa =
20241203 0 o/1 0/0 0/0 0/0 0/0 o/0 2024-12-0315¢ Z =
101 0 o/0 0/0 0/0 0/0 0/0 0/0 2024-10-2217 < 4 = 3
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8.2 00000JAPAN Wi-Fi Setting

00000JAPAN WiFi is a free Wi-Fi with no requirement for authentication. When a disaster occurs, it can be quickly

enabled and deployed to provide Internet access.

As long as the layer-1 network is enabled, the devices of this network and its sub networks will be turned on as well.

When the layer-1 network is disabled, the devices will be turned off.

00000JAPAN WiFi is globally disabled by default. To enable 00000JAPAN WiFi, click El and then click 00000JAPAN
WiFi to go to the setting interface. The interface shows the names of all layer-1 networks (root networks) under the
current tenant. When the 00000JAPAN WiFi function in the network is enabled, all the devices in the subnetworks will
simultaneously enable 00000JAPAN WiFi.

Follow the steps below to enable 00000JAPAN WiFi on your network:

1 Click 4 in the Action column of the corresponding network name.

l?ug'ﬁé@) (D Dashboard & Project 88 Al Assistant

Note: For the Apartment Network, 00000JAPAN WiFi is not delivered to device in the following scenarios:
1. Add/move the device

2. When the device is offline, Wi-Fi settings is changed by eWeb/CLI

3. The number of SSIDs has reached the upper limit

4. Wi-Fi is not configured on the device or not synced from the device within 48 hours

| 000DDIAPAN WiFi Setting o]
Network Status Scenario Online AP(s) Total AP(s) Action
default OFF Apartment 0 4 ©“
hotel OFF Hotel 0 1
V1.45.2 test OFF Apartment 0 L] ®

2 Enable the function, select the forward mode (only available for non-apartment scenario), and click OK.

Edit

Status @
Forward Mode | @ Bridge (I NAT

3 When the confirmation prompt appears, click OK.

Message

Are you sure you want to change the Wi-Fi
configuration of the network??

n

4 When the "Operation succeeded" prompt appears, click X to close the prompt box and complete the operation.
Message D

Operation succeeded
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After the 0000JAPAN WiFi is enabled, “ON” is displayed in the status column.

Note: For the Apartment Network, 00000JAPAN WiFi is not delivered to device in the following scenarios:
1. Add/move the device

2. When the device is offline, Wi-Fi settings is changed by eWeb/CLI

3. The number of SSIDs has reached the upper limit

4. Wi-Fi is not configured on the device or not synced from the device within 48 hours

| 00000JAPAN WiFi Setting le]
Network Status Scenario Online AP(s) Total AP(s) Action
default Apartment 0 4 =
hotel Hotel 0 1 £4
V1.4.5.2 test OFF Apartment 0 0 =
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8.3 Contact/Contact Group Management

Click E] and then click Contact to enter the setting interface. In the Contact configuration interface, you can create

contacts and contact groups for receiving alarm information.

(O Dashboard @& Project BB Al Assistant
Alarm Settings
| Contact List 00OJBIAPAN WiFi
Contact
Name Mobile Email Description
test 123345 lailingyan1@ruijie.com.cn test 2o
) f ™ 10. ) Total:0

8.3.1 Adding a Contact

Follow the steps below to add a contact:

1  Click Add.
| Contact List
Name Mobile Email Description Action
test 123345 lailing v test B @
0 f 0. JTotal:0

2 Fill in the information, and the click Save. Name, email address, mobile phone number and description are

required.
Add/Edit Contacé
Name : Liu }*
Email : { I'¢ }*
Mobile : { 1; }*
Description : TEST

Save Cancel

3 When the "Added succeeded" prompt appears, click X to close the prompt box. The created contact will be

displayed in the Contact List.

Message

Add succeeded
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To edit a contact, click the [ in the Action column; To delete a contact, click ] to delete it.

| Gontact List
Name Mobile Email Description Action
test-contact 12345678 lailin i asasa @ m
Liu 122356 Ceci TEST @ w
10 . Total: 0
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8.3.2 Creating a Contact Group

Follow the steps below to create a new contact group:

1 Click Add.
| Contact Group

Test For test only

1 (o.)Totak1

2 Enter a contact group name and description. Both name and description are required.

Add Group

Name

Description

Save Cancel

3 After filling in the form, click Save to complete the operation.

Add Group
MName l Group 'I\
Description for test only

Save Cancel

4 When the successful addition prompt appears, click X to close the prompt box and complete the operation.

Message D

Add succeeded

System Settings

Once a contact group has been added, it will be displayed in the contact group list. To edit its information,

click [4 in the Action column. To delete the contact group, click ] in the Action column.

| Contact Group

Group Description Action

Test For test only (r ]

| Group 1 for test only =T}

232
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8.3.3 Adding Contacts to a Contact Group

To add a contact to an existing contact group:

1 Inthe Contact Group list, click @ in the Action column of a contact group.

| contact Group

Group Description Action
Test For test only Eu
Group 1 for test only @ o
‘ ‘ o ot
Add

2 The contacts that have been created will be displayed in the All Contacts box. Select the contact you want to

add and click Add to Group to add it to the contact group. After adding the contact, click Save.

Edit Contact Group

Name Test

Description For test only

Liu
<< Add to Group

| Delete from Group > > ‘

Save Cancel

3 When the “Add succeeded” prompt appears, click X to close the prompt box and complete the operation.

Message

Add succeeded
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8.3.4 Removing a Contact from a Contact Group

To remove a contact from a contact group:

1 Inthe Contact Group list, click 4 in the Action column of a contact group.

| Contact Group

Tt e @

Group 1 for test only @0

Totl 2

2 After selecting the contact to be removed from the contact group, click Delete from Group.

Edit Contact Group

Name { Test l

Description For test only

All Contacts
Liu

<< Add to Group

Delete from Group >>

3 When the “Delete succeeded” prompt appears, click X to close the prompt box.

Message D

Delete succeeded

4  The removed contacts will be displayed in the All Contacts box on the right. Click Save.

Edit Contact Group

ome [ l

Description For test only

Contact Group All Contacts

iu
TEST1

<< Add to Group

Delete from Group »>

=)

5 Afterthe “Update Succeeded” prompt appears, click X to close the prompt box and complete the operation.

Message D

Update Succeeded
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9 Account Management

9.1

Changing the Account Information

Follow the steps below to modify the basic information of the account. The account name and registered email

address cannot be changed.

1

Click Account to enter the modification interface.

Ruijie & (O Dashboard @ Project B8 Al Assistant

liuyijing_11@foxm... @

All Projects. - All Devices & Alarms . J
3 0 > 0 =~ Sub Acccount
Account Role
Access Palicy
My Created(3) My Received(0) My Shared(0) O Legout

2 Youcan modify the country, time zone, full name, mobile phone number, company name and address of your

account. Mobile phone number, company name and address are not mandatory items. After modifying as

needed, click Save.

| userinfo ~

Account : { ]
Email = [ 1
Country : { Japan ']
Time Zone : [ (GMT +9:00)Asia/Tokyo ']
Full Name : [ liwyijing_1 _ ]
Mobile Number : { Mabile Number }
Company: l Company ]
Address : { }

4

3 After the "Edit account succeeded" prompt appears, click X to close the prompt box and complete the

modification.

Message

Edit account succeeded
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9.2 Changing the Account Password

To changing your account password:

1 Click the account icon and select Account to enter the modification interface.

Ruijie & ) Dashboard
liuyijing_1 . ®
All Projects All Devices Alarms -m
- ¥4 i Sub A t
ub Acccount
3 0 0
Account Role
Access Policy
My Created(3) My Received(0) My Shared(0) © Logout

2 Clickthe ¥ icon onthe Modify Password interface to expand the password modification interface.

Time Zone : [ @MT<o00siarTokyo -
Full Name : [ livyijing_11@foxmail.com I
Mobile Number : [ Mobile Number I
Comgany: \ Company ‘
Address : [ ‘
Save
| Modify Password

3 Atter entering the old password and setting a new password, you need to enter the new password again for

confirmation, and then click Save.

| Modify Password ~

0ld Password : [ .......... l

New Password : [ .......... l

Confirm Password : [ .......... l

4  When the "Password change succeeded" prompt appears, click X to close the prompt box and complete the

operation.
Message

Password change succeaded

O Note

If you forget your original account password, please refer to 2.3 Resetting Password to reset it.
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9.3 Sub-account Management

9.3.1 Creating a Sub-account

Follow the steps below to create a sub-account for a project:

1 Click Subaccount to go to the subaccount management interface.

(3 Dashboard & Project 38
liuyijing 1 _ . @
All Projects - All Devices < Alarms @ Acccount
. ~ . & . =
Account Role
Access Policy
My Created(3) My Received(0) My Shared(0) S tegest

2 Click Add Sub Account.

Ruiie & {O) Dashboard @& Project 88 Al Assistant

| Sub Account List c .-

Add Sub Account Usernam

Username (Email) Role Project Full Name Mobile Email Web CLI Action

No Data

o Jefo o - [io. JTotat0

3 Select New Account, and then set the project to be managed by the sub-account and fill in the subaccount

information.

Add Sub Account

Note: If you have a Cloud account, you can share the project and do not need to add a sub acoount. (3
Details

Type @ Mew Account Existing Account

Project I ALL I‘

Username (Email) ‘ Please enter email “

Verification Code

Send Code ‘ *

Password

Language | English v/

Full Name

Mobile Number

Company

webcll | ensble v

Role [Admin '] L:]

Cancel

Items Description

Required.

Username (Email) Set the user name (email address). The entered email address must have not been
registered on the JaCS.

Required.

Verification Code o )
Enter the verification code sent to your mailbox.
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Required.

Password Set a subaccount password. The password must contain at least three of the
following character types: uppercase letters, lowercase letters, numbers, and
special symbols. The password length is 8-16 characters.

Language The default language is English. Japanese and Chinese are also supported.

Set the account name. Ifitis left blank, it will be set to the username (email address)

Full Name
by default.

Optional.

Mobile Number
Set your phone number.

Optional.

Compan
pany Set company information. Up to 255 characters can be entered.

Web CLI Enable or disable Web CLI function. This function is enabled by default.

Set the subaccount role.

Four roles are supported by default:

e Admin: owns the administration permissions;
Role e Employee: owns the administration permissions;
e Operator: owns the permissions to manage authentication;
e Guest: only owns read permission.

Support customizing roles. For specific operation steps, please refer to section
9.3.3 Customizing Sub-account Roles.

g Note

If the sub-account only needs reading permissions, you need to set the Web CLI to "Disable". If the sub-account

needs operation permissions, set the Web CLI to "Enable" and set the role to "admin".

4 Atter filling in the information, click Save to save it. When the "Added succeeded" prompt appears, click X to close

the prompt box and complete the operation. The added sub-account will be displayed in the sub-account list.

Message D

Add succeeded
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9.3.2 Setting an Existing Account to be a Sub-account

To set an existing account to be sub-account to manage projects:

1 Click Add Sub Account.

| Sub Account List cC -
Username (Email) Role Project Full Name Mobile Email Web cLI Action
No Dats
Y o

2 Select Existing Account, enter the email address, set the role, and click Save to complete the operation.

Add Sub Account

MNote: If you have a Cloud account, you can share the project and do not need to add a sub account. (%7

Details
Type Mew Account © Existing Account

Project ‘ Test1 |

Username (Email) ‘ 1428 L] |

Role [ Admin -] e
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9.3.3 Customizing Subaccount Roles

Account Management

Ruijie JaCS supports four kinds of sub-account roles by default: Admin (owns management permissions), Employee
(owns management permissions), Operator (only owns authentication management permissions), and Guest (only

owns read permissions). These four default roles cannot be deleted.

In addition to these four roles, the JaCS allows users to customize sub-account roles to define the permissions by

themselves. The specific steps are as follows:

1 Click Account Role to go to the role management interface.

Ruijie & (O Dashboard

Al Projects
wl

3

My Created(3) My Received(0)

2 Click Add.

| RolelList ®

Add
Role
Guest
Operator
Employee

Admin

All Devices

0

My Shared(0)

Type
Default Role
Default Role
Default Role

Default Role

Description

Alarms

0

Created Time

A

Creator

Cecilia1091@163.co...
Cecilia1091@163.co...
Cecilia1091@163.co...

Cecilia1091@163.co...

(¢]

=

Action

Totat 4

3 Setthe role name (required), and description (optional), then click Save.

| Role Permission

ERE

Permission
Dashboard
Project
Al Assistant
undefined
System

D iviing_11@fxm.. @
Acccount

Sub Acccount

Account Role

Access Policy

O Logout

[ Callapse - C

Add
Role l ®
Description
e
O Note

e  The description can contain up to 128 characters.

e The role name only supports numbers, letters, dashes (-), underscores (_), and special characters (“#”, “.”
and “@"). The supported length is 1-64 characters.

4 Atter setting the role information click & | to configure account permissions.

Add succeeded. Please click here to edit its permission.
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5 Onthe Role Permission page on the right, check the permissions according to your needs, and then click Save.

| Role List © CustomizedRole

] Role Permission [Cselect all
Collapse -

Add Role o Y

Role
Guest
Operator
Employee
Admin

CustomizedRole

Type
Default Role
Default Role
Default Role
Default Role

Custom

Description

Created Time Creator

Cecilia1091@163.co...
Cecilial091@163.co...
Cecilia1091@163.co...
Cecilial091@163.co...

2024-09-23 10:15:20  Cecilia1091@163.co...

Z&w

Total: 5

@ Permission
& JDashboard
OO Read
00 write
= —iProject
2 I0verview
00 Read
00 write
= —iTopology

OO Read
000 write
& CiDevices
00 Read
00 write
B CiClient
OO Read
00 write
= —iDevice Config
B IAP Template
D0 Read
00 write
= iBasic
[0 Read
0D write
= SIApartment Basic
0D Read
00 write

5 _layout

6 When the operation confirmation box appears, click OK to complete the configuration.
Message

Are you sure you want to change the
permission of the role?

“

After the custom role is created, you can select the custom role on the sub-account adding or editing interface.

Add Sub Account

Note: If you have a Cloud account, you can share the project and do not need to add a sub account.

(% Details

Type

Project

Username (Email)

Verification Code

Password

Language

Full Name

Mohbile Number

Company

Web CLI

Role

© New Account

Existing Account

|_ ALL

| Please enter email

| *

Send Code | "

English

[

Admin
Employee
Operator

Guest

CustomizedRole I

Admin

Save Cancel
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9.3.4 Configuring Access Policies for Subaccounts

Follow the steps below to create an access policy for an existing sub-account:

1 Click the o icon in the Action column of an existing subaccount.

| Sub Account List [CI

Q Search

Username (Email) Role Project Full Name Mobile Email Web cLI Action

14 -2 " Admin Test] " - 2 Enable e < Ji}

1 " (0. Totak:1

2  Select the access policy to be applied and click Save to complete the operation.
Access Policy Configuration
| Access Policy C

= All Policies
D Policy1(193.168.2.1)

Save Cancel

Note

If there is no access policy, refer to 9.4.1 Creating an Access Policy to create an access policy first, and then

apply it to the subaccount.
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9.3.5 Canceling the Access Policy Applied to the Sub-account

Follow the steps below to cancel the access policy applied to a sub-account.

1 Click the r} icon in the Account column of the sub-account.

| Sub Account List

Username (Email) Role Project Full Name Mobile Email Wb CLI

14 " 1 Admin Test1 " - 1 1 Enable

2 Uncheck the access policy, and click Save to complete the operation.

Access Policy Configuration

| Access Policy C

=[] All Policies

(@) policy1(193.168.2.1)

Save | Cancel |
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9.3.6 Editing Subaccount Information

Follow the steps below to edit the information of an existing subaccount:

1 Click the Ed in the Action column of the subaccount to be edited.

| Sub Account List CcC -
Username (Email) Role Project Full Name Mobile Email Web cul Action
1 == Admin Testl e - - Enable D ]
1 0. )Total: 1

2 After modifying the sub-account information, click Save. The Email address and project cannot be changed.

Edit Sub Account

Note: If you have a Cloud account, you can share the project and do not need to add a sub account. (F
Details

Project | Test1

Username (Email) | ] =

Language | English v|

Full Name | 14 | @

Maobile Number | |

Company

Web CLI

Role [Admin '] (7]

Lance

3 When the “Edit succeeded” prompt appears, click X to close the prompt box and complete the operation.

Message D

Edit succeeded
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9.3.7 Deleting Subaccounts

Follow the steps below to delete the sub-account information:

1 Click the U in the Action column of the sub-account to be deleted.

| Sub Account List CcC -3
Username (Email) Role Network Full Name Mobile Email Web CLI Action
liyijing_11@foxmaiLcom Admin Apartment 1 Subaccount Fuyijing_ 1@ foxmail.com Enable = ol
1 x (0. JTotar:1

2 Whenthe operation prompt box appears, click OK to close the prompt box and complete the deletion.

Message

Are you sure you want to delete the account?

n

3 After the “Delete succeeded” prompt is displayed, click X to close the prompt box and complete the operation.
Message

Delete succeeded
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9.4 Access Policy Management

Click account icon and click Access Policy to go to the access policy management interface. Here, you can
configure access policies for subaccounts. By default, the access policy list displays all configured policies under the
tenant. Access policies can only be applied to subaccounts. Once an access policy is applied, only the IP addresses

specified in the policy are permitted to log in to the subaccount.

(3 Dashboard ® Project 88 Al Assistant

liuyijing_11@foxm... @

| Access Policy List Acccount
Sub Acccount
Add p

X Account Role
Name IP/IP segment Start Date End Date Repeat on Time

No Data Access Policy

& Logout
) o 10. | lotaky

9.4.1 Creating Access Policies

To create an access policy:

1 ClickAddto go to the access policy management interface.

| Access Policy List Cc -
Name IP/IP segment Start Date End Date Repeat on Time Action
No Data
0 o Next " 0. |Total:0

2 Fill in the information and click Save.

Add
Name* [ l
IP/IP segment * i Public IP, e.g. 193.168.2.1,193.168.2.0/24 l
Period * [ 2024-09-23 s [ 2099-09-23 z
Repeat on * Please select the repeated day in a week. ‘
Time * [ 00:00 v] [ 23:59 v] ]
[ +Add More J

Items Description

Required.
Name Set the policy name. Length: 1-64 characters. Letters, numbers, and special symbols

(- _,# @) are supported.

Required.

IP/IP segment
Set IP or IP network segment, such as “193.168.2.1, 193.168.2.0/24".
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Required.

Period
Set the date range that allows the IP address to access.

Required.
Repeat on Set a repeat day each week.
Options: ALL/Monday/Tuesday/Wednesday/Thursday/Friday

Required.
Time Set the time period that allows the IP address to access.
To set multiple period, click +Add More.

3 Afterthe policy is added, it is displayed in the Access Policy List. Access policies can only be set for subaccounts.

ALL ~ | Search Network I Manage Netwark l l Take over Network [ Unbind Device ]
| Access Policy List (eI "]
Add Name Q Search
Name. 1B/IP segment start Date End Date Repeat on Time Action
Policy! 19316821 2024-06-18 2024-06-26 Sunday 00:00-23:59 (CA ]

(- ot | o Jrotat
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9.4.2 Editing Access Policies

Follow the steps below to edit an existing access policy:

’ .
1 Click the ES icon in the Action column of the an access policy.

| Access Policy List Cc -
Name IP/IP segment Start Date End Date Repeat on Time Action
Policy1 193.168.2.1 2024-11-16 2099-11-17 Sunday 00:00-23:59 0]
e . o Jrott

2 Atter modifying the access policy information as needed, click Save.

Edit

MName* Policy1 ]

IP/IP segment * { 193.168.2.1 ]

Period * { 2024-11-16 4 } [ 2009-11-17 a ]

Repeat on * | x Sunday| %

Time * { 00:00 v} [ 23:59 v] ]
[ +Add More ]

Save Cancel

3 When the operation confirmation message appears, click OK to complete the operation.

Message

Are you sure you want to edit the policy?

“
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9.4.3 Deleting Access Policies

Follow the steps below to delete the corresponding access policy.

1 Click the " icon in the Action column of the access policy to be deleted.

| Access Policy List

Add
Name IP/IP segment Start Date End Date

Policy1 193.168.2.1 2024-11-16 2099-11-17

1

2  Whenthe operation confirmation message appears, click OK.

Message

Are you sure you want to delete the record?
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1 0 Others

10.1 Online Documentation

You can click the icon to read the online documentation of Ruijie JaCS.

(2 Dashboard

All Projects All Devices Alarms o
‘Al Ve el
3 0 0
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10.2 System Usage Restrictions

No.

Module

Description

Importing Devices in
Batches

Up to 200 devices can be imported each time.

Configuration

Configurations of up to 200 devices can be imported each time. To import
configurations of over 200 devices, users need to do it in batches.

SSID

SSIDs can contain numbers, English letters, and “-*.

Custom excel

template

For an custom Excel template, A to Z columns and 1 to 15 rows are
supported to be used.

AP

Account-based policies may not be created for some models, such as
AP680(CD), where they are disabled by default. In this case, users need to
batch apply from the Cloud the web-auth acct-update-interval 1 command
to enable those policies.

SSID reverse sync

The Cloud does not support SSIDs containing special characters. If such
SSIDs are set on end devices, the Cloud will fail to deliver them after they
are synchronized to the Cloud.

00000JAPAN WiFi

In the apartment project, if the device goes offline after 00000JAPAN Wi-Fi
is enabled, and then goes online after 00000JAPAN Wi-Fi disabled, Cloud
will not re-configure the Wi-Fi settings on device. You need to clear
00000JAPAN Wi-Fi configuration manually.

AP

In non-apartment project, except for AP180 series access points, please
clear the configuration on access points before bringing them online;
otherwise, the configuration on devices may be conflict with that on Cloud,
and the client may not be able to access the Internet.

AP

In non-apartment project, if the working mode (bridge mode or routing
mode) of an AP180 access point is different from that on Cloud, the client
may not be able to access the Internet.

10

Topology

1. Only devices connected to the downlink port of the switch can be
detected.

2. Only RG-EG5210-JP, XS-1930J series switches, APs, RG-HS2310-
16GH2GT1XS and RG-HA3515-DG can be displayed in the topology.

3. Only the devices in the same network and subnetwork can be
displayed in the topology.

4. DHCP Diagnosis: only supports dynamic IP; the IP address of device
can be recognized correctly only after four hours when its address pool
range is changed.

5. When the downlink devices of RG-EG5210-JP are offline, they still can
be displayed in the topology for 1 hour, but the traffic information of
interfaces cannot be displayed.

6. Loop detection is not supported.
7. RG-HS2310-16GH2GT1XS and RG-HA3515-DG are displayed in the
Topology page only when the root node is RG-HS2310-16GH2GT1XS

or when the RG-HS2310-16GH2GT1XS is directly connected to RG-
EG5210-JP.

11

TOPOLOGY

The uplink ports of some switches cannot be shielded in the topology as the
Cloud fails to identify them.

Included:

XS-S1930J-8GT2SFP, XS-S1930J-8GT2SFP-P
XS-S1930J-18GT2SFP, XS-S1930J-18GT2SFP-P
XS-S1930J-24GT4SFP/2GT, XS-S1930J-24GT4SFP/2GT-P
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XS-S1930J-48GT4SFP

Initial Configuration

Now, the template can be applied only to RG-AP180 series access points

12 Template in project where the scenario is set to apartment.
13 CLI Command Only for AP and CAP series products.
14 WPA3-SAE Only for RG-MA2610 and RG-MA2810 access points in project where the
scenario is set to hotel.
15 Bswce Details-Back Only for the project where the scenario is set to apartment.
16 Project Group Level Supports a .5.-Ievel grouping structure. The final level can only be a project,
and no additional projects or groups can be created beneath it.
1. Upgrade policies cannot be created in sub accounts and the project
being shared.
17 Upgrade Policy 2. Only for MA and AP180 series access points.
3.  Only one upgrade policy can be configured for a device model.
Quick Deployment | 1 Thjs feature is applicable only to AP180 series access points.
18 (Supported in the
future) 2. Switches only can detect the APs that can access wide area networks.
19 RG-HS2310- Ruijie JaCS doesn’t support displaying the configurations of G.hn ports as
16GH2GT1XS well as delivering configurations to them.
20 Project Up to 200 projects can be created each time when you use the batch

template to create projects.
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